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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

Jucuumnnuna «OcHOBBI HH(OpMALIMOHHON 0€30MacHOCTH U KUOEpyCTONYMBOCTHY» BXOJIUT B
nporpammy OakanaBpuata «Data Engineering u ympaBieHHE KOCMHYECKUMH CHUCTEMaMU» IO
HanpasieHuo 27.03.04 «YnpaBieHue B TEXHUYECKUX CHCTEMax» M M3ydaercs B 3 cemecTpe 2
Kypca. Aucuuninuny peanusyeT . JucuumimHa cocTout u3 13 pasaenos u 32 TeM U HalpaBieHA
Ha M3y4Y€HUE OCHOBHBIX BHJIOB BO3MOKHBIX TEXHOJIOTMYECKHUX YIpO3 M CIIOCOOOB obOecriedeHus
MH(POPMALIMOHHOHN 0€30MacHOCTH

Lenbto ocBOeHMS AUCLMILTUHBI SBJSIETCS IMOJIyYeHUE 3HAHUM, YMEHUN, HAaBBIKOB U OIbITA
JesITeIbHOCTH B 00J1aCTH obecnieueHust HH(HOPMAIIMOHHON 0€30IacHOCTH M 3alUThl HH()OpMaIH

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUIIVIMHbI

OcBoenue JUCHUTLITAHBI «OcHOBBI nHGOPMAITMOHHON 0e3omacHoCTH u
KHOepyCTOMUMBOCTH»  HampaBieHO Ha (GOpMUpOBaHHE Yy OOy4aroUIMXCs  CIEAYIOIIUX
KOMITETCHIINH (4aCTH KOMITETECHIIN ):

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00y4arOWuxcs npu 0c80eHuu
OUCYUNTIUHBL (Pe3VIbmambvl 0C80eHUS OUCYUNTIUHDL)

I/IHZ[I/IKaTOp])I JOCTHIKCHHUH KOMIICTCHIUHN

Iudp Komnerenuus N
(B paMKax JaHHOMW NHUCUMUIUIMHBI)

OIIK-2.1 Onpenensiet 3agayu npoheCCHOHATBHOMN NeATEIBHOCTH C
MO3UIHUH POGHUIIBHBIX pa3/ieNoB MAaTEMaTHIECKUX U
€CTETCTBEHHOHAYUYHBIX JTUCLHUIUINH;

OIIK-2.2 YMeeT uCIoab30BaTh 3HAHHS MPOQMIBHBIX Pa3ieioB
MaTeMaTHYECKUX U €CTETCBEHHOHAYYHBIX JUCIUTUINH IS
(hopMyITHPOBKH 3a11a9 POPECCHOHATBHON NeSTEITHOCTH;
OI1IK-2.3 [TpumensieT 3HaHUA MPOPUIBEHBIX Pa3aeoB
MaTEeMaTHYECKUX U €CTECTBEHHOHAYYHBIX JUCIUTUINH IS
pa3paboTKH aNTropuTMa peleHus 3a1ad npodecCHoHANBHOM’
JIESITeTTHHOCTH;

CriocobeH GpopMynupoBaTh
3aau npodeccHoHaIbHON
JIeITeIbHOCTH Ha OCHOBE 3HAHHH,

OIIK-2 MPOQMIEHBIX pa3aeiioB
MaTEMaTUYECKHUX U
€CTECTBEHHOHAYYHBIX JIUCIUILIHH
(Momymeit)

OIIK-5.1 Onpenensier uenu Juist pelieHrs 3a1a4 pa3BUTHS HAyKH,
TEXHUKHU ¥ TEXHOJOTUH B 00JIACTH YNPaBICHHUS B TEXHUUECKUX

Crnoco0eH permarth 3a1a4u
cucTeMax;

pa3BUTHSI HAYKH, TEXHUKU U
OIIK-5.2 3HaeT 1 HCToIb3yeT METOAB! I PELICHU 3a0a4
TEXHOJIOTHH B 00J1aCTH

Pa3BUTHA HAYKH, TEXHUKH U TEXHOJIOTHH B 00JaCTH YIPBICHUS B
yIOpaBJIEHUS B TEXHUIECKHUX
OIIK-5 TEXHUUYECKUX CUCTEMAaX C y4eTOM HOPMATUBHO-IIPAaBOBOIO
CHCTEMax C y4eTOM HOPMaTHBHO- o
peryInpoBaHus B cepe HHTEIUIEKTYIbHOH COOCTBEHHOCTH;
MPaBOBOTO PEryJIMPOBAHUS B
. OIIK-5.3 ObecrieunBaeT pemeHne 3a1a4d pa3BUTHS HAYK1, TEXHUKH
cdepe HHTEIIIEKTyaIbHON
Y TEXHOJIOTUH B 00JIaCTH yNPABJICHHUS B TEXHUYECKUX CHCTEMaXx C

COOCTBEHHOCTH
Y4eTOM HOPMaTHBHO-TIPABOBOTO PETYJIMPOBAHUS B cepe
HWHTEJUICKTYaJIbHOH COOCTBEHHOCTH;
ITK-10.1 3naeT oCHOBHBIEC TOXOABI U METOBI COOpa U aHAIH3Aa
HCXOJHBIX TAHHBIX JIJIS pacueTa U MPOSKTUPOBAHHS CUCTEM U
Crnoco0OeH MpUMEHATh CPEICTB aBTOMATH3AINY U YIPABICHUS;
nHpopmannonHsle TexHodoruy, [[1K-10.2 YMeer npuMeHITh HHPOPMALMOHHBIE TEXHOJIOTHH B
TIK-10 cO0JIFOIaTH OCHOBHBIE npodeccnoHaTLHOM AesTEIBHOCTH, COOTI0AaTh OCHOBHBIE
TpeboBaHUs HHPOPMAITMOHHON | TpeboBaHMs HHPOPMAITMOHHON 0€30MaCHOCTH;
6e3omacHOCTH I1K-10.3 Brageet coBpeMeHHBIMI HH(POPMATHOHHBIMA

TEXHOJIOTUAMHU [JIA pacdy€Ta U MIPOCKTUPOBAHUA CUCTEM U CPEACTB
ABTOMATU3ALMU U YITPABJICHUSA

ITK-7.1 3HaeT OCHOBHBIE MOJXO0/IBI K pa3paboTKe MPOSKTHBIX
CnocobeH pa3pabaTbIBaTh 1 penieHuii no obecrneyeHuo Knoepoe30nacHoCTH HHYOPMALTUOHHBIX

aQHAJIM3MPOBATh IIPOCKTHBIC CHUCTEM;
IK-7 penieHus o ooecneyeHnIo IIK-7.2 YMeeT aHanu3upoBaTh NPOEKTHBIE PELIEHUS HAa IPEIMET
KknbepOe30nacHOCTH obecrieueHnst KHOepOe30IIacHOCTH;

aBToMaTH3upoBaHHBIX cucteM |[IK-7.3 Brageer TeXHMKaMu peann3aniiil IPOEKTHBIX PEIICHHH,
obecrnieunBarOmuX KHOepOe30MacHOCTh aBTOMATH3HPOBAHHBIX




HIugp

Komnerennus

HNHanKkaTopsl 10CTHKEHUS] KOMIETEHIINN
(B pamMKax JaHHOW JAUCIMILIHHEI)

CHCTEM,;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

JAucuunnmza

«OCHOBBI

nH(POPMAIMOHHON  0e30macHOCTH

U KuOepyCTOWYHBOCTH

OTHOCUTCSI K 4acTd, (GOopMUPYeMOHl ydYacTHHKaMH OOpa3oBaTelIbHBIX OTHOLIEHUN Onoka 1
«Jucuurmael (MOIysH)» 00pa3oBaTEbHOM MIPOrpaMMBbI BBICIIEIO 00pa30BaHMS .

B pamkax o0pa3zoBaTeNbHON MpPOTpamMMbl BBICIIETO OOpa30BaHUS OOYYAIOIIMECS TaKXKe

OCBaMBaIOT
3arIaHUPOBAHHBIX
0€30MacHOCTH U KUOEPYCTOMYUBOCTH.

apyrue
pe3yJIbTaToB

JUCLIUILINHEI
OCBOEHHUA

W/WTW  TIPAKTHKH,

NUCHUIIINHEI

CITOCOOCTBYIOIIHE
«OCHOBBI

JOCTHKCHUIO
UH(POPMALMOHHOM

Tabnuya 3.1. Ilepeuenv komnonenmos OII BO, cnocobcmeyrowux oOocmudiceHuro
3ANIAHUPOBARHbLX pe3)1bmamoe OC60E€HUA auCY/ﬂ/l}’lJZMHbl
IIpenmecrByromue Iocnenyromue
g Hauvenosanne IIHCEHI:IJIHHLI;,MOI;[I JIH nncunnnn):{il/ﬁloz[ JIH
p KOMIIETeHIIUH * i, % i,
NPaKTHKH NMPaKTHKH
dusuka;
Teopust aBTOMaTH4ECKOTO
TIPABJICHHS;
CrocobeH GpopMynupoBaTh yrip ’
. DNeKTPOTEXHHUKA U 3IEKTPOHUKA,;
3a7a4M Ipo(hecCHOHATBHOM o
MaremaTHuecKuii aHaIIu3; [IpexaumiomMHas MpakTHKa;
JeATEILHOCTH HA OCHOBE .
. Anrebpa n reomeTpus; YpaBHEHUsSI MaTeMaTHYECKOI
OIIK-2 3HAHUH, TPOPIITHHBIX .
KommnekcHslit aHamms; 3Ky
pa3/iesioB MaTeMaTHIECKUX .
Teopwust BeposiTHOCTEH 1
Y €CTeCTBEHHOHAYYHBIX
CITITHH (MozyTei) MaTreMaTuyecKas CTaTHCTHKA;
Y WNudopmartuka u
MpOrpaMMHUPOBaHUE;
Crnoco0eH permarth 3a1a4u
pa3BUTHs HAYKH, TEXHUKU 1 | Hay4Ho-uccienoBarenbckas pabora
IIpenaunioMHas mpakTHKa;
TEXHOJIOTHH B 00J1aCTH (ToyueHue NepBUYHBIX HABBIKOB
. [TpaBoBEIE OCHOBBI
YIpaBJICHUS B TEXHUIECKUX Hay4HO-HMCCIIE0BAaTEILCKON
HCKYCCTBEHHOT'O MHTEIUICKTa;
OIIK-5 CHUCTEMaX C Y4ETOM paboTen);
MeTop! ONTUMAIBHOTO
HOPMAaTHBHO-TIPABOBOTO Teopernyeckast MEXaHHKa,; DABICHISL:
peryanpoBaHus B cdepe MexaHnKa KOCMUYECKOTO 10JIETa; ymp ’
MHTEJUIEKTYaIbHON
COOCTBEHHOCTH
OcHOBBI pa3paboTKH
Crioco0OeH NpUMEHATh pasp
3alIMIIEHHOTO TPOrPaMMHOTO
MHPOPMALMOHHBIE
obecriedeHus 1
TEXHOJIOTUH, COOII0IaTh .
IK-10 KOMIBIOTEPHBIX CEeTEeH;
OCHOBHEBIE TpeOOBaHUS
. IIpenaumnioMHas mpaxkTHKa;
nHPOPMATMOHHOM
TexHonmorn4eckas MpakTHKa;
6e3omacHocTH
CnocobeH pa3pabaTbIBaTh 1
OcHOBBI pa3pabOTKH
aQHAJIM3MPOBATh IIPOCKTHHIE
OCHOBBI TEXHOJIOTUUECKHUX YTPO3 M | 3alIMIIEHHOTO IPOrPaMMHOTO
pelieHus o ooecneyeHnto
IK-7 KnbepOe30nacHOCTH; obecrieueHus u
KHOEepOE30acCHOCTH .
KOMITBIOTEPHBIX CETEeH;
ABTOMATH3MPOBAHHBIX
cHCTEM

* - 3aMOJHSACTCS B COOTBETCTBUM ¢ MaTpuiei kommnereHnuii u CYII OI1 BO

** - 3NIeKTUBHBIC TUCIMIUIMHBI /TIPAKTHKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

OO01mmas TpyA0eMKOCTh TUCHUTUTHHBI «OCHOBBI MH()OPMAIIMOHHON O€30IMaCHOCTH B KHOEPYCTOMUNBOCTHY COCTABIISET «2) 3a4ETHBIC CIUHUIIBI.
Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308aAMENbHOU NPOSPAMMbL BbICULIE20 00PA308AHU Ol OYHOU Dopmbl

00yuenus.
Bun yue6Hoii padoThI BCETI'O, ak.u. CEMech pCen)
Konumaxmmnas paboma, ax.u. 36 36
Jlekimu (JIK) 18 18
JlaGopartopusie pabotsl (JIP) 18 18
IMpaktuueckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 36 36
Koumponw (sx3amen/3auem c oyenkou), ax.u. 0 0
Oo0masi Tpy10eMKOCTH T CHUIIHHBI aK.4. 72 72
3a4.e/l. 2 2




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomol

Homep
pasaena

HaumenoBanmue pazaesna
AUCHHUILTUHBI

Copep:xanue pa3aesia (TeMbl)

Bun
yuyeoHoM
padoThI*

Pazgen 1

CyuHoCTb, 331344 U
mpOOIEMBI
nH(OpMaLMOHHO
Oe3omacHOCTH

11

Beenenne. Pons napopmanmn B
JKU3HEAEATETBHOCTH COBPEMEHHOTO O0IIIECTRA.
PasButne nHbpOPMAIIOHHON HHAYCTPHHL.
OOBexTHBHAS HE0OX0AUMOCTH HH()OPMAITOHHOMH
0€301acHOCTH M 3aIIUTHl HHpOpManuy.

JIK, JIP

1.2

Omnpenenenne nHpopmanuu. JlokyMeHTHpOBaHHAS
nHpopmanus. INEKTPOHHOE COOOLICHUE. AKTUBHI.
Pecypcel. §Paznuunble onpeneneHus
nH(OopMaMOHHO 6e30I1acHOCTH, 3aIIUTHI
nndopmanum, Kubepobe3omnacHocTy,
KubepycroiunBocTH

JIK, JIP

13

CoBpeMeHHas IOCTaHOBKA 3aJa4M 3aIlUThI
napopmanuy. JHasHaueHne 1 CTpyKTYypa
JIHCLMIUIMHBL. PekoMeHyeMasi OCHOBHas U
JOTIOJTHUTENbHAs TuTepatypa. VIHTepHeT-
UCTOYHUKH. CHENUaINUCTHI IT0 00CCIICUCHHIO
nH(pOpPMaLMOHHON Ge30macHOCTH. JInleH3upoBaHue
JIeITeNIbHOCTH 110 o0ecredeHn0 HHHOPMALMOHHOH
6e3omacHOCTH.]

JIK, JIP

Paznen 2

ITonsiTHE HAIMOHAJILHOM
0e301MaCHOCTH, BUIBI
0€30IacHOCTH.
Wudopmanmontas
0e3omacHOCTE PO

21

Opra#sbl, 00€CICYHBAIOIINE HAIHOHAIBHYIO
Oe3omnacHocTh PD, 1ienu, 3aqaum.

JIK, JIP

2.2

Hanunonanbheie untepecsl PO B uHhopMamoHHOM|
cdepe. [IpropuTeTHbIC HAaIIPaBJICHHS B 00JaCTH
3aumThl HHpopMarmu B PO.

JIK, JIP

2.3

TenneHMU pa3BUTHS HHPOPMAIIMOHHOHN MOJIUTUKH
roCy1apCTB M B€IOMCTB. I'ocy1apcTBeHHas TaiHa.

JIK, JIP

Pasnen 3

MexnyHapozaHas,
HaIlMOHAJIbHAS U
BEJOMCTBEHHAS
HOpMAaTHBHAs MPaBOBas
0a3a B 00acTH
HHPOPMAIMOHHON
0€30MIacHOCTH

3.1

O6ume nonoxenus. KonnenryansHble TOKYMEHTHI
B 00TacTH HH(POPMALMOHHOW OE30MTaCHOCTH.
Baxmneiimme gpenepanbHble HOPMaTHBHbIE
MPABOBBIE aKThl. 3aKOHBI, KACAIOIINECS OXPaHBI
MHTEJUIEKTYanbHON co0cTBeHHOCTH. [Tonoskenns
I'paxnanckoro koaekca P® no 3amure
HHPOPMALIIH.

JIK, JIP

3.2

MesxayHapomHoe coTpyaandectBo. Komeke 06
aJIMUHUCTPATUBHBIX MPABOHAPYIICHHUSX.
YT0JI0BHBIH KOJIEKC U 3al[1Ta HHPOPMALIHH.
OcCHOBHEIE MT0JI3aKOHHBIE aKThI B 00J1aCTH
HHPOPMALMOHHON 6€30IaCHOCTH. Y Ka3bl
[Ipesunenta PO, nocranoBnenus [IpaBurenscra
P®, BeroMcTBeHHAs HOpMAaTHBHasL Oasa.

JIK, JIP

Paznen 4

YTrpo3sl HHYOPMALTOHHON
6e3omacHocTH.
VYipasieHue puckamu.

4.1

[onsitue yrpossl. Buasl yrpo3s. Xapakrep
MPONCXOK/ICHHS YTPO3: YMBIIIJIEHHBIE (haKTOPBI,
€CTeCTBEHHbIE (haKTOphl. VICTOUHUKH yrpo3.
{Mopnens yrpo3 u MoA€Ib HapyIIUTEN]
HHPOPMAIMOHHOW O6e30macHOCTH.

JIK, JIP

4.2

OO1mas XxapakTepuCTHKA aHaJIN3a, OLIEHKH 1
ynpasnenus puckamu. [lIxansl. OnieHka Ha OCHOBE
BBISIBIICHHS c1a0oro 3BeHa. OIeHKa PICKOB Ha
OCHOBE PacCMOTPEHHSI ITAIOB BTOPKEHUSI.
[IporpaMMHBIE CpeCTBa, UCIIONb3YEMbIE IS
aHaJIN3a PUCKOB.

JIK, JIP

Pazpen 5

HNudopmanmonssie n
aBTOMATH3UPOBAaHHBIC
CUCTEMBI

5.1

Onpenenenns uadopmarmonton (MC) u
aBTOMaTH3MpoBaHHON cucTeMbl (AC) 00paboTKn
napopmanuu. [OCTe1 Ha AC. TUNoBbIE BUIBI
ctpykTypsl AC. Buzs! Bo3neiicTBus Ha
nadopmanmio B C u AC. Yrpo3sl 6e3onacHOCTH

JIK, JIP




Homep
pasaena

HaunmenoBanue pasaesna
AUCHUILIUHBI

Coaep:xanue pasaesa (TeMbl)

Bun
y4eOHoI
padoThr*

AC u ux KIaccu(puKaIms.

5.2

Meps! IPOTUBOAEHCTBHS yrpo3aM 0€30IacCHOCTU
AC. Vsassumoctu AC. IIpuHIMIEI MOCTPOCHUS
cucteMsl 3amuTel AC. ABTOMAaTU3UPOBaHHbIE
CHCTEMBI yNIPaBICHUS TEXHOJIOTHUECKUMHU
nponeccamu (ACY TII).

JIK, JIP

Pasnen 6

TexHnueckue KaHajbl
yTeukH MHPOPMALIH

6.1

TexHu4ecKUe KaHaJbl yTeYKH HHQOpMaLUK
(TKYWN) u cnoco6s! ux nepexpoitus. [laccuBHast u
aKTHBHAsSI 3alIATA OT YTCYKU HHPOPMALIUH I10
TeXHHYECKUM KaHanam. OrpesieneHue,
Kiaccudukanus u oomas xapakrepuctaka TKYU.

JIK, JIP

6.2

BusyanbHbIe 1 aKyCcTHYECKHE KaHAIBL. 3amiura
nHPOpPMAaINH B Tele(hOHHBIX KaHaJaX. 3aIlInuTa OT
MOOOYHBIX AJIEKTPOMArHUTHBIX M3IyYEeHHH 1
HaBoJOoK (IIDMMH). TexHuueckue 3aKIaaKH.

JIK, JIP

6.3

Crioco6b1 ooHapysxenuss TKYU. Crioco0s! u
Mmetozs! nepekpeituss TKYU. TpeGoBanus k BEIOOPY
1 obopynoBaHuto nmomernienuit st AC 006paboTku
JaHHBIX 0 ycaoBusM 3amuThl oT TKYU. Ilonsitue
KOHTPOJIHPYEMOU TEPPUTOPHH U METOJIBI
ompeneneHus ee pazMepoB. OcCOOEHHOCTH 3allIUTHI
MIEPCOHATBHON BEIYNCIUTEIEHON TEXHUKH OT
YTeUKH HHGOOPMAIMH IO TEXHUYECKUM KaHaJIaM.

JIK, JIP

Pazgen 7

TexHuueckue cpeacTra
obecreueHus
0€30IaCHOCTH O0BEKTA.

7.1

OrmpezeneHne U OCHOBHBIE LIS 3AIUTHI
COBPEMEHHBIX 00BEKTOB. TeXHIYECKHE CpencTBa
o0ecIeueHH s 3aIUTHl 00BEKTA: ONPENeIICHHE,
cUcTeMHasl KiaccuduKarus, ooumii aHams.
TexHHYECKHE CPEICTBA M CHCTEMBI OX PAHBI
TEPPUTOPUH, 3AAHUN U NOMEIEHU.

JIK, JIP

7.2

TexHuveckue cpecTBa HAOMIOICHUS U KOHTPOJIS 32
HepeMelleHUEM JIF0Ied U IpeaAMeToB. TexHuueckue
CpPE/CTBA U CUCTEMBI OTI03HABAHUS JIIOJICH.
TexHHU4ecKUe CPe/ICTBA U CUCTEMBI yIIPaBJICHUS
JOCTYIIOM Ha TEPPHUTOPHIO, B 3[[aHHS M IOMEIICHUS,
K CpeICcTBaM 00pabOTKH U XpaHSHUS HH(POPMAITHHL.
MeToabl BHIOOpa TEXHHYECKHX CPENCTB, 001
CBEJICHHS O PHIHKE TEXHUYECKHUX CPEICTB
obecnieueHHs OE30MACHOCTH.

JIK, JIP

Pasnen 8

Mertoabl KOHTpOIS
JIOCTyNa K HHPOPMAIH

8.1

Mertob! naeHTH(GUKAMN U ayTeHTH()UKAIN
noJib3oBaresneil. Meron naposieid. buomerpudeckas
ayreHThdukarms. CriocoObl pa3rpaHuueHHs
JIOCTYTIa, METOJIBI M CPEJICTBA UX PeajIi3altu.

JIK, JIP

8.2

Kparkast xapakTepucTuKa COBPEMEHHBIX CPEJICTB
pasrpaHudeHust Joctyna. Maremaruueckue MoIeln
ynpaeieHust JocTynom K nadpopmanuu. CyobeKTHO-
00BEKTHasg MOJIeNb JOCTYIIA.

JIK, JIP

8.3

[MonmTrka 6€30MaCHOCTH U MOAEIH JOCTYIIA.

OnekTpoHHBIE Kitoun. VneHTnuKannoHHble
KapTo4kH, Openoku. Tumsl kapTouek. Ennnas
OGuomerpuueckas cuctema Poceunn.

JIK, JIP

Paznen 9

BpenonocHsie mporpaMMsbl

9.1

Bpenonocusle 3aknanxu (B3): onpenenenue,
pa3sHOBUAHOCTH. Paspymaromue neicTBus
3aknanoK. CHCTeMBl pa3rpaHUYeHHs JOCTyIa U
3amutel oT B3. [Ipenynpexnenne u MUHUMHU3AIUS
MOCJIEACTBUI Bo3aeicTBus B3.

JIK, JIP

9.2

Kpartkas xapakTepucTHKa Mep 3alllUTHI: IPABOBHIE,
aJIMUHUCTPATHBHBIC Y OPTraHU3ALNOHHEIE,
anmapaTHO-TIporpaMMHbie. KoMmmbioTepHbre
Bupycsl. Kimaccuduxanus

JIK, JIP




Homep
pasaena

HaunmenoBanue pasaesna
AUCHUILIUHBI

Coaep:xanue pasaesa (TeMbl)

Bun
y4eOHoI
padoThr*

9.3

OcHOBHBIE KaHaJIbl PACTIPOCTPAHEHUS BUPYCOB U
JIPYTUX BPEIOHOCHBIX mporpamm. CpenctBa OOphObI
C BUpyCaMU: KpaTKasi XapaKTepUCTHKA MOMYJISPHBIX
aHTUBUPYCHBIX Tporpamm.JCpencTBa 3alIUuThl OT
konupoBaHusl. [IpuMepsl cpesicTB U TEXHOJIOTHIY

JIK, JIP

Pazgen
10

OcHOBEI 0€30I1aCHOCTH
CETEBBIX TEXHOJIOTUH

10.1

Bgenenmue B Internet u Intranet. Crioco0bt
HalaJeHUs Ha CeTH U 3alHUTa OT MEKCETEBOIO
nmocryna. OcoOeHHOCTH IS pa3IMYHBIX yPOBHEH
mozemu ISO/OSI.

JIK, JIP

10.2

TexHOJIOTHH MEKCeTeBhIX 3KpaHoB. OyHKIIH MO.
DopMHUpOBaHUE TOTUTHKHA MEXCETEBOTO
B3auMogeiicTBus. Kpurepuu oLeHKH MEXCETEBbIX
9KpaHOB

JIK, JIP

10.3

[MocTpoeHue 3anMIIEHHBIX BUPTYAIbHBIX CETEH
VPN. Cpeacrsa obecrieuenus 0e3omacuoctd VPN,
YBamura Ha KAHAJILHOM U CEAHCOBOM YPOBHSIX.
IIpotokoser PPTP, L2TP, SSL/TLS, SOCKS.
9Bammta Ha cereBoM ypoBHe. [Ipotokon IPSEC.q

JIK, JIP

10.4

be3onacHOCTb yaleHHOTO AOCTYIA K JIOKAIbHON
cetd. LleHTpann30BaHHBI KOHTPOJb. Y IPaBJICHUE
JIOCTYTIOM IO CX€M€ OJJHOKPATHOTO BXOJa C
aBTopmanueil. {TexHomornn oOHapyKESHHS aTak.
Kiaccudukanms cuctem oOHapysKeHUS U
npenotpamienns atak (IDS/IPS). Yrposs u
YSI3BUMOCTH O€CIIPOBOIHBIX CeTeil. |

JIK, JIP

Pasnen
11

Opra"u3anuoHHO-
MpaBoOBOE OOecIeueHNe
3alUTHI THPOPMALTUU

111

CyIIHOCTh U POJIb OPTaHH3aMOHHO-TIPABOBBIX
aCTIeKTOB HH()OPMAITOHHOMN 0€30MaCHOCTH.
HopmaTuBHast npaBoBasi 6a3a nHpOpMaMOHHON
6e3onacHoctu. 3akoH PO “O6 undpopmaruu,
MH(OPMALMOHHBIX TEXHOJOTUSIX U O 3alIUTEe
nndopmanun”. {Buapl u kareropun HHGOPMALH
OTPAHUYEHHOT'0 OCTYIA: TOCYJapCTBEHHAS U
Jpyrue Buibl TaliH. 3akoH P® “O rocyaapcTBeHHON
TaiiHe”, “O KoMMepueckol Taitue”, “O
MEPCOHANBHBIX JaHHBIX, “O HAMOHAJILHOU
IIaTEKHOM cucteme”, “O 0e30I1acHOCTH
KPUTHUYECKOH HHPOpMannOHHON HHPPACTPYKTYPHI
Poccwuiickoit @enepanun’. ['ocygapcTBeHHAs
cucTeMa JIMIIEH3UPOBaHUs U cepTH(UKaIK
JIeITeIbHOCTH B 00JIACTH 3aIUThl HH)OPMALMH.
Vka3 Ilpe3unenta PO “O mepax o cobmroaeHIIO
3aKOHHOCTH B 00J1acTH pa3pabOTKH, IPOU3BOJICTBA,
peanu3anyy ¥ SKCIUTyaTaluy MHPPOBATBHBIX
CPEZCTB, a TaK)Ke NMPEJOCTABICHHS YCIyT B 001acTh
mmdpoBanus nHpopMmarmu”. 3akoH PO “O06
3JIEKTPOHHOH IU(pOBOi noarMcH”. YTOJI0BHO-
NPAaBOBOE PEryJMPOBaHKE 3alUThl HHOpMAIHH.g

JIK, JIP

Pazgen
12

CranpapTsl
HHPOPMAITMOHHON
6e3omacHoCTH

121

Hcroprueckuii ouepk pa3BUTHS 3apyOeiKHBIX
CTaH/1apTOB MH()OPMAIMOHHOH 0€3011aCHOCTH.
I'OCT P NICO/MDK 15408-2002, kak
ayTEeHTHYHBIN BapHAHT OOIIUX KPUTEPHEB
6e3omacroctn UT. OyHKIMOHANBEHBIE TPEOOBAHUA
6e3omacHocTr. TpeboBaHUsS TOBEpHS K
6e3omacuoctu. Cranmapte ISO/IEC 17799: 2002
(BS 7799:2000).

JIK, JIP

12.2

CranmapThl 10 MEHEKMEHTY HH(POPMAIMOHHON
6e3omacHoctu ISO/IEC 27001-27040. Hemenxue
crangaptsl BSI. Cranpaptel SysTrust, SCORE,
GIAC.{CrannapTs! Juis 6eCrpOBOJIHBIX CETEH.

JIK, JIP




Homep | HammeHnoBanmue pasaesna
pasaena JUCHUILITHHBI

Bun

Coaep:xanue pasaesa (TeMbl) yueOHoi

padoThr*

OTedecTBEHHbBIE CTaHAAPTHI HHYOPMALIIOHHON
6e3omacHocTu. CtannapTel obecrieueHrne
nH(popManMOHHOI 6e301aCHOCTH OpraHu3ani
6ankoBcKkoi cuctemsl Poccuiickoit deneparuu.
I'OCT P 57580.1-2017 u TOCT P 57580.2 —

2018 .9CranmapTsl HH)OPMAITMOHHOM 0€30TIaCHOCTH
B UnTeprere (IETF, RFC).g

Hasnauenue u o0mias xapakTepHCTHKA.
Jo6poBompHas ceprudurannsi. O0s3aTensHOS

13.1 JIK, JIP
HOATBEPIKICHUE COOTBETCTBHSA. [leKkinapupoBaHue
Ceptudukanus u cootBeTcTBHsL. OOs13aTenbHast cepTuUKanus.
Paznen |arrectanus B obnacTu [TpoBenenue cepTHHUKALMOHHBIX UCIIBITAaHUH:
13 nH(OpMaLMOHHO MPUHIUIIBI TPOBECHUS UCIIBITAHUN, TOKYMEHTHI
6e3omacHoCcTH 13.2 cepTH(UKAINOHHBIX HcbITaHui. CepTrhuKanms JIK, JIP

IIPOLYKIUY, BBO3UMOM U3-3a rpaHullsl PO.
Ceprudukanys Ha perHOHAIBHOM U
MEXAYHApPOJHOM YPOBHSIX.

* _ sanonusiercst Toabko 1o QUHOM dopme obyuenus: JIK — nexyuu; JIP — na6opamopusie pa6omul; C3 —

CeMUHAapCKue 3aHANnusl.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbI

Tun ayauropun

OcHaleHue ay1uTOpUH

Cneunajau3upoBaHHoOe
yueOHOe/1abopaTopHoe
o0opynoBanme, I1O u
MaTepHaJIbl JJIs1 0CBOEHUS
AMCUMILTNHBI
(mpu HeOOXOAUMOCTH)

JlexunonHas

Aynuropus JUisi IPOBEICHUS 3aHATUI
JIEKIIMOHHOTO TUTIA, OCHAIICHHAS
KOMIUIEKTOM CIEIUAIN3HPOBAHHON MeOenu;
JIOCKOM (9KpaHOM) U TEXHHUYECKUMU
CpeICTBAMU MYJIbTUMENNA MTPE3CHTAIIMIA.

KomnerorepHsiit
KJ1acc

KommnsrorepHslii kinacc 11 IpOBEICHUS
3aHATHN, TPYNIOBBIX U MHANBUIyaJIbHBIX
KOHCYJIbTallMi, TEKYIIEr0 KOHTPOJIS U
IIPOMEXYTOYHOM aTTeCTallii, OCHAILEHHAs
MEepPCOHANbHBIMU KOMIIBIOTEPAMH (B
KoJu4decTBe 15 miT.), mockoii (3KpaHoOM) U
TEXHUYECKUMHU CPEICTBAMU MYJIbTUMEANA
[IPE3CHTALMM.

Jlst
CaMOCTOSITEIbHOU
paboTHI

AynuTopHs Ui CaMOCTOSATENIbHOW PaboThI
oOydJaronuxcsi (MOXKET UCIIOIb30BaAThCS TS
MIPOBE/ICHUS] CEMUHAPCKUX 3aHATUH U
KOHCYJIBTaINi{ ), OCHAIIEHHAsT KOMIUIEKTOM
CreLUANIN3UPOBaHHON MeOenu 1
KoMnbroTepamu ¢ poctynom B OUOC.

* - ayTUTOpHS AJISl CAMOCTOSITENIbHOM padoThl 00yuaronuxcs ykasbiBaercs OBA3ATEJIbHO!

7. YYEBHO-METOINYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIIAIIJINHbBI




Ocnoenas numepamypa:

1. Mamok A.A., [Tazusun C.B., [Toroxxun H.C. Benenue B 3amuTty nHpOpManuu B
aBTOMAaTU3UPOBaHHBIX cucTeMax — M.: ['opsiuas nunus-tenexkom, 2001r.,-148 c.

2. benos E.b., Jlocs B.I1., Memepsikos P.B., llenynanos A.A. OcHOBBI
nHpopManmoHHOM 6e3omacHocTH. Y4yeOHoe mocodue 11t By30B, M.: ['opsiuas munus — Tenekowm,
2006. - 544 c.

3. TuxonoB B.A., Paiix B.B. Undopmarninonnas 6€30nacHOCTh: KOHIICTITyaJIbHBIC,
MIPABOBBIE, OPraHU3AIMOHHBIC M TEXHUYECKHUE aCIeKThI: yuel. mocobue. — M.: 'emmoc APB,
2006.- 528 cTp.

4. ansrun B.®. MadopmarmonHas 0e30macHOCTh KOMITBIOTEPHBIX CHCTEM U CETeH:
yueOH. [Tocobue .- M.: U]l « DOPYM»: UHDPA-M,2008.-416 c.

5. Moore T., Pym D., loannidis C., Economics of Information Security and Privacy,
Springer, 2010, - 320 c.

6. Obecnieuenne nHpopMaMOHHOI Oe3omacHocTH Ou3Heca, Ilox pen. Kypuno A I1.,
Anprinna [Ta6aumeps, 2011, - 392 c.

7. bonnapes B.B. Beenenne B uHGOpMaImoHHYIO O€30IMaCHOCTh aBTOMATHU3UPOBAHHBIX
cucteMm (2-e uznanue). — M.: MI'TY um. H.O. baymana. 2018. — 252¢

8. OpraHu3anmoHHO-TIPaBOBOE oOecreueHne HHPOPMAIIMOHHOW 0€30TTaCHOCTH. IO/
penakuuenn A.A. Anekcanapona, M.I1. CeiueBa — M.: MI'TY um. H.O. baymana. 2018. — 292c.

9. Mamok A.A. OCHOBBI IOJINTUKU OE30IaCHOCTH KPUTUYECKUX CUCTEM
uHpopManmoHHOW HHPPACTPYKTYpbl. — M.: ['opsiuas muHus — tenekom, 2018. — 314c¢
Jononnumenvnasn numepamypa:

1. Topokun A.A. OCHOBBI HHKEHEPHO-TEXHUYECKOM 3amuThl nH(opmanuu. — M.: Ocb-
89, 1998.-336 c.

2. esstaun I1.H., Muxansckuii O.0., [IpaBuxos JI.1., llep6akoB A.I1O., Teopernueckue
OCHOBBI KOMITBIOTEPHOM Oe3omacHocTu, — M: Paano u cBs3s, 2000. -192 c.

3. [Tspun B.A., Ky3emun A.C., CmupnoB C.H. be3onacHoCTb 251eKTpOHHOTO OU3HECA. —
M.: I'emnoc APB, 2002. — 432 c.

4. CupiTHUKOB A.A. JIlunien3upoBanue u cepTuUKaiys B 00JacTH 3aIIUThI
uHpopmanuu. — M.: T'ennoc APB, 2003.- 192 c.

5. Cob6ones A.H., Kupumios B.M. ®usudeckrie OCHOBBI TEXHUYECKUX CPENICTB
obecnieuenust ”HGOPMAIMOHHOM O6e3omacHocTH: YuebHoe mocooue. — M.: 'enuoc APB, 2004.-
144 c.

6. CtpenbiioB A.A. [IpaBoBoe obecnieuenue nHpopmarmoHHon 6ezomnacHoctu Poccuu:
TEOPETUYECKUE U METOI0JIOTHYeCKUE OCHOBBL. — MuHck.: BEJIJIIT®OH/L, 2005.-304 c.

7. Wymckuit A.A., lenynanoB A.A. CucteMHBIH aHanu3 B 3amuTe nHopManuu: Yueo.
nocooue. — M.: I'emnoc APB, 2005.- 224 c.

8. Cemxun C.H., bensixoB 2.B., I'pedener C.B., Kozauok B.. OcHoBHI
OpPTaHU3aIMOHHOTO o0ecreueHus: HHPOPMAITMOHHOM 06e30MmacHOCTH 00BEKTOB HHPOPMATH3AIIH:
Yueb. mocodue. — M.: I'enmuoc APB, 2005.- 192 c.

9. AcraxoB A. HckyccTBo ynpaieHuss HHPOPMALMOHHBIMU puckamu. — M.: JIMK
IIpecc, 2010. - 312 c.

Pecypcwi ungopmayuonno-menexomMmyHuKayuoHHou cemu « Anmepnemy»:
1. O9bC PYIH u croponnue 3bC, Kk KOTOPBIM CTyA€HTBI YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBaHMWU 3aKJIFOYEHHBIX JI0OTOBOPOB
- DnekTpoHHO-0mbmoTeunas cucrema PYJIH — 9bC PY JIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YuuBepcuteTckas 6ubianoreka onnain» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- ObC «KoHcynbTaHT cTyneHTay www.studentlibrary.ru
- OBC «Tpouukuiit MmocT»
2. ba3bl TaHHBIX U TOUCKOBBIE CUCTEMBI



- OJIEKTPOHHBIN (POH]T TPABOBOW M HOPMATUBHO-TEXHUYECKON TOKYMEHTAIIUH
http://docs.cntd.ru/

- mouckoBas cuctema Sunekc https://www.yandex.ru/

- mouckoBas cucreMa Google https://www.google.ru/

- pedepatuBHas 6a3a nanasix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 0isi cCAmMoCmosmenbHol pabomul 0OVHAOWUXCA NPU
0CB8OEHUU OUCYUNTUHBL/MOOYIS*:

1. Kypc nexnuii mo aucturummae « OCHOBBI HH()OPMAITHOHHONW 0€3011aCHOCTH U

KHOEepyCTOMYNBOCTHY.

* - Bce y4eOHO-METOINYECKUE MATePUANIBI JJII CAMOCTOSTEIBHONH PabOThl 00ydJaromuXCst
pa3MeIarTCs B COOTBETCTBUU C ICUCTBYIOIIMM HOPsAIKOM Ha cTpaHulle guciuruimasl B TYUC!

8. OLIEHOYHBIE MATEPHAJIbI M BAJLIBHO-PETHHIOBASI CHCTEMA
OLIEHUBAHUSI YPOBHS C®OPMHPOBAHHOCTH KOMIETEHIUIA TIO
JTUCHUIIIMHE

OneHouHble MaTepuanbl U OaUIbHO-pEHTHHIOBas cUcTeMa® OLEHUBAHUSA YPOBHS
c(OpMUPOBAHHOCTH KOMIETEHUMN (YaCTH KOMIIETEHLIMH) IO UTOraM OCBOEHUS JIUCLUIUIMHBI
«OcHOBbl MHGOPMALIMOHHON 0€30IaCHOCTH M KUOEpYCTOMYMBOCTH»  IPEICTABICHBI B
[Tpunoxxenuu k HacTosALell Pabouel mporpaMMe AMCHUITINHBL.

* - OM u BPC ¢popmupyroTcs Ha OCHOBaHUM TPeOOBaHUI COOTBETCTBYIOIIETO
JIOKaJIbHOTO HOpMaTuBHOro akra PY J1H.
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