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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

Jucnunmmaa «Fundamentals of information security and cyber resilience» BxoguT B
nporpamMmy OakanaBpuata «Data Engineering W ymnpaBieHHE KOCMUYECKHMHU CUCTEMaMH» IO
HanpasieHuo 27.03.04 «YnopaBieHue B TEXHUYECKMX CHUCTEMax» M M3ydyaercs B 3 cemectpe 2
Kypca. Jucnummny peanusyet JlemapraMeHT MEXaHHUKH U MPOLIECCOB ympaBieHus. JucuurinHa
coctouT U3 13 paszzmenoB u 32 TeM W HampaBieHa HAa W3Y4YCHHE OCHOBHBIX BUIOB BO3MOXKHBIX
TEXHOJIOTHYECKUX YTPO3 U CIIOCOO0B oOecriedeHns HHPOPMALMOHHON 6e301MacHOCTH

Lenbto ocBOeHMS AUCLMILTUHBI SBJSIETCS IMOJIyYeHUE 3HAHUM, YMEHUN, HAaBBIKOB U OIbITA
JEeSATEILHOCTH B 00JIaCTH oOecrieueHus] HHPOPMAIIMOHHOW 0€30MaCHOCTH | 3aIUTH HH)OpMAaIHH

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUIIVIMHbI

OcBoenne mucuuiuinabl «Fundamentals of information security and cyber resilience»
HampaBjieHO Ha (OPMHpPOBAHHE Yy OOYYaIOIIUXCSA CICAYIONUX KOMIIETCHIMH  (4acTh
KOMIICTCHITNH ):

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00y4arOWuxcs npu 0c80eHuu
OUCYUNTIUHBL (Pe3VIbmambvl 0C80eHUS OUCYUNTIUHDL)

I/IHZ[I/IKaTOp])I JOCTHIKCHHUH KOMIICTCHIUHN

Iudp Komnerenuus N
(B paMKax JaHHOMW NHUCUMUIUIMHBI)

CriocobeH HCKaTh HyKHbIE
HCTOYHHUKH HH(POPMALMH 1
JaHHbIC, BOCIIDpUHUMATD,
aHaJIM3UPOBATh, 3a[IOMUHATH U
nepenaBath HHGOpMAaIHIO ¢
UCIIONB30BAaHHEM IIU(PPOBBIX
CPEJCTB, a TAKXXE C TOMOIIBIO
ANITOPUTMOB TIpH padoTe ¢
MOJTyYSHHBIMH U3 Pa3IHIHBIX

VYK-12.1 OcymiecTBIsieT MOUCK HY>KHBIX HCTOYHUKOB HH(pOpMAIin
W JaHHBIX, BOCTIPHHUMAET, aHAJIM3UPYET, 3aIOMUHACT U TIEPEaaeT
nH(pOpMALHIO € HCIIOIb30BaHNEM IIU(DPOBBIX CPEACTB, a TAKKE C
MOMOIIBIO AJITOPUTMOB TIPH Pa0bOTE C MOTYYEHHBIMU U3 PA3IMIHbBIX

VYK-12 HCTOYHHKOB TaHHBIMHU C IeIbI0 3(pPEeKTUBHOTO UCTIONB30BaAHU
MCTOYHHMKOB JJAHHBIMH C LEJIBIO o
MOJTy4eHHOW MH(OPMALMH JIJIsl PELIeHHs 33134,
3¢ (EKTHBHOTO HCITOIb30BaHHS
o YK-12.2 IIpoBoaut oLieHKY HH(POPMAIIHH, €€ JOCTOBEPHOCTb,
NOJTy4eHHOW MH(GOPMALMH JIJIsI
CTPOWT JIOTHYECKHE YMO3AK/IIOUeHNS Ha OCHOBAHUHU TIOCTYHAIOIINX
pemieHus 3aja4; IPOBOANUTH
uH(opMaLnK U TaHHBIX;
OIIeHKY HH(pOpMAIINH, e
JIOCTOBEPHOCTb, CTPOUTH
JIOTHYECKHE YMO3aKIIIOUCHHS Ha
OCHOBaHHH ITOCTYTIAFONTIX
nH(popManny U TaHHBIX
[IK-5.1 3nHaer cyuiecTByoIlee CUCTEMHOE U MPUKIIAJHOE
MpOrpaMMHOE 00ecIiedeHie, METObI TPOSKTUPOBAHUS U
pa3paboTKN MPOTPaMMHOTO 0OeCIIeUeHHs, CTPYKTYp 1 0a3 TaHHBIX,
CnocobeH pa3pabaTbIBath, MPOTPaMMHBIX HHTEp(eiicoB. 3HAeT HOPMATUBHO-TEXHIUUYECKYIO
OTJIAKUBATh, IPOBEPATH JIOKYMEHTAITHIO TS Pa3pabOoTKH MPOrpaMMHOM TOKYMEHTAIlU! Ha
paboTococOOHOCTD, I10;
Moudunuposats nporpammuoe |I1K-5.2 YMmeeT mpuMeHATh METOIBI M CPENICTBA TPOSKTUPOBAHNUS
K5 obecrnieueHne; IPUMEHATh METOABI |IPOTPAMMHOT0 00ECIIEYEeHHS, CTPYKTYP JIaHHBIX, 0a3 JaHHBIX,

U CPEJICTBA MPOSKTUPOBAHUS MIPOrPaMMHBIX HHTEp(EHCOB. YMeeT aHAIU3UPOBATh HOPMATUBHO-
MIPOTrPaMMHOTO O0ECTIEUeHHUs, |TEXHUYECKYIO TOKYMEHTAIUIO IS pa3paboTKH MpOoTpaMMHOM
pa3pabaTbIBaTh U COTIACOBBIBATH |MOKyMeHTanuu Ha [10;
nporpamMMHyo gokyMeHnTanuto Ha |I1K-5.3 BiageeT 0CHOBHBIMU HaBBIKAMH TEXHOJIOTHSIMHU
IporpaMMHOe o0ecTieucHre pa3paboTKH, OTIAJKH, IPOBEPKU pabOTOCIIOCOOHOCTH U
MOU(DHUKAIIMYA CHCTEMHOTO MPUKJIATHOTO MPOTPAMMHOTO
oOecrieueHHs, MOACPHHU3AINN TEXHHICCKIX PEIICHUI 10
paspaborke I10;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO




Jucnmmmuna «Fundamentals of information security and cyber resilience» oraocutcst k
4acTH, (HOpPMHUPYEeMOH yYacTHHMKaMH OOpa30BaTeNbHBIX OTHOIIEHUH Onoka 1 «JlucuuruimmHb
(Momynu)» 0Opa3oBaTeNbHON MPOTrPaMMBI BBICIIIETO OOPa30BaHMUS.

B pamkax oOpa3oBarenbHON NPOrpaMMbl BBICIIETO0 00pa3oBaHUs OOYYAIOLIMECS TaKKe
OCBaWMBAIOT JpPyrHe JHMCUMIUIMHBI W/WIA  TPAKTUKH, CIOCOOCTBYIOIIME JOCTHIKCHHIO
3alUIaHMPOBAaHHBIX PE3yJIbTAaTOB OCBOCHUs aucuuiuinabl «Fundamentals of information security
and cyber resilience».

Tabauya 3.1. Ilepeuenv xomnonenmos QOII BO, cnocobcmsyrouux 00CMUNICEHUIO
3anIaGHUPOBAHHBIX PE3VIbMAMO8 0C80EHUS OUCYUNTUHDBL

IIpenmecTByromme Ilocaenyrwomue
HIndp Hauvenosanne uncﬁnl:lnnﬂblyMolzlllme ﬂncunnnnll?lr,l/ﬁlouynn
9 9

ROMIICTCRIHH NMPaKTHKUH* NMPaKTHKH*

CriocobeH HCcKaTh HyKHbIE
HCTOYHHUKH MH(POPMAIMH 1
JaHHbIE, BOCIIPHHIMATH,
AHAJTM3HPOBATh, 3AIIOMHHATh
U IepeaBaTh HHPOPMALHIO
C HCIIOJIb30BaHHEM
IU(POBBIX CPEICTB, A TAKKE
C MMOMOIIIBIO AITOPHTMOB
npu paboTe ¢ MoIyYeHHBIMU

Computer Science and
Programming;

Automatic Control Theory;
Analysis of Geoinformation
Data;

U3 Pa3IUYHBIX HCTOUYHUKOB Computer SC|e.nce. and Optimal Control Methods;
YK-12 JTAHHBIMH C LIEJIBIO Programming;
Research work / HayuHo-
3 PEKTUBHOTO

HCCJICAOBATCIIbCKaA pa60Ta;
Technological Training;
Undergraduate practice /
HpGZ[Z[I/IHJ'IOMHaSI IIPpaKTHUKA,

HCIO0JIb30BaHHUS [I0JIyYEHHOMI
uH(opMaLUK AJIs peLICHUs
3aj1a4; IPOBOIUTD OLICHKY
nHpOpMaIuH, ee
JIOCTOBEPHOCTH, CTPOUTH
JIOTHYECKHUe
YMO3aKITIOYEHHsI Ha
OCHOBaHHH ITOCTYTIAFOITIX
uH(popMaLNK U TaHHBIX

CrocobeH pa3zpabaTeIBaTh, Texnonoeuu 8upmyanvHoll u
OTJIaKUBATh, IPOBEPSTH O0ONONHEHHOU peanbHOCU **,
paboTOCIIOCOOHOCTD, Virtual and Augmented Reality
MOAU(DUIIUPOBAT Technology**;
IpOrpaMMHOE ObecIeUeHHE; Computer Science and

Programming;
Analysis of Geoinformation

MNPpUMEHATH MCTOJbI 1

Computer Science and
CpeaACTBa NPOCKTUPOBAHUA

IIK-5 Programming; X
MIPOTPaAMMHOTO Data;
obecrieueHus, Research work / Hay4Hro-
pa3pabaTbIBaTh 1 nccienoBaTeIbckas pabora;
COTJIaCOBHIBATH Technological Training;
MPOTPaMMHY0 Undergraduate practice /
JIOKyMEHTAIHIO Ha [peaaumioMHas MpakTUKa,

IIporpaMMHOe obecriedeHne

* - 3aMONHSAETCS B COOTBETCTBHUH ¢ MaTpuieil kommnerenuii u CYII OIT BO
** - 3JIEKTUBHBIC TUCIUIUINHBI /TIPAKTUKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

Oo6mas TpynoemkocTs auctuiuinabl «Fundamentals of information security and cyber resilience» coctaBisieT «2» 3a4eTHBIC €IUHUIIBL.
Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308aAMENbHOU NPOSPAMMbL BbICULIE20 00PA308AHU Ol OYHOU Dopmbl
00yuenus.

Buja yue6Hoii padoThI BCEI'O, ak.u. CEMech pCeD)

Konumaxmmnas paboma, ax.u. 36 36
Jlekimu (JIK) 18 18
JlaGopartopusie pabotsl (JIP) 18 18
IMpaktuueckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 36 36
Koumponw (sx3amen/3auem c oyenkou), ax.u. 0 0
Oo0masi Tpy10eMKOCTH T CHUIIHHBI aK.4. 72 72

3a4.e/l. 2 2




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomol

Bun
Homep | HammeHnoBanmue pazaesa .
Copep:xanue pa3aesia (TeMbl) yuyeoHoM
pasaena AUCHHUILTUHBI «
padoThl

* - sanonmsercs Tobko 1o QUHOM dopme obyuenns: JIK — rexyuu; JIP — nabopamopuvie pabomsi; C3 —
CeMUHapCKue 3aHAmus.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

CrnenuajJu3upoBaHHOe
yueOHOe/1adopaTopHoOe
odopynoBanmue, [10 u
MaTepHaJIbl J1JIs1 0CBOEHUS
AUCHUTLTUHBI
(mpu HeOOXOAUMOCTH)

Tun ayauropun OcHamenue ayiuTopuu

AynmuTopust Ui IPOBEICHUS 3aHITUN
JIEKIIMOHHOTO TUIIA, OCHAIIICHHAS
JlekioHHast KOMILUIEKTOM CIEIMaTu3UPOBAHHON MeOeIIH;
JIOCKOM (9KpPaHOM) U TEXHHYECKUMU
CpeACTBaMHU MYJIbTUME/INA TIPE3CHTAIHH.

KommnsrorepHslii knacc 1y IpoBEICHUS
3aHATUH, TPYNIOBBIX U UHANBUYAJIbHBIX
KOHCYJIbTalli, TEKYIIET0 KOHTPOJIS U
KoMnbroTepHsblil | MPOMEXYTOUHOM aTTECTALUU, OCHAILIEHHAS

KJ1ace MepPCOHANBHBIMU KOMIIBIOTEPAMH (B
KoJu4decTBe 15 miT.), mockoii (3KpaHoOM) U
TEXHUYECKUMHU CPEICTBAMU MYJIbTUMEANA
MpE3EHTALMM.

AyauTopus JyIsl CaMOCTOSATEILHON paOOThI
oOyJaromuxcs (MOKeT UCTIONB30BaThCS AJIs

TSt .
A . | TpOBEIEHUsI CEMHUHAPCKUX 3aHSATHH H
CaMOCTOSITEIIbHON 9
KOHCYIIbTaIUi ), OCHAIIIEHHAS! KOMILIEKTOM
paboTsl

CHeIUaTu3UPOBAHHON MeOeIn U
KoMnbroTepami ¢ gocrynoM B OUOC.

* - ayauTOpUs I CAaMOCTOATENFHON paboThl oO0yvaronuxcs ykaspiBaetcss OBA3ATEJIBHO!

7. YYEBHO-METONYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUILIJINHbBI

OcnosHas tumepamypa:

1. Mamok A.A., ITazusun C.B., [Toroxxun H.C. BBenenue B 3amuTty nHGOpMaLuu B
ABTOMAaTU3UPOBAHHBIX cUcTeMax — M.: I'opsuast muams-Tenekom, 2001r.,-148 c.

2. benos E.b., Jlocs B.I1., Memepsikos P.B., [llexynanos A.A. OcHOBBI
nH(pOpMallMOHHOHN Oe30macHoCTU. YueOHoe nocobue /it By30B, M.: ['opsyas nunus — Tenexom,
2006. - 544 c.

Hononnumenvnas aumepamypa:

1. OHdymckuit A.A., lllenynanoB A.A. CucteMHbIi aHau3 B 3amure nHGopmaru: Yueo.
nocobue. — M.: I'emmoc APB, 2005.- 224 c.

2. Cemkun C.H., bensikos O.B., I'pebenes C.B., Kozauok B.1. OcHoBBI
OpraHU3aIMOHHOTO oOecTieueHNsT HHGOPMAITMOHHON 0€301TacCHOCTH 00BEKTOB HH(POPMATHU3AIUH:
Vueb. mocodue. — M.: I'emnoc APB, 2005.- 192 c.




Pecypcwi ungopmayuonno-menexomMmyHuKayuoHHou cemu « Mnmepnemy:
1. ObC PYIH u ctopornue ObC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBaHHH 3aKIJIFOYCHHBIX JIOTOBOPOB
- DnekTponHo-6ubmnoTeunas cucrtema PY/IH — ObC PYITH
http://lib.rudn.ru/MegaPro/Web
- OBC «YHuBepcurerckas Oubnuorexa onnan» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- OBC «KoncynbranT cryaenra» www.studentlibrary.ru
- OBC «Tpounkuit MOCT»
2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBI
- QJIGKTPOHHBIN (POH]] TPABOBOM U HOPMATUBHO-TEXHUYECKOH TOKYMEHTAIIUU
http://docs.cntd.ru/
- morckoBas cuctema Snnekc https://www.yandex.ru/
- mouckoBas cucreMa Google https://www.google.ru/
- pedepatuBHas 6a3a nanapix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 0isi CAMOCMOAMENbHOU pabomuvl 0OYUAOWUXCSL NPU
0CB8OEHUU OUCYUNTUHBL/MOOYIS*:
1. Kypc nexmmii no aucuuruinae «Fundamentals of information security and cyber
resilience».

* - Bce y4eOHO-METOIMYCCKUE MATePUANTBI JJII CAMOCTOSITEIIBHONH PabOThl 00ydJaromuXcst
pa3MeIIalTcs B COOTBETCTBUHU C ACHCTBYIOLIUM NOpsiAKoM Ha cTpanulle aucuuruinasl B TYUC!

8. OLIEHOYHBIE MATEPHAJIbI M BAJLIbHO-PETHHIOBASI CHCTEMA
OLEHUBAHUSI YPOBHS C®OPMHPOBAHHOCTH KOMIETEHIUIA TIO
JTUCHUIIIMHE

OneHouHble MaTepuanbl U OaUIbHO-pEHTHHIOBas cUcTeMa® OLEHUBAHUSA YPOBHS
c(OpMHUPOBAHHOCTH KOMIETEHIMH (YaCTH KOMIIETEHLIMH) MO UTOraM OCBOEHUS JTHUCLUILUIMHBI
«Fundamentals of information security and cyber resilience» npencrasnenst B [Ipunoxenun K
HacTosueil Pabodeli mporpaMmMe AUCHUIIIINHBL.

* - OM u BPC dopmupyroTcst Ha OCHOBaHUHU TPpeOOBaHMI COOTBETCTBYIOIIETO
JIOKaJIbHOT0 HOpMaTuBHOro akra PY JTH.
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