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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

HucuuiuinHa «OCHOBBI  pa3paOOTKM  3allMIIEHHOIO IPOrpaMMHOro obecredyeHus |
KOMIIBIOTEPHBIX CETei» BXOAMT B MporpamMmy OakanmaBpuata «MaTeMaTHUYEeCKUE METOMbI
MEXaHUKH KOCMHUYECKOIo IoJIeTa M aHaju3a I'eOMH(OPMAIMOHHBIX JAHHBIX» 0 HAIpPaBJICHUIO
01.03.02 «IIpuknagnas mMarematuka ¥ WH(GOpPMATHKa» W H3y4daeTcs B 7 cemectpe 4 Kypca.
JucumiuimHy peanusyer JlemapTaMeHT MEXaHMKHM M IIPOLECCOB yIpasileHUs. JlMcLMIIIMHA
COCTOMUT U3 3 pa3/eioB U & TEM W HAIpPaBJIEHA HA M3YYEHHE OCHOBHBIX IPHUHLHUIIOB, METOJOB U
TEXHOJIOTUH, UCIIOJIb3YEMBbIX Ul CO3JaHUs O0€30MacCHbIX KOMIIBIOTEPHBIX CUCTEM U 3aLUTHI UX OT
BHEUIHUX W BHYTPEHHMX Yrpo3. B pamkax naHHOro Kypca JaeTcsi KOMILJIEKCHOE H3Y4YEHHE
aclieKToB  pa3paboTku  Oe30macHOM  MpOorpaMMHOM M anmapaTHOM  cpelsl, METOJOB
KpUNTOTpaQUUECKOW 3amuThl WH(POPMAILUU, CETEBBIX MPOTOKOJOB W TEXHOJOTHH, a Takke
BOIPOCOB 3aILUThI IEPCOHANBHBIX JaHHBIX U O€30IaCHOTO XpaHEHUs UH(OPMALIHH.

[lenbto OCBOEHMSI IUCLMIUIMHBI SIBJISETCS 3HAKOMCTBO CIIyIIATelI€l € COBPEMEHHBIMU
METOAAMHU U TEXHOJIOTUSAMU 00eCIIeYeHus 3aIUThl KOMIBIOTEPHBIX CUCTEM OT YI'PO3, CBA3AHHBIX C
HECAHKIIMOHHPOBAHHBIM  JIOCTYNOM,  BpemoHOCHbIM  [1O, kpaxeidl  KOHQHUIESHIHATIHLHON
uHbOpMaLUU U JPyTUMH BUJIaMH KHOepaTax.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHDI

OcBoenne aucuuIUInHbl « OCHOBBI Pa3pabOTKH 3aLIUIEHHOIO IPOrPaMMHOT0 00eCeueHHMsI
U KOMITBIOTEPHBIX CEeTei» HampaBieHO Ha (OPMHUPOBAHHE Y OOYYAIOMIUXCS CIEAYIOMINX
KOMIETEHIMH (4acTH KOMIETEHIH):

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00V4arOWuxcs npu 0Cc60eHuu
OUCYUNTUHDBL (Pe3YTbmambl 0C80EHUS OUCYUNTIUHDL)

HHZ[HKaTOp]:I JOCTHIKCHHUS KOMIIETCHIIMHA

Hugp Komnerenuus N
(B pamMKax JaHHOW JHCIUILIIHEI)
CrocobeH cobupars, [IK-1.1 3HaeT coBpeMeHHbIE METOIBI TOTO, KaK COOMPATH,
00OpabaTsIBaTh U 00pabaThIBaTh M HHTEPIPETHPOBATH ITAHHBIE COBPEMEHHBIX
MHTEPIPETHPOBATh IaHHbIC Hay4YHBIX UCCIIEZI0BaHNH, HeoOXoanMble 11t popMUpOBaHHS
COBPEMEHHBIX Hay4HBIX BBIBOJIOB TI0 COOTBETCTBYIOIMM Hay4HBIM HCCIIEJOBAHHSM;
K-1 uccnenpoBanuii, HeooxoauMeie  |I1K-1.2 YMmeer npuMeHATh COBpEMEHHbIE METO Bl M CPEACTBA IS
JUI GOPMHUPOBAHHUS BBIBOJOB 0 |00paOOTKM M MHTEPIPETALNHU JaHHBIE HAYYHBIX UCCIICTOBaHHA;
cootBercTByonuM HayuHeiM  |[1K-1.3 Biageet ocHOBHBIME HaBBIKaMu cOopa, 00paboTKU 1
HCCIICIOBAaHMAM, B TOM YHCJIE€ |MHTEPIpPETaldy JaHHBIX COBPEMEHHBIX HAyYHBIX HCCIEIOBAaHUH,
JTaHHbIE JUCTaHIIMOHHOTO HEOOXO0ANMBIX JiJIsl YOPMHUPOBAHUS BBIBOJIOB 10 COOTBETCTBYIOIINM

30HIMPOBaHHUS 3eMIIH HaY4YHBIM HCCIIEJIOBAHUSM;
[IK-5.1 3naer cyuiecTByollee CUCTEMHOE U MPUKIIATHOE
MpOrpaMMHOE 00ecIiedeHre, METObI TPOSKTUPOBAHUS U
pa3paboTKN MPOTPaMMHOTO 0OECIIeUeHHUs, CTPYKTYp 1 0a3 TaHHBIX,

CnocobeH pa3pabaTbIBaTh, MPOTPaMMHBIX HHTEp(eiicoB. 3HAeT HOPMATUBHO-TEXHIUUYECKYIO
OTIa)KUBATh, IPOBEPATH JIOKyMEHTAIHIO JJIsl pa3pabOTKH MPOrpaMMHOM JOKYMEHTAIIMU Ha
PpaboToCIOCOOHOCTB, I10;
Moudunupoats nporpammaoe |[1K-5.2 YmeeT mpuMeHATh METOIBI M CPENICTBA TPOSKTUPOBAHNS
K5 obecrnieueHne; IPUMEHATh METOABI |IPOTPAMMHOT0 00ECIIEYEeHHS, CTPYKTYP JIaHHBIX, 0a3 JaHHBIX,

U CPEJICTBA MPOEKTUPOBAHUS  |IIPOTPaMMHBIX HHTEP(EHCOB. YMeeT aHATU3UPOBaTh HOPMAaTHBHO-
MIPOTPAMMHOTO 00ECIICUeHHS, |TEXHHYECKYIO JOKYMEHTAINIO IS pa3paboTKy MPOTrpaMMHON
pa3pabaTbIBaTh ¥ COTIACOBBIBAThH |IOoKyMeHTanuu Ha [10;
nporpaMMHyto gokyMeHTanuio Ha |[1K-5.3 BiageeT oCHOBHBIMU HaBBIKAMH TEXHOJIOTHSIMHU
IporpaMMHOe o0ecrieucHre pa3paboTKH, OTIAJKH, IPOBEPKU paOOTOCIIOCOOHOCTH U
MOU(DHUKAIIMYA CHCTEMHOTO MPUKJIATHOTO MPOrPAMMHOTO
oOecrieueHHs, MOACPHHU3AINN TEXHHICCKIX PEIICHU 10
paspadorke I10;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO




JucuurmHa

«OcHOBBI  pa3pabOTKH 3aIIUIIEHHOTO MPOrpaMMHOTO OOecredyeHus: |

KOMITBIOTEPHBIX CETeH» OTHOCUTCS K 4acTd, (popMHpyeMOoW y4YyaCTHHKAMHU O0pa30BaTEIbHBIX

OTHOLIEHUNU OJoka 1

o0Opa3oBaHus.

«IucrurumHbl - (MOIynH)» 00pa3oBaTENbHON MPOTPAMMBI  BBICIIIETO

B pamkax oOpa3zoBaTesbHOM MporpamMmbl BBICIIETO O0pa30BaHUS OOy4YaIOIIMECS TaKxKe

OCBaMBarOT

apyrue

IUCIUTLINHEI

W/WIM  TPaKTUKH,

CIOCOOCTBYIOIIINE

JOCTHIXCHHIO

3aIJJAHUPOBAHHBIX PE3YJbTATOB OCBOCHMS JUCLHUIUIMHBI «OCHOBBI pa3pabOTKH 3aLIUILEHHOIO
IIPOrPaMMHOT'0 OOECTIEUEHUSI U KOMIIBIOTEPHBIX CETEM».

Tabnuya 3.1. Ilepeuenv komnonenmos OI1 BO, cnocobcmeyrouux O00CmuiceHur
3ANIAHUPOBAHRHbLX PE3)1bmamoe OC60E€HUA ducuunﬂuﬂbl
IpenmecrByommue Mocaenyromue
Mudg Haumenosanue zlncf[u}::mnﬂbJMOI; JIN Z[l/lClll/lIlJ]l/lillil/I\lfOZ[ JIN
P KOMIIETeHIIHH * YT, . Y,
MPaKTHKH MPAKTHKH
HayuHo-uccnenoBarensckas padora
(mosy4eHue epBUYHBIX HABHIKOB
Hay4YHO-HCCIIEI0BATEIbCKOM
a00ThI);
CriocobeH cobupars, P )
TexHomornyeckas MpakTHKa;
00pabaThIBaTh U
Teopust aBTOMaTHYECKOTO
HHTEPIPETUPOBATH TAHHBIC
yIIpaBJICHUSL;
COBPEMCHHBIX HAyUHBIX
. Mertoasl ONTUMAIBHOTO
HCCIIeI0BaHUH,
YIpaBJICHUS; [penoumioMHas MpaKkTAKa;
HEOOXOIUMBIE IS s
[K-1 Luckpemnasn mamemamura ™=, TexHonornyeckas NpakTHKa;
(hopMupOBaHUS BBIBOJIOB II0 : -
Discrete mathematics**;
COOTBETCTBYIOLIIM
MexaHNKa KOCMHYECKOTO TOJIETa;
HAYYHBIM HCCIICAOBAHISM, B
Wudopmarnka u
TOM YHCJIC TaHHEIC
MIPOTPaMMUPOBAHHE;
JMCTaHIIMOHHOTO
Teoperuueckas MEXaHMKa,;
30HIUPOBaHUS 3eMITH
AHanu3 reonH(pOPMaIMOHHBIX
JTAHHBIX;
YucneHHbIE METOIBI;
CrnocoGeH paspabareiBaTh, | HaydHo-mccnenoBaTenbckas paborta
OTJIaXKHBaTh, IIPOBEPSTH (mostyueHue MepBUYHBIX HABBIKOB
paboToCIOCOOHOCTB, HAYYHO-HCCIIEIOBATENBCKOM
MOIU(PHUIIPOBATH paboTer);
poTrpaMMHOE 00eCTIeUeCHNE; TexHONIOTHYECKAsI TPAKTHKA;
MPUMEHAT METOBI H Amnanm3 reonH()OpMaIOHHBIX
[penaumuioMHast MpaKTHAKA;
CpeICcTBa MPOCKTHPOBAHUS JTAHHBIX;
[K-5 TexHonornyeckas NpakTHKa;
IIPOrPaMMHOTO WNudopmartuka u
obecrieueHusl, MpOrpaMMHUPOBaHUE;
pa3pabatbIBaTh U Apxumexmypa KOMNbIOMEPHBIX
COTJIACOBBIBATH cemeu **;
MPOTPaMMHY0 Architecture of Computer
JOKYMEHTAIIHMIO Ha Networks**;

IIpOrpaMMHOC obecreueHme

* - 3aMOJHSACTCS B COOTBETCTBUM ¢ MaTpuiei kommnereHnuii u CYII OI1 BO

** - 3JIeKTUBHBIC TUCIMIUIMHEI /TIPAKTHKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

OO0mmast TpyJ0eMKOCTh JUCHHUIUTNHBI « OCHOBBI Pa3pabOTKH 3alIUIIEHHOTO MPOTPAMMHOTO O0ECIICUeHUsI U KOMIBIOTEPHBIX CETEH» COCTaBISET
«3» 3a4eTHBIC CIUHUIIBI.

Tabnuya 4.1. Buowl yuebHOU pabomuvl no nepuooam o0C80eHUs 00PA308aMeNbHOlU NPOSPAMMbL 8blCUe20 00paA308aHUs Oisi OYHOU (HOopMbl
00yueHus..

Buja yuye6Hoii padoThI BCEI'O, ak.u. CeMec7T pCbD)
Konmaxmmnas paboma, ax.u. 12 12
Jlexrmn (JIK) 36 36
JlabopaTopHusie pabots (JIP) 36 36
IpakTnueckue/cemunapckue 3auatus (C3) 0 0
CamocmosmenvHas paboma 0by4aowuxcs, ax.u. 36 36
Konmponw (sx3amen/3auem ¢ oyenxou), ax.u. 0 0
O01masi TPYI0€MKOCTh THCHHILTHHBI aK.4. 108 108
3a4.e1. 3 3




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomol

Bun
Homep | HammeHnoBanmue pazaesa .
Copep:xanue pa3aesia (TeMbl) yuyeoHoM
pasaena AUCHHUILTUHBI «
padoThl
11 [TpuHOUIBI pa3pabOTKH U MPOEKTHPOBAHUS TIK
3aluIeHHoe ' 3aIUAIICHHOTO TPOrPaMMHOTO 00eCTICUSHUSI.
POTPaMMHOE Bunp! yrpo3 6€30macHOCTH B KOMIIBIOTEPHBIX CETSIX
Pazgen 1 1.2 JIK
obecrieueHne n W 3alIHTa OT HUX
KOMITBIOTEPHBIE CETH 13 Mertons! mudpoBanus HHGOPMALIH U OLIEHKA TIK
' 6€3011acHOCTH CHCTEMBI
Hactpoilika u nepegaya JaHHBIX 110 IPOTOKOILY
ITpOTOKOIBI 3AIIUTEI 2.1 JIP
p TIHTBL FTP-FTPS
CETEBBIX COEANHEHUH U ™
Paszen 2 | METOTOMOHH 3ALIHTEL 29 Hacrpoiika 1 nepenaya JaHHBIX O IPOTOKOJIY P
' HTTP-HTTPS
JAHHPIX TIpH pagoTe ¢ OCHOBHBIE IPUHIUIIBI Ay TCHTH()UKAIIMN 1
CETBIO. 2.3 DU yrer ! JIK
ABTOpPU3AIIMH [10JIb30BaTENICH B CHCTEME
IIpaBuia opranusanuu 3.1 Or11eHKa YSI3BUMOCTH CHCTEMBI JIK
Pasnen 3 nH(OpMaLMOHHOI
6e30M1aCHOCTH U 3allUTa OT 3.2 IIpoBenenue TecTUpOBaHUS Ha IPOHUKHOBEHUE JIP
KrOepaTak

* - sanonmstercs Tonbko 1o QUHOM dopme obyuenns: JIK — nexyuu; JIP — nabopamopuvie pabomui; C3 —

CeMUHAapCcKue 3anAnusl.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJIMHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHaleHue ayuTOpuU

Cneuunajau3upoBaHHoOe
yueOHOe/1abopaTopHoe
odopynoBanme, I1O u
MAaTepHaJIbl JIs1 0CBOEHHS
AMCUMILTNHBI
(nmpu HeOOXOAUMOCTH)

JlexunonHas

Aynuropus JUisi IPOBEICHUS 3aHATUI
JIEKIIMOHHOTO TUTIA, OCHAIICHHAS
KOMIUIEKTOM CIEIUAIN3HPOBAHHON MeOenu;
JIOCKOM (9KpaHOM) U TEXHHYECKUMU
CpeICTBAaMU MYJIbTUMENINA MTPE3CHTAIIMIA.

JlaGopatopus

Aynuropus Juisl IpoBeieHUs 1a00paTOPHBIX
paboT, UHIUBUYaTbHBIX KOHCYIbTALIUMN,
TEKYILEro KOHTPOJIS ¥ IPOMEKYTOTHOU
aTTecTallid, OCHAIICHHAs KOMIUIEKTOM
CHIeIUaTU3UPOBAHHON MeOen 1
000pyI0BaHUEM.

KomnerorepHslit
KJ1acc

KomnbroTepHbIi Ki1acc 11 MpoOBeACHUS
3aHSATUH, TPYNIOBBIX U UHAUBUYAJIbHBIX
KOHCYJIbTAIIUH, TEKYIIETO KOHTPOJIS U
MIPOMEXKYTOYHOM aTTeCTallU, OCHAILIEHHAs
MePCOHAIbHBIMUA KOMIIbIOTEpaMU (B
KoJu4decTBe 15 miT.), mockoii (3KpaHoM) u
TEeXHUYECKUMH CPEJICTBAMHU MYJIbTUMEINA
IIPE3CHTALIMMN.

Jns

CaMOCTOSITEIbHON

AyauTopus ISl CaMOCTOSATEILHON pabOTHI
oOydaronuxcst (MOKET MCIOIB30BAThCS AJIs




Crnennann3npoBaHHoOe
yueOHoe/1adopaTopHoOe
obopynoBanme, I1O u

Tun aynuropun OcHameHue ayauTopun MATepHABI 151 0CBOCHHSI
AMCUMILTUHBI
(Ipu HEOOXOTUMOCTH)
paboThI MPOBEJICHUS] CEMUHAPCKUX 3aHATHN U

KOHCYJIbTaIM ), OCHAILLIEHHAS! KOMILIEKTOM
CHEIHATM3UPOBAHHON MeOeH 1
KomnbroTepamu ¢ goctynom B DMOC.

* - ayauTOpHs I CaMOCTOSATENFHON paboThl oOydatrontuxcs ykaspBaercss OBA3SATEJIBHO!

7. YAEBHO-METOJUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUITIJINHBI

OcHosHas numepamypa.
1. "Computer Networking: A Top-Down Approach” by James Kurose and Keith Ross.
2. "Cryptography Engineering: Design Principles and Practical Applications” by Bruce
Schneier, Niels Ferguson, and Tadayoshi Kohno.
3. "Securing the Clicks Network Security in the Age of Social Media™ by Gary Bahadur,
Jason Inasi, and Alex de Carvalho.
4. "Threat Modeling: Designing for Security” by Adam Shostack
Jlononnumenvras tumepamypa:
1. "Building Secure Software: How to Avoid Security Problems the Right Way™" by John
Viega and Gary McGraw.
2. Network Security Essentials: Applications and Standards™ by William Stallings.
3. "Intelligent Networked Teleoperation Control" by Xiaodong Liu and Muhammad
llyas.
Pecypcuvl ungpopmayuonno-menexkommynuxkayuonrot cemu « Mumepremy:
1. O9bC PYIH u croponnue DbC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT TOCTYII
Ha OCHOBAHWH 3aKJIHOYCHHBIX J1OTOBOPOB
- DnekTpoHHo-ombmmoTeunas cucrema PYJIH — 9bC PY JIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YHuBepcuteTckas oubianoreka onnan» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- ObC «KoHcynbpTaHT cTynenTay www.studentlibrary.ru
- OBC «Tpounxkuii MmocT»
2. bazsl JAaHHBIX U ITIONCKOBBIE CUCTEMbI
- OJIEKTPOHHBIN (POH]T TPABOBOM M HOPMATUBHO-TEXHUYECKOUN IOKYMEHTAIIUH
http://docs.cntd.ru/
- mouckoBas cuctema SAnnekc https://www.yandex.ru/
- nouckoBas cucrema Google https://www.google.ru/
- pedepatuBHas 6a3a nanasix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 051 cCamocmosamenbHol pabomuvl 0OYUaAOWUXCSL NPU
0CB8OCHUU OUCYUNTUHBL/MOOYIA*:
1. Kypc nexnnii mo guctumuimae « OCHOBBI pa3pabOoTKH 3aIUIIIEHHOTO MPOTPAaMMHOTO
obecreyeHus u KOMITIBIOTCPHBIX ceTem».

* - Bce yueOHO-METOANYECKHEe MaTepHallbl Uil CaMOCTOATENbHOM paboThl 00yJaromuxcs
pa3MeIIalTcs B COOTBETCTBUHU € ACHCTBYIOLIUM NOpPsiAKoM Ha cTpanule aucuuiuinasl B TYUC!




8. OIEHOYHBIE MATEPHUAJIBI N BAJUIBHO-PEUTUHTOBASI CHUCTEMA
OLEHUBAHMSI YPOBHSI C®OPMHPOBAHHOCTH KOMIETEHIUI TIO
TACIHATIIAHE

OneHouHble MaTepuanbl U OaUIbHO-pEHTHHIOBas cUCTeMa® OLEHUBAHUSA YPOBHS
c(OPMHPOBAHHOCTH KOMIIETEHIMH (YacTH KOMIIETEHIIM) M0 MTOTaM OCBOCHMS UCIUILIHHBI
«OcHOBBI Pa3pabOTKU 3aIIMIIEHHOTO MPOTrPAMMHOIO 00ECHEeUeHUs] U KOMIIBIOTEPHBIX CeTei»
npezcrasiensl B [Ipunoxxennn k Hactosimeid Paboueil mporpamMme TUCHUTUIMHEL.

* - OM u BPC dopmMupyroTcsi Ha OCHOBaHUHU TPeOOBaHUN COOTBETCTBYIOIIETO
JIOKaJIbHOTO HOpMaTuBHOro akra PY J1H.
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