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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

JucuumnnuHa «AHanu3 ysS3BUMOCTEH MPOrpaMMHOIO OOECHEYEHHUs» BXOIAUT B MPOrpaMMy
MarucTpaTypsl «AHanu3 OONBIIMX JAHHBIX W TEXHOJOTHH 3alIUThl WH(OpPMAUU» IO
HarnpasieHuto 02.04.02 «dynnaMmeHTanbHas HHGOPMATUKA U WH(OOPMAIMOHHBIC TEXHOJIOTHNY U
u3yuaercs B 1 cemectpe 1 kypca. Jucuuminny peanusyer JenapraMeHT MEXaHUKHU U IIPOLIECCOB
ynpasieHus. JlucuumiuHa COCTOUT U3 5 pa3zienoB U 18 TeM U HampaBlieHa HA U3YYEHHE METOJI0B
aHaIM3a ysA3BUMOCTEH MPOrpaMMHOT0 00€CTIeueHuUsl, UCTIOIb3YEMbIX IIPH PEUICHUH 3a/1a4 aHalu3a
QITOPUTMOB 3aIIUTHl UH(QOPMAIMK, XapaKTePU3YIOUINX dTarnbl (OPMUPOBAHUS KOMIIETEHIMN U
o0eCreYnBaOIIUX JTOCTHKCHHE IUIAHUPYEMBIX Pe3yJIbTaTOB OCBOEHHUS 00pa3oBaTelIbHOM
MIPOrPaMMBlI.

Lenpt0 OCBOGHUS JUCHUMIUIMHBI SIBISICTCS MNPUOOPETEHHE MPAKTUUYECKUX HaBBIKOB
BBISIBJICHUSI YSI3BUMOCTEH B MPOTPAMMHBIX peain3alusiX, YCTPAHEHHE BBIBICHHBIX YS3BUMOCTE,
WCIOJIb30BAHNE TEOPUU BBIABICHUS CHA0BIX MECT TPH TPOBEACHHH CEPTUPUKANUOHHBIX
UCIBITAHUN IPUMEHUTENBHO K 33]]a4aM, CBSI3aHHBIM C 3aIIUTON HH(pOpMAaLUH.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHDI

OcBoeHMe AMCHUILUIMHBI « AHAIN3 YSI3BUMOCTEH IMPOrpaMMHOI0 00ecriedeH s» HalpaBiIeHO
Ha GOpPMHUPOBAaHUE Y OOYJAIOLIMXCS CIEAYIOMNX KOMIETSHIIUH (YaCTH KOMIIETSHIINH ):

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00y4arOWuxcs npu 0c80eHuu
OUCYUNTIUHBL (Pe3VIbmambvl 0C80eHUS OUCYUNTIUHDL)

I/IHZ[I/IKaTOp])I JOCTHIKCHHUS KOMIICTCHIUHN

Iudp Komnerenuus N
(B pamMKax JaHHOW JTHCIUIIIIMHBI)
OIIK-1.1 3HaeT OCHOBHBIEC 3aKOHEI, ITOJIOKEHUS U METOIbI B
CriocobeH HaxOquTb, o0JyacTu MpUKJIaJHOM MaTeMaTHuKH, (GyHIaMEeHTaJIbHOM
(hopMyIHpPOBATH U peIIaTh nHdopmaTuku 1 HHGOPMAIIMOHHBIX TEXHOJIOTHIA;
OIK-1 aKTyallbHeIe poOIeMbI OIIK-1.2 YMeeT BBISBISATh €CTECTBEHHO-HAYYHYIO CYI[HOCTh
TIPUKIIaTHOW MaTeMaTHKH, 3a71a4M MCCIICA0BaHNUS;

tdyrmamerntansHoi nHGopMaTuku |OIIK-1.3 Pemaer akTyanpHBIE TPOOIEMBI IPUKIIATHOMN
¥ NHPOPMAIMOHHBIX TEXHOJIOTHH |MaTeMaTHKH, pyHIaMeHTanbHOH HHPOPMATHKU U
MH(OpPMaIMOHHBIX TEXHOJIOTHH;

OIIK-3.1 3HaeT 0CHOBHBIE [TOAXOJIbI K PELICHUIO MPUKIAIHbBIX
3a7a4 Ipo(eCcCHOHATEHON ACATENEHOCTH B 00J1acTH HH(POPMAaTHKH
Y MaTeMaTHYECKOTO MOJIEIUPOBAHHSI,

OIIK-3.2 YMmeeT npoBOIUTH aHATTU3 MAaTEMATHYECKUX MOJIENEH,
000CHOBBIBATh METO/IBI PEIICHUS PUKIATHBIX 32124
podecCHOHANBHON NesITeIbHOCTH B 00J1aCTH HH(POPMATHKH U
MaTeMaTHYECKOTO MOJISITUPOBAHHS;

OIIK-3.3 Pa3zpabaTbIBaeT HOBBIE aJITOPUTMBI U METO/IBI PEIICHUS
MPUKIIAIHBIX 33/1a9 PO ECCHOHATBHON NesITeTPHOCTH B 00JIACTH
HHPOPMATHKH ¥ MATEMaTHIECKOTO MOJICIINPOBAHHS;

Croco0OeH POBOAUTE aHAJIH3
MaTeMaTHYECKHX MOJIEeIIeH,
co31aBaTh MHHOBAITUOHHBIC

METOABI PECIICHUA PUKITATHBIX
OIIK-3 3aj1a4 MpoQecCHOHAIBHOMN
JIESITETIBHOCTH B 00JIaCTH
nHpopMaTuKu 1
MaTEMATHYCCKOI'O
MOJCITUPOBAHUS

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

JucuuiuinHa «AHalIM3  YA3BUMOCTEH IPOrpaMMHOrO oOecneueHus» OTHOCUTCS K
o0s3arenpHOM yacTu Onoka 1 «/lucuuminasl (Moxynn)» oOpa3oBaTebHOM MPOrpaMMBbl BBICILIETO
o0Opa3oBaHUs.

B pamkax o0Opa3zoBaTeNbHON MpOTrpamMMbl BBICIIETO O0pa30BaHUS OOYYAIOIIMECS TaKXKe
OCBaMBarOT prrI/Ie JUCHUITIINHBI I/I/ NI HpaKTI/IKI/I, CHOCO6CTBYIOHII/IG JOCTUXCHUIO
3aIJIAHUPOBAHHBIX PE3YJIbTATOB OCBOCHHUS TUCIHMILTUHBI « AHAIHU3 YSI3BUMOCTEH MPOrpaMMHOTO
oOecIeueHus .




Tabnuya 3.1. Ilepeuenv komnonenmos OI1 BO, cnocobcmeyrouux 00CmMudiceHur
3aNIAHUPOBAHHBIX PE3VIbMAMO8 0C80EHUS OUCYUNTUHBL

IIpenmecTBylonue Ilocnenyrommue
HIngp Haumenosanue Zlﬂcfll/l}:llIﬂPlelyMOI;yﬂﬂ, nncunnﬂnflilh\lfouyﬂn,
KOMIIETEHIIM U . %
NMPaKTHKHU NPAKTHKH
Crioco0eH HaxXOaUTh, HaygHo-uccnenoBarenbckas
(hopMyITHpOBATH U pemaTh paborta (momy4yeHne
aKTyaJbHBIC IPOOIEMBI MIEPBUIHBIX HABBIKOB HAyYHO-
OTK-1 MIPUKIIAHOW MAaTEeMaTHKH, HCCIICIOBATEIBCKON pabOThI);
(hyHIaMEeHTaNBHOM [IpenuruioMHas IpaKkTUKa;
HHOOPMATHKH U Geoinformation Systems and
nH(OpPMaMOHHBIX Applications;
TEXHOJOT UM
CrniocoOeH MpoBOAUTH
aHaJIu3 MaTeMaTHYECKUX HayuHo-uccnenoBarenbckas
MOJIesIeH, co31aBaTh paboTa (moydeHue
HMHHOBAIIMOHHBIE METObI MIEPBUYIHBIX HABBIKOB HAyYHO-
OINK-3 PpeIIeHHs TPUKIIATHBIX HCCIIeIOBATEIHCKON paboTHI);
3a1a49 IpoQecCHOHATBHOM [penoumuioMHas MpaKTHKa;
JIeITeIbHOCTH B 00J1aCTH Kpurnromorus u npakTruka
nHpopMaTUKU U MIU(pPOBAHUSE;
MaTeMaTHYECKOTO
MOJICIMPOBAHHS

* - 3aM0NIHACTCS B COOTBETCTBUM ¢ MaTpuuei kommereHnuii u CYII OIT BO
** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

OO01mmas TpyA0eMKOCTh TUCHUTUIHHBI K AHAIHN3 YSI3BUMOCTEH MTPOrPaMMHOTO 00ECIICUEHUS COCTABIISACT «6» 3a4ETHBIX ¢IUHUIL.
Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308aAMENbHOU NPOSPAMMbL BbICULIE20 00PA308AHU Ol OYHOU Dopmbl
00yuenus.

Buja yue6Hoii padoThI BCEI'O, ak.u. CEMeclT pCeD)
Konumaxmmnas paboma, ax.u. 68 68
Jlexuuu (JIK) 34 34
JlaGopartopusie pabotsl (JIP) 34 34
IMpaktuueckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 121 121
Koumponw (sx3amen/3auem c oyenkou), ax.u. 27 27
Oo0masi Tpy10eMKOCTH T CHUIIHHBI aK.u. 216 216
3a4.el. 6 6




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomol

Homep
pasaena

HaumenoBanmue pazaesna
AUCHHUILTUHBI

Copep:xanue pa3aesia (TeMbl)

Bun
yuyeoHoM
padoThI*

Paznen 1

Beenenne

11

OcHOBHBIE BU/IBI U HANOOJIEEe U3BECTHBIC TPUMEPEI
IPOrPaMMHBIX YS3BUMOCTEH.

JIK, JIP

1.2

OCHOBHBIE CPE/ICTBA M METOBI aHAIH3a
MIPOTPAMMHBIX pealu3aIiii Ha IpeaMeT
YA3BUMOCTEH

JIK, JIP

Pazgen 2

3ammuta nHGOpMAIIH C
UCIIOJIb30BaHHEM
MU(pPOBATBHBIX
(xpunrorpadpuyecknx)
CpPEACTB

2.1

Kpunrorpapuyeckue METoIbI 3aLIUThI
nHdopManuH.

JIK, JIP

2.2

O6ecneueHue NpUMEHEHUS SJIEKTPOHHON MOANHICH
1 HHQPACTPYKTYPBI OTKPBITOT'O KIIFOYA C
HCIIOJIb30BAaHUEM CEPTUPHUIIMPOBAHHBIX CPEJICTB.

JIK, JIP

Paznen 3

KoMmnexcHas 3ammura
00BEKTOB
HHPOpPMAaTH3AIIH

3.1

ObecnieueHre 0€30MaCHOCTH MEPCOHATBHBIX
JIAaHHBIX, 00pabaThiBaeMbIX B MHPOPMAIMOHHBIX
cucremax (MCI1/In).

JIK, JIP

3.2

AJMUHHCTPUPOBaHHE CEPTUPHULIINPOBAHHBIX
3ALUUIICHHBIX OIEPALMOHHBIX CUCTEM.

JIK, JIP

3.3

MexaHn3Mbl 0€301IaCHOCTH CEPTHHUINPOBAHHBIX
3aIIMIICHHBIX ONEPAIIOHHBIX CHCTEM.

JIK, JIP

Pasnen 4

[poBeneHne sKCIEPTU3BI
KauecTBa U HaJeKHOCTH
NPOrPaMMHBIX
IPOrpaMMHO-aIIapaTHBIX
CpencTB 00eCIICUCHUS
nH(OpMaLMOHHO
6e3omacHoOCTH

4.1

BrisBnenus YXSBHMOCTCﬁ B IIPOIrpaMMHBIX
pcaan3anuiax.

JIK, JIP

4.2

yCTpaHeHI/Ie BBIAABJICHHBIX yﬂ3BHMOCT€ﬁ B
MNpOTrpaMMHBIX peaTn3alusix.

JIK, JIP

Pasnen 5

MGTOI[O.HOFI/IH IPpOBCACHUSA
aHaJin3a ysa3BUMOCTHU

5.1

Pa3paboTka METOAUKH IPOBEICHHUS aHAIN3a
YSI3BUMOCTH 00BEKTa OLICHKH.

JIK, JIP

5.2

Teopus BeIABICHHS CIA0BIX MECT IIPU IPOBEICHIH
cepTU(PHUKAITMOHHBIX UCTIBITAHUN B MEXaHU3Max
3alMThl OT aTak kiacca «Cross Site Scriptingy.

JIK, JIP

5.3

IIpakTuka BeIABICHUS yA3BUMOCTEH Kinacca «Cross
Site Scripting» npu nmpoBeneHUN
cepTHGUKAINOHHBIX HCIBITAHHH.

JIK, JIP

5.4

Teopus BEIABICHHS CITA0BIX MECT MIPH MPOBEICHIH
CepTU(PUKAIIMOHHBIX UCTIBITAHUIH B MEXaHU3MaX
3ammTHI OT aTak kiacca «Cross Site Request
Forgery».

JIK, JIP

55

[MpakTHKa BBISBICHHS YsI3BUMOCTEH Kiacca «Cross
Site Request Forgery» npu npoBeneHnu
CepTU(PHUKAIMOHHBIX HCIIBITAHUH.

JIK, JIP

5.6

IIpakTuka BbISIBICHUS ySI3BUMOCTEN Kilacca
«Ilepenonnenune Oydepa» npu NpoBEACHUN
CepTU(PHUKAIMOHHBIX HCIIBITAHUH.

JIK, JIP

5.7

Teopus BEIABICHHS CTa0BIX MECT IIPH MPOBEICHIH
cepTH(HUKAITMOHHBIX UCTIBITAHUN B MEXaHU3Max
3aIUTHI OT atak kiacca «SQL Injectiony.

JIK, JIP

5.8

[IpakTrka BRIABICHHS ySI3BUMOCTEH Kiaacca «SQL
Injectiony mpu mpoBeaeHNN CePTH(PUKAITNOHHBIX
WCIBITAaHUH.

JIK, JIP

5.9

OTYETHOCTb 10 pe3yjbTaTaM MPOBEJCHUS aHaTn3a
YSI3BUMOCTH B PaMKax CepTHHUKAIUOHHBIX
HWCIBITAaHUH.

JIK, JIP

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJIMHBI

* - 3anonserca Tonpko no QUHOM popme o6yuenns: JIK — nekyuu; JIP — na6opamophuie pabomui, C3 —
CeMUHAPCKUe 3aHAMUSL.




Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneueHue OUCYUNIUHbL

Cneuunajau3upoBaHHoOe
yueOHoe/1a00paTopHoe
obopynoBanme, I1O u
MAaTepHaJIbl 1J151 0CBOEHHS
AUCIHUTLTUHBI
(Ipu HEOOXOTUMOCTH)

Tun ayauropum OcHamenue ayiuropuu

Ayautopust ISl POBEICHUS 3aHATHN
JICKIIMOHHOTO THIIa, OCHAIIICHHAS
JleximonHast KOMIUICKTOM CHEeIMaTU3UPOBAHHON MeOenH;
JIOCKOH (9KpaHOM) U TEXHHYECKUMU
CpEICTBAMU MYJIbTUMEINA MTPE3CHTAIIHIA.

KoMInbroTepHslii K1acc Uist IPOBENECHUS
3aHSTUN, TPYNIIOBBIX U MHAWBUIyaJIbHBIX
KOHCYJIbTAllMH, TEKYIIEro KOHTPOJIS U
KoMnbroTepHBI | IPOMEKYTOYHOM aTTECTALNN, OCHAILICHHAS

KJ1acc NEePCOHAIBHBIMU KOMIIbIOTEpaMH (B
KojuuecTBe 15 1mT.), ockoi (3KpaHoM) U
TEXHUYECKUMHU CPEICTBAMU MYJIbTUMEANA
IIPE3CHTALMM.

Aynuropus JUisi CaMOCTOSITEIbHON pabOThI
oOydaromuxcst (MOKET UCTIOIB30BAThCS IS

TSt .
A . | MpOBEIEHUSI CEMHUHAPCKUX 3aHATHHI U
CaMOCTOSITEIILHOM .
KOHCYJIbTAITUH ), OCHAIIIEHHAS KOMILICKTOM
paboTsl

CIIeMaIM3UPOBAHHON MeOenu 1
KoMibroTepami ¢ gocrynoM B SUOC.

* - ayIUTOPHS JJIsL CAMOCTOSTENbHOM paboThl o0yuaromuxcs ykaspiaercs OBA3ATEJIBHO!

7. YYEBHO-METOJUYECKOE 1 UH®OPMAIIMOHHOE OBECIIEYEHHUE JUCHUIIJINHBI

Ocnoenas numepamypa:

1. 3aneunukos, C. B. Kpunrorpaguueckue MeTobl 31Tl HHPOPMAIMK: YIEOHUK JUIs
By30B / C. B. 3aneunukos, O. B. Kazapun, A. A. TapacoB. — Mocksa : 3garensctBo IOpaiir,
2022. — 309 c.

2. ®omuueB B.M., Menbaukos [I.A. Kpunrorpadguueckre MeTO1bl 3alIUTHI
uHpopmanuu. Yacts 1 u 2. — M.: uznarensctso FOpaiir, 2017.

3. Tanja Lange * Tsuyoshi Takagi (Eds.). Post-Quantum Cryptography. 8th International
Workshop, PQCrypto 2017. Springer. 2017. — 429c.

4. Xosapa M. Ysa3BuMocTu B mporpaMMHOM Koje 1 6opr6a ¢ aumu. JIMK TIlpecc, 2011,
288c.

5. JLK. babenko, E.A. NmykoBa Kpunrorpaguueckue MeTo sl M CpesicTBa 0OecreueHus
uH(popMalnoHHOM 6e3omacHocTH, 2011.

Jononnumenvhasn numepamypa:

1. Jonozos H. JI. IIporpammusie cpeactra 3anuthl nHGopmanmn / H.JI. Jlonozos; T.A.
['ynersea - HoBocubupck: HI'TY, 2015. - 63 c.

2. Ilpoxopora O. B. UudopmarmonHas 6e3omacHoCTh 1 3amuta nHpopmanuu / O.B.
ITpoxoposa - Camapa: Camapckuii rocy1apCTBEHHBIM apXUTEKTYPHO-CTPOUTEIbHBIN
yHuBepcurer, 2014. -113 c.

3. PynenxoB H. A. TexHonoruu 3amurtsl ”HGOpPMALIUU B KOMIIBIOTEPHBIX ceTsax / H.A.
PyneHkoB - 2-e u3j., ucnp. - Mocka: Harmonansuerid OTkpbiTeiii YaHBepcuTeT « MHTYUTY,
2016. - 369 c. DAEKTPOHHBIHA pecypc




4. C.II. Bapranos, A.1O. I'epacuMoB. /IluHamuyeckuii aHAJIU3 IPOTPAMM C IEITBIO TTOUCKA
OIIMOOK ¥ YS3BUMOCTEH MPU TTOMOIIH IEJICHANIPABICHHON IeHEepallii BXOJHBIX TaHHBIX. TPyl
HCII PAH tom 26 BrIII 1, 2014. C. 375-394.

Pecypcwi ungopmayuonno-meneKxomMmyHuKayuoHHou cemu « Mnmepnemy»:

1. ObC PYIH u croponnue 9bC, K KOTOPBIM CTYJE€HTbl YHUBEPCUTETA UMEIOT JOCTYII

HA OCHOBAHUH 3aKJIIOYCHHBIX JOTOBOPOB

- DnekTpoHHO-0mOmoTeunas cucrema PYJIH — ObC PY JIH
http://lib.rudn.ru/MegaPro/Web

- OBC «YuuBepcurerckas oubimoreka onaim» http://www.biblioclub.ru

- OBC IOpaiit http://www.biblio-online.ru

- ObC «KoHcynbTaHT cTyneHTay www.studentlibrary.ru

- OBC «Tpouukuii MmocT»

2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBI

- DIIEKTPOHHBIN (HOHJT TPABOBON ¥ HOPMATUBHO-TEXHUICCKOW JJOKYMEHTAIIUU
http://docs.cntd.ru/

- mouckoBas cucreMa SHaeke https://www.yandex.ru/

- mouckoBas cucteMa Google https://www.google.ru/

- pedeparuBHas 6a3a ganabeix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanwvl 0Jis1 CamoCmosmenbHol pabomsl 00y4arOWuxcs npu
0CB80EHUU OUCYUNTUHBL/MOOYIA*:

1. Kypc nexuuii o JUCUMILINHE « AHAIU3 YA3BUMOCTEN IPOrPaMMHOTO 00ECTIEUEHUS.

* - Bce y4eOHO-METOIMYCCKUE MATCPUANTBI JJII CAMOCTOSTEIIBHONH PabOThl 00ydJaromuXCst
pa3MeIIarTcs B COOTBETCTBUHU C ACHCTBYIOLIUM NOpsiAKoM Ha cTpanulle aucuuruinasl B TYUC!

8. OLIEHOYHBIE MATEPHAJIbI M BAJLIbHO-PETHHIOBASI CHCTEMA
OLIEHUBAHUSI YPOBHS C®OPMHPOBAHHOCTH KOMIETEHIUIA TIO
TV CHUTIJIMHE

OneHouHble MaTepuanbl U OaUIbHO-pEHTHHIOBas cUcTeMa® OLEHUBAHUSA YPOBHS
c(OpMHUPOBAHHOCTH KOMIETEHIMH (YaCTH KOMIIETEHLIMH) MO UTOraM OCBOEHUS JIUCLUIUIMHBI
«AHanM3 ysA3BUMOCTEH MpOrpaMMHOI0 oOecleyeHus» TNpeacTaBieHbl B [IpunoxkeHun K
HacTosweil Pabodeli mporpaMMe AUCHUIIIINHBL.

* - OM u BPC dopmupyroTcst Ha OCHOBaHUHU TPpeOOBaHUI COOTBETCTBYIOIIETO
JIOKaJIbHOTO HOpMaTuBHOro akra PY J1H.
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