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1. Henun u 33124y JHCHUILIHHLI
Llenpio AUCUMIIIMHBI SBISETCS OCBOCHHE YYALIMMUCS HABBIKOB KOH(MUIYpHPOBAHMUS U
aJMUHHCTPHPOBAHUS COBPEMEHHBIX CETEBBIX CIyKO Ha cepBepax C ONEPALMOHHOM CHCTEMOI
tuna Linux/Unix.
B npouecce npenogaBanust AUCLUILIUHBI PEILAIOTCS CIEIYIOLINE 3a1a4H:
e Y3ydyEHHUE NPUHIUNOB PpaboThl CETEBLIX Cily:k0 u nportokonos creka TCP/IP;
e o0yueHHE HaBbIKAM KOH(UI'YPUPOBAHHUSA W AIMHUHHCTPUPOBAHUS CETEBBIX CIyk0 Ha
cepBepax ¢ oneparuoHHoM cucreMoit Tuna Linux/Unix.

2. Mecro aucumniiaabl B crpykrype OI1 BO:

JucuuniuHa  AIMUHHCTPUPOBAHME  CETEBBIX  MOJCHCTEM OTHOCHUTCS K  YacTH,
(hopmupyemoil yuacTHukamMu 00pa30BaTeabHbIX OTHOMIEHUH, O610Ka | «lucuunnuasl (MOLyIn)»
yueOHOro rana, AMCLHUIIIHHA 110 BLIOOpY.

B Ttabnuue Ne 1 mnpuBeseHbl MNPEALIECTBYIOIIME U MOCIEAYIOMIME JUCIUILINHBI,
HalpaBieHHbIE HAa (POPMUPOBAHUE KOMIETEHUMH AMUCLUIUIMHBI B COOTBETCTBUM C MAaTpHIICH
xomnerenuui OI1 BO.

Tabmuma Ne 1
IIpenmecrByiomme 1 nocjeyouue THCHHIIMHLI, HANIPaBJIeHHbIe HA (opMHUpOBaHHe

KOMIIeTeHII Ui
HIndp u
Ne bp [TpeamecTBytoniue [Tocnenytonue AUCIUTUTUHBI
n/n HAMLEONIETY JTACLIMIITHHBI (rpynribl JUCHMILIMH)
KOMIIETEHIIUH Py

yHHBCpCﬂJ’JbeIC KOMIICTCHITUH

ObwenpodeccuoHaabHble KOMOETEHIIMU

OIIK-5, OIIK-8 Apxurekrypa AJMUHUCTPUPOBAHUE
KOMIIBIOTEPOB; JIOKaJIbHBIX CETEi;
Onepaunonnsie cucteMsl; | Moaenuposanue cereil
Beraucnurensusle nepejavn JaHHbIX,
CUCTEMBI, CETH U Nudpopmanmonnas
TENEKOMMYHHKALUH Oe3omacHOCTb
CeTeBble TEXHOIOIHH

IIpodeccuonanbuble KOMOETEHUHH (BUA NPOJeCCHOHATBHON 1€ATEIbHOCTH:
MPOU3BOJCTBEHHO - TEXHOJIOTHUECKAs NEATEIbHOCTD)

ITK-3 Apxurtekrypa AJIMUHHCTPUPOBaHUE
KOMITBIOTEPOB; JIOKaIbHBIX CETEH;
Onepauuonnsie cucteMbl; | MoaenupoBanue ceteit
CereBble TEXHOJIOTUH nepeaun JJaHHbIX,
HNndopmanuonnas
0e30macHOCTD

ITpodeccuonanbHo-criequaIU3HPOBAHHbIC KOMIIETEHIIMU CIICHHAIM3ALHH

OIIK-5. CnocobeHn noHMMaThb MPUHIMUIBL PpabOThl COBPEMEHHBIX HH(OPMALUOHHBLIX
TEXHOJIOTMI U MCIOIB30BaTh UX Ui PELICHUS 3a1a4 NPo(ecCHOHANBHON AesITeNBHOCTH.

OITK-8 Cnocoben paspabarbiBaTh alrOpuTMbl H KOMIILIOTEPHbIE ITPOIrPAMMBI, IIPUTOIHBIE
VIS TIPAKTUYECKOro MPUMEHEHHUS.

[IK-3 CnocobeH ocCylecTBAAT, aIMUHHCTPUPOBAHUE TMPUKIAAHOIO MPOrPaMMHOIO
obecnieyeHus, CETeBOH  MOJACHCTEMbl WM CHCTEM  yhpaBieHHMs  ©Oa3amMu  JaHHBIX
UH(POKOMMYHHMKALIMOHHON CUCTEMbBI OPraHU3aluU




3. TpeGoBanus K pe3y/ibTATaM OCBOEHMS IUCUHILIHHBL:
[lpouecc wu3ydeHust AMCLMUILUIMHBI HANpaBieH Ha (OPMUPOBAHHE  CIEAYIOLIHX
KOMIIETEHLIHIA: OITK-5; OIIK-8: T1K-3

(vkazuiearomes 8 coomeememesuu ¢ OC BO PYV/IH)

OIIK-5. CnocobeH noHMMaTh MPUHIUNBL PabOThl COBPEMEHHBIX HHEOOPMALMOHHBIX
TEXHOJIOTM U MCIOIL30BaTh UX Ui PELICHUS 3a1a4 NPo(hecCHOHAIBbHOM NesITeNbHOCTH.

* OIIK-5.1 3HaeT OCHOBHbIE MONOKEHHS M KOHLEMNUHUH MNPHUKIAJHOTO H CHCTEMHOIO
IPOrpaMMHUPOBAHUSA, APXUTEKTYPbl KOMIILIOTEPOB U CETei (B TOM HUCie U INI00ATILHBIX),
COBPEMEHHBIE SI3bIKM NPOrPaMMHPOBAHUS, TEXHOJIOTHU CO3JaHMs M OIKCILTyaTalluu
MPOrPaMMHBIX MPOAYKTOB U MPOrPAMMHBIX KOMILIEKCOB

*  OIIK-5.2 YmeeT HCHOIL30BaTh OCHOBHBIE MOJOKEHUS M KOHUEMIMHU MPHKIAJHOIO U
CHCTEMHOTO MPOrpaMMHPOBAHUS, APXUTEKTYPhl KOMIIBIOTEPOB U CeTel (B TOM 4HCIIE U
r1no0alibHEIX), COBPEMEHHBIE S3bIKM MNPOrPAMMHUPOBAHHS, TEXHOIOTHM CO3/aHUS U
IKCIUTyaTallud  NOPOTPAMMHBIX — [POAYKTOB M IPOrPAaMMHBIX  KOMILJIEKCOB B
npoGeCcCHOHANBHON JIESITEILHOCTH

* OIIK-5.3 UmeeT npakTU4eCKUEe HABBIKM IMPHMEHEHUS COBPEMEHHBIX MH(OPMALMOHHBIX
TEXHOJIOTUH JIJIs peIeHus 3aaa4 npoheCCUOHAIbHON e TEeIbHOCTH

OI1K-8 Cnocoben pa3pabarbiBaTh anroOpuTMbl H KOMIIBIOTEPHBIE ITPOIPAMMBI, IIPUTO/IHbIE
VIS IPAKTHYECKOr0 MPUMEHEHHS.

e OIIK-8.1 3naer 0a30oBble NPUHLMIBLI MO Pa3padOTKE aIrOPUTMOB U KOMIIBIOTEPHBIX
nporpaMm, HeoOXOIUMBIX B NPO(ECCHOHANIBLHON AEATENIbHOCTH B 00JIACTH MAaTEMATUKU U
KOMIBIOTEPHBIX HAYK JUIS: M3YUYEHHS] U MOJCIHPOBAHHS O0BEKTOB IPO(ecCHOHATBHON
JIeATeNLHOCTH, aHAIU3a JaHHBIX, NpeJicTaBleHus MHopMauuu u mp.

e OIIK-82 VYmeer npuMeHATs HEOOXOAUMBIE B NPO(ECCHOHATLHONW EATEIbHOCTH
AJITOPUTMBI U METOJIbI B 00NaCTH MATEMATHKNA U KOMIIBIOTEPHBIX HAYK JUIS: U3YYEHUS U
MOJIETUPOBaHUS O0BEKTOB MPO(ECCHOHATLHON JEATENBHOCTH, aHaIW3a JaHHbIX,
npejcTaBIeHus HHpopMamu u mp.

e OIIK-8.3 Biajgeer HeoOX0AUMbIMH B HPO(GECCHOHANBHON AESITEIbHOCTU TEXHOIOIMSIMH
M MeroaamMu B 00JacTH MAaTeMaTUKM M KOMIIBIOTEPHBIX HAYK Ui M3Y4YEHHS U
MOJICTIUPOBaHUS  O0BEKTOB MPO(ECCHOHAILHON JEATEIBHOCTH, aHajlIu3a JaHHbIX,
npejacTaBneHuss MHGOPMALMM ¥ [P.OHAJNBHOH JEATEILHOCTH, AaHalu3a JaHHBIX,
npeacTaBieHus HHPOPMALUY U TIP.

[IK-3 Cnocoben oCywEeCTBIATh aAMHHUCTPUPOBAHME MPHUKIAJHOIO [POrPAMMHOTO
obecrieyeHus, CETeBOH  MOACHCTEMbl M CHCTEM  yhpaBieHus  Oa3amMu  JaHHBIX
NH(POKOMMYHHKALIMOHHON CUCTEMbI OPraHU3aluH

 [JIK-3.1 3Haer OCHOBBI aAPXMUTEKTYpPbl, YCTpOHCTBA ©  (DYHKIIMOHUPOBAHUS

MHCIJOpMaLLHO HHO-BBIMHCIIHTCIIBHBIX CHCTEM H CETEBLIX MOJCHCTEM
HHCbOKOMMYHHKauHOHHOﬁ CHCTEMBI OpraHu3anum; METOIUKY YCTaHOBKH H
AIMHHHCTPHPOBAHUA nIporpaMMHBIX CHCTEM H CETEBLIX MOJACHCTEM

UH(POKOMMYHHUKALIHOHHON CUCTEMbI OPraHU3aLUH
* [IK-3.2Vmeer HacTpauBaTh M aJIMUHUCTPUPOBAThL MPOrPAMMHBIE CHCTEMBbI, CETEBBIE
HOJCHCTEMBI ¥ 0a3bl JaHHBIX HHPOKOMMYHHUKAIIHOHHOM CHCTEMbI OpPraHU3aLuu
 [JIK-3.3 HMmeer mnpakTUYECKHH ONBIT OKCIUIyaTaOM¥M H  aAMMHHCTPHPOBAHHS
HOPOrPaMMHBIX CHCTEM, CETEBBIX MOJICHCTEM M 0a3 JaHHBIX MH(OKOMMYHHKALIMOHHOMN
CHCTEMBI OpraHU3aLuN

B pesynbraTe u3yuyeHus AUCHUILTUHBI CTY/IEHT JIOJDKEH:
Snamo:
e KOHUENUUNA (PYHKUHOHUPOBAHHUSA U aJIMUHUCTPUPOBAHUS COBPEMEHHBIX CETEBBIX CITYkKO
OIepaLHOHHbIX CUCTEM



0a3oBble MOHATHA MPEIAMETHOH 00JaCTH JUCLUILIMHBL, OOLIME MPUHIUIBI TOCTPOCHUS
TeTEPOTEHHBIX CETEH;

MPUHIUIBL PAOOTHI, (YHKIIMH U OCOOEHHOCTH OCHOBHBIX IPUKIIAJAHBIX IPOTOKOJIOB CTEKa
nportokojioB TCP/IP.

Yueme:

OCYIIECTBJISITh HACTPOMKY OCHOBHBIX CETEBBIX CIYyXKO Ui  UCIOJb30BaHUA B
npo¢ecCHOHANBHON AESTEILHOCTH.

Braaoems:

HABBIKAMU YCTAHOBKH W HACTPOMKMU OMNEPALMOHHBIX CHUCTEM M CETEBBIX CIIYkKO [17s
MCIONb30BaHUs B IPO(PECCUOHAIBHOMN AEATEILHOCTH.

4. O0beM JTUCHUILIHHLI U BU/IbI Y4eOHO#H padoThl
OO0mas Tpy10€MKOCTh AUCHUIUIHHBI COCTABISET 4 3a4ETHBIX €IMHUIL.

Bua yuebnoii pabotsi Bcero CemecTpsl
4acoB Cemectp 5,
Moaynb 10
AyauTOpHBIE 3aHATHS (BCEro) 54 54

B tom uucne: - -

Jlerxyuu 18 18

lpakxmuuecxue 3ansmus (113)

Cemunaput (C)

Jabopamopnvie pabomul (JIP) 36 36

CamocrosiTennbHas padora (Bcero) 90 90

O6uas Tpya0eMKOCTh qac 144 144
3a4. eI, 4 4

5. Conep:kanue JHCHHILINHBI
5.1. Copep:xanue pas/ies1oB AUCHNILIHHBI

Ne Haumenosanue Copepskanue pazaesa (TemMbl)

n/nm | pasziena AMCUMUILIMHBI

2 Cerebie CiyKOBbL. 1. OG30p NpPOTOKOIOB MPUKIAIHOIO YPOBHS pPas3IH4HbIX
Ilpuknanusie CTEKOB.
npoTokoibl UHTEpHET. ; §

p p 2. Cayx0a umen nomenoB DNS. [Iporokon DHCP.
3. Ilporokon oOmeHa ruUnepTeKCTOBOH HHpOpMaLUeEi
(HTTP). Cxema ¢yuxumonupoBanus Hu o0sacth
npumenenus. @opmatr HTTP-coo0ienuii.
4. DnexkrpoHHas no4Ta. [TouToBbIE CepBepHI.
[Tonb3oBatenbckue  areHtel.  [Ipotokon  SMTP.
[Iporokonst POP3 u IMAP.

2. baszoBbie 1. Dmynsauust yJajJeHHOro TepMHHAjla M yAaJCHHBIH
MHCTPYMEHTBI noctyn k pecypcam ceru. [Iporoxonst TELNET u
obecrieueHust SSH.

Oe30macHOCTH. 2. CuHXpOHHM3AIMS BPEMEHH M CETeBbie (DailIOBHIC
CITyKOBL.

3. CereBoe KypHAIMPOBaHHE U 0a30Bble MHCTPYMEHTHI
obecrieueHust 0€30MaCHOCTH.




5.2. Pazjeiibl AUCHUILIHH W BUABLI 3aHATHH

Ne | HaumenoBanwue pazaena gucuuiuiaabl | Jlexu. | Ilpakr | Jla6. | Cemu | CPC | Bce-
/1 : 3aH. H ro
3aH. qac.
1, CereBbie  cnyxObl.  [lpuknanueie | 10 18 43 71
nporokojs Uurepuer.
2. bazoBbie uHCTpYMEHTHI OOecnieueHus | 8 14 43 65
0€30MacHOCTH.
Kourposb 3Hanui 4 4 8
Hroro: 18 36 90 144

6. JlabopaTopHblii IPAKTHKYM

Nen/m | Ne paznena Haunmenosanue naboparopusix padot Tpyno-
JUCHUILIAHBI €MKOCTb
(uac.)
1. | [TonroroBka sjadopaTtopHOro creHaa 2
2. 1 Hactpoiika DNS-cepBepa 2
3 | Hactpoiika DHCP-cepsepa 2
4. 1 basosas nactpoiika HTTP-cepsepa Apache 2
5. 1 Pacimmpennas nacrpoiika HTTP-cepsepa Apache 2
6. 1 YcraHoBKa M HACTpOiKa CUCTEMbI YIIpaBieHUs 0azamu 2
nanHbix MariaDB

7. 2 Pacuipenublie HACTPOIKU MEKCETEBOr0 IKpaHa 2
8. 1 Hactpoiika SMTP-cepsepa 2
9, | Hactpoiika POP3/IMAP cepsepa 2
10. 1 Pacmmpennsie nactpoiiku SMTP-cepsepa 2
11. 2 Hactpoiika 6e3onacHoro yaanéunoro gocrymna no SSH 2
12. 2 CUHXPOHM3ALIMS BPEMEHN 2
13. 2 Hactpoiika NFS 2
14. 2 Hactpoiika ¢aiinosix ciyxd Samba 2
15. 2 HacTtpoiika ceTeBoro xypHaJIUpOBaHUs 2
16. 2 Bazogas zammra ot arak tumna «brute force» 2
17. 1,2 Kourtponb 3Hanuii 4

Bceero yacos 36

T l'[pam‘nqeclme 3AHATHH (CEMllllapbl) — He HpPpeAyCMOTpPEHbI

8. MartepuajibHo-TexHu4eckoe odecrnedyeHue JUCHUILIMHBI:

MyneTuMenuitHag ydeOHass ayauTopusi Uil TPOBEAEHHS JIEKIIUOHHBIX  3aHATHH.
KomnbroTepHbie (AMCIIIEHHbIE) KJIacchl € JOCTYNOM K cetd VIHTepHeT u 2IeKTPOHHO-
obOpazoBaTesbHOM cpefe YHUBEpPCHTETa Ul BBINOJIHEHUS O0Yy4alOmIMMHCA NPAKTHYECKUX U
nabopatopHeix paboT MO AMCUMIUIMHE, JJsi MPOBEACHUsI 00YHAIOMIMMHCS CaMOCTOSTENBHOM
paboTh! U KOMITLIOTEPHOIO TECTUPOBAHUS 00ydalOmNXCs (MPH HEOOXOAUMOCTH).

9. Undpopmaunonnoe odecneyeHue JUHCUHILIHHBI
a) nporpammuoe obecneuenue: OC Linux, VirtualBox, Vagrant, quctpudytus CentOS.
0) 6a3bl JaHHBIX, THOOPMALIMOHHO-CIIPABOYHbBIE U MTOUCKOBBIE CUCTEMBI:
e Request for Comments (RFC) Pages — IETF (https://www.ietf.org/rfc.html).
e GNU Bash Manual / Free Software Foundation. — 09/2016. — URL:
https://www.gnu.org/software/bash/manual/



GNU Make Manual / Free Software Foundation. — 05/2016. — URL:
http://www.gnu.org/software/make/manual/

Powers S. Vagrant Simplified. — 2015. — URL:
https://www.linuxjournal.com/content/vagrant-simplified .

Vagrant Documentation. — URL: https://www.vagrantup.com/docs/index.html

Kynep M. HckyccTBO nporpaMMHpOBaHMs Ha A3bIKE CLIEHAPHEB KOMaHIHOH 000JIOUKH.
— 2004. — URL: https://www.opennet.ru/docs/RUS/bash_scripting_guide/

Barr D. Common DNS Operational and Configuration Errors : tech. rep. — 02/1996. —
DOI: 10.17487/rfc1912 .

Security-Enhanced Linux. Linux ¢ ynyumenHo#t 0e3onacHOCTBIO. PyKOBOACTBO
nons3oBarend. Pemakuus 1.4 / M. McAllister, S. Radvan, D. Walsh, D. Grift, E. Paris, J.
Morris; fedoraproject.org. — URL: https://docs-old.fedoraproject.org/
ru-RU/Fedora/13/html/Security-Enhanced Linux/index.html

systemd / Arch Linux. — 2015. — URL: https://wiki.archlinux.org/index.php/Systemd

EmenbsanoB A. VYnpasnenue norrupoBanuem B systemd. — 2015, — URL:
https://blog.selectel.ru/upravlenie-loggirovaniem-v-systemd/

Kocrpomun B. A. Vrtunura lsof — ubcTtpyment aaMubuctparopa / Bupryanpnas
sHumknoneauss  «Linux  mo-pycckm». —  URL:  http://rus-linux.net’kos.php?
name=/papers/lsof/lsof.html .

[Torrepunr JI. Systemd nns agmunucrparopos. Ilukn crareir. — 2010. — URL:
http://wiki.opennet.ru/Systemd .

Caiir poeKTa NetworkManager / GNOME.org. o URL:

https://wiki.gnome.org/Projects/NetworkManager

Caiitr npoexta nmcli / GNOME.org. — URL: https://developer.gnome.org/Network
Manager/stable/nmcli.html

Barr D. Common DNS Operational and Configuration Errors : tech. rep. — 02/1996. —
DOI: 10.17487/rfc1912.

Droms R. Dynamic Host Configuration Protocol : tech. rep. — 03/1997. — DOI:
10.17487/RFC2131

Dynamic Updates in the Domain Name System (DNS UPDATE) : tech. rep. / P. Vixie, S.
Thomson, Y. Rekhter, J. Bound. — 04/1997. — DOI: 10.17487/RFC2136 .

Apache HTTP Server Version 2.4 Documentation. — URL:
http://httpd.apache.org/docs/current/
httpd —  Apache  Hypertext  Transfer  Protocol  Server. —  URL:

https://httpd.apache.org/docs/2.4/programs/httpd.html

JokymenTanus mo MariaDB. — URL: https://mariadb.com/kb/ru/5306/ .

OcuoBs s3pika SQL / CITFORUM. — URL: http://citforum.ru/programming/32less
/les44 .shtml

NAT: Bonipocs! u 01BeThl / CaliT MOAAEPKKH MPOAYKTOB M TexHoJorui komnanuu Cisco.
— URL: https://www.cisco.com/cisco/web/support/RU/9/92/92029 nat-faq.html .
Junamudeckuii Opanamaysp ¢ ucnonb3oBanuem FirewallD (firewall daemon / nemown
MEXKCETEBOI0 IKpaHa) / Fedora Project Wiki. — URL:
https://fedoraproject.org/wiki/FirewallD/ru .

Onom VY. Oduuuansuoe pyxooiactBo Cisco MO MOArOTOBKE K CepTU(UKALMOHHBIM
sk3ameHam CCENT/CCNA ICND1 100-101. — M. : Bunbsimc, 2017. — 912 ¢. — (Cisco
Press Core Series). — [SBN 978-5-8459-1906-9.

Yacro 3agaBaembie Bompockl no texHosnorun NAT / Cailt noaiepKku IpoayKTOB H
texHosnoruit xomnauuu Cisco. — URL: https://www.cisco.com/c/ru_ru/support/docs/ip/
network-address-translation-nat/26704-nat-faq-00.html

Postfix Documentation. — URL: http://www.postfix.org/documentation.html

Dovecot Documentation. — URL: https://dovecot.org/documentation.html



Postfix SASL Howto. — URL: http://www.postfix.org/SASL README html
Bcé o Samba. — URL: http://smb-conf.ru/
Caiit Fail2ban. — URL: https://www.fail2ban.org

10. YueOHo-MeTOoAHYeCKOE oDecnieyeHHe JHCIHILIHHBL:
a) OCHOBHasI IUTEparypa

L.

2,

Sander van Vugt. Red Hat RHCSA/RHCE 7. Cert Guide: Red Hat Enterprise Linux 7
(EX200 and EX300). — Pearson IT Certification, 2016.

AJIMUHHCTPHPOBAHUE CETEBBIX MOACUCTEM: j1abopaTopHble paboThl : yueOHoe nocodue /
A. B. Koponskosa, J1. C. Kynsbos. — Mocksa : PYJIH, 2019, 2021.

0) JononHUTENbHAS IUTEPATYpa

1.

10.

11;

[Mpuxnanueie nporokonsl Wurepuer u www [Tekcr]| : nexuum / A. B. Koponbkosa,
. C. Kyns6os. — M. : PYJIH, 2012. — 146 c. : un.

Certn u cucreMbl nepeiaun MHGOPMALMHK: TEIEKOMMYHUKAIIMOHHBIE CETH : Y4€OHMK W
npaktukym Juts By30B / K. E. Camyiinos, U. A. lllanumos, H. H. Bacun, B. B. Bacuibes,
J. C. Kynatog, A. B. KoponskoBa. — M.: U3natenscteo HOpaiir, 2016. — 363 ¢. —
Cepus : bakanasp. Axkagemuueckuii kype. ISBN 978-5-9916-7198-9.

Kyns6os /J1.C., Koponbkoa A.B. ApxutekTypa ¥ OPHUHIUIIBI TOCTPOSHUS COBPEMEHHBIX

cereil u cucrem rtenexkomMMmyHukauumid. — M. 2008. http://lib.rudn.ru/polnotekstovye-
knigi/61-Kulyabov.pdf
Tanenbaym 3., VYazeponn [[. Komnbiorepueie ceru. 5-e uzmanme. — Cnb.: Uzn-Bo

«[Turep», 2016. — Cepus : Kitaccuka Computer Science.

Cemenor 0. A. Anropurmsl TeIeKOMMYHUKAlMOHHBIX ceTeil. B 3-x uwactax. Yacts 1.
AITOpUTMBI U IIPOTOKOJIBI KAHAJIOB U CETEH nepeaauu AaHHbIX. VIHTepHET-yHUBEpCUTET
ungopmannonnsix rexuonoruit — UHTYUT.py, BUHOM. JlaGoparopus 3uanuii, 2007
r. (2016 r.), 640 ctp. — http://www.intuit.ru/department/network/algoprotnet/

CemenoB 0. A. AnropurMsl TeIeKOMMYHHKAlMOHHBIX ceTed. B 3-x uactax. Yacrs 2.
[Tporokoner u anroputmel mapmpytusauud B INTERNET. Murepner-ynusepcurer
unpopmarnnonnsix texuonoruii — UHTYUWUT.py, BUHOM. Jlabopatopus 3naunuii, 2007
r., 832 ctp. - http://www.intuit.ru/department/network/pami/

CemenoB 0. A. AnropuTmsl T€JIEKOMMYHHKAlIMOHHBIX ceTed. B 3-x yactax. Yacrte 3.
[Ipouenypsl, auarHoctuka, OezomnacHocTb. MHTepHeT-yHUBEPCHTET HH(OPMALHOHHBIX
texHonorui — HUHTYUT.py, BUHOM. Jlaboparopus 3uanuii, 2007 r., 512 crp. —
http://www.intuit.ru/department/network/pdsi/

Omudep B.I., Omudep H.A. Komnsiorepusie ceru. [lpuHuunsi, TEXHOIOIHH,
npotokoibl. Yuebnuk. — CII6: ITurep, 2016. — Cepus :YuebHuK 11 By30B.

Hemer D. u ap. Unix u Linux. PykoBoacTBO CHCTEMHOrO aJIMMHHUCTpaTopa. : Buiabsamc,
2014. 4—e u3n. 1312 c.

Komucunuenko J[.H. Camoyuurens cuctemHoro agmuuucrparopa Linux. CII6.: BXB-
[TerepOypr, 2011. 544 c.

Tanenbaym 3., boc X. CoBpemennble onepauuonnsie cucremsl. CII6.: ITurep, 2015. 4-—¢
usn. 1120 c.

11. MeToanyeckue YKa3aHUA /LI 00Y4AI0MIHXCH 10 OCBOEHHIO JUCHHILIMHBL (MOAYJIs)

VuyeOHbIM [UIAHOM HA M3Y4YEHUE UCIMIUIMHBI OTBOJUTCS OIWH cemecTp (Mojyib). B
JAUCLMITIMHE TPEYyCMOTPEHBI JIEKLHH, 1a00PaTOPHbII NPAKTHKYM, KOHTPOJIbHBIE MEPOIPUATHS.
B konue cemectpa (Moayss) MPOBOAUTCS UTOTOBBIN KOHTPOJIL 3HAHUH.



11.1 MeroauyecKkHe YKa3aHUsi [0 CAMOCTOSATEIbLHOMY OCBOCHHI0O TeOpeTHYeCKoro
MaTepHalia no JUCHUILIHHEe

JlexnnonHslit Marepuan JUCLMIUIMHBI OXBaTbIBA€T TEMbl, yKasaHHble B pasjene 5.1
nporpammbl  gucuumiuael,. B TYUC (http://esystem.pfur.ru) no Temam Jekuuil pasmMenieHbl
npeseHTaluu. PexoMeHayeTcs Mo yKa3aHHBIM T€MaM B JIONO/IHEHHME K MPE3CHTAlUSIM U3YYUTh
AUTEPaTypy, YKa3aHHyo B 11. 10 nporpaMmbl UCHUITIHHEL

11.2 MeToau4ecKkue yKa3aHus 110 BbINOJHEHHIO J1adopaTopHbIX pador

3ananus no jabopaToOpHbLIM paboTaM BBIMOIHIIOTCS UHAMBUAYAIbHO KaXkK/IbIM CTYJACHTOM
B JMCIUICHHBIX KJlacCaX B COOTBETCTBHM C KalleHAAPHbIM IUIAHOM M METOAMYECKMMHU
YKa3aHUSIMHU 110 BBIIOJIHEHHIO J1a00OPAaTOPHBIX padoT M0 JUCLUILIHHE.

[To pesynbraTtam BBINOJHEHUS KaXA0H JabopaTopHOH pPabOTHI CTYAEHTOM TOTOBHTCS
or4eT. OTUEThI B MIEKTPOHHOM BHJIE CAIOTCS CTYJEHTOM Ha MPOBEPKY Yepe3 COOTBETCTBYIOLIHE
paszaenst TYUC (http://esystem.pfur.ru).

11.3. Meroauuyeckne yKa3anus 1o noAroroBKe K KOHTPOJLHBIM MEPONPUATHAM
KontponbHble Meponpusitus no AUCHMIUITMHE NPOBOASTCA B (OpPME TECTHPOBAHUS B
TYUC (http://esystem.pfur.ru). UTorosstiit KOHTpO/IbL B hopMe TecTa NPOBOAUTCS 110 TEMAM BCEX
pasfenoB AMCUMIUIMHBL Bonpocel 11 NOJArOTOBKM K IMPOMEKYTOYHOMY M HTOIOBOMY
TECTHPOBAHUIO pa3MellieHbl B cooTBeTcTBY0EeM pasaene TYUC (http://esystem.pfur.ru).

12. ®oHx OLIEHOYHBIX CPEICTB /LISt HPOBEIEHUS ITPOMEKYTOYHOMH ATTeCTALMH
00y4aMIMXCSl 0 AUCUHILIUHE (MO/1Y.110)

DOC o JUCHHUIUIMHE HPEACTABIICH B IPHIOKEHUH K JAHHOH HNporpamme.

[Tporpamma cocrapnena B cootBetctBuu ¢ tpedopanusmu OC BO PV /IH.
)

Paspaboruuku:

npodeccop kadenpsl NPUKIAIHON HHGOPMATUKH

U TEOPUH BEPOSITHOCTEH

poueHt Kadeapsl npuknagHoi nadopmarukun (- ,Z '
U TEOPUHU BEPOATHOCTEH 7/« A.B. KoponbkoBa

PykoBoauTe/ s NporpaMmmal
3aBeyromui kadenpoi
npuKiIagHoi uHpopMaTHKU

U TEOPUHU BEPOATHOCTEH, npod.

J.C. Kynsaton

K.E. Camyiinos
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HﬂCl’lOpT q]ﬂll,[la OLHECHOYHBIX CPEACTB O JUHCHHUILIHHE AJIMUHUCTPUPOBAHUE CETEBBIX MOJICUCTEM

HazBaHnHe

Hanpasnenne: 02.03.01 — MaTemaruka U KOMIIbIOTEPHBIE HAYKH

wsdip Ha3BaHHE
Kon Konrpoanpye- KonTpoaupyemas DOCh1 Bauiel | BaJuisl
KOHTP. MBIH TeMa JHCHHILIHHBI (¢opmbl kouTpo.s yposus ocsoenns QOII) | TeMbl | pa3nena
KOMIle- | pa3jiell AHCIH-
TeHIHH ILIMHLL Aynuropuas pabora DK3amen
niu ee Boinognenne JTokaan HATor. KOHTPO.IbL
JaCTH JP ('I'ECT)
OIIK-5: |Ceresble 0630p npomMoKoI0e NPUKIAOHO20 YPOGHA PAZTUYHBIX CINEKOE 10 10 50 50
OLIK-8; | ctysxcOer. J1a6. pab. [Moaroroeka 1aboparopHOro cTeH 1a 5
ITK-3 [Tpuknan- :
HBIE Cayaicoa umen domenos DNS. [Ipomoxon DHCP:
[IPOTOKOIBL | JIaG. pa®. Hactpoiika DNS-cepBepa 5
Unrepuer = . =
J1a6. pa6. Hacrpoiika DHCP-ceprepa 5
lIpomoxon obmena cunepmexcmosou unghopmayuett (HTTP).
Cxema gynxyuonuposanus u obaacme npumenenus. Popmam
HTTP-coobuwenuti:
Jla6. pa6. baszoeas Hactpoiika HTTP-cepsepa Apache 5
Jla6. pa6. Pacuupennas nactpoiika HTTP-ceprepa Apache 5
Jla6. pab. YcraHOBKA U HACTPOMKA CHCTEMbI YIIPABICHUS 5
6azamu nanueix MariaDB
Dnexmponnas nouma. Iloumogwie cepsepwt. llonbzosamenvckue
azenmut. [Ipomoxon SMTP. Ilpomoxonst POP3 u IMAP:
J1a6. pa6. PacuipeHHble HACTPOMKH MEKCETEBOI'O IKPAHA 5
Jla6. pa6. Hactpoiika SMTP-cepsepa 5
J1a6. pa6. Hacrpoiika POP3/IMAP ceprepa 5
J1a6. pa6. Pactuupennsie Hactpoiiku SMTP-cepBepa 5




OIIK-5; |BasoBEie Duyrsyus yoarenHozo mepmMuHaia u yoaieHubil 00Cmyn K 50 50
OIIK-8; HHCTpyMeH- |PeCypeam cemu. IIpomokonvt TELNET u SSH:
[1K-3 Tel  Obecne-|Jlab. pab. Hactpoiika GezonacHoro yaanéusoro pocryna o SSH 5
yeHust 0e3-| ., .
Cunxponuzayus epemenil u cemesvie (haiinosvie cayicowl:
OmacHOCTH
J1a6. pa6. CUHXPOHU3ALIUS BPEMEHU 5
J1a6. pa6. Hacrpoiika NFS 5
J1a6. pa6. Hactpoiika daitnossix ciyx6 Samba 5
bazogvie uncmpymenmol obecnevenus 6e30nacHocmu:
Jla6. pa6. Hactpoiika ceTeBOro s ypHaiupoBaHus 5
J1a6. pa6. bazosas 3auura ot atak Thna «brute force» 5
Hroro: 80 10 10 100 100

[Ipouecc u3yuenus QTUCHMIIMHLL HAIpaBiIeH HA HOPMUPOBAHUE CISAVIOUINX KOMIIETSHIIMA

OI1K-5: OIIK-8: [TK-3

npodheccHoOHaNbLHON JEATEILHOCTH.

¢ OIIK-5.1 3naeT OCHOBHbIE MOIOKEHHS U KOHLENIUHN IPUKJIAIHOIO U CUCTEMHOI'0 NPOrpaMMUPOBAHUS, APXUTEKTYPhl KOMIIBIOTEPOB U ceTeil (B
TOM YHUC/IE€ U I7100aNbHBIX), COBPEMEHHBIE SI3BIKH MPOTPAMMHUPOBAHUA, TEXHOJIOTUH CO3/IaHUS U HKCIUIyaTal[MM MPOTrPAMMHBIX MPOLYKTOB H

MpOrpaMMHBIX KOMILJICKCOB

¢ OIIK-5.2 Ymeer HCHONb30BATH OCHOBHBIE IOJIOKEHUS M KOHLEMNLMH IPUKIAJHONO W CHUCTEMHOrO IPOrPpAMMHPOBAHHS, APXUTEKTYPbI
KOMIIBIOTEPOB U CETeH (B TOM w4HCle M I7100ajbHbIX), COBPEMEHHbIE A3bIKM NMPOrpaMMHPOBAHUSA, TEXHOIOIMH CO3/aHUS M HKCILTyaTallHH
HPOTPAaMMHBIX IPOAYKTOB U IPOrPAMMHBIX KOMILIEKCOB B IPO(ECCHOHATBLHOI AeATEIbHOCTH

* OIIK-5.3 MmeeT npakTUUeCKHe HABBIKU IPUMEHEHHS COBPEMEHHbLIX HH(MOPMALMOHHBIX TEXHOIOTHH A pelIeHus 3a/1a4 npodeccuOHaIbHON

JACATCIbHOCTH

OIIK-8 Criocoben paszpabaTblBaTh aArOPUTMbI M KOMIbIOTEPHbIE IPOTPAMMBbI, [IPUTOIHBIE [JIs IPAKTHYECKOrO MPHMEHEHHUS.

e OIIK-8.1 3naer 0a3oBble MNPUHLMIBLI [0 pa3pabOTKe AJIrOPUTMOB M KOMIBIOTEPHBIX MHPOrpaMM, HEOOXOAMMBIX B HpO(eCCHOHATbHON
JEATEJIbHOCTH B 00J1IaCTH MaTeMaTUKU M KOMIIBIOTEPHBIX HAYK [UL: M3YHYEHHS U MOJEIHPOBAaHHUS O0BEKTOB NPO(ECCHOHAIBHON JesSTENbHOCTH,

aHajM3a JaHHbIX, OPEACTaBICHU HH(POPMALIH U TIp.

(vrazmeatomes 6 coomeememeuu ¢ OC BO PYIH)
OIIK-5. CnocoGen noHuMaTh NPUHIMILL pabOThl COBPEMEHHBIX HH(OPMALMOHHBIX TEXHOJIOTHH M HCHOJIL30BaTh MX JUIS pEIICHHs 3aaad




OIIK-8.2 VYmeer npuMeHATh HeoOXOo[uMmble B NPO(PECCHOHATLHOH AEATEIBHOCTH QJIrOPUTMBI M METOAbl B 001acTH MaTEeMaTHKH U
KOMIBIOTEPHBIX HAyK JJIs: U3YyYEHUS U MOACIUPOBAHUA OOBEKTOB MHPOPECCHOHANBHON AEATEILHOCTH, aHajiu3a JAaHHbIX, NPEICTABIICHUs
uHoOpMaLuH U 1p.
OI1K-8.3 Bnaneer He0OX0AMMBIMU B IPO(dECCHOHANLHON JEATEIbHOCTH TEXHOIOIMAMHE H METO1IaMU B 00/1aCTH MaTeMaTHKU U KOMITbIOTEPHBIX
HAyK JUIs: M3YUYEHHUS M MOJAEIUPOBAHUSA OOBEKTOB MPOQPECCUOHAILHON NEATENbHOCTH, aHaIM3a JaHHLbIX, NPEACTaBICHUS HH(pOpMaALUH U
[IP.OHAJILHOM IeATENbHOCTH, aHaIu3a JaHHbIX, IPEACTaBICHUA HH(POPMALUU U T1p.

[1K-3 CnocobeH ocyliecTBIATh aAIMUHUCTPUPOBAHNUE NPUKIAHOIO [IPOrPaMMHOT0 0OecrneyeHus:, CETEBOH MOJACHCTEMBI U CUCTEM YIIpaBIECHUS

Oazamu 1aHHBIX HH(OKOMMYHUKALIMOHHON CUCTEMbI OPraHU3aLuN

[1K-3.1 3naer OCHOBBI apXUTEKTYpbl, YCTPOHCTBA H (DYHKIIHOHUPOBAHHA MH(MOPMALMOHHO-BLIYMCINTENBHBIX CUCTEM M CETEBBIX MOJCUCTEM
MH(POKOMMYHHKALIHOHHON CUCTEMb] OPraHU3aLUN; METOAUKY YCTAHOBKH M aAMHUHUCTPUPOBAHUS IPOrPAMMHBIX CHCTEM M CETEBBIX MOACHCTEM
UH(POKOMMYHHUKALMOHHON CUCTEMbI OPraHHU3aLUH

[1K-3.2Ymeer HacTpauBath M aJIMUHUCTPUPOBATH MPOTPAMMHBIE CHCTEMBI, CETEBbIE MOJACUCTEMbI M 0a3bl JaHHBIX MH(OOKOMMYHHUKAIIMOHHOMH
CHCTEMbI OpraHU3aLuu

[1K-3.3 Mmeer npakTHYECKUH ONBIT HKCIUTyaTallMH M aJMHMHUCTPUPOBAHMS IPOrPaMMHBIX CHCTEM, CETEBBIX MOACHCTEM W 0a3 JaHHbLIX
HH(POKOMMYHUKALIMOHHON CUCTEMbI OpraHU3aLUU



bajibHO-peiTHHIOBasl CHCTEMA OLIEHKU YPOBHS 3HAHUM

CBo/Hasi OeHOYHAA TA0AMIA JHCHHILIHHBI

Pazpen

Tema

@opMbI KOHTPO.ISI YPOBHS
ocsoenusn OOI1

Beinoanenue | doxkanag | Hror.
JIP KOHTPO.JI
b (TECT)

baninbl
TEeMbI

Banibl
pasjaeda

CereBble
CITYXKOBL.
[Tpuknanusie
HPOTOKOIIbI
HNurtepuer

0b30p npomoronoe
NPUKIAAOHOZ0 YPOBHS
PasnuiHbIX CIEK08

10 10

Jla6. pab. [Toaroroska
mabopaToOPHOTO CTEH/IA

Cayorcba umen 0oMeH0s
DNS. Ilpomokor DHCP:

Jla6. pa6. Hactpoiika DNS-
cepBepa

Jla6. pab6. Hactpoiika
DHCP-cepsepa

IIpomoxkon obmena
CUNEPMEKCINOBONU
unghopmayuert (HTTP).
Cxema ghynxyuoHuposanus
u 0bnacme NPUMEHEHUSL.
Dopmam HTTP-
coobujenull;

J1a6. pab. baszosas
Hactpoiika HTTP-cepsepa
Apache

Jla6. pab. Paciumpennas
Hactpoiika HTTP-cepsepa
Apache

JIa6. pab. Ycranoska u
HACTPOHKa CUCTEMBI
YIIpaBJIEHUs

0azamu nanneix MariaDB

Dnexmpounas nouma.
lloumosuie cepeepubl.
lonvszosamensckue
azenmut. [Ipomoxon SMTP.
IIpomoroast POP3 u
IMAP:

J1a6. pab. Paciupenusie
HACTPOMKH MEKCETEBOIO
3KpaHa

J1a6. pa6. Hactpoiika
SMTP-cepeepa

Jla6. pa6. Hacrpoiika

50

50




POP3/IMAP cepsepa

J1a6. pab. Pacuiupenusie 5
Hactpoiiku SMTP-cepsepa

Dmysiyus yoanennozo 50 50
MEPMUHANA U YOATeHHbIL
00cmyn K pecypcam cemil.
IIpomoxonvt TELNET u
SSH:

J1a6. pa6. Hactpoiika 5
6e30nacHOro y1an€HHOro
pocryna no SSH

BazoBrie
WHCTPYMEHTHI
obecrieueHus
0e30MmacHOCTH

Cunxponuzayus epemeHu u
cemesvle ainogvle
cayacowl:

JIa6. pab. Cunxponuszatius 5
BpeMeHH

JIa6. pa6. Hactpoiika NFS 5

J1a6. pa6. Hactpoiika 5
aitnossix ciayx6 Samba

bazoswie un cmpymeHimnbl
obecneyenus
beszonacrHocmiui:

Jla6. pab6. Hactpoiika 5
CETEBOI0 JKYPHAIMPOBAHUS

Jla6. pa6. Bazopas 3auura 5
oT atak tumna «brute force»

Hroro: 80 10 10 100 100

Tabauua coorBercTBH 0a/1JI0B H OLEHOK

Bamnsr BPC Tpaguumonusie ouenku PO Oueuxku ECTS

95 - 100 5 A

86 - 94

69 - 85 -+ C

61 -68 D
51-60 E
31-50 2 FX

0-30 F

51-100 3auer Passed

IIpasuna npumenenus bPC

1. Paspen (rema) y4eOHON AUCLMIUIMHBI CUUTAIOTCS OCBOCHHBIMM, €CJIH CTYACHT
Habpas 6onee 50 % OT BO3MOKHOTO uncia 6aioB MO 3TOMY paszeny (Teme).



10.

CryneHT He MOXeT ObITh AaTTECTOBAaH IO JUCIMILIMHE, €CIIH OH HE OCBOMI BCE
TEMbl W pa3[eibl JUCHUILUIMHBI, yKa3aHHBIC B CBOJHOW OIEHOYHOM Tabiuie
JUCLUILINHBIL.

[To pemenuto npenogasaTens U ¢ COrIacus CTYJEHTOB, HE OCBOMBIIMX OT/ICIbHBIC
paszensl (TeMbl) U3y9aeMOl JUCLUIUINHBI, B TEUEHUE Y4eOHOr0 CeMecTpa MOTyT
OBITH MOBTOPHO MPOBEIACHBI MEPONPUSATHS TEKYHIET0 KOHTPOJS YCICBAEMOCTH
WJIM BBIJIAHBI TONIOJHUTE/IbHbIC YUCOHbIC 3aJaHUsl 110 3TUM TEMaM WIH pa3zeliaM.
[Ipu sTOoM cTyaeHTaM 3a JaHHYK paboTy 3aCUMTBIBACTCS MHUHHUMAILHO
BO3MOKHBIN MOJIOKUTENbHBIN 0ast (51 % ot makcumanbHOTO Oaia).

[Ipy BHINONHEHWHM CTYJCHTOM [JONONHUTENBHBIX YYEOHBIX 3aJaHUN WM
MOBTOPHOT'O MPOXOKACHHUS MEPOIPHUITHI TEKYILIEro KOHTPOJs MOJIYyYEHHBIC MM
0arnibl 3aCYUTHIBAIOTCS 32 KOHKpeTHBIC TeMbl. MiToroBast cymma 0aiinoB HE MOXKET
MPEBBIIIATL MAKCUMAJIBbHOTO KOJIUYECTBA OAIIIOB.

I'paduk mnpoBeneHuss MEpONPUSATHH TEKYIIETO KOHTPOIS  YCIEBaeMOCTH
(opMupyeTcsi B COOTBETCTBUM C KaJCHOAPHBIM IUIaHOM Kypca. CTyAeHTI
00s13aHbI C1TaBaTh BCE 33JJaHUs B CPOKH, YCTAHOBJICHHBIC PEIO/aBATEIICM.

Bpewmsi, KoTOpoe OTBOAMTCA CTYACHTY Ha BBINOJIHEHUE MEPONPUSTUN TEKYIIEro
KOHTPOJISl yCIIEBA€MOCTH, YCTaHaBIMBaeTcs mpenoaasateneM. [lo 3aBepiienue
OTBE/ICHHOTO BPEMEHU CTYAEHT [OJKEH cJaTh paboTy IMpernojiaBareito, BHE
3aBHCHUMOCTH OT TOr0, 3aBEPIICHA OHA WIIN HET.

Hcnonp3oBaHue UCTOYHUKOB (B TOM YHCJIE KOHCIIEKTOB JIGKIMH U 1a00paTOPHBIX
paboT) BO BpeMsl BBIMOJHEHUSI KOHTPOJIBHBIX MEPONPUATHI BO3MOXKHO TOJIBKO C
paspelleHus IpernojaBaTens.

Otcpouka B MNPOXOXKACHUM MEPONPUATHI TEKYILIEro KOHTPOJISL YCIEBAEMOCTH
CUMTACTCS] yBaKMUTEIBHOH TONBKO B Cciaydae OONE3HM CTYJAEHTa, HYTO
MOJATBEPK/IACTCA HAJIMYUEM Yy HEro MEIULMHCKON CHpPaBKH, NPEIOCTABIIAEMOM
MpEenoJaBaTesIio He MO3/1Hee JABYX HeJlelb MOC/IE BbI30POBICHUA. B 3TOM ciydae
BBINIOJIHEHHE KOHTPOJIbHBIX MEpOTPUSATHIT OCYULICCTBIISIETCS nocine
BBI3/IOPOBJICHUS CTY/ICHTA B CPOK, HA3HA4YCHHBIN mpenojaBaTeseM. B nmpoTuBHOM
ciy4ae, OTCYTCTBHE CTY/JCHTAa HAa KOHTPOJBHOM MEPONPUATHU TMPU3HACTCS HE
YBaKUTEJIbHBIM.

CTyneHT 10MmyCKaeTcsi K UTOTOBOMY KOHTPOIIIO 3HAHUH € JIOOBIM KOJTMYECTBOM
OannoB, HAOpaHHBIX B CEMECTpeE.

Eciu B wrore 3a cemecTp CTyAEHT monydun MeHee 51 Gamma, TO CTyAeHTYy
paszpemaercs  godbop HeoOxogumoro (a0 5S1) xonuvectBa OasioB  MyTem
MOBTOPHOTO  OJHOPA30BOTO  BBINOJHEHUSI [MPEAYCMOTPEHHBIX KOHTPOJIBHBIX
MEpPOIPUATUI, INpPH 3TOM [0 YCMOTPEHHUIO NPENnojaBaTe/ss AaHHYIUPYIOTCS
COOTBETCTBYIOLIME MpEAbIAYIIUE pe3yabTaThl. JIMKBUAALMS 3a101KEHHOCTEH
MPOBOJUTCSI B COOTBETCTBUU C JIOKAJIBHBIMH HOPMATUBHBIMU AaKTaMH B MEPUO]L
BPEMEHHU 110 COTTIaCOBAHMIO C JIEKAHATOM.



IIpuMepHBINA NepeYeHb OLEHOYHbIX CPEACTB

Haumenonanu ) ) _ ) IlpeacraBienue
n/ Kparkas xapakTepucTuka oueHo4HOro
o | € OUEHOUYHOro cpencrra OLEHOYHOI0
cpeacrsa cpeacrsa B ponae
Ayoumopnasn paboma
1 | Jlaboparopuas | Cucrema MPAKTUYECKUX saganui, | ®onng
pabota HAIPaBICHHBIX Ha (bopMupoBaHHe | MPAKTHUECKUX
MPAKTUYECKUX HABBIKOB Y 00y4arOnuxcs 3aaHui
2 | Ilpesenranus Cpencro KOHTPOJISA criocobHocten | Temsl 1OKIIa10B
JIOKIa/1a o0yuaromuxcs NpeacTaBuTh Mepes ayJuTopHei
pE3YJBLTATHI MPOACTIAHHON PaboThI
3 | Tecr* Cucrema CTAHIAPTU3UPOBAHHBIX saganuil | basa TecToBBIX
(BOMpOCOB), MO3BOJIAIOIIAS ABTOMATU3HPOBATh | 3aJaHMH
OpoLeaypy M3MEPEeHUs YPOBHS 3HAHUH W
YMEHHIT 00yHaromnerocs.
4 | Dx3ameH * Ounenka pabotel cTyaeHTa B TedeHue cemectpa | [Ipumepst
(roga, Bcero cpoka oOy4yeHUs W p.) U OPU3BAH | 3a/IaHHI1/BOIPOCOB,
BBISIBUTD YPOBEHB, IPOYHOCTD U | npumep
CUCTEMATUYHOCTh MOJIYYEHHBIX UM | 9K3aMEHALIMOHHOTO
TEOPETHUECKMX W  IPAKTUUECKUX 3HaHui, | Ouiera
OpuoOpeTeHusT  HaBBIKOB  CaMOCTOSITENILHOM
paboOThl, pa3BUTHUS TBOPYECKOTO MBILLUICHHUS,
YMEHHE CHUHTE3UPOBATH MOJIyYECHHBIC 3HAHHUS U
NPUMEHSITh UX B PEIICHUH NMPAKTHYECKUX 3ajay.
Camocmoamenwvnas paboma
1 | [ToaroroBka ®opma mpoBepkH KauecTBa BbinojHeHus | Doup
OTYETOB 110 CTyJEeHTaMHM  J1a0OpaTOpHLIX  padoT B | MPAKTHYECKUX
pesyabTaTam COOTBETCTBHH C YTBEPKACHHON IPOrPaMMOIL. 3ajaHuil B pamkax
BBINOJIHEHUSA 1abopaTopHOTo
1abopaTopHbIX MpaKkTHKyMa o
pabor JITUCLIUILIHHE
2 | Jloxnan [TponyxT camoctoaTenbHOH paboThl cTyjaeHTa, | TeMbl T1OKIa10B,
MpeICTABIAIOUTUIN co0oi nyoIM4HOE
BBICTYIUJICHUE 110 TMPEACTABICHUIO TOJIYYEHHBIX
PE3yJIbTATOB pEIIEHHs OINpEeAeIeHHON yueOHo-
NPaKTHYECKOH, yueOHO-HCCIEe10BATEIBCKON UITH
HaY4YHOI TEMbI

YueOHBIM IJIaHOM Ha U3yUYeHHUE TUCIHILTHHBI OTBOAUTCS OJUH CEeMeCTp (MOJIYJIb).
B nuciuruivHe npeaycMOTpPEHbI JICKLMH, JIa0OPaTOpPHBI MPAKTHUKYM, KOHTPOIIbHbIC
MEpOIPUSITUSL TI0 NMPOBEpPKE OTYETOB 1O JlabopatopHeiM paboram. B koHue cemecTtpa
MPOBOAUTCSI UTOTOBBIN KOHTPOJIb 3HAHUI.

OueHuBaHuE pe3yabTaTOB OCBOCHUS AUCLUIUIMHBI IPOU3BOJAUTCS B COOTBETCTBUU
¢ OannbHO-peUTHUHTOBOM cucteMoil. [To aucHUIIMHE NPeyCcMOTPEH IK3aMEH.

(*) HWrtoroBelif KOHTPOJb 3HAHWHM 1O AMCHUIUIMHE MPOBOAMTCA B (hopme
TECTUPOBAHUS, HO TMPH HEOOXOAMMOCTH 3K3aMEH MOXKET MPOBOAUTCA B (opme
NUCHMEHHOI'0 OTBETAa HA BOMPOCH! 3 OMIETOB.



Kpurepuu oieHKH 10 JUCHUILIMHE

95-100 6annos:

86- 94

IIOJIHOE U CBOCBPEMEHHOE BBIMOJHEHUE HAa BBICOKOM YPOBHE J1a00OpaTOPHBIX padoT
¢ 0)OpMIICHHEM OTHETOB, YCIEIIHOE MPOXOKICHHE KOHTPOJIBHBIX MEpPOIIPHUSITHIH,
NpeLyCMOTPEHHBIX IIPOrpaMMON Kypca;

CHUCTEMaTU3UPOBAHHOE, IIYyOOKOE M IMOJHOE OCBOCHHUE HABBIKOB M KOMIETCHIIUN
10 BCEM pa3eiaM IporpaMmbl JUCLIUILIMHBL,

HCINOJIB30BAHUE HAYYHOH TEPMUHOJIOTUHU, CTUIMCTUYCCKH IPAaMOTHOE, JIOTHYECKU
NPAaBUJIBHOC M3J0KEHHE OTBETOB HAa BONIPOCHI, YMECHHE J€JaTh OOOCHOBAHHBIC
BBIBO/IBL;

Oe3ynpeyHoe BIaJEHHE TPOrpPaMMHBIM obecredeHuem, ymenue 3(dexTuBHO
HCIIOJIb30BAaTh €r0 B IIOCTAHOBKE M PEIICHWH HAYYHBIX U MPO(EeCcCHOHATBHBIX
3a/1a4;

BbIPa)KE€HHAs! CIIOCOOHOCTh CAMOCTOSATENBHO M TBOPYECKU PEelIaTh NMOCTABICHHbIC
3a/1a4u;

IIOJIHASI CAMOCTOSITEIBHOCTh M TBOPUYCCKUHM NOAXO IPU U310KEHUM MaTepuala 1o
NpOrpamMme JUCLUILINHBI,

NOTHOE U TIIyDOKOE YCBOGHME OCHOBHOM M JIOMOJTHHUTENBHOI JIMTEPATYpHI,
PEKOMEH/IOBAHHOH IPOrPAMMOH JMCLMILIMHBI U IIPEIO1aBaTCIIEM.

oanna:

MOJIHOE U CBOEBPEMEHHOE BBIMOJIHEHHE HAa XOPOIIEM YPOBHE ITaOOpaTOPHBIX
paboTr ¢ odopMIEeHHEM OTYETOB, YCIENIHOE MPOXOKIACHHE KOHTPOJIbHBIX
MEpOMPUSITHH, MIPEyCMOTPEHHBIX IIPOrpaMMON Kypca;

CUCTEMATH3UPOBAHHOE, IIYOOKOE M MOJIHOE OCBOCHHE HABBIKOB U KOMIIETECHIIMIA
0 BCEM pa3jieniaM MporpaMMbl JUCHUTIINHBI;

KCIOJIb30BAHME HAYYHON TEPMUHOJIOTHUU, CTUIIMCTUYECKH TPAMOTHOE, JIOTHUYECKU
MPaBUIILHOE H3JI0)KEHUE OTBETA HAa BOIPOCHI, YMEHHUE [€JaTh 00OCHOBaHHBIC
BBIBOJIBI;

XOopoliee BIaJeHHE NPOrpaMMHBIM oOecnieueHueM, ymeHue 3hdexkTuBHO
UCMOJIb30BATh €r0 B MOCTAHOBKE W PEIICHUW HAYYHBIX M TPOECCHOHATBHBIX
3a7a4;

CIOCOOHOCTh CaMOCTOSTE/IBHO peliaTh MOCTABJICHHBIC 3a/1a4d B HECTAHJAPTHBIX
MIPOU3BOJICTBEHHBIX CUTYAIIUSIX;

YCBOCHHE OCHOBHOM U JIONOJHHUTEIbHOM JIUTEpPaTypbl, HOPMATUBHBIX U
3aKOHOJATENIbHBIX AKTOB, PEKOMEHIOBAHHBIX MPOTPaMMON JUCHUUIUIAHBI U
MpenoiaBaTesnem.

69-85 bannos:

CBOCBPEMEHHOE BBITOJIHEHHE HA XOpOIIEeM YpPOBHE 1adopaTopHbIX pabor ¢
opopmIeHHEM  OTYETOB,  MNPOXOXKJICHHE  KOHTPOJIBHBIX  MEpPONPUSTHH,
MPEAYCMOTPEHHBIX IPOrPaMMOM Kypca;

XOpOILH yPOBEHb KyJIbTYPbI HCIOTHEHUS Ta0OPaTOPHBIX padoT;
CUCTEMATU3UPOBAHHOE M MOJIHOE OCBOCHHME HABBIKOB M KOMIIETCHIMH IO BCEM
paszenaM nporpaMMbl AUCLUIIIMHBL,

BIAJICHUE TPOTPAMMHBIM  OOCCIIEYCHHEM, YMEHHE HCIONb30BaTh €ro B
MOCTAHOBKE U PEIICHUH HAYYHBIX M NPo(dhecCHOHaTbHBIX 331a4;



CIIOCOOHOCTbL  CaMOCTOSITE/IBHO pelIaTh MpOOJEeMbl B paMKax IpPOTrpaMMBbl
JUCLIMIIIUHBI,
YCBOCHHE OCHOBHOM JIMTEPATYPBL;

51-68 6annos:

BBIIIOJIHCHUE HA YJIOBJICTBOPUTEIBHOM YPOBHE nabopaTopHbIX paboT C
oopMIeHHEM  OTYETOB,  MNPOXOXKJICHHE  KOHTPOIBHBIX  MEpPONPUSTHIA,
MPEAYCMOTPEHHBIX IPOrPaAMMOM Kypca;

CUCTEMAaTU3UPOBAHHOE U MOJHOE OCBOCHHME HABBIKOB M KOMIIETCHLMH IO BCEM
paszenaM nporpaMMbl AUCLUIIINHBL,

yIOBJIETBOPUTEILHOE  BIIQJICHHE  TPOTPAaMMHBIM  OOecredeHueM, yMEHHe
UCMOIb30BaTh €ro B TOCTAHOBKE M PEMICHUH HAYYHBIX M MPO(eCCHOHATBHBIX
3a/1a4;

CIOCOOHOCTH pelaTh MPoOIeMbl B paMKax MPOrpaMMBbl JHUCLUITIHHE;
YAOBIICTBOPUTEIBLHOE YCBOCHUE OCHOBHOU JIMTEPATYPHI;

31 - 50 6annose — HE 3AYTEHO:

HE BBINOJHCHHME, HECBOCBPEMCHHOE BBLIIOJHCHME WM  BBIINOJHCHHUE Ha
HCYJOBJICTBOPUTEIIBHOM YpPOBHE J1abOpaTOpHBIX padOT, HE MPOXOKICHUE
KOHTPOJIBHBIX MEPONPUATHH, IPELYCMOTPEHHBIX IIPOrpaMMOH Kypca;
HEOCTAaTOYHO IOJIHBIA O0BEM HABLIKOB M KOMIETECHLMHM B PAMKAax MPOrpaMMBbl
JUCLIMIIIUHBI,

HEYMEHHUE UCIIOJIb30BaTh B IPAKTUYECKOM ACATEIBHOCTH Hay4YHONH TEPMUHOJIOTUH,
U3JI0KCHUE OTBETAa Ha BONPOCH C CYIIECTBEHHBIMM CTWJIMCTHYECKUMU U
JOTHYECKUMH OIIMOKaMu;

cnaboe BIaJeHME TIPOTPAMMHBIM OOECIIEYeHHEeM IO pas3jielnaM IMPOTrPAMMEI
OUCLMILINHBI, HEKOMIIETCHTHOCTb B  PCLICHUM CTAHAAPTHBIX  (TUIIOBBIX)
MIPOU3BOACTBECHHBIX 3a/1a4;

CIOCOOHOCTH pelaTh MPoOIeMbl B paMKax MPOrpaMMBbl JHUCLUITIHHE;
YAOBIICTBOPUTEIBLHOE YCBOCHUE OCHOBHOU JIMTEPATYPHI;

0-30 6annos, HE 3AYTEHO:

OTCYTCTBHEC YMCHMM, HABBIKOB, 3HAHMN M KOMIICTCHLMUM B paMKax IPOTpaMMbl
JUCLIMIIIUHBI,

HEBBITIOJIHEHUE JIA0OPATOPHBIX 3a3/aHUil, HE TMPOXOKJICHHE KOHTPOJIbHBIX
MEpONPHUITUH, NPELYCMOTPEHHBIX IMPOrpaMMOM Kypcd; OTKa3 OT OTBETOB IO
MIpOrpaMMe JIUCHUILIUHBL,

UTHOPUPOBAHUE 3aHATUN [0 AUCLUIIMHE 10 HEYBAXKUTCIBHOW IPUYHHE.



KoMmjieKkT 3Kk3aMeHAlITMOHHBIX OMJIETOB

ﬂMCLlHHHHHH & AﬂMHHHCTpHDOBﬂHHC CETEBLIX MOJACHCTEM

(HaHMeHOBAHHE JTHCIIHILTHHLL)

3K3AMEHAIIMOHHBIN BUJIET Nel

1. Cnyx0a umen nromeHoB DNS.
2. ba3zoBbie METObI U NPUHLIKIILL OOECTIEHEHHs OE30MIACHOCTH CEPBEPOB.

CocraBureiib A.B. KoponbkoBa

3aBenyroumii kadeapoit K.E. Camyiinos

I[HCL[HHHHH& - AIMUHHCTPUPOBAHUE CETEBLIX MOACHCTEM

(HaHMeHOBaNHE THCIHATHHALL)

DK3AMEHALIMOHHBIN BUJIET Ne2

1. Dnexkrponnas noura. [Ipuniuns: nepenauu u Gpopmarsl COOOIEHHIH dIEKTPOHHON
noutsl. [Tporokos SMTP. [Iporokonst POP3 u IMAP.

2. XKypuanupoBanue cuCTeMHBIX coObiTHil. Mucrpymenrtapuii p1sa  paborbl ¢
KYpPHAJIAMU CUCTEMHBIX COOBITHH.

CocraBurelib A.B. KoponbkoBa

3asenyromuii kadenpoi K.E. Camyiinos

,HHCU,HHI[HH& A;!MHHHCTDHDOB&HHC CETEBLIX MOJCHUCTEM

(HaHMEHOBAHHE ,'l.'l!i."l!l!ﬁ:l]lli]a[}

YK3AMEHALIMOHHBIN BUJIET Ne3

1. Ilporoxon  obmena runeprexcroBoit  unbopmanumein (HTTP). Cxema
(ynxumnonuposanus u obaacts npumenenust. @opmar HTTP-coobienuii.
2. Tlonstue NAT, tunst NAT. Masquerading.

CocraBuren A.B. KoponbkoBa

3asenytoumii kadeapoi K.E. Camyiinos



Jucuunauna  AJIMHHHCTPHPOBAHHUE CETEBLIX MOACHCTEM

(HaHMEHOBANKWE THCIHMIIHNALL )

SK3AMEHALIMOHHBIN BUJIET Ned

1. Ilporokon cunxpouusauuu spemenu NTP.

2. Dmynsuus yJaJeHHOrO TepMMHAlZa W YJAJE€HHBIH JOCTyn K pecypcaM CETH.
[Tporokonst TELNET u SSH.

CocraBure)nb A.B. KoponbkoBa

3asenytouiuii kadeapoi K.E. Camyiinos

ﬂMCL{HHHHHH & AﬂMHHMCTpHDOBﬂHHC CETEBLIX MOJACHCTEM

(HaHMeHOBAHHE JTHCIIHILTHHLL)

3K3AMEHAIIMOHHBINA BUIET Ne5

1. O0G30p NPOTOKOJIOB NPUKJIATHOTO YPOBHS PA3IM4YHBIX CTEKOB.
2. Tlonstue SELinux. ITonutuku 0e30mMacHOCTH, KOHTEKCT (MeTKH) 0e30MacHOCTH
SELinux.

CocraBurelib A.B. KoponbkoBa

3asenyromuii kadenpoi K.E. Camyiinos

Jucuuninuna AJMHUHUCTPUPOBAHUE CETEBBIX MOJICHCTEM

(HaHMECHOBaHHE AUCIHILTHHEL )

SK3AMEHALIMOHHBIN BUJIET Ne6

1. IIporoxon DHCP. [Ipunuun padorsl. CooOuieHus.
2. Ilporokon SSL/TLS.

CocraBurein A.B. KoponbkoBa

3asenyromuii kadeapoi K.E. Camyiinos



KoMiuiekT 3aganuii 1Ji1 HTOTOBOI0 KOHTPOJIA 3HAHUM

WTOroBblii  KOHTPOJIb 3HAHMW 1O JAUCHMIUIMHE M[poBoauTcss B (opme
KOMITBIOTEPHOTO TECTUPOBAHUSL.

[IpuMepHbIii epeYeHb BOIPOCOB HTOIOBOI0 KOHTPOJISI 3HAHUIA:

1. Onpegenute MMsl Yy4ETHOH 3aMMCH BCTPOEHHOTO aJMHUHHUCTpaTopa modoi Unix-
CUCTEMBI.

2. Kakoii KoMaHJ0# OCYLIECTBIISICTCS BBIBOJ CIIPABKMU I10 Kakou-1ubO KOMaHAEe B
Unix cucremax?

3. Kakum o00pa3oM OCymEecTBIsS€TCS MEPEeBOA pexuMa pabdoThl B PEXUM
cyneprnoiab3oBartess?

4. VkaxuTe NPUBHIIETHMH MOJIb30BATEIs B BOCBMEPHYHOM cucteme misi (aiina c
aTpulyTamMu rwxrw-rw-

5. Kakas komaHia mnpenHa3Ha4yeHa UIs MPOCMOTpPA U W3MEHEHUsS KOH(UTyparuu
ceTeBbIX uHTEPPEiicor?

6. B kaxom (paiine comep;kaTcsi HACTPOWKH JIOTHHOB IMOJb30BaTeNeH, UX JIOMAIIHUX
KaTaJoroB M MEPEMEHHBIX OKPYKeHUs?

7. Kakas koMaHAa MoKa3bpIBaeT MHPOPMAIHIO O 3aMYyIIEHHBIX B CHCTEME MpoIeccax?’

8. Kak Ha3pIBaeTCs YHHUKAIbHBIA aJpPEC, KOTOPBIA CIIYXKHT ULl UIEHTH(DUKAIIMUA
CeTeBON KapThl?

9. Kakoit ¢aiitn  HeoOxogumo co3maTh Ui 3ampeTra  BXOAa B CHCTEMY
HEMPUBUJICTHPOBAHHBIX MOJIb30BATENCH?

10.Kakas xomaHga oToOpakaeT B peaJlbHOM BPEMEHH 3allylIeHHBIE IIPOLIECCHI,
COPTHUPYS UX MO 3aJaHHOMY KPUTEPHIO?

11.Yemy sKBUBaJIGHTHA 3aMUCh MIpaBa JA0CTyma 6447

12. Kakast komaHaa U3MEHSIET TpaBa JocTyna K (aiimam u TupeKTopusm?

13. B kakom ¢aiine XpaHUTCS CHHCOK MPUMOHTHPOBAHHBIX YCTPOHUCTB?

14. lats onpeaenenue noustusa « DNS-anpecy.

15. lats onpeaenenue nouatust « DNS-cepsep».

16. ate onpenenenue noustust « DNS-kiueH™.

17. latb onpenenenue nouarus «aoMeH DNS».

18. st wero ciyxut DNS-cepsep?

19. Jlnst uero npeanasHadena NS-3anucs DNS?

20.4to cogepxut NS-3anucs DNS?

21. Ins yero npeanasznadyeHa PTR-3anuce DNS?

22. 1ns yero npennaszHadeHa SOA-3anuce DNS?

23. Jlns yero npennasznadeHa A-zanucs DNS?

24. Kakumu 3anmcamu  SOA  nonb3yercst BTopuuHblii  DNS  cepBep  ans
CUHXPOHU3aIuu 0a3 ¢ MepBUIHBIM?

25. Kak nasseiBaetcs npouecc cepsepa BIND B Unix-like cucremax?

26.3a uro orBeuaet aupexktuBa DNS SINCLUDE?

27.3a uro orBeuaet aupexktuBa DNS SORIGIN?

28. lns yero ucnomibzyercs DNS-kam?

29.Ha 4t0 MOryT yKa3plBaThb JOMECHHbIC MMCHA NIEPBOTO YPOBHS?

30.Kakas DNS 3anuch Mcnonb3yercst Ajis ONpeAeeHUus MOpTa, COOTBETCTBYIOLIETO
3ampanmBaeMoi CeTeBou ciyxoe?



31. Kakue U3 10MEHOB BEPXHET0 YPOBHS HE 3apE3E€PBUPOBAHBI [IVIs1 UCIIOIB30BAHUS B
NOKyMeHTauuu u TtectupoBaHus ciay:k0 DNS (BeiOepure Bce mnoaxoasmme
BapUaHTHI)?

32.Kakue W3 yTUINT KCHOJB3YIOTCS JUIsl JUArHOCTUKH PabOTOCHOCOOHOCTH CIIykKO
DNS?

33. Ha xakoMm ypOBHE HEpapXUH HaAXOAUTCSA KOpHEBOU qomeH DNS?

34. Vxaxure Tunn DNS-3anucu 1is onpeaeneHus no4ToBoro cepsepa.

35.Heobxoaumo co3nath daiin 6a3sl ganubix DNS, onuceiBaromuii HEMycTyo 30Hy
0e3 CChUIOK Ha BHEIIHWUE AOMEHBI. YKakKUTe MHUHUMAlIbHbIA HaOOp 3amucell u3
NEepeYrCICHHBIX, KOTOPBIN OyeT coaepxarbes B (aiine?

36.Yem otnuuaercst yrunuta nslookup ot yrunutsl host (ykaxkure Bce moaxoasnive
BapUaHTHI)?

37.Kakue dyukuuu spistores Gynkiusvmu DHCP?

38. Kakue meTo/1b1 ayTeHTH(UKALIUN TTOJIH30BATEIIsE BOZMOKHBI?

39. Kakoil 21eMEHT TpaHC/IHUPYET CUMBOJIBI, MOJIYYCHHBIE OT MECTHOIO TepMHUHANA B
NVT dbopme?

40.Kakyro KOMaHIy MOCBUIAET TEPMHMHAN, €C/IM XOYET 3aMyCTUTh KAKYIO-TO OMLHIO
telnet?

41.YTo npoucXoaUT NpH ayTeHTHU(UKAIIUA MOJIb30BATEIIS TTO Mapoio B ceccun SSH?

42.Yto obecnieuuBaet npoTokos coeauHeHust SSH?

43.Yt0 W3 HWKE MNEPEUUCICHHOTO sBIsieTCs Haubosee OE30MaCHBIM METOJ0M
YAQJICHHOrO J0CTyNa K CETEBOMY YCTPOHCTBY?

44.Yto Ttakoe «Arent gocraBku nouts» (Mail Delivery Agent, MDA)?

45.Yto takoe «Ilomb3oBarennckuii arent» (Mail User Agent, MUA)?

46.Yto Takoe «TpancnoptHsiii areHT» (Mail Transport Agent, MTA )?

47. Yxaxute pynkuuu Tpancrnoptaoro arenra (Mail Transport Agent, MTA).

48.Kakoii MpOTOKOJ HCMOJIb3YEeT MOYTOBBIM KIUEHT Ui TOJy4YeHHUs COOOIIeHUuH
3JEKTPOHHOU MOUTHI C cepBepa’?

49.3ananbl ums ouToBoro cepsepa (alfa-centavra), Haxomsierocs: B Poccun, u umst
nouTtoBoro simuka (Alex). OnpenenuTs 3IEKTPOHHBIN aapec (Mo mpuMepam).

50.Kakue cpenu mnpuBeneHHBIX e-mail aapecoB KOpPpeKTHBI? (ONMpenenuTh Io
npumMepam)

51.Kakas koMmaHAa HACHTU(DUIMPYET MPHUEMHHUK ITUcbMa?

52.Kakas komanja nporokosa POP3 ucnones3yercs ans ais npoBEpKM COCTOSIHUS
coequnenusi ¢ POP3-cepsepom?

53.Kakas komanza nportokona POP3  wucnonesyercs st nepegadu  KIMEHTY
3ampanmBacMoro coo0eHus?

54.Kakas xomanga mnporokona POP3 wucnome3yercs s mpocMoOTpa COCTOSHMS
TEKYLIero Mo4YTOBOro sAiuka?

55.11pu nomouu kakon komanasl IMAP4 MOKHO OTKPBITH NMOYTOBBIN SALIKUK TOJIBKO
JUISL UTCHUS?

56. IIpu nomomu kakoit komanasl IMAP4 MOXHO npo4uTaTh COOOIICHHE?

57. Kakoil npOTOKOJI NPEIHA3HAYCH IS IOJIYYCHHUs MMUCEM U3 IIOYTOBOIO SIuKa?

58.Yepes kakoM TPaHCHOPTHBIN MPOTOKOI U MOPT pabdoTaet npotokona IMAP4?

59.Yepes kakoi TPaHCHOPTHBIN NPOTOKOI U NOPT padoTaet npotokosa POP3?

60. Kakoe none 3aronoska MIME onpeaesnsieT T KoAupOBaHUs JaHHBIX?

61. Kakoe none 3aronoska MIME onpenensier, siBisieTcst iu MHGOPMAIMOHHBIN OJI0K
n300pakeHueM, ayIuo- WiIH BUAeOUH(popManueit?



62.Yto Takoe SMTP?

63. Jl1s yero ucnosssyercs komanaa DATA nporokona SMTP?

64. [l yero ucnonssyercsa komanaa HELO nporokona SMTP?

65. lns gero ucnomns3yercsa komanga MAIL FROM nporokona SMTP?

66. Jlns gero ucnomnwiyercs komanaa NOOP nporokora SMTP?

67. 1ns yero ucnoinb3yercs komanaa RCPT nporokona SMTP?

68. [l gero ucnonssyerca komanaa RSET nporokona SMTP?

69. [l gero ucnonssyerca komagaa TURN nporokona SMTP?

70. YkaxuTre BO3MOKHBIC BapUaHTHI OTBETA cepBepa, B ciyuae ecnu B HTTP-3anpoce
¢ TenoM 3arpoca He ykaszan Content-Length (ra mpumepax).

71.Kakue u3 nepeunciaeHHbIX OTBETOB HE JOKHBI COAEPKATh TEJIO 0TBeTa?

72. YKaxure Bce, 4TO BEpPHO 10 OTHOWEHHUIO K 3anpocam GET u HEAD.

73. Ykaxure Bce, 4TO BEpHO 1o oTHOMmeHuIo K yenoBHoMy GET 3anmpocy (conditional
GET).

74. Kakue MeTO bl UCIIOIB3YIOT [UIS OTIPaBKU (YOPMBbI?

75.4t0 nosKHA cOAEepKaTh CTPOKA 3ampoca, ec/id M0JIb30BaTeIb X0UET CKOMHPOBATh
JOKYMEHT, PacloJI0KeHHbIN HE JTOKAIbHO?

76.4Yt10 noyKHA coaepkKaTh CTPOKA 3ampoca, €Ciid MOJIb30BaTeb XOUeT CKOMUPOBAThH
JOKYMEHT CaMOW HOBOM BepcUu?

77.Ykaxure TOpeuMylIecTBa IOCTOSHHbIX  coenunenud  (persistent HTTP
connections).

Kpurepun oneHKy HTOroBOro TeCTHPOBAHUS

Hrorosoe TtectupoBanue ouenuBaercs B coorBerctBuu ¢ bPC m macnmoprom @®OC.
[TpoBepsercs NpaBUIBHOCTb OTBETOB HA BOIPOCHI TECTA.



TemMbl 10KJI210B

ABTOMATH3Aa1HS YCTAHOBKH ONEPALHOHHBIX CHCTEM
e Pa3pépThiBaHUE ONEPALMOHHBIX CUCTEM Ha OCHOBE Vagrant
e Pa3pépThIBaHNE ONEPALMOHHBIX cHcTeM Ha ocHoBe Docker
e OpkecTpaliusi KOHTEHHEPOB MPOMBIIIUICHHOTO ypoBHs Ha 0a3e Kubernetes (K8s)
e Unattended ycranoska Windows
e Unattended ycranoBka Linux
e uctpymenTapuii Fully Automatic Installation (FAI)
Hacrpoiika DNS-cepsepa
eCepep BIND (Berkeley Internet Name Domain). OcobeHHOCTH peanu3anuu u
HACTpOMKa
e Cepaep djbdns (Daniel J. Bernstein's DNS). OcobenHoCcTH peanu3anuy U HacTpoiKa
e Cepeep MaraDNS. Ocobennoctu peanusanuy 1 HaCTpOHKa
e Cepsep NSD (Name Server Daemon). OcoOeHHOCTH peanu3aiun U HacTpoHKa
e Cepsep PowerDNS. OcobenHocTu peanu3anuy 1 HACTPOHKa
e Cepsep OpenDNS. OcobeHHOCTH peann3alnny 1 HaACTPOHKa
e Cepsep Microsoft DNS Server. Oco6eHHOCTH peann3anuy 1 HaCTpOKa
e CepBep MyDNS. OcobeHHOCTH pearu3anuy U HacTPOiKa
Hacrpoiika DHCP-cepsepa
e[Iporokon RARP. Ucnons3zoBanue. Hactpoiika
e[Iporokon BOOTP. Ucnonb3oBanue. Hactpoiika
e[Iporokon Zeroconf. Ucnons3oBanue. Hacrpoiika
e[Iporokon DHCPv6. Ucnons3oBanue. Hactpoiika
ba3oBas nacrpoiika HTTP-cepsepa Apache
e DyHkiuoHanbHble KoMnoHeHThl HTTP: nonwp3oBaTensckue areHThl, cepBepa,
YIOJHOMOYCHHBIE CEPBEPa, HLII03bI
e MIME tunet HTTP o6bekToB
e HTTP-cepepa Nginx, Lighthttpd
Pacmiupennas nacrpoiika HTTP-cepsepa Apache
o OyHKIMOHUPOBaHUE 3amuiieHHoro nporokora HTTPS
e [IpakTnueckoe koHpurypupoanue nogaepxku TLS-coenunennii
e HacTpoiika BUPTyalibHOIO XOCTUHTA
YcraHoBKa U HACTPOIKA cucTeMbl yiipaB/ieHus 0azamu Jannsix MariaDB
e Web-unrepdeiic phpMyAdmin
e udpacrpykrypa xAMPP (Apache, MySQL, PHP, Perl)
e[Jaker Denwer
e CVYB]I PostreSQL
e CYB/] Firebird
PacuiMpeHHbie HACTPOIKH MeKCeTeBOIo IKpaHa
e[Ipocras (stateless) u konrexctHas (statefull) punbrpanms nakeron
e[ IporpaMMHbIE MEKCETEBBIC YKPAHBI
e AninapaTHbIC MEKCETEBBIC YKPAHbI
e QunbTp makeTos iptables
e Berkeley Packet Filters



e MesxceTeBble IKpaHbl IPUKIAJHOTO YPOBHS
e MesxceTeBble HKpaHbl CEAHCOBOI'O YPOBHS
e Tpancnsius ceteBbix aapecoB (NAT)
Hacrpoiika SMTP-cepsepa
e SMTP-cepsep Postfix
e SMTP-cepsep Exim
e SMTP-cepep Sendmail
Hacrpoiika POP3/IMAP cepsepa
e[louToBbIe Web-KINEHTBI
e Zimbra Collaboration Suite (ZCS)
e Cepeep CYRUS-IMAP
Pacuiupennnie HacTpoliku SMTP-cepsepa
e[IpoBepka Ha BUPYCHI
e QunpTpanus cnama
Hacrpoiika 6e3onacHoro yaaiaéusoro gocryna no SSH
o SSH-tynnenu. Pasnosugnocru. Hactpolika
¢SSH port forwarding. Hactpoiika
e Coznanue proxy-cepsepa Ha ocHoBe SSH
VPN na ocnose SSH. Habop ckpuntos BadVPN
CuHXpOHU3a1Us BpeMeHU
o Cunxponusauus spemenu uepe3 NTP
e CunxpoHusanus BpeMenu Ha Windows
Hacrpoiika NFS
eNFS3 u NFS4. CpaBHenune
e Hactpoiika ayrentuduxanuu ais NFS4
e AsroMoHTHpOBaHue NFS
Hacrpoiika ¢gaiiiioBbix ci1y:k0 Samba
e HacTpoiika qomeHHOTO KOHTpoJuiepa Samba
e Hactpoiika nomenHoro koHTpossepa Samba ¢ LDAP u kerberos
Hacrpoiika cereBoro ;KypHaJIupoBaHus
o Kypuamuposanue B Windows
e HacTpoiika )ypHaIupoBaHUsI HA CETEBOM 000PYI0BaHUH
e Hactpoiika ceTeBOro ;xypHaaIupoBaHus Ha CETEBOM 000Dy 10BaHUU
BazoBas 3amura ot arak tuna «brute force»
e [Iposaiinepsl Tuna Cloudflare u 3amurta or DDoS u Brute Force arrak
e cnonb3oBanue Honeypot st 3ammtel oT Brute Force atrax
e OTKpbITHIE peanu3anuu TexHonoruu Honeypot



Kpurepuu oneHuBaHus q0KJIa1a

YceiaoBus:

1. Temsl foKna0B pacnpeaeaeHbl 110 TeMaM JCKIU. 3a JOKIal, IPeCTaBICHHBIN MOCIe

TEMbI COOTBETCTBYIOLCH JICKI[MH, OLIEHKA CHUKACTCSI.

2. Tema nomxkHa ObITH YHUKAJIBHA B paMKax HampasJeHUs NoArotoBku. lyOnupytromue

JOKJIaJIbl HE IPUHUMAIOTCS.

3. Y cTyneHTa y4UThIBACTCS TOJNBKO OJMH JTOKIIA.
4. OueHka 3a 1ox1aja GOPMHUPYETCs U3 CICAYIOLIUX 3JIEMEHTOB!

- oopmiienne npeseHTanuu (00beM npeseHranuu 5-12 cnaiios);

- BBICTYIUIEHUE 110 Teme aoknana (5-10 munyr);

- COJep;KaHME JT0KIa/la (pacKphITHE TEMbl, YETKOCTh U3J0KEHHUS, 10A00P MCTOYHUKOB

JUTEPATYpPHI)

- ohopmiieHHE TEKCTAa 1O TeMe aokiaza (5-12 ctp.).
5. OneHka BBICTABISETCS TOIBKO MOCTE BBIKJIAJBIBAHUS HA CAUT MPE3CHTALUU U TEKCTa

JoKnaaa.

Kpurepun oueHuBaHusi:

DiemMeHT Ouenka (HopMupyeTcs Ha oliiee unucio 6aIoB 3a J0KI1a1)
OUeHHBAHMA |, 1 2 3
[Ipe3enTanusi |OTCYTCTBYET |HE IO TEME no TeMe, He|Io TeMe,
CTPYKTYPUPOBAHA | CTPYKTYPHpPOBaHa,
: IJIOXO | XOPOIIO
BOCHPUHUMAETCS | BOCTIPUHUMAETCS
BoicTyILieHHe |OTCYTCTBYET |BBICTYIUICHHE BBICTY A0 BBICTYTAIOIINH
MyTaHHOE, M0JIL3YETCS cBOOOJIHO  BiajEeT
BBICTY A0 [IOJICKA3KOH COJIEPIKAHUEM, SICHO
UIOXO BJIJICET | (UUTACT) " rpaMOTHO
COJIepIKaHUEM U3JIaraeT MaTepual
Copaep:kanme |OTCYTCTBYET |[JOKI/IAJl IYTAHHBIM, |TeMa  pacKphbiTa|Tema packpsiTa
A0KJIa]1a HECO/ePIKATENbHBIH | HENOJIHOCTBIO MOJTHOCTBIO
Odopmienue |OTCYTCTBYET |TE€KCT MPEACTABIIEH | TEKCT TEKCT NPE/ICTABIICH B
TeKCTA B BHjE |mpejacTaBieH  B|dopMe  pedepara,
A0KJIaaa MOJCTPOUHUKA K| bopme pedepara, | HarucaH aBTOPOM 110
IpEe3eHTALINN, HE |0 TEMe, ecCThb|TeMe, CO CChLIKAMU
otopmiieH KaK | 3aMe4YaHus o | Ha UCTOYHUKH,
pedepar no Teme 0(pOpMIIEHHUIO xoporo oopmieH




Kadenpa npuknaanoir ”HOOPMATHKH U TEOPUU BEPOSTHOCTEM

(HauMeHOBaHKe Kadeapsl)

KoMiuiekT pa3HOypOBHEBBIX 32/1a4 (3a1aHUI)

M0 JUCHUIUIMHE_AJIMUHHUCTPUPOBAHUE CETEBBIX MOJICUCTEM

(HAHMEHOBAHNE [THCIHILIHHE }

1. 3a1aHus penpoaAyYKTHBHOIO YPOBHSH

B kauecTtBe 3amaHMii pPEnpOAYKTHBHOTO YpPOBHSI IPELIArarOTCs BONPOCHl  JUIsS
CaMOIIPOBEPKHU U 00CYIKICHUS 10 TEMaM Kypca.

Pasjea «Ceresble ¢i1yx0bl. [Ipukiiaansie nporokosas UHTEepHET»

Tema: O030p NIpPOTOKOIOB NPUKIAAHOTO YPOBHA Pa3JIMUHBIX CTEKOB.

KpaTko oxapakTepusyiite npoTOKOJIbI MpukiaaHoro yposss creka TCP/IP.
Kpatko oxapakTepu3yite NpoTOKOJIbI IPUKIATHOTO YpoBHs cTeka [PX/SPX.
Kpatko  oxapakrepusyiiTe  MNpPOTOKOIBI  MPUKIAJHONO  YpPOBHSA  CTEKa
NetBIOS/SMB.

Kak 3amycTuth, mepe3anycTuTh UM OCTAHOBUTH KaKyr0-1100 cinyx0y B cucteme?
Kak mocmoTpeTs 0TiagouHy0 HH(POPMALKIO TPHU 3aIyCKe KaKoro-indbo cepsuca
WIH

CITyKOBI?

['ne xpanutbes otnagounas uHpopManus no padore cucremsl u ciryx0? Kak eé
MOCMOTPETH?

Kak mocmotpers, kakue (aitibl UCMONb3yeT B CBOEH padoTe TOT WIM HHOU
npouecc?lIpuBeanTe HECKOJIBKO TPUMEPOB.

Tema: Ciyx0a umen gomenoB DNS. Ilporokon DHCP.

Yro Takoe DNS?

KakoBo naznauenue xamupyromero DNS-cepsepa?

JanTe onpenenenus OCHOBHBIX noHATHI DNS.

Yem ortnnuaercs npsamas DNS-30na oT 00patHOii?

OOBsCHUTE NPUHIUIIBL AEAErupoBaHUs oIHOMOuUMI B DNS.

OOBsicHUTE NPUHLMIT pa3pelieHus UMEH B MIHTepHeT.

Kakne tunel 3anucu onmcanus pecypcoB ectb B DNS wm s dero onu
UCTIONB3YHTCS?

Hns uero ucnonssyercs gomeH IN-ADDR.ARPA?

B kakux karanorax u ¢ainax pacnonaraiotcs Hactpoiiku DNS-cepsepa? Kparko
OXapakTepHu3yiTe, 3a 4TO OHU OTBEUAIOT.

Kakue napameTpbl OTBEYAIOT 3a BpeMsi 0OHOBICHUS 30HbI?

Kak obecnieunts 3ammuTy 30HbI OT CKAUMBaHUS U IpocMoTpa’?

Kakas 3anucs RR npuMensiercs npu co3aHuy mOUTOBBIX CEPBEPOB?



Tema:

Kak nportectupoBath paboTy cepBepa JOMEHHbIX UMEH?

B kakux aitnax XxpaHsATCs HACTPONUKU CETEBBIX MOIKIIOUCHUIA?

3a uro otBevaeT npotokon DHCP?

[Tosichure npunnun pabdorer nporokona DHCP. Kakumu coobuieHusimu
0OMEHUBAIOTCS KJIIUEHT U CepBep, UCnoib3ys npotokon DHCP?

B kakux daitnax o0biuno HaxoasTcs Hactpoitku DHCP-cepBepa? 3a uto oTBeuaer
Kax/blid U3 Qaition?

Yro takoe DDNS? JIns yero npumenserca DDNS?

Kakyro wuHpOpManmuio MOXKHO TOJYyYdTh, HCHONB3yS yrTuauty ifconfig?
[TpuBeauTe npuMeps! ¢ UCIOAB30BAHUEM PA3TUYHBIX OIMLIMH.

Kakyro un(popManuio MOXKHO MOIY4YUTh, UCHONB3YsS yTHiuTy ping? IlpuBeaure
MPUMEPBI C UCTIOIb30BAHUEM PA3IUYHBIX OMIIUH.

[TpuBeauTe HECKOIBKO MPUMEPOB IO HM3MEHEHUIO CETEBOr0 COCJAMHEHHUS MpH
MOMOIIM KoMaHAHOTo uHTepdeiica nmcli .

[Tporokon oOmena runeprexctoBoit undopmarmeit (HTTP). Cxema

¢ynkunornposanus u odnacts npumenerns. Popmar HTTP-coobuennii.

Onumnimrte UCTOPUIO U NPEANIOChUIKA BO3HUKHOBeHUs npotokona HTTP.

Hapucyiite u mnosicHUTE CXeMy 3aJCHCTBOBAHMSI CEpBEpPA-MOCPEAHUKA B
nporokoie HTTP.

[TpuBeauTe npumep noaHoU GOPMBI 3a1poca K pecypey.

Kakue ocHoBHbie MeTO1bI JOCTYyNA 10 npoTokoay HTTP Bam uzBectHb?

Kakue MeTop! MCIIONB3YIOT IS OTIPaBKU (YOPMBI?

Yro nomxHa coaep/Karh CTPOKA 3aIpoca, €Ciau M0JIb30BaTe/b XOUET CKONUPOBAaTh
JOKYMEHT, PacrnoJIOKCHHBIM HE JIOKAJIBHO?

Yro nomxHa coaep/Karh CTPOKA 3aIpoca, €Ciau M0JIb30BaTe/b XOUET CKONUPOBAaTh
JOKYMEHT caMOil HOBOM Bepcuu?

JlaiiTe onpeieseHue MOHATUA LUTHO3.

[TepeuncauTe ¥ ONUIINTE TUIIBI 3AIIPOCOB.

['ne pacnionaratorcs nor-gaiiisl Bed-cepepa? UTo MOKHO 110 HUM OTCIIEKUBATH?
['ne mo ymonI4aHuio COAEPKUTCS KOHTEHT BeO-cepBepoB?

Kakum 00pazoMm peanusyercs BUPTYaibHbIN XOCTUHI? UTO OH gaér?

B uém otmmune HTTP or HTTPS?

Tema: DnextponHas noura. [loutoseie cepepsl. [lonb3zoBatensckue arenTsl. [IpoTokon
SMTP. IIporoxosns: POP3 u IMAP.

Uro Takoe «AreHT gqocraBku nmoutel» (Mail Delivery Agent, MDA)?

Yro takoe «[Tomp3oBatenbekuii aren» (Mail User Agent, MUA)?

Uro Takoe « Tpancnoprusiit arent» (Mail Transport Agent, MTA )?

Vxkaxkure pynkuuu tpancnopraoro arerta (Mail Transport Agent, MTA).

Kakoii mpoTOKON MCHOMb3yeT TMOYTOBBIM KIHEHT Ul IOJyYEHHUS COOOLICHHH
IEKTPOHHOMU MOYTHI ¢ cepBepa?

Kakas komania uaeHTu(UIMpyeT NPUEMHHUK ITUCbMa?

Kakas xkomanpga nporokona POP3 ucnonb3yercs ansg ajisi NPOBEPKU COCTOSHUS
coeaunenus ¢ POP3-cepeepom?



Kakas xomanza nporokona POP3 wucnonb3yercs s nepegauu  KIUCHTY
3aMpanmBaeMoro cooomeHus?

Kakas komanpa nporokona POP3 wucnonm3yercs nisi npocMOTpa COCTOSIHUS
TEKyIIEro MOYTOBOTO SIIHUKa?

[Ipu nomomu kakon komaHael IMAP4 MOKHO OTKPBITH OYTOBBIH SLIKUK TOJIBKO
U1 uTeHuA?

IIpu nomoiu kakoit komanasl IMAP4 MoxkHO npouuTaTth coo0IICHUE?

Kakoii mpoTOKOII NpeiHa3HaueH ISl TOTY4YCHHS TMCEM U3 IIOYTOBOIO sIMKa?
Yepes kakoil TpaHCTIOPTHBIM NPOTOKOJI U MOPT padboTaet npotokon IMAP4?
Uepes kakoil TpaHCMOPTHBINM NPOTOKOI U MOPT paboTaeT npotokon POP3?

Kaxkoe none 3aronoska MIME onpenensieT Tull KoAMPOBaHUS 1aHHBIX?

Kakoe nosne 3aroioska MIME omnpenensier, siBnsiercs a1 nHGOPMALMOHHBINA 0JI0K
n300paxkeHuem, ayauo- wid BuaeonHbopmanmein?

Yro takoe SMTP?

Jns uero ucnons3zyercsa komanga DATA nporokona SMTP?

Jns uero ucnons3yercs komanga HELLO nporokona SMTP?

Hns uero ucnonssyercs komanga MAIL FROM nporokona SMTP?

nst yero ucnonssyercsa komanaa NOOP nporokona SMTP?

Jns gero ucnonssyercs komanga RCPT nporokona SMTP?

Jns yero ucnonssyercs komanga RSET nporokona SMTP?

Jnst uero ucnonszyercsa komanaa TURN nporokona SMTP?

B uém naznauenue Postfix?

B kakom katanore u B kakoM (atine cienyer cMotpers KoHpurypauuio Postfix?
Kakum  o0pazoM  MOXKHO  MpPOBEPUTb  KOPPEKTHOCTb  CHHTAaKCHCA B
KoH(purypaimonaom ¢aiine Postfix?

B kakux mapamerpax koH$urypauuu Postfix TpeOyercst BHeCTH W3MEHEHHs B
3HAYEHUSAX JUIsl HACTPOHMKM BO3MOKHOCTU OTIPABKH [MHUCEM HE HA JIOKAIbHBII
XOCT, a Ha JIOMEHHBIE aapeca?

[TpuBeaure npumepsl pabOTHI C YTHINWTOM Mail o OTIpaBKe MHCbMa, MPOCMOTPY
UMEIOLIUXCS TUCEM, YIAJICHHUIO ITHChMa.

[IpuBeaure mpumepsl padoOThl ¢ yTUANTON postqueue . Kak mocmoTpeTs ouepeib
coobmenunii? Kak onpenenuts uncno coobuiennii B ouepenu? Kak ornpaButh Bee
cooOmenus, Haxoasmuecs B ouepean? Kak ynanuts nucbmo u3 ouepeau?

B uém nasnauenue Dovecot?

B kakux daiinax oObuHO HaxoasTcs HacTpoiiku pabotel Dovecot? 3a uro
OTBEYAEeT Kax bl n3 (Paiiyion?

Kakue ™eronel ayTeHTH(UKALMK TMOJIB30BATENIed MOXKHO HCIIOJIB30BATh B
Dovecot u B uém ux otsiinuue?

[TpuBeauTe npuMep 3aroyioBKa NUCbMa ¢ NOSICHEHUSIMU €T0 MOJIeH.

IlpuBenuTe npuUMeEpbl HCMOIB30BAHHUS KOMaHA [Ans pabOThl C TOYTOBBIMH
NPOTOKOJIAMU 4epe3 TepMuHal (Hanpumep depes telnet).

[IpuBeauTe npuMepsI ¢ nosicHeHUs MU 10 padore ¢ doveadm.

IlpuBenure mnpumep 3amanus ¢opmaTa ayTeHTH(PHUKAIMH MOJIH30BATENIS B
Dovecot B

(dopme JToruHA ¢ yKa3aHUEM JIOMCHA.

Kakue gyHKkIuy BeINONHSIET M04TOBLIN Relay-cepsep?



Kakune yrpossl 6€30macHOCTH MOTYT BO3HHKHYTh B CITydae HACTPOWKH IMOYTOBOTO
cepBepa kak Relay-cepsepa?

Pa3znen «ba3oBble HHCTPYMEHTbI ob0ecrnieyeHUus 0€30MACHOCTH»

Tema:

OMyJALUMs yAAJIEHHOIO TEPMHUHANA M YNAJCHHBIM JIOCTYIl K pEecypcaMm CETH.

[Tpotoxonst TELNET u SSH.

Tema:

Kaxoii 3memMeHT TpaHCaupyeT CUMBOIbI, NOJYyUYEHHbIE OT MECTHOIO TepPMHHAIA B
NVT dopme?

Kakyio kOMaHZly MOChIIaeT TEPMHHAI, €CJIU XOUeT 3alyCTUTh KAaKyH-TO OILHKIO
telnet?

YT0 MpOMCXOANT NMpU ayTEHTH(PHKALMH TTOJIb30BATEINS 10 Mapoiio B ceccuu SSH?
Yro obecrnieunBaet npoTokon coeauHerust SSH?

Yro sBasieTcst Hanbosee 0e30MacHBIM METOI0M YAAJCHHOTO J0CTyNa K CeTEBOMY
YCTPOUCTBY?

Bbl xotuTe 3anperuts yaanéuusid goctyn no SSH Ha cepBep mosbp3oBaTento root
U pa3pemunTh A0CTyn nonb3osarento alice. Kak sto caenats?

Kaxk nactpours ynanénneii noctyn no SSH uepes Heckonbko nopros? s uero
3TO MOXKET oTpedoBaThCs?

Kakue napamerps! ucnonb3yrores s cozaanus TyHHens SSH, korpa xoMmanpga
ssh ycranaBnuBaeT (poHOBOE COeIMHEHHE U HE OKMIAeT KaKOH-Tn00 KOHKPETHOM
KOMAaHIkI?

CuHXpOHM3ALMS BDEMEHHU U CeTeBbIe (DaiIoBBIE CITYKOBI.

[Touemy BaxxHa TOUHAsI CHHXPOHHU3AIUS BPEMEHH 117151 CITy»)0 0a3 maHHbIX?
[Touemy cnyx0a mnpoepku mnoamuaHOCcTH Kerberos cumbHO 3aBHCHT OT
MPaBUILHON CUHXPOHU3ALMU BPEMEHU ?

Kakas ciyx6a ucrnonb3yercs mo yMOMYAaHUIO IS CHHXPOHHM3ALMU BPEMEHH Ha
RHEL 7?

KaxoBa cTpaTa no yMOI4aHHIO J715 JIOKAJIbHBIX 4acOB?

Kakoit mopt Opanamayspa JODKEH ObITh OTKPBIT, €C/IM Bbl HACTPAUBACTE CBOM
cepBep Kak 0OJHOPAaHTOBbIN y3en NTP?

Kakyio cTpoky BaM HYKHO BKIIOUNTH B KOH(UTrypanuoHHBIH ¢aiin chrony, ecnn
Bbl XOTHTE, 4TOOBI Baml cepBep ObLI CepBepOM BpPEMEHH, A€ €CIM BHEIIHUE
cepsepbl NTP He noctynHbi?

Kaxky!o cTpaty umeeT X0CT, €ClIM HeT TeKyllel CUMHXpoHu3auuu speMenu NTP?
Kakyio komanay Bbl Obl Mcnonb3oBaau Ha cepsepe ¢ chrony, 4yToObl y3HaTh, C
KaKMMH CepBepaMu OH CUHXPOHU3UpYETCs?

Kak BBl MOXeTe Moiy4YuTh NOAPOOHYIO CTATUCTHKY TEKYIIMX HACTPOEK BPEMEHH
JUIs poriecca chrony Bamero cepsepa?

Kak nHaseiBaetcs aiin kondurypauuu, cogepxamuii oomue pecypest NFS?
Kakue moptel nomkHBI OBITH OTKPBITHI B OpaHaMayspe, uToObl 00ecrnevyHTh
MONHBIN JocTyt K cepBepy NFS?

Kakyto onmuto crieqyer ucnosib3oBath B /etc/fstab, uroObl yoeautbes, 4to odmiue
pecypcsl NFS MoryT ObITh yCTaHOBIIEHBI aBTOMATHYECKH TIPU TIepe3arpy3ke?



KakoBa muHumanbHas koHburypanus mis smb.conf ams co3maHust o0miero
pecypca, KOTOpbIii IPeI0CTaBIseT JOCTYI K Katanory /data ?

Kak nactpouth o0O0mMii pecypc, KOTOpbI AaéT MOCTyHn Ha 3aluch BCEM
MOJIb30BATENISIM, UMEIOIIUM MpPaBa Ha 3anuch B (aityioBoi cucreme Linux?

Kak orpanmunTth AOCTYH Ha 3allMCh K PECYpCy TOJBKO YJIEHAM OINpeaeaéHHOM
rpynnsi?

Kak orpaHuunth JOCTYI K ONpEACIEHHOMY pPECypCy TOJIBKO Y3l1aM U3 CETH
192.168.10.0/24?

Kakyio KOMaHay MOKHO HCIIO/IB30BaTh, 4YTOOBI OTOOpa3uTh CIMCOK BCEX
nonb3oBarenei Samba Ha cepsepe?

YTo HYKHO Cc/elaTh MOJIb30BATEIN0 A J0CTyNa K pecypey, KOTOpBIH HACTPOCH
KaK MHOT'OIIOJIb30BaTEIbCKUI pecypc?

Kak ycranoButh oOmmii pecypc Samba B KadecTBE MHOTOMOIb30BATEILCKOM
yu€THOI 3amucH, TIJe TMoJb3oBaTenb alice HCHomb3yeTrcs Kak MHUHUMAllbHas
y4€THas 3aluch N0ab30BaTeNsA?

Kak MOXHO 3ampeTuTh I[OJIL30BATENIIM [POCMATPUBATH YUETHBIC [aHHBIC
MoHTHpoBaHus Samba B daiine /etc/fstab ?

Kakas xomaHga mo3BOISET MEPEYHCINTh BCE IKCHOPTUPYEMbIE pecypchl Samba,
JOCTYIIHBIC Ha OMNpeeaéHHOM cepBepe?

Tema: CeteBoe )KypHaTMpoBaHUE U 0a30BbIC MHCTPYMEHTHI 0OecreueHus: 0e30MacHOCTH.

Yro takoe SELinux?

Yro takoe koHTeKCT (MeTka) SELinux?

Kak BoccranoButh koHTekcT SELinux mocne BHECEHHS W3MEHEHHH B
KoH(puUrypanuuoHHubie (haibi?

Kak co3narp paspematoutue npapmwia nonutukd SELinux u3 daiinos xypHanos,
cojiep KalluX COODIIEHNUs O 3ampere onepanuii?

Yro takoe OysieBblil nepekouatens B SELinux?

Kak nocmoTpets criucok nepexnouaresneit SELinux u ux cocrosuue?

Kak u3mennts 3nauenue nepekiouarens SELinux?

Kakum oOpa3zom obecrieunBaercss 0€30mMacHOCTh KOHTEHTa BeO-cepBepa IpH
pabore uepez HTTPS?

Yro takoe ceprudukannonubiii ueHtp? [Ipuseaure npumep.

Kak HacTpouTs NOKaJIBHYKO Nepeagpecanuio ¢ JIOKaJIbHOro nopra 5555 Ha nopr
80 cepsepa server2.example.com?

Kak nactpouts SELinux, 4ro0s1 no3sonuts SSH cBs3biBaThCs ¢ mopTom 20227
Kak HacTpouth MeXKceTeBOH SKpaH Ha cepBepe, 4TOObl pa3pelIuTbh BXOSALINE
noaxmouenus no SSH gepes nopr 20227

Kakoit nepekmogarens SELInux HYXHO HCMONB30BaTh, YTOOBI MO3BOJIHTH
MOJIB30BATENAM IOJIy4aTh JOCTYII K JIOMAIIHMM KaTajloram Ha cepBepe uepes
SMB?

Kakoii momynb rsyslogd Bbl JIOMKHBI UCTIONB30BATh JUIsl IPUEMA COOOUICHHA OT
journald?

Kak HaspiBaeTcst ycTapeBIIMH MOJYJb, KOTOPBIM MOXHO HCIONIB30BAaTh Jif
BKITIOYEHHS MpUEMa cooO1eHui xypHana B rsyslogd ?



e UroObl ybenuTbcs, 4TO ycTapeBIIMii MeToj mpuéma cooOiieHuid u3 journald B
rsyslogd He wucnonme3yeTcs, Kakoi IOMOMHHUTEIBHBIN MapaMeTp CIeayeT
HCIOJIB30BATH?

e B kakom xoHburypanuonHom aiine cojaepxkarcs HACTPOHKU, KOTOpbIE
MO3BOJISIOT BaM HACTpPauBaTh padoTy KypHama?

e Kakum napametrpom yriparisieTcs nepechuika coodmienuit u3 journald B rsyslogd ?

e Kaxkoit moayns rsyslogd Bbl MOMkKeTE HCTIONB30BATH JJIsi BKIIIOUEHHUS COOOIICHUH U3
(haiina xxypHana, He coznaHHoro rsyslog ?

e Kaxkoit Mmogynb rsyslogd BaMm HY»KHO UCIOJIB30BATH JUISL TIEPECHUIKUA COOOILEHUN B
6a3y manubix MariaDB?

e Kakue nBe CTPOKM BaM HYKHO BKIIOUMTH B rsyslog.conf , 4ToObl mO3BOIHTH
TEKYILIEMY KypPHaJIbLHOMY CepBepy noiaydats cooduieHus uepes TCP?

e Kak HacTpouTh JIOKaJbHBIH OpaHaMay’p, 4TOOBI pPa3pelIuTh NPUEM COOOIICHUN
Kypnana yepes nopt TCP 5147

e [losichute npunnun padotet Fail2ban?

e Hacrpoiixu kakoro (aiina 6onee npuopurerHsl: jail.conf nnn jail.local ?

e Kak HacTpouTh OnoBelieHue aMUHUCTpaTopa rpu cpabateiBanuu Fail2ban?

o [losicHuTE MOCTPOYHO HACTPOMKH MO YMOJTYAHUIO B KOH(UrypalMoOHHOM daiine
/etc/fail2ban/jail.conf , oTHOCSIIMECS K BeD-CityxOe.

e [losicHUTE MOCTPOYHO HACTPOUKH MO YMOJYAHUIO B KOH(UTryparuoHHOM (haiine
/etc/fail2ban/jail.conf , oTHOCSIIIMECS K MOYTOBO# ciyx0Oe.

e Kaxkue nelictBus MoxeT BonoaHATh Fail2Zban npu oOHapyxenuu atakytomniero [P-
anpeca? I'ne MOXKHO NOCMOTPETh ONUCAHUE JACHMCTBUM 7 MOCICAYIOLIErO
UCTOJIb30BaHMs B HacTpoiikax Fail2ban?

e [lonyuuts cniucok aeicTByromux npaswi Fail2ban?

e Kak nomyuurs ctaTuctuky 3adnokupoBannbix Fail2ban anpecos?

e Kak pasdnokuposars [P-agpec?

2. 3aiaHusl PEKOHCTPYKTHBHOI'O YPOBHS

B kauecTBe 3aaHMii PEKOHCTPYKTMBHOIO YPOBHS NPEAINOJArarOTcs  3aJaHus
nabopaTopHOrO MpaKTHKymMa (CM. I. 2 OCHOBHOIO chucka jurepatypsl B 1.10
MpOrpaMMBbI Kypca).

JlaGopaTopuas padora Ne 1. [TogroroBka 1aboparopHOro cTeHaa
3ananue:
e Cdopmupyiite box-daiin ¢ quctpudytuBom CentOS nns VirtualBox.
e 3amycTUTe BUPTYalbHbIC MAIIMHBI CEpBEpa M KIMEHTa U yOeIuTeCh B HUX
paboTocrnocoOHOCTH.
e BHecuTe H3MEHEHHUS! B HACTPOUKHU 3arpy3Ku 00pa30B BUPTYAIbHBIX MAILIUH SErver
u client, 1o6aBUB MOIB30BATENS C IPaBaMH aMHUHHCTPATOPA U H3MEHHUB HA3BAHUS
XOCTOB.
e Cxonmpyiite HeoOxoaumble misi paborel ¢ Vagrant daitibl u  box-daitibl
BUPTyalbHBIX MAIIMH Ha BHEMIHUA Hocutenb. Mcnonb3ys 5tu (aiibl,
nonpoOyiTe pa3BepHYTh BUPTYabHbIE MAIIMHBI HA PYTOM KOMIIBIOTEpE.



Jlaboparopuas padora Ne 2. Hactpoiika DNS-cepsepa
3amaHue:

YcranoBute Ha BUpTyansHOU MammHe server DNS-cepsep bind u bind-utils.
Cxoudurypupyiite Ha BUPTYaIbHOI MaiuHe server kammpytonuid DNS-cepsep.
CxoHdurypupyiite Ha BUpTyanbHOI MamuHe server nepsudHbiii DNS-cepsep.
[Tpu nomomu ytunut dig u host npoananusupyiite padory DNS-cepsepa.
Hanummre ckpunt st Vagrant, ¢Gukcupylomuii JeHCTBUS MO0 YCTAaHOBKE HU
koHpurypuposanuto DNS-cepBepa BO BHYTPEHHEM OKPYKCHUHM BHUPTYalIbHOM
MamuHeI server. CoOOTBETCTBYIOLIMM 00pa3oM BHECTH u3MeHeHus B Vagrantfile.

Jlaboparopuas padora Ne 3. Hactpoiika DHCP-cepsepa.
3agaHue:

Ycranosute Ha BupTyansHoN MamuHe server DHCP-cepsep.

Hacrpoiite BupryanbHyto wmamuHy server B kadectBe DHCP-cepsepa pus
BUPTYAJIbHOU BHYTPEHHEH CETHU.

[IpoBepbre KOppekTHOCTE paboTel DHCP-cepBepa B BUpTyanbHOW BHYTPEHHEH
ceTH TMyTEM 3amycka BHPTYalnbHOW MamwuHbl client W npuMeHEHHS
COOTBETCTBYIOLIMX YTHIIUT AUATHOCTUKHU.

Hacrpoiite oOnoBienue DNS-30HbI Ipy NOSIBICHUN B BUPTYAJILHOM BHYTPEHHECH
CETH HOBBIX y3JIOB.

ITpoBeprsTe KOppekTHOCTH paboTel DHCP-cepBepa u obHoBneHuss DNS-30HBI B
BUPTYaAJIbHOW BHYTPEHHEH CEeTH MyTEM 3allyCKa BUPTyalbHOW MamiuHbl client u
NPUMEHEHUS COOTBETCTBYIOIIMUX YTUIUT JUArHOCTUKH.

Hanummure ckpunt mns Vagrant, (GUKCHPYIOUMI [EHCTBUS IO YCTAaHOBKE H
Hactpoiike DHCP-cepBepa BO BHYTPEHHEM OKpPYKEHUU BUPTYAIbHOW MAIIUMHBI
server. COOTBETCTBYIOIIUM 00pa30oM BHECTH u3MeHeHus B Vagrantfile

Jlaboparopnas padora Ne 4. basosas nactporika HTTP-cepsepa.
3amaHue:

YcranoBute Heodbxoaumbie A paborst HTTP-cepBepa nakersl.

3anycture HTTP-cepBep ¢ 6a30Boit koH(pUrpyaiueir U NpoaHATUZUPYUTE €ro
pabory.

Hactpoiite BUpTyanbHbIA XOCTUHT.

Hanummre cxkpunt st Vagrant, GUKCHPYIOMUMA JEHCTBUS M0 YCTAHOBKE H
Hactpoiike HTTP-cepepa BO BHYTPEHHEM OKPYKEHUM BUPTYAIbHOW MAallUHBI
server. CooTBeTCTBYIOUM 00pa30M BHECTH u3MeHeHUs B Vagrantfile.

JlaGopaTopuas pabora Ne 5. Pacmupennas nactpoiika HTTP-cepsepa Apache
3amaHue:

Crenepupyiite KpunrtopapuyecKuil KIY U CAMOMOANHMCAHHBIN cepTHdUKaT
Oe3omacHOCTH [UIS BO3MOKHOCTH Tiepexoaa BeO-cepBepa oT paboTel 4yepes
npotokon HTTP k pabore uepes3 nporoxon HTTPS.

Hactpoiite BeO-cepep amns padborsl ¢ PHP.

Hanummre (Ui ckOppekTupyiTe) ckpunt s Vagrant, GUKCUPYIOLIUiL 1eHdCcTBUS
no pacmupenHon Hacrporike HTTP-cepsepa BO BHYTPEHHEM OKpYKCHHH
BUPTYAJIbHOM MalllUHbBI SEIVEr.



JlaGoparopuasi pabora Ne 6. YcTaHOBKa M HACTPOWKa CUCTEMbI yIpaBlIeHHs OazaMu
nauubix MariaDB.
3aganue:

Ycranosute HeoOxoaumMble st paborel MariaDB naketsbr.

HactpoiiTe B KadecTBe KOJMPOBKH CHMBOJIOB 1O yMoiuanuio utf8 B 0azax
JAHHBIX.

B 6a3e nanneix MariaDB co3paiite TectoByto 06a3zy addressbook, comepixkarniyio
Tabnuiy city ¢ monssMu name U city, T.e., HampUMep, UIsi HEKOTOPOTO COTPYAHUKA
yKa3aH ropo/ji, B KOTOpoMm OH paboTaer.

Cozpnaiite pe3epBHyr0 Konuio 0a3bl JaHHbiX addressbook m BoccranoBute u3 Heé
JIaHHbIE.

Hanummre cxpunt s Vagrant, (GuKCHpYIOmUH JEHCTBUS MO0 YCTAHOBKE H
HacTpolike Oa3bl mgaHHbIX MariaDB BO BHYTpeHHEM OKPYKEHUM BUPTYAIbHOM
MAIIMHBI SErver.

CooTtBeTcTBYIOIIMM 00pa3oM BHeCTH n3MeHenus B Vagrantfile.

Jlaboparopuas padora Ne 7. PacmmpeHHble HACTPOMKHU MEXKCETEBOIO IKpaHa
3agaHue:

Hacrtpoiite mexcereBoM SKpaH BHUPTYyaldbHOW MAIlMHBI Server s JOCTyINa K
cepsepy no nporoxkosry SSH ne uepes 22-1 nopr, a uepes nopt 2022.

Hactpoiite Port Forwarding Ha BUpTyanbHON MallluHE Server.

Hacrtpoiite MackapaaiuHr Ha BHUPTYaJbHOM MAallIMHE Server s OpraHu3aluu
J0cTyna KnueHra k cetu MurtepHer.

Hanummre ckpunt gns Vagrant, Gukcupyoommii ACMCTBUS MO PacCHIUPEHHOM
HACTPOMKe MeXCceTeBOro skpaHa. COOTBETCTBYIOMIMM 00pa30M BHECTH H3MEHECHUS
B Vagrantfile.

Jlaboparopuas padora Ne 8. Hactpoitka SMTP-cepsepa.
3ananue;

YcranoBute Ha BUpTyanbHOU MammHe server SMTP-cepsep postfix.

CpenaiiTe mepBOHAYANbHYIO HACTPOHUKY postfix mpu momomw yTuiautel postconf,
3a/1aB OTIPABKY MUCEM HE Ha JIOKAJIbHBIN XOCT, a HAa CEPBEP B JIOMEHE.

[TpoBepbTe OTIIPaBKY NMOUTHI € CEPBEPA U KJIUEHTA.

Cxoudurypupyiite Postfix mus pabotel B nomene. [IpoBepsTe OTIPaBKy MOYTHI C
cepBepa U KIMEHTA.

Hanummre cxpunt s Vagrant, (GuKCHpYIOmUH JEHCTBUS MO0 YCTAHOBKE H
HacTpoiike Postfix BO BHYTpeHHEM OKPYKEHHHM BHUPTYaJIbHOM MAIIUHBI SErver.
CooTtBeTcTBYIOIIMM 00pa3oM BHeCTH n3MeHenus B Vagrantfile.

JlaGopaTopuasi padora Ne 9. Hacrpoiika POP3/IMAP cepsepa.
3ananue;

YcranoBute Ha BUpTyanbHOU Manmmue server Dovecot u Telnet nnst nanpHelmeit
MPOBEPKHU KOPPEKTHOCTH pabOThI MOYTOBOTO CepBepa.

Hactpoiite Dovecot.

VYcraHoBUTE Ha BUPTyaslbHOW MamimHe client mporpamMmy Uis YTEHUS MOYTHI
Thunderbird u nHactpoiite e€ ans MaHumyIsAIMi ¢ nouToi Bamiero nons3oBarens.



IIpoBepbTe KOpPPEKTHOCTH pabOTBI MOYTOBOIO CEpBEpPa KAK C BUPTYAIBHOU
MAIINHBI Server , Tak U C BUPTYalIbHOH MamuHbl client.

WUsmenure ckpunt mns Vagrant, GUKCHPYIOUMI JEHCTBUS MO YCTAHOBKE H
Hactpoiike Postfix m Dovecote BO BHYTPEeHHEM OKpPYKEHUH BHPTYaTbHOU
MalIMHBl Server, co3gaite ckpunt st Vagrant, GUKCHUPYIOIUN ACHCTBUS 1O
ycranoBke Thunderbird Bo BHyTpeHHEM OKpY)XGHHH BHPTYalbHOM MAaIIUHBI
client. CooTBeTcTBYIOIMM 00pa3oM BHECTH u3MeHeHUs B Vagrantfile.

Jlaboparopuas padora Ne 10. Paciuupennsie Hactpoiiku SMTP-cepsepa.
3amanue:

Hactpoiite Dovecot aist padotst ¢ LMTP.

Hacrpoiite ayrentuduxamuio nocpeacrsom SASL na SMTP-cepsepe.

Hactpoiite paboty SMTP-cepsepa nmosepx TLS.

Cxoppektupyiite ckpunt s Vagrant, (GUKCHPYIOLHI JEHCTBUS PACUIMPEHHON
HacTpoiike SMTP-cepepa BO BHYTpPEHHEM OKPYXEHUHM BHUPTYaJbHOM MAIlUHBI
server.

JlaGoparopnasi padora Ne 11. Hactpoiika 6e3omacHoro yaanéunoro gocrtyna no SSH.
3ananue:

Hacrpoiite 3amper ynanéHHoro moctyma Ha cepep mo SSH s monbs3oBaTens
root.

Hactpoiite paspelieHue ygaJ€HHOro nocryna k cepBepy no SSH Tonbko nns
[0JIb30BaTeNEeH TPyMIbl vagrant ¥ Balllero MoJib30BaTelsl.

Hactpoitte ynan€énnsii nocryn k cepsepy no SSH uepes nopr 2022.

Hactpoite ynanénnsii noctyn k cepsepy no SSH no kimouy.

Opranuszyiite SSH-TyHHen» ¢ KIMEHTa Ha CepBep, MEPEeHANPaBHB JIOKAIBHOE
coequnenue ¢ TCP nopra 80 na nopt 8080.

Ucnonb3ys ynanéunoe SSH-coenuHeHue, BBINOJIHUTE C KIMEHTA HECKOJILKO
KOMaH/J1 Ha cepBepe.

Wcnone3ys ynanéunoe SSH-coenmHeHue, 3amycTUTe ¢ KIMEHTa rpaduueckoe
MIPUJIOKEHUE HA CepBepe.

Hanummre ckpunt nns Vagrant, ¢puxcupyrouuii neiictBus no Hactpoiike SSH-
cepBepa BO  BHYTPCHHEM  OKpPYKCHMM  BUPTYaJIbHOW  MAIIUHBI  SErver.
CootBeTcTBYOINM 00pa3oM BHECTH W3MeHeHus B Vagrantfile.

JlaboparTopuasi padora Ne 12. CunxpoHu3anusi BDEMEHU.
3aganue:

W3yunre kOMaHabI 10 HACTPOUKE IApaMETPOB BPEMCHH.

HacTtpoute cepBep B KauecTBe cepBepa CUHXPOHM3ALMKM BPEMEHU /ISl JIOKAIbHOM
CeTH.

Hanummre ckpuntel s Vagrant, QUKCHpPYIOUIME ACHCTBUS O YCTAaHOBKE H
Hactpoiike NTP-cepBepa u knuenra.

JlabopaTopnas padora Ne 13. Hacrpoiika NFS.
3aganue:

Ycranosure u Hactponte cepsep NFSv4.
[ToagmonTUpyHTE yAQIEHHBIH pEeCype HA KIIMECHTE.



e [logkinrouuTe KaTaaor ¢ KOHTEHTOM BeO-cepBepa k aepeBy NFS.

o [logkimrounTe Karamor sl yaala€HHOW palOoThl BAallEero IOJb30BATEINIS K JIEPEBY
NEFS.

e Hanmmure ckpuntel A Vagrant, QuKcHpyOme ACHCTBUSA IO YCTAHOBKE H
HacTporke cepBepa NFSv4 BO BHYTpEHHEM OKPYKEHMM BUPTYAJIbHBIX MAalllMH
server u client. CoorBeTcTBYIOMmUM 00pa3oM BHecTH u3MeHenus B Vagrantfile.

JlaGopaTopuas padora Ne 14. Hactpoiika daitnoBsix cinyx0 Samba.
3ananue;

e VYcraHoBUTE M HacTpoiTe ceprep Samba.

e Hacrpoiite Ha KIMEHTE JOCTYI K pa3e/isieMbIM pecypcam.

e Hanummre ckpuntel mias Vagrant, Gukcupymomme NeHCTBUS MO YCTAHOBKE U
HACTpOlKe cepBepa Samba ams [gocTyma K pasfeiseMblM pecypcaM  BO
BHYTPEHHEM  OKPYKEHHM  BHPTyalbHbIX  MamuH  server u  client.
CooTBeTcTBYIOINM 00pa3oM BHECTH U3MeHeHus B Vagrantfile.

Jlaboparopnas padora Ne 15. HacTpoiika c€TeBOro KypHaJIMpOBaHHUSL.
3aganue:

e Hacrpoiite cepBep ceTE€BOro KypHAIUPOBAHUS COOBITHIA.

e Hacrtpoiite KIMeHT /Ui nepeaavyy CUCTeMHBIX COOOLIEHHH B CETeBOM XKypHAI Ha
cepsepe.

e [IpocmoTpuTe IKypHalIbl CHCTEMHBIX COOBITMH C MOMOIIBIO HECKOJIBKHUX
MIPOrpaMM.

e Hanummre ckpuntel ans Vagrant, Qukcupyromme JACHCTBUS MO YCTAHOBKE U
HACTPOMKE CETEBOr0 CepBepa KypHAIMPOBAHUSL.

JlaGopaTopuasi padora Ne 16. ba3zosas 3amura ot arak tuna «brute force».
3ananue:

e VYcranoBute u Hactpoiite Fail2ban nns orcnexuBanust paboThl YCTAHOBIEHHBIX
Ha cepBepe Ciryxo.

e [Iposepsre pabory Fail2ban mocpencTBoM MNOMBITOK HECAHKIIMOHUPOBAHHOTO
NOCTyNa ¢ KIMeHTa Ha cepsep yepe3 SSH.

e Hanummre ckpunt mns Vagrant, UKCHPYIOIIMI JEHCTBUS IO YCTAHOBKE H
Hactpoiike Fail2ban.

Mertoanyeckne yKa3aHusi H HIKAJIA OLECHOK.
[Topsaiok BeIOIHEHUS 1a0OPATOPHOM PadOTHI 3aK/IHOYAETCS B CIACAYIOMIEM:

» O3HAKOMUTKCS C pa3/ieslaMy METOUYECKUX YKa3aHui K 1abopaTopHoit pabore.
* BoinonHuTh 3a1aHus 1o 1abopaTopHoii paboTe.
* CocTaBUTH OTUET.

OTuér 10MKEH CoAepKaTh CICAYIOMIUE ITIEMEHTBL:

e TuTynbHBII TUCT ¢ yKa3zaHHeM HoMmepa adboparopHoi padbotsr 1 PHO cryaenra.
o  @DopmynupoBKa 3a7aHusg pabOTHL.
e OnucaHue pe3yIbTaToOB BLINOIHCHUS 3a0aHMsL:

© CKPUHIIOTHI (CHUMKH JKpaHa), (UKCUpYIOIINe BBITOIHEHHE paboThI;

© noapoOHOEe ONMMCcaHUe HACTPOCK CIIYKO B COOTBETCTBUM C 33JJaHUEM;



© MOJHBIC TEKCThl KOH(PHUIypallMOHHBIX (DailyIOB HacTpauBaemblx B pabore
cyxO0;
O pe3ynbTaThl MPOBEPKU KOPPEKTHOCTH HACTPOEK CIYkKO B COOTBETCTBUH C
3a1aHueM (MOATBEPKACHHBIC CKPUHIIOTAMH ).

e BriBObI, COrIacOBaHHbBIC C 3aaHHEM PabOTHI.
e (OTBeTbl HA KOHTPOJIbHBIE BOMPOCHL.

Kpu*repun OLEHKHM BbINOJHEHHS JOMAIIHUX 3aJaHHI H 33JaHUH 1O JlaﬁﬁpaTﬂthlM

padoram
DJIeMeHT Ouenxka (HopMmupyeTcs Ha obuiee uucio 6auioB 3a padoty)
OLeHUBAHHS 0 1 2 3
Beinosnenne |Pabora ue|He Bce 3apauus|Bce sananus | Bee 3a1aHus
paboTsl BBITIOJIHAJIACH |BBIMIOJIHEHBI  W/HMIIH | BBIITOJIHEHD, BBIIOJIHEHEI,
HE  HOATBEPIKIEHA | YACTUYHO HNOATBEPIK/IeHA
paboTocnocoOHOCTh |moATBEpAKAECHA | paboTOCIIOCOOHOCTD
HACTPaMBAEMBbIX paboTocnocoOHOC | HACTpaHBAEMbIX
CepBUCOB Tb CEPBUCOB
HACTPaMBaEMBbIX
CEpBUCOB
Otuer no | Otuer Hectpykrypuposaut | Otuer mw1oxo |OT4eT NOArOTOBJIEH
BBINOJIHEHHIO |OTCYTCTBYET |BIH OTYET B BHJE|CTPYKTYPUPOBAH, |CaMOCTOATEINILHO,
patoThl Wi B OTYeTe |Habopa CKPHHILIOTOB |HE BCE MOSICHEHO. |CTPYKTYPHUPOBaH,
BLISIBIICHEI 0e3 nogcHeHui COJIEPIKHT
IEMEHTHI  C MOSCHEHUS Io
YYIKOU BBITTOJTHEHUIO
paboThI

O1eHrBaeTCs MOJHOTA BHIMOTHEHUS pabOThl, 0()OpPMICHHE Pe3ylIbTaTOB, MOJIHOTA
OTBETOB HAa KOHTPOJIBHBIC BOIIPOCHL, €CJIM ITO MPEIYCMOTPEHO 33a1aHUEM.




