@Gde])&:’?bifﬂe EOC_}JOQPC}T!GEHHOE AGMOHOMHOE oﬁpa3oeameﬂbﬂoe _vupe.mrde:me GBhICUiECO oﬁpazosamm
«Poccutickuti ynusepcumem opyxcovl HAPOO08y

di‘a}{yﬂbmem dm:nmo—mame,wamuqec:{ux U eCImMecmeEEeHHbIX HAVK

Pexomennosano MCCH
09.00.00 «MudopmaTuka u
BBIYUCIIUTEIbHAS TEXHUKA

PABOYAS ITPOI'PAMMA JUCHUIIJIMHBI

HaumeHnoBaHue JHCHHMILTUHbI

A,LIMHI-IHCTDH!]OBQHHE CETEBbLIX NOJACHCTEM

Pexomeuuye’rcn AJid HAlIpaBJieHHH OATN0OTOBKH

09.03.03 — Ilpuknagunas nadopMaTUKa

(I'I:KLT.'J'!:IHGK)HEL‘J? Koo w HauMeHosa e Hanpaeier s i'I'U{):‘.‘Oﬂ]'Uﬁi{u;"f('ﬁ(_'i,{l'fﬂ.-'fh."i'!‘.il(.‘ﬂ'l’{.f)



1. Henun u 33124y JHCHUILIHHLI
Llenpio AUCUMIIIMHBI SBISETCS OCBOCHHE YYALIMMUCS HABBIKOB KOH(MUIYpHPOBAHMUS U
aJMUHHCTPHPOBAHUS COBPEMEHHBIX CETEBBIX CIyKO Ha cepBepax C ONEPALMOHHOM CHCTEMOI
tuna Linux/Unix.
B npouecce npenogaBanust AUCLUILIUHBI PEILAIOTCS CIEIYIOLINE 3a1a4H:
e Y3ydyEHHUE NPUHIUNOB PpaboThl CETEBLIX Cily:k0 u nportokonos creka TCP/IP;
e o0yueHHE HaBbIKAM KOH(UI'YPUPOBAHHUSA W AIMHUHHCTPUPOBAHUS CETEBBIX CIyk0 Ha
cepBepax ¢ oneparuoHHoM cucreMoit Tuna Linux/Unix.

2. Mecro aucumniiaabl B crpykrype OI1 BO:

Jucuumniuaa AIMUHUCTPUPOBAHUE CETEBbIX MOJACUCTEM OTHOCUTCS K 0053aTeNbHON YacTH
onoka 1 «/lucuurnauuel (Moaynu)» yueOHOro riaHa.

B Ttabmuue Ne 1 mnpuBeseHbl NOPEALIECTBYIOINE M MOCIEAYIOMIME JIMCHUIUINHBI,
HamnpapJicHHbIE HA (OPMHUPOBAHME KOMIETCHIMIT JAMCIMIUIMHBI B COOTBETCTBHHM € MaTpULICH
xomnerenuuii OIT BO.

Tabmuna Ne 1
[IpexmecTByomue u nocjieaAyoniue JHCHHIIMHBL, HANIPaB/IeHHbIe HA opMHpOBaHUe
KOMIIeTeHI M
Hludp u
Ne [TpenwecrBytomue [Tocneayromue QTUCHUITIHHEI
n/n i pﬂicuﬂl‘[ﬂiﬂ:l ('rp};};m::‘szun:ilﬂnﬂ)
KOMIETEHIIUU
VHHBe]Tcaﬂbele KOMHCTGHL{I/‘II/I
O6uienpodeccuoHaIbHbIE KOMITETEHITUN
OIIK-2, OIIK-5, Apxurtekrypa AJMUHUCTPUPOBAHHUE
OIIK-10 BBIYHC/IUTENILHBIX CHCTEM, JIOKAJIBHBIX CUCTEM,
OnepalnoHHbIE CUCTEMBI, OCHOBBI MPOEKTUPOBAHUS
BreruucnurenbHeie CUCTEMBI, ceTeil U CUCTEM
CeTH U TEJIEKOMMYHUKAIUH, TEICKOMMYHHUKALUH
OcHoBbl agmunucTpupoBanus | Mudopmanmonnas
OMEPALMOHHBIX CUCTEM, Oe3oracHoCTb
CeTeBble TEXHOJIOTHH
IIpodeccuonanbuble KOMOETEHUHH (BUA NPOJeCCHOHATBHON 1€ATEIbHOCTH:
IPOU3BO/ICTBEHHO- TEXHOJIOIHYECKasH I TEIbHOCTb)
11K-5, ITK-6 OcCHOBBI AMMHUCTPHPOBAHUS | AJIMUHUCTPHPOBAHUE
ONEPALMOHHBIX CUCTEM, JIOKAQJIbHBIX CHCTEM
CeTeBble TEXHOJIOIHH
Hpo¢|ecCMOHaﬂbﬂo-cneuranmnpOBaHHme KOMIIETEHIIMH CIIeUaIA3alUU

OIIK-2 CnocobeH uCHoiab30BaTh COBpEeMEHHbIE HH(MOPMALMOHHBIE TEXHOJIOTHUU H
MPOrpaMMHBIE CPEJICTBA, B TOM YHCJIE OTEYECTBEHHOIO INPOU3BOJICTBA, MPU PEILICHUM 3ajia4
1po(heCCHOHAIBHOM JAEATEILHOCTH.

OIIK-5 Cnocoben MHCTAIIMPOBATH HPOrpaMMHOE M annaparHoe olecneueHue s
MH(OPMALMOHHBIX ¥ aBTOMATH3UPOBAHHBIX CUCTEM.

OIIK-10 CnocoGeH noHMMaTb HOPUHLUNBL pabOTbl COBPEMEHHBLIX HH(OPMALMOHHBIX
TEXHOJIOTMH M UCHOJB30BaTh UX I PelleHus 3a71a4 Npo(ecCHOHANBHON NeATEIbHOCTH/

ITK-5 AIMUHHCTPHUPOBAHUE MPHUKIAJAHOIO M CHUCTEMHOIO IPOrPaAaMMHOrO OOECHEUeHHS;
yIlpaBlieHHE MIPOrpaMMHO-AINNAPATHBIMU CPEACTBAMH HH(OPMALIHOHHBIX CIIYKO.



[IK-6 AAMHUHHCTPUPOBAHUE CETEBOM IMOACUCTEMbI HMH(POKOMMYHHKALMOHHOI CHUCTEMbI
OpraHH3aLuH.

3. TpeboBanus K pe3y/ibTATAM OCBOEHHS JIUCHUILIHHbI:
[lpouecc wu3yueHuss AMCLMIUIMHBI HanpaeBieH Ha (OPMHUPOBAHME  CIEAYIOLIMX
KOMIIETEHIWH; OITK-2: OIIK-5; OITK-10; ITK-5; TTK-6

(vrazeisaromest & coomeememeuu ¢ OC BO PVIIH)

OIIK-2 CnocobeH wucnoiap30BaTh COBpEMEHHbIE HWH(GOPMALMOHHBIE TEXHOJIOTHH H
NpOrpaMMHBIE CPEJICTBA, B TOM YHCIE OTEYECTBEHHOI0 NPOM3BOACTBA, IPH PEIICHUM 3ajad
npoecCHOHANLHON e TEIbHOCTH

e OIIK-2.1 3naer coBpemeHHble HMHOOPMALMOHHBIE TEXHOJOIHA M IPOrPAMMHBIE
CpeacTBa, B TOM 4YHCIE€ OTEYECTBEHHOIO MPOM3BOACTBA IPH PpEILIEHUH 3aaad
npodeccuoHaNbHON NesTEIbHOCTH

e OIIK-2.2 VYmeer BboiOupaTb coOBpeMeHHbIE HH(MOPMALMOHHBIE TEXHOJIOTHH U
OpOrpaMMHBIE CPEJICTBA, B TOM YHCIIE OTEYECTBEHHOIrO [POU3BOJCTBA IIPHU PEIICHUU
3aa4 npo(ecCUOHAILHON 1eATEIbHOCTH

e OIIK-2.3 Buageer HaBblKaMH TNPUMEHEHHUS COBPEMEHHBIX  HH(OPMAIMOHHBIX
TEXHOJIOTHI U IPOTPaMMHBIX CPEICTB, B TOM YHCJIE OTEYECTBEHHOI'O NPOM3BOICTBA, [IPU
perieHHuHu 3a1a4 npoheCCHOHANIBHON AESITEIbHOCTH

OIIK-5 CnocobeH HMHCTAIMPOBATH MNPOrPAMMHOE M anmapatHoe odecriedyeHue s
MH()OPMALIMOHHBIX U ABTOMAaTU3UPOBAHHBIX CUCTEM

e OIIK-5.1 3HaeT OCHOBbI CHCTEMHOTO aAMMHUCTPUpPOBaHus, agMuuuctpuposanus CYB/L,
COBPEMEHHBIE CTaHAAPTh! HH(POPMALIMOHHOTO B3aUMO/ICHCTBHS CHCTEM

e OIIK-5.2 VYmeer BbINOMHATL NAPAMETPHUYECKYI0 HACTPOHKY MH(POPMALMOHHBIX U
aBTOMATH3HUPOBAHHbBIX CHCTEM

e OIIK-5.3 Biageer HaBbIKAMU MHCTAIUISIMU MPOIPAMMHOIO M arlapaTHOro odecnedyeHns
UH()OPMALIMOHHBIX U ABTOMAaTH3UPOBAHHBIX CUCTEM

OINIK-10 CnocobeH noHMMaTb NPHHLUHIB PadOTbl COBPEMEHHBIX HH(OPMALHOHHBIX
TEXHOJOTMH U MCIOJIL30BATh UX Ul PELIEHUs 3a1a4 NpodecCHoHaNbHO aesTebHOCTH/

e OIIK-10.1 3naet 6a3oBble NPUHLUILI HU(POBBIX TEXHOJIOTUH U METOA0B, HEOOXOIUMBIX
B npodeccuoHaNbHON [AeATeNbHOCTH B 00/acTH NpUKIAAHOH HHOPMATHKM JJIs:
U3YYEHHMs] M MOJEIMPOBAaHUSA OOBEKTOB MNPO(PECCHOHANBHOM [AEATENbHOCTH, AaHAIN3a
JAHHBIX, NIPEJCTABICHU HHOPMALUU H TIP.

e OIIK-10.2 Ymeer npumeHsTb HEOOXOAMMbIE B NPOPECCHOHANLHOH AEATEIbHOCTH
LU(POBBIE TEXHOIOTHH M METO/bl B 001aCTH NPUKIAAHOH MHOOPMATHKYU JJIsA: U3y4EHUS
U MOJENUPOBaHUS OOBEKTOB NPO(ECCHOHATBLHON EATENbHOCTH, aHalu3a [AaHHBIX,
npescTaBaeHus HHYOPMALUH U TIp.

e QOIIK-10.3 Bnageetr HeoOX0aUMbIMU B TPOGECCUOHATIBHOMN AEATEILHOCTA TEXHOJIOTMSIMU
W MEeTOZaMM B 00JacTH NPUKIaTHOH MHPOPMATHKU JUIS: U3YUYEHUS U MOJEIUPOBAHUS
00bEKTOB NPO(ECCHOHANBHON  [AEATENbHOCTH, aHAIM3a JAaHHBIX, MPEACTaBICHHS
uH(popMaLHK U TIp.

[TK-5 AQMUHHCTPHPOBAHUE MPUKIAAHOIO M CHUCTEMHOIO NPOrpaMMHOro O0ecneueHus;
YIpaBJIeHUE MPOTPAMMHO-aNIAPATHBIMH CPEACTBAMU HH(OPMALIMOHHBIX CIIYKO

e [IK-5.1 3naer OCHOBBI apXHMTEKTypbl, YCTpPOHCTBA U  (PyHKUHOHHPOBAHUS
HMH(POPMALIMOHHO-BBIYUCIIUTEIbHBIX CHCTEM; METOJHUKY yCTaHOBKH u
aJIMUHUCTPHPOBAHUS IPOTPAMMHBIX CUCTEM

e JIK-5.2 ¥Meer peanu3oBbIBaTh TEXHHUECKOE CONPOBOKICHNUE HH(POPMALIMOHHBIX CUCTEM

e JIK-53 MHMmeer mnpakTU4YECKHH ONBIT OKCIUIyaTauuu U aJAMMHHUCTPUPOBAHUS
OPOrpaMMHBIX HH(OPMALHOHHBIX CUCTEM

[TK-6 AAMHHHCTPUPOBAHUE CETEBOH IMOACUCTEMBI MH(POKOMMYHHKAIMOHHON CHUCTEMBI
OpraHu3aLuu



[1K-6.1 3Haer OCHOBBI apXUTEKTYpbl, YCTPOHCTBa U (PYHKLMOHHUPOBAHUS CETEBbLIX
noAcucreM HH(POKOMMYHUKALIMOHHOW CHCTEMbl OpraHU3allii; METOJAMKY HACTPONUKH U
aJIMUHUCTPUPOBAHUS  CETEBBIX  MOJCUCTEM  HMH(POKOMMYHUKALMOHHOH  CHCTEMbI
opraHu3anuu

[IK-6.2 VYwmeer wnacTpauBaThb M  aJMUHUCTPUPOBATH  CETEBBIE  MOJCHCTEMBI
MH()OKOMMYHHMKAIIMOHHON CUCTEMbI OpraHu3alun

[1K-6.3 Mmeer npakTH4eCKWil ONBIT IKCIUTyaTalMH U aIMHHHCTPUPOBAHHUA CETEBbIX
nojcucTeM HHHOKOMMYHUKAIIMOHHON CUCTEMbI OPraHU3aALMH

B pe3ynbTaTe U3y4YCHHA NHCHUILUIHHBI CTYACHT JOIDKEH!

3uame:

KOHLENIMHU (PYHKIIMOHMPOBAHUS U AJIMUHUCTPUPOBAHUSI COBPEMEHHBIX CETEBLIX CIIYKO
ONEpalMOHHbIX CUCTEM

0a30BbIC MOHATUA MPEAMETHOM 00JIACTH AUCHUIUIMHBI, OOIIUE NMPUHILMIBI MOCTPOCHUS
reTepOreHHbIX CETEH;

NPUHLHIBI PA0OTHI, PYHKIIMH 1 OCOOEHHOCTH OCHOBHBIX MPUKJIAIHBIX IPOTOKOJIOB CTEKA
nporokosioB TCP/IP.

Ymemn:

OCYILECTBIIITh HACTPOHKY OCHOBHBIX CETEBbIX Ciayx0 Uil HCHONb30BaHHS B
npo(eCCUHOHATILHOMN JIESITEIILHOCTH.

Bnaoems:

HABBIKAMH YCTAaHOBKM M HACTPONKH ONEPALMOHHBIX CHUCTEM M CETEBbIX CIykO s
MCIIOJIb30BaHus B MPOQECCUOHATILHON JIESITEIbHOCTH.

4. O0beM JUCHMILIMHBLI M BU/IbI YU4eOHO#H padoThl
OO01as Tpy10€MKOCTh AUCHUIUIHHBI COCTABJISIET 3 3a4€THBIX €IMHUIL.

Buz yuebnoit pabots! Bcero CemecTpbl
4acoB Cemectp 5,
MoyJib 10
AyIHTOpHBIE 3aHATHS (BCEro) 54 54

B tom uucne: - -

Jlexyuu 18 18

Ilpakxmuuecrue 3anamus (113)

Cemunaput (C)

Jlabopamopuwie pabomol (JIP) 36 36

CamocrosiTesibHas padora (Bcero) 54 54

Ob1mas TpyA0eMKOCTh qac 108 108
3a4. efl. 3 3

5. Conep:kanue AHCHUILIHHBL
5.1. Coptepixanue pa3/ie/1oB AUCHHILIHHBI

Ne | HaumenoBanue pasuena Copnepskanue pasjena (Temsl)

/1 | JUCLMUIIIUHEI

L. Ceresbie Ci1yKObL. 1. O030p NPOTOKOJIOB MPUKIATHOTO YPOBHS Pa3IAYHBIX
[Ipuknagusie CTEKOB.
HpOTOKONE HETtprer. 2. Cnyx0a umen gomeHoB DNS. ITpotokon DHCP.

3. Ilpotoxon oOMmeHa runeprekcToBOH HH(poOpMmanueH
(HTTP). Cxema ¢GyHKIHOHUPOBAHUS U 00JaCTh
npumenenus. ®opmatr HTTP-coobuiennii.

4. DnextpoHHas ovTa. [TouToBBIE CEpBepHI.




[Tonb3oBarensckue  arentsl. [Iporokon  SMTP.
[Tpotoxonsl POP3 u IMAP.

2. bazoBbie HMHCTPYMEHTBI l. Dmynsuus yJaleHHOro TepMHUHANa M yJaJICHHBIN
obecneueHus nocryn k pecypcam ceru. IIporoxonst TELNET wu
0e3onacHOCTH. SSH.

2. CunxpoHM3alMsi BpPEMEHM M CeTeBble (hailloBbIC
CIyKObI.

3. CereBoe )xypHanupoBaHue u 0a30Bble MHCTPYMEHTBI
obecrieuenus 0€30MaCHOCTH.

5.2. Pazjeiipl AMCHUILINH U BUABLI 3AHATHH

Ne Haumenosanue pasaena Jlexu. | Ilpaxt. | JIab. | Cem. | CPC | Bce-ro
n/n JUCLUILITHHBI 3aH. | 3aH. 4ac.
L. CereBbie  cayxkObl.  [Ipuknagusie | 10 18 25 53
npotokosnsl MuTepHer.
2. bas3oBbie HHCTPYMEHTEI 8 14 25 47
obecneueHus 0€30MaCHOCTH.
Kourponb 3Hanuit -+ 4 8
Hroro: 18 36 54 108

6. JlabopaTopHblil NPAKTHKYM

Nen/m | Ne pasnena Haumenosanue nabopatopHeix padot Tpyno-
JIUCIHUILINHBL €MKOCTb
(uac.)
1. | IToaroroska nabopaTopHOro CTEHAA 2
2. 1 Hacrpoiika DNS-ceprepa 2
3. 1 Hactpoiika DHCP-cepsepa 2
4. 1 basosas nactpoiika HTTP-cepsepa Apache 2
3. 1 Pacimmpennas nacrpoiika HTTP-cepsepa Apache 2
6. 1 VYceraHoBKa U HACTPOIKA CUCTEMBI yIIpaBieHUs 0azaMu 2
nanHbix MariaDB

7. 2 PacuiupenHbie HACTPOIKK MEKCETEBOT0 IKpaHa 2
8. 1 Hactpoiika SMTP-cepsepa 2
9. 1 Hactpoiika POP3/IMAP cepsepa 2
10. 1 Pacuupennsie Hactpoiiku SMTP-cepsepa 2
11. 2 Hacrpoiika 6e3onacuoro ynanéunoro gocryna no SSH 2
12. 2 CHUHXpOHH3aLIMs BPEeMEHH 2
1.3: 2 Hactpoiika NFS 2
14. 2 HacTtpoiika ¢aiinosix ciayx0 Samba 2
15. 2 HacTtpoiika ceTeBoro xypHaJIupoBaHHs 2
16. 2 BazoBas zauura ot arak tumna «brute force» 2
1.7 1,2 KonTpons 3Hanui 4

Bceero yacos 36

7. llpakTHYecKHe 3aHATHS (CEMHHAPBI) — He NPeIyCMOTPEHbI

8. Marepua/ibHO-TeXHHYeCKOe o0ecnieyeHHe JUCHHILNIHHBL:

MyapTumenuiinas  ydeOHas ayQuTOpUst Ul TPOBEACHHUS JIEKIIMOHHBIX  3aHATHH.
Komnbrorepusie (aucruieiiHble) Kiaaccel ¢ JOCTynoM K ceTd MHTepHer M 21eKTpOHHO-
oOpa3oBaTesibHOH cpeae YHHBEpCUTETa ISl BBINOJHEHHMA OOYYalOIUMMCS MPAKTHYECKUX WU




nabopatopHelXx pabOT MO AMCUHIUIMHE, AJs MPOBEACHUS O0Yy4arONIMMHCS CaMOCTOSTENbHOM
paboTh! M KOMITBIOTEPHOIO TECTUPOBAHUS 00YHAIOMIUXCs (ITPH HEOOXOAUMOCTH).

9. Undopmanunonnoe odecrneyeHue JHCHUHILIHHBI

a) nporpaMmHoe obecneveHue:

OC Linux, VirtualBox, Vagrant, auctpubytus CentOS.

0) 6a3bl JaHHBIX, HHOOPMALIMOHHO-CIIPABOYHLIE U ITOUCKOBbIE CHCTEMBL:

Request for Comments (RFC) Pages — IETF (https://www.ietf.org/rfc.html).

GNU Bash Manual / Free Software Foundation. — O9tember/2016. — URL:
https://www.gnu.org/software/bash/manual/
GNU Make Manual / Free Software Foundation. — 05/2016. — URL:
http://www.gnu.org/software/make/manual/
Powers S. Vagrant Simplified. — 2015. — URL:

https://www.linuxjournal.com/content/vagrant-simplified .

Vagrant Documentation. — URL: https://www.vagrantup.com/docs/index.html

Kynep M. HckyceTBO nporpaMMHpPOBAHUS HA A3bIKE CLEHAPHEB KOMAHIHOH OOOJIOUKH.
— 2004. — URL: https://www.opennet.ru/docs/RUS/bash_scripting guide/

Barr D. Common DNS Operational and Configuration Errors : tech. rep. — 02/1996. —
DOI: 10.17487/rfc1912 .

Security-Enhanced Linux. Linux ¢ yayudmenHoi 0e3onacHOCThi0. PykoBOICTBO
nonp3osarend. Pepakuus 1.4 / M. McAllister, S. Radvan, D. Walsh, D. Grift, E. Paris, J.
Morris; fedoraproject.org. — URL: https://docs-old.fedoraproject.org/
ru-RU/Fedora/13/html/Security-Enhanced Linux/index.html

systemd / Arch Linux. — 2015. — URL: https://wiki.archlinux.org/index.php/Systemd

EmenbsnoB A. VYmnpaenenue iorrupoanuem B systemd. — 2015. — URL:
https://blog.selectel.ru/upravlenie-loggirovaniem-v-systemd/

Koctpomun B. A. Vrtumura Isof — wuncrpyment aamunuctparopa / BuprtyanbHas
sumknoneaus  «Linux  mo-pycckm».  —  URL:  http:/rus-linux.net/kos.php?
name=/papers/lsof/lsof.html .

[Torrepunr JI. Systemd mns agmunuctpatopos. Iluxn crareit. — 2010. — URL:
http://wiki.opennet.ru/Systemd .

Caiit IPOEKTa NetworkManager / GNOME.org. — URL:

https://wiki.gnome.org/Projects/NetworkManager

Caiit npoexkra nmcli / GNOME.org. — URL: https://developer.gnome.org/Network
Manager/stable/nmcli.html

Barr D. Common DNS Operational and Configuration Errors : tech. rep. — 02/1996. —
DOI: 10.17487/rfc1912.

Droms R. Dynamic Host Configuration Protocol : tech. rep. — 03/1997. — DOI:
10.17487/RFC2131

Dynamic Updates in the Domain Name System (DNS UPDATE) : tech. rep. / P. Vixie, S.
Thomson, Y. Rekhter, J. Bound. — 04/1997. — DOI: 10.17487/RFC2136 .

Apache HTTP Server Version 24 Documentation. — URL:
http://httpd.apache.org/docs/current/
httpd —  Apache  Hypertext  Transfer  Protocol  Server. —  URL:

https://httpd.apache.org/docs/2.4/programs/httpd.html

HoxymenTauus no MariaDB. — URL: https://mariadb.com/kb/ru/5306/ .

OcnoBsel assika SQL / CITFORUM. — URL: http://citforum.ru/programming/32less
/les44.shtml

NAT: Bonpocs! ¥ otBeThl / CaliT MoAAEpKKH MPOAYKTOB U TexHoaorui komnanuu Cisco.
— URL: https://www.cisco.com/cisco/web/support/RU/9/92/92029 nat-faq.html .



Hunamuueckuii Opanamaysp ¢ ucnonbsoBanuem FirewallD (firewall daemon / nemon
MEKCETEBOTO JKpaHa) f Fedora Project Wiki. - URL:
https://fedoraproject.org/wiki/FirewallD/ru .

Onom VY. Oduunmansuoe pykxosojactBo Cisco M0 MOJArOTOBKE K CepTUUKALHOHHBIM
sx3zamenam CCENT/CCNA ICND1 100-101. — M. : Busbsime, 2017. — 912 ¢. — (Cisco
Press Core Series). — ISBN 978-5-8459-1906-9.

Yacto 3amaBaemble Bompochl mo Ttexuonoruu NAT / Callt nogaepKKu NpoayKTOB H
texnonoruit kommauuu Cisco. — URL: https://www.cisco.com/c/ru_ru/support/docs/ip/
network-address-translation-nat/26704-nat-faq-00.html

Postfix Documentation. — URL: http://www.postfix.org/documentation. html

Dovecot Documentation. — URL: https://dovecot.org/documentation.html

Postfix SASL Howto. — URL: http://www.postfix.org/SASL README html

Bcé o Samba. — URL: http://smb-conf.ru/

Caiir Fail2ban. — URL: https://www.fail2ban.org

10. YyeOHOo-MeTOAHYECKOE o0ecIedyeHHe JHCIHILIHHDbI:
a) OCHOBHasI IUTEpaTypa

L.

2.

Sander van Vugt. Red Hat RHCSA/RHCE 7. Cert Guide: Red Hat Enterprise Linux 7
(EX200 and EX300). — Pearson IT Certification, 2016.

AJIMUHUCTPHPOBAHKE CETEBBIX MoacucTeM: gabopatopHble paboTel : yuebHoe nocobue /
A. B. Koponskosa, /1. C. Kynsbos. — Mocksa : PYJIH, 2019, 2021.

0) JonoNHUTENbHAS IUTEpATypa

1.

10.

[Ipuknaausie nportoxoasl Murepuer u www [Teker] : nekuuu / A. B. Koponbkosa,
J. C. Kynsibos. — M. : PYJIH, 2012. — 146 c. : un.

Ceru u cuctemsl nepegaud MHMGOPMALUH: TEICKOMMYHHMKALMOHHbBIE CETH : yu4eOHUK U
npaktukym st By30B / K. E. Camyiinos, U. A. lllanumos, H. H. Bacun, B. B. Bacuibes,
J. C. Kynatog, A. B. KoponskoBa. — M.: U3narenscteo HOpaiir, 2016. — 363 ¢. —
Cepus : bakanasp. Axkagemuueckuii kype. ISBN 978-5-9916-7198-9.

Kynabos [1.C., KoponbkoBa A.B. ApXuTekTypa ¥ IpUHIUIILI TOCTPOSHUS COBPEMEHHBIX

cereil W cucrem TtenekommyHukanuid. — M. 2008. http://lib.rudn.ru/polnotekstovye-
knigi/61-Kulyabov.pdf
Tanenbaym 3., Vaszeposnn M. Kommnbiorepubie cetu. 5-¢ usganue. — Cnb.: M3a-Bo

«lTutep», 2016. — Cepus : Kitaccuka Computer Science.

CemenoB 0. A. AnropuTmsl T€JIEKOMMYHHKAlIMOHHBIX ceTed. B 3-x yactax. Yacte 1.
ANropuT™Bl ¥ POTOKOJIBI KAHATOB U CETEH nepejauu JaHHbIX. MHTepHeT-yHUBEepCUTET
napopmanonusix texunonoruit — UHTYUT.py, BUHOM. JlaGopartopus 3unanwmii, 2007
r. (2016 r.), 640 ctp. — http://www.intuit.ru/department/network/algoprotnet/

CemenoB 0. A. AnropurMsl TeIeKOMMYHHKAlMOHHBIX ceTed. B 3-x uactax. Yacrs 2.
[Tporokoner u anroputmel mapmpytusauud B INTERNET. Murepner-ynusepcurer
unpopmarnnonnsix texuonoruii — UHTYUWUT.py, BUHOM. Jlabopatopus 3naunuii, 2007
r., 832 ctp. - http://www.intuit.ru/department/network/pami/

Cemenor 0. A. Anropurmsl TeneKOMMYHUKAMOHHBIX ceTeil. B 3-x uwactax. Yacts 3.
[Tpouenypst, aunarHoctuka, OezonacHocTb. MuTepHeT-yHUBEpcuTeT HHGOPMALHOHHBIX
texnonoruit — UHTYUT.py, BUHOM. Jlabopatopus suauuii, 2007 r., 512 crp. —
http://www.intuit.ru/department/network/pdsi/

Omudep B.I., Omudep H.A. Komnsiorepubie ceru. [lpuHiunes, TEXHOIOIHH,
npotokoibl. Yueduuk. — CII6: [Tutep, 2016. — Cepus :YuebHUK 17151 By30B.

Hemer D. u ap. Unix u Linux. PykoBoacTBO CHCTEMHOrO aJMMHHCTpaTopa. : Bunbsamc,
2014. 4-e u3n. 1312 c.

Tanenbaym 2., boc X. CoBpemennsie onepatonnsie cucremsl. CII6.: Iutep, 2015. 4-—¢
usxg. 1120 c.



11. MeToanyeckne YKa3aHus /LI 00Y4aI0UIUXCS 110 OCBOEHHIO JUCHHILIMHBL (MOAY151)

Y4eOHbIM [JIAHOM Ha M3Y4YEHUE NUCLUILUIMHBI OTBOJAUTCA OJMH cemecTp (Moayis). B
JUCLUIUIMHE MPEAYCMOTPEHBI JIEKIHH, JIa00PATOPHBIM NPAKTUKYM, KOHTPOIIbHBIE MEPOTIPUATHU.
B koH1e cemecTpa NpoBOAUTCS HTOIOBbIN KOHTPOJIb 3HAHUIL.

11.1 Meroauyeckue YKa3aHUsi [0 CAMOCTOSTEJLHOMY OCBOEHHI0 TeOpeTH4YecKoro
MaTepHajia no JUCUHIUIHHE

JlekuuoHHBIH Marepuan AUCHMIUIMHBI OXBAaThIBAET TEMbl, YKa3zaHHblie B paszaene 5.1
nporpammbl aucuuiiasl. B TYUC (http://esystem.pfur.ru) mo temam Jexuuil pasMelleHbl
npeseHTanuu. PekoMeHayeTcss Mo yKa3aHHbIM TEMaM B JOTOJIHEHHE K MPE3CHTALMIM H3Y4YUTh
AUTEpaTypy, yKazaHHyo B 11. 10 nporpaMmsl AUCIMITIMHEL,

11.2 MeToanyeckue yKa3aHusl 0 BbINOJHEHHIO J1a00paToOpHbIX padoT

3ananus 1o sabopaTtopHbBIM paboTaM BBINOIHAIOTCS MHAMBHIYAILHO KaXIBIM CTY/IEHTOM
B JIMCIUIEHHBIX KJaccaX B COOTBETCTBMM C KaJCHJApHBIM IUIAHOM M METOIMYECKUMH
yKa3aHUAMHU 10 BBINOJIHEHUIO 1a00paTOPHBIX PadOT MO AUCIUILIHHE.

[To pesynbraTam BBINOJIHEHHS KaxA0H JadopaTopHOH pabdOThl CTYAEHTOM TOTOBHTCS
oryer. OTUYETHI B 3JIEKTPOHHOM BH/IE CIAIOTCS CTY/ICHTOM Ha IMPOBEPKY YEpPe3 COOTBETCTBYIOIINE
paszaensl TYUC (http://esystem.pfur.ru).

11.3. MeroauyecKue YKa3aHUs 110 NOAT0TOBKE K KOHTPOILHBIM MepOIPUSTHAM
KoHTponbpHble MeponpusaTus MO AUCLMIUIMHE NPOBOAATCA B (hOpME TECTUPOBAHUS B
TYUC (http://esystem.pfur.ru). UTorosstit KOHTpO/bL B hopMe TeCTa NPOBOAUTCSA 110 TEMAM BCEX
pa3jenoB JQMCUMIUIMHBL. Bompockl U1 HOATOTOBKH K IIPOMEKYTOYHOMY M  HTOrOBOMY
TECTUPOBAHMIO pasMellieHbl B cooTBeTcTBYI01EM pasaene TYUC (http://esystem.pfur.ru).

12. ®onj OLEHOYHBIX CPEICTB /LISt HPOBEIEHUS TPOMEKYTOUHOMH ATTeCTALMH
00y4aMIMXCS 0 AHCHHILTHHE (MO/1Y./110)

DOC o AUCHUIIINHE HPEICTABIICH B IPHIOKEHUH K JaHHOH Mporpamme.
[Tporpamma cocrapnena B cootBetctBuu ¢ tpedopanusmu OC BO PV /IH.

Paspaboruuxu: r'{\;\\ —_— //

npodeccop kadeapsl npukIagHoONn HHGOpPMATUKH ~K X

¥ TEOPUH BEPOATHOCTEH {\(\’\_F e ,/’t\{ J1.C. Kyns6os
. i lk,_// J

JoueHT kadedpsl NPUKIaAHON HHPOPMATUKH

U TEOPUH BEPOSITHOCTEH i /,// A.B. KoponbkoBa
<L

3aseayromuii kageapoi ;‘ -
NpUKIaAHON HHpOpPMATUKH /
1 TEOPUH BEPOSTHOCTEH, MPod. Y

K.E. Camyiinos

PykoBojuTe/1b NpPOrpaMMbl
3asenyrouuii kadeapoii
UH(POPMALMOHHBIX TEXHOIOTHH, TPod.

FO.H. Opios
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Kagpeopa npukinaonoi unghopmamuku u meopuu eeposmuocmeii

®OH/1l OHEHOYHbLIX CPEJICTB

MO YYEBHOU JUCHUITJIMHE

AJIMUHUCTPUPOBAHHUE CETEBBIX IMOJICUCTEM

(JI&IIMCIIOBEIIHC JUCUHILTHHEL)

09.03.03 IIpuknaauas nadopMaTuka

(KO W HAHMEHOBAHHE HanmpapncHHus MOATOTOBKH)

(uamrcuaua}mc !'IpClChllJ'!)! NOATOTOBKH)

OakaaBp

Kpamudukanus (cTenes) BuITYCKHHKA




HﬂCl’lOpT q]ﬂll,[la OLHECHOYHBIX CPEACTB O JUHCHHUILIHHE AJIMUHUCTPUPOBAHUE CETEBBIX MOJICUCTEM

Hanpasnenue: 09.03.03

[Mpuknaanas nudopmaruka

Kopn Konrpoanpye- Konrpoanpyemas DOChi bamael | bajuibl
KOHTP. MBI TeMa JHCUHILIHHBbI (popMbI KOHTpOJISI ypoBHA ocBoeHHn OOII) TeMbl | pa3jeja
KOMIle- | pa3jes QucIu-
TeHIHH IIMHEI Ayauropuas padora DK3amen
Bamn ce BoinoJanenne Hokaan HTor. KOHTPOJIL
HACTH JIP (Tect)
OIIK-2; |CereBbie O630p npomoKoa08 NPUKIAOHO20 YPOGHS PASTUHBIX CIHEKOE 10 10 50 50
OIIK-5; | cryscOept. Ja6. pa6. [Moaroroska naboparopHOro creH1a 5
OI1K-10; |Tpuknan-
[1K-5: HBIE Cnyacoa umen domernos DNS. IIpomoxon DHCP:
I1K-6 IIPOTOKOJIBL | JTaG. pad. Hactpoiika DNS-cepsepa 5
WUurtepuer -
J1a6. pa6. Hactpoiika DHCP-cepsepa 5
ITlpomoxon obmena cunepmexcmosout unghopmayueit (HTTP).
Cxema ¢ynxyuonuposanus u obaacme npumenenus. Lopmam
HTTP-coobwenuii:
Jla6. pa6. bazoeas Hactpoiika HTTP-cepsepa Apache 5
J1a6. pab. Pacuiupennas nacrpoiika HTTP-cepsepa Apache 5
J1a6. pab. YcTaHOBKa U HACTPOHKA CHCTEMbI YIIPABICHHS 5
Oazamu nanueix MariaDB
Onexmponnas nouma. Iloumoswie cepsepwl. Ilonvzosamenvckue
azenmut. [Ipomowon SMTP. IIpomoxonst POP3 u IMAP:
Jla6. pa6. PaciiupeHHbie HACTPOHKH MEKCETEBOI0 IKPaHa 5
Jla6. pa6. Hacrpoiika SMTP-cepsepa 5
J1a6. pa6. Hactpoiika POP3/IMAP ceprepa 5
Jla6. pab. Pacumpennsie Hactpoiiku SMTP-cepBepa 5




OIIK-1, |BasoBkie Duyrsyus yoarenHozo mepmMuHaia u yoaieHubil 00Cmyn K 50 50

OIIK-2, UHCTPYMEH-
OIK-4, |15 oBecme-|J1a6. pab. Hactpoiika GezonacHoro ypanésasoro jpocryna no SSH 5
[IK-10, |uenns 6es-
[IK-13  |onacuocTu

pecypcam cemu. Ipomoxoawt TELNET u SSH:

Cunxponuzayus epemenil u cemesvie (haiinosvie cayicowl:

J1a6. pa6. CUHXPOHU3ALIUS BPEMEHU 5
J1a6. pa6. Hacrpoiika NFS 5
J1a6. pa6. Hactpoiika daitnossix ciyx6 Samba 5
Bazosvie uncmpymenmol o6ecnevenus 6e30naciocmu:
Jla6. pa6. Hactpoiika ceTeBOro s ypHaiupoBaHus 5
J1a6. pa6. bazosas 3auura ot atak Thna «brute force» 5
HUtoro: 80 10 10 100 100

[Iporiecc H3yyeHns QUCUUILIMHEL HAllpaBieH Ha GOPMHUPOBAHKE CIEAVIOUINX KOMIIETEHIIUN OIIK-2: OIIK-5: OIIK-10; ITK-5: TTK-6

(vrazmeaomes 6 coomeememeuu ¢ OC BO PVIH)

OIIK-2 CnocobeH ucnonb3oBaTh COBpeMEHHbIE HMH(OpPMALMOHHBIE TEXHOJIOTHM M IPOrpaMMHBIE CPEJICTBA, B TOM UUCJIE OTEUECTBEHHOTO

MPOU3BOJICTBA, IPU PELICHUH 3a7a4 NPO(ECCHOHATIBLHON NeATEIILHOCTH

OIIK-2.1 3naer coBpemeHHbIe HHOOPMALMOHHBIE TEXHOJIOIHH U MPOTPAMMHBIE CPEACTBA, B TOM HUCIE OTEYECTBEHHOrO MPOU3BO/ICTBA IPU
peLieHun 3a1a4 npodhecCuOHAILHON AEATENbHOCTH
OIIK-2.2 VYmeer BbiOMpaTh COBpeMEHHble MH(GOPMALMOHHBIC TEXHOIOTMM W HPOrPaMMHBIE CPEACTBA, B TOM HYHCIE OTEYECTBEHHOIO
NPOU3BOJCTBA MPU PELICHUH 3a/1a4 NPOPECCHOHAIBHOMN 1eSITeIbHOCTH
OIIK-2.3 Bnageer HaBbIKAMH NPHMEHEHHS COBPEMEHHBIX HH(QOPMALMOHHBIX TEXHONOIHMI W NPOTPaMMHBIX CpPEICTB, B TOM 4YHCIE
OTEYECTBEHHOI 0 MPOU3BOJICTBA, IIPU PEIICHUH 3a/1a4 MPO(ECCHOHATBHON AeATeIbHOCTH

OI1IK-5 Cnocoben MHCTa/UIMPOBAThL MPOrPAMMHOE U alnapaTHoe o0ecredeHue 11t MHOOPMAIIMOHHBIX U aBTOMATU3UPOBAHHbBIX CHCTEM
OIIK-5.1 3Haer OCHOBBI CHUCTEMHOrO agMUHHUCTpupoBaHus, aaMmuuHuctpuposanuss CYBJl, cospemeHHble cTaHgaptsl MH()OPMALMOHHOTO
B3aUMOJICHCTBUS CUCTEM
OI1K-5.2 YMeer BbITOIHATE MapaMETPHUYECKYI0 HACTPOHKY MHGOPMALIMOHHBIX U aBTOMATH3HPOBAHHBIX CHCTEM
OI1K-5.3 Brazgeer HaBbIKaMHM MHCTAIALUN IPOrPAaMMHOIO U anmnapaTtHoro odecrneueHus HHGOPMALMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM



OIIK-10 Crnocoben nmoHMMaTh NPUHLUNBLL PabOThl COBPEMEHHBIX MH(OPMALMOHHBIX TEXHOJIOTHIl M MCMOIb30BaTh UX A pEUICHHs 3ajay

npogecCHOHAIBLHON 1eATEIbHOCTH

OIIK-10.1 3naer 6a3oBble NpUHLUNBI UQPOBLIX TEXHOJIOIHH M METOJO0B, HEOOXOAUMBIX B NPO(ecCHOHANBHON AEATENIBHOCTH B 00JacTH
NPUKIIAJIHOW MH(OPMATHKH JIUIS: U3YyUEHUS M MOJEIUPOBaHUS 00BEKTOB NPOdecCHOHANBHON EATEILHOCTH, aHaIu3a JaHHBIX, IIPE/ICTABICHUS
uHbopMaLuu U 1p.
OIIK-10.2 Ymeer npumMeHaTs HEOOXOAUMbIE B PO(ecCHOHAIEHON AEeSTeNIbHOCTH HU(PPOBBIE TEXHOJIOTUH U METO/1bl B 00JIaCTH NPUKJIAAHON
MH()OPMATUKY JIS: U3YUEHUS U MOJIEIUPOBaHUs 00BEKTOB NMPO(ECCHOHATBLHON AeATEIbHOCTH, aHaJIu3a JaHHBIX, IPECTaBlIeHus nHPopMaLnuu
u Ip.
OIIK-10.3 Biageer HeoOxoqumMbIMH B IPO(ECCUOHATIBLHON JEITEIbHOCTH TEXHOJIOTHAMH U METOAAMH B 001acTH NpHKIagHON HH(OPMATHKH
JUISE: U3YHUEHUSI U MOJICIIMPOBAHUS 00BEKTOB ITPO(ECCUOHAIILHON EATEIbHOCTH, AHAIN3A JIAHHBIX, [IPEJICTaBIeHHs UH(OPMALMU U TIp.

[MIK-5 AnMUHHCTPUPOBAHUE MPUKIAAHOTO U CUCTEMHOIO IIPOrpaMMHOr0 0o0ecrnedyeHus; ynpasieHHe NPOrpaMMHO-ANNapaTHBIMU CPeACTBAMHU

MH(POPMALMOHHBIX CITYKO

ITK-5.1 3HaeT OCHOBBI apXUTEKTYpPhl, YCTPOHCTBA M (DYHKIIMOHUPOBAHUS UH(OPMALIMOHHO-BBIUUCIUTEILHBIX CUCTEM; METOIUKY YCTAaHOBKHU U
aJIMUHHUCTPUPOBAHUS MIPOTPAMMHBIX CUCTEM
[1K-5.2 Ymeer peanu30oBbIBaTh TEXHHUECKOE COMPOBOKIEHHE HHPOPMALIMOHHBIX CHCTEM
[1K-5.3 MmeeT npakTH4eCKUi OMbIT YKCILTyaTalHH U aIMUHUCTPUPOBAHUS POTrPAMMHBIX HH()OPMALIHOHHBIX CUCTEM

[TK-6 AIMUHUCTPHPOBAHUE CETEBOM MOACHCTEMBI HHPOKOMMYHUKAIIMOHHOM CHCTEMBI OpraHu3aluu
[1IK-6.1 3Haer OCHOBbI apPXMTEKTYPbl, YCTpOHCTBA M (YHKIMOHMPOBAHUSA CETEBBIX MMOACUCTEM HH()OKOMMYHMKALIMOHHOH CHCTEMbL
OpraHu3alHK; METOJUKY HACTPOHMKU U aIMHHUCTPUPOBAHUS CETEBBIX MOACHCTEM HHPOKOMMYHUKALIMOHHOH CHCTEMbI OPraHU3alHH
[TK-6.2 YMeer HacTpauBath U aJIMUHUCTPUPOBATH CETEBLIE MOACUCTEMbl HHPOKOMMYHHUKAILIHOHHOM CUCTEMBl OpraHu3aluu
ITIK-6.3 Mmeer mnpakTHUECKUH ONBIT JKCIUIyaTallUM W aJAMMHHUCTPUPOBAHMSI CETEBLIX MMOACHCTEM HH(POKOMMYHHKALMOHHON CHCTEMBI
OpraHu3arHu



bajibHO-peiTHHIOBasl CHCTEMA OLIEHKU YPOBHS 3HAHUM

CBo/iHasi OeHOYHAA TA0AMIA JHCHHILIHHBI

Pazjuen

Tema

DopMbl KOHTPOJISI YPOBHS

ocsoenus QOOII

Boinosnenne | Jokaan

JP

Hror.
KOHTPO.1
b (TECT)

baninl
TeMbl

baniabl
pa3zjaea

CereBnie
CIyXKOBbL.
[Tpuxnagubie
MPOTOKOJIBI
WnTepuer

0Ob30p npomoxoios
HPUKTAOHO20 VPOGHS
PAa3IUUHBIX CMEKOE

Jla6. pab. [Moaroroska
nabopaTopHOTO CTeH A

Cnyorcba umen 0omenos
DNS. Ipomokxonr DHCP:

Jlad. pa6. Hacrpoiika DNS-
cepBepa

J1a6. pa6. Hacrpoiika
DHCP-cepsepa

IIpomoxon obmena
2UNEPMEKCMOBOI
unghopmayuett (HTTP).
Cxema ¢ynxyuonuposanus
u 0bracmy NPUMEHEHUS.
Dopmam HTTP-
cooOueHUl:

Jla6. pa6. Bazosas
Hactpoiika HTTP-cepsepa
Apache

J1ab. pab. Paciuupennas
Hactpoiika HTTP-cepsepa
Apache

Jl1ad. pab. YcraHoBka u
HACTPOIKa CUCTEMBI
ylnpaBiaeHus

6azamu nanneix MariaDB

Dnexmpounas nouma.
lloumosvie cepeepbl.
lonvsoeamenvckue
azenmut. [Ipomorxon SMTP.
IIpomoxonsr POP3 u
IMAP:

J1ab. pa6. PacuiupeHtsie
HACTPOMKH MEKCETEBOIO
IKpaHa

Jla6. pa6. Hacrpoiika
SMTP-cepBepa

10

10

50

50




J1a6. pa6. Hacrpoiika 5

POP3/IMAP cepsepa
Jlab. pab. PacuiupeHtsie 5
Hactpoiiku SMTP-ceprepa
Ba3oBLIe Omyasiyus yoanennozo 50 50
MHCTpyMenTBI | MePMUNa1a u yoanenmwiil
. Q0CMYR K pecypcam cemu.
obecrnieuenus

e Ipomoxoawt TELNET u
0E30MaCHOCTH SSH:

Jlab. pa6. Hacrpoiika 5
OezonacHoro y1anéHHoro
jpoctyna no SSH

Cunxponuzayus epemeHu u
cemesbie pailiosvie

cyicobl:
Jla6. pab. CunxpoHu3alus 5
BpPEMEHHU
J1a6. pa6. Hacrpoiika NFS 5
Jlab. pa6. Hacrpoiika 5

haitioBsix cinyxd Samba

bazoevie un CIMPYMEeHNbl

obecnevenus
bezonacnocmu:
Jla6. pa6. Hacrpoiika 5
CEeTeBOI0 JKYPHAIUPOBAHUS
Jlab. pa6. Bazosas 3amura 5
ot arak Tuna «brute force»
HUroro: 80 10 10 100 100

Tabuua coorBercTBU 0AJLJI0B H OLIEHOK

Bamne: BPC Tpaguuuonusie oueHku PO Ouenxku ECTS

95 - 100 5 A

86 - 94

69 - 85 + C

61 - 68 D

51 -60 E
31-50 2 FX
0-30 F
51-100 3auer Passed

IMpasniaa npumenenus BPC

e Paszgen (tema) yueOHOU AMCHMIUIMHBI CUMTAKOTCS OCBOCHHBIMM, €CIU CTYJCHT
HaOpain 6onee 50 % oT BO3MOXKHOTO 4Hcia 0asIoB [0 3TOMY paszeny (Teme).



CryneHT He MOXKeT ObITh AaTTECTOBAH IO JUCLMILIMHE, €CIM OH HE OCBOMI BCE
TEMbl U pa3[enbl JUCHUIUIMHBI, yKa3aHHBIC B CBOJHOW OICHOYHOH Tabiuie
JUCLUILINHBIL.

[To pemienuro npenogaBaTes U ¢ COTaacus CTYJCHTOB, HE OCBOMBIIMX OT/ICIbHBIC
paszensl (TeMbl) U3y4aeMOW JUCIUILINHBL, B TCHEHHUE YU4eOHOro ceMmectpa MOryT
OBITH TOBTOPHO TIPOBEJIEHBI MEPOIPHUATHS TEKYIIEro KOHTPOJIS YCIEBAEMOCTH
WX BBIJAHBI JOMOJHUTEIbHBIC Y4eOHbIC 3aaHUs MO YTUM TEMaM WIN Pa3JIeraM.
[Ipu »oTomM cTyaeHTaMm 3a [AaHHY0 paboOTy 3acUMTBHIBACTCS MUHHUMAJIbHO
BO3MOIKHBIN MOJIOKUTEIbHBIN 0am (51 % or MmakcumansHOTO Oana).

[Ipn BHINONHEHMM CTYJCHTOM JOMONHUTENBHBIX Y4EOHBIX 3aJaHUN WM
MOBTOPHOTO MPOXOKIACHHS MEPOIPHATHI TEKYIIEro KOHTPOIs MOJIYyYEHHBIC MM
Oarnibl 3aCYMTHIBAIOTCS 32 KOHKPETHBIC TeMbl. VIToroBasi cymma 0ajijioB HE MOXKET
MPEBBILIATE MAKCUMAJIBHOTO KOJU4YecTBa 0asioB.

'paduk mnpoBeneHuss MEpONPUSATHH TEKYIIETO0 KOHTPOIS  YCIEBaeMOCTH
(opMupyeTcsi B COOTBETCTBUM C KaJCHOAPHBIM IUIaHOM Kypca. CTyAeHTI
00s13aHbI C1TaBaTh BCE 33JJaHKs B CPOKH, YCTAHOBJICHHBIC IPEIO/aBATEIICM.

Bpewms, kKoTopoe OTBOAMTCS CTYACHTY HA BBINOJIHEHHUE MEPONPUATUI TEKYILEro
KOHTpPOJISl yCIEBAGMOCTH, YCTAaHaBIUBACTCA npenopasateneM. [lo 3aBepuieHue
OTBE/ICHHOTO BPEMEHU CTYACHT [OIDKEH caaTh paboTy MpenojaaBarento, BHE
3aBHCUMOCTHU OT TOT'0, 3aBEPILICHA OHA UITU HET.

Hcnosb3oBaHne HCTOYHUKOB (B TOM YMCIIE KOHCIICKTOB JIEKIUN U J1a0OPaTOPHBIX
paboT) BO BpeMs BHINOJHEHHUS] KOHTPOJIBHBIX MEPONPUATHNH BO3MOKHO TOJIBKO C
paspelleHus npenojaBaTess.

Otcpouka B MNPOXOXKACHUM MEPOINPUATUI TEKYILLEro KOHTPOJISI YCIEBAEMOCTH
CUMTAETCS yBAXKMUTEJIbHOHM TOJBKO B cilydae OOJE€3HM CTyJEHTa, 4YTO
MOATBEPKAACTCS HAIMYMUEM y HEr0 MEAMLMHCKOW CHpaBKH, IPEI0CTaBISIEMON
MpenojaBaTeIo He MOo3/1Hee ABYX HeJIelb M0C/E BhI3J0POBICHUA. B 3TOM ciydae
BBINIOJTHEHUE KOHTPOJIbHBIX MEepONpUsATHIL OCYILIECTBIIACTCA nocine
BBI3JJOPOBJICHUS CTYICHTA B CPOK, HA3HAYEHHBIH npenojasareneM. B nporusHoM
ciydae, OTCYTCTBHE CTYJEHTa Ha KOHTPOJBHOM MEpPONPUATHU IPU3HACTCH HE
YBaKUTEJIbHBIM.

CTyneHT I0MycKaeTcsi K UTOTOBOMY KOHTPOIIIO 3HAHUH C JIIOOBIM KOJIMYECTBOM
OannoB, HAOpaHHBIX B CEMECTpeE.

Eciu B urore 3a cemectp cTyaeHT momyuua meHee 51 Gamma, TO CTyaeHTy
pa3pemiaercs a0060p HeoOxomumoro (1o 51) konuuecTBa OalIoB  mMyTeMm
MOBTOPHOTO  OJIHOPA30BOTO  BBIMOJHEHUS [PEAYCMOTPEHHBIX KOHTPOJIbHBIX
MEpPONPUATUH, IMPU 3STOM MO YCMOTPEHHUK NPENOJAABaTe/Is AaHHYJIUPYHOTCS
COOTBETCTBYIOLIUE MpeAbIAyllUe pe3yapTaTel. JIMKBUAALMS 3a107KEHHOCTEH
MPOBOJIUTCSI B COOTBETCTBUU C JIOKAIBHBIMU HOPMATUBHBIMU AKTaMU B MEPUO]L
BPEMEHH 10 COTTIACOBAHUIO C JIEKAHATOM.



IIpuMepHBINA NepeYeHb OLEHOYHbIX CPEACTB

Haumenonanu ) ) _ ) IlpeacraBienue
n/ Kparkas xapakTepucTuka oueHo4HOro
o | € OUEHOUYHOro cpencrra OLEHOYHOI0
cpeacrsa cpeacrsa B ponae
Ayoumopnasn paboma
1 | Jlaboparopuas | Cucrema MPAKTUYECKUX saganui, | ®onng
pabota HAIPaBICHHBIX Ha (bopMupoBaHHe | MPAKTHUECKUX
MPAKTUYECKUX HABBIKOB Y 00y4arOnuxcs 3aaHui
2 | Ilpesenranus Cpencro KOHTPOJISA criocobHocten | Temsl 1OKIIa10B
JIOKIa/1a o0yuaromuxcs NpeacTaBuTh Mepes ayJuTopHei
pE3YJBLTATHI MPOACTIAHHON PaboThI
3 | Tecr* Cucrema CTAHIAPTU3UPOBAHHBIX saganuil | basa TecToBBIX
(BOMpOCOB), MO3BOJIAIOIIAS ABTOMATU3HPOBATh | 3aJaHMH
OpoLeaypy M3MEPEeHUs YPOBHS 3HAHUH W
YMEHHIT 00yHaromnerocs.
4 | Dx3ameH * Ounenka pabotel cTyaeHTa B TedeHue cemectpa | [Ipumepst
(roga, Bcero cpoka oOy4yeHUs W p.) U OPU3BAH | 3a/IaHHI1/BOIPOCOB,
BBISIBUTD YPOBEHB, IPOYHOCTD U | npumep
CUCTEMATUYHOCTh MOJIYYEHHBIX UM | 9K3aMEHALIMOHHOTO
TEOPETHUECKMX W  IPAKTUUECKUX 3HaHui, | Ouiera
OpuoOpeTeHusT  HaBBIKOB  CaMOCTOSITENILHOM
paboOThl, pa3BUTHUS TBOPYECKOTO MBILLUICHHUS,
YMEHHE CHUHTE3UPOBATH MOJIyYECHHBIC 3HAHHUS U
NPUMEHSITh UX B PEIICHUH NMPAKTHYECKUX 3ajay.
Camocmoamenwvnas paboma
1 | [ToaroroBka ®opma mpoBepkH KauecTBa BbinojHeHus | Doup
OTYETOB 110 CTyJEeHTaMHM  J1a0OpaTOpHLIX  padoT B | MPAKTHYECKUX
pesyabTaTam COOTBETCTBHH C YTBEPKACHHON IPOrPaMMOIL. 3ajaHuil B pamkax
BBINOJIHEHUSA 1abopaTopHOTo
1abopaTopHbIX MpaKkTHKyMa o
pabor JITUCLIUILIHHE
2 | Jloxnan [TponyxT camoctoaTenbHOH paboThl cTyjaeHTa, | TeMbl T1OKIa10B,
MpeICTABIAIOUTUIN co0oi nyoIM4HOE
BBICTYIUJICHUE 110 TMPEACTABICHUIO TOJIYYEHHBIX
PE3yJIbTATOB pEIIEHHs OINpEeAeIeHHON yueOHo-
NPaKTHYECKOH, yueOHO-HCCIEe10BATEIBCKON UITH
HaY4YHOI TEMbI

YueOHBIM IJIaHOM Ha U3yUYeHHUE TUCIHILTHHBI OTBOAUTCS OJUH CEeMeCTp (MOJIYJIb).
B nuciuruivHe npeaycMOTpPEHbI JICKLMH, JIa0OPaTOpPHBI MPAKTHUKYM, KOHTPOIIbHbIC
MEpOIPUSITUSL TI0 MPOBEpPKE OTYETOB IO JlabopaTopHeiM paboram. B koHue cemectpa
(MO1yJIs1) IPOBOUTCS] UTOTOBBIM KOHTPOJIb 3HAHUN.

OueHuBaHuE pe3yabTaTOB OCBOCHUS AUCLUIUIMHBI IPOU3BOJAUTCS B COOTBETCTBUU
¢ OannbHO-peUTHUHTOBOM cucteMoil. [To aucHUIIMHE NPeyCcMOTPEH IK3aMEH.

(*) HWrtoroBelif KOHTPOJb 3HAHWHM 1O AMCHUIUIMHE MPOBOAMTCA B (hopme
TECTUPOBAHUS, HO TMPH HEOOXOAMMOCTH 3K3aMEH MOXKET MPOBOAUTCA B (opme
NUCHMEHHOI'0 OTBETAa HA BOMPOCH! 3 OMIETOB.



Kpurepuu oieHKH 10 JUCHUILIMHE

95-100 6annos:

86- 94

IIOJIHOE U CBOCBPEMEHHOE BBIMOJHEHUE HAa BBICOKOM YPOBHE J1a00OpaTOPHBIX padoT
¢ 0)OpMIICHHEM OTHETOB, YCIEIIHOE MPOXOKICHHE KOHTPOJIBHBIX MEpPOIIPHUSITHIH,
NpeLyCMOTPEHHBIX IIPOrpaMMON Kypca;

CHUCTEMaTU3UPOBAHHOE, IIYyOOKOE M IMOJHOE OCBOCHHUE HABBIKOB M KOMIETCHIIUN
10 BCEM pa3eiaM IporpaMmbl JUCLIUILIMHBL,

HCINOJIB30BAHUE HAYYHOH TEPMUHOJIOTUHU, CTUIMCTUYCCKH IPAaMOTHOE, JIOTHYECKU
NPAaBUJIBHOC M3J0KEHHE OTBETOB HAa BONIPOCHI, YMECHHE J€JaTh OOOCHOBAHHBIC
BBIBO/IBL;

Oe3ynpeyHoe BIaJEHHE TPOrpPaMMHBIM obecredeHuem, ymenue 3(dexTuBHO
HCIIOJIb30BAaTh €r0 B IIOCTAHOBKE M PEIICHWH HAYYHBIX U MPO(EeCcCHOHATBHBIX
3a/1a4;

BbIPa)KE€HHAs! CIIOCOOHOCTh CAMOCTOSATENBHO M TBOPYECKU PEelIaTh NMOCTABICHHbIC
3a/1a4u;

IIOJIHASI CAMOCTOSITEIBHOCTh M TBOPUYCCKUHM NOAXO IPU U310KEHUM MaTepuala 1o
NpOrpamMme JUCLUILINHBI,

NOTHOE U TIIyDOKOE YCBOGHME OCHOBHOM M JIOMOJTHHUTENBHOI JIMTEPATYpHI,
PEKOMEH/IOBAHHOH IPOrPAMMOH JMCLMILIMHBI U IIPEIO1aBaTCIIEM.

oanna:

MOJIHOE U CBOEBPEMEHHOE BBIMOJIHEHHE HAa XOPOIIEM YPOBHE ITaOOpaTOPHBIX
paboTr ¢ odopMIEeHHEM OTYETOB, YCIENIHOE MPOXOKIACHHE KOHTPOJIbHBIX
MEpOMPUSITHH, MIPEyCMOTPEHHBIX IIPOrpaMMON Kypca;

CUCTEMATH3UPOBAHHOE, IIYOOKOE M MOJIHOE OCBOCHHE HABBIKOB U KOMIIETECHIIMIA
0 BCEM pa3jieniaM MporpaMMbl JUCHUTIINHBI;

KCIOJIb30BAHME HAYYHON TEPMUHOJIOTHUU, CTUIIMCTUYECKH TPAMOTHOE, JIOTHUYECKU
MPaBUIILHOE H3JI0)KEHUE OTBETA HAa BOIPOCHI, YMEHHUE [€JaTh 00OCHOBaHHBIC
BBIBOJIBI;

XOopoliee BIaJeHHE NPOrpaMMHBIM oOecnieueHueM, ymeHue 3hdexkTuBHO
UCMOJIb30BATh €r0 B MOCTAHOBKE W PEIICHUW HAYYHBIX M TPOECCHOHATBHBIX
3a7a4;

CIOCOOHOCTh CaMOCTOSTE/IBHO peliaTh MOCTABJICHHBIC 3a/1a4d B HECTAHJAPTHBIX
MIPOU3BOJICTBEHHBIX CUTYAIIUSIX;

YCBOCHHE OCHOBHOM U JIONOJHHUTEIbHOM JIUTEpPaTypbl, HOPMATUBHBIX U
3aKOHOJATENIbHBIX AKTOB, PEKOMEHIOBAHHBIX MPOTPaMMON JUCHUUIUIAHBI U
MpenoiaBaTesnem.

69-85 bannos:

CBOCBPEMEHHOE BBIIOJIHEHHE HAa XOpOILIeM YpOBHE s1a0opaTopHbIX paboT ¢
opopMIeHHEM  OTYETOB,  MNPOXOXKJICHHE  KOHTPOJIBHBIX  MEpPONPUSTHIA,
MPEIyCMOTPEHHBIX IPOrpaMMOit Kypca;

XOpOLINM YPOBEHB KYJbTYPbl UCIIOIHEHUS 1a0OPATOPHBIX PadoT;
CHUCTEMATH3UPOBAHHOE U MOJHOE OCBOCHUE HABBIKOB M KOMIIETEHIUI 1O BCEM
paszaesiaM nporpaMmbl AUCLUILINHEI,

BIAJICHUE TPOTPAMMHBIM  OOCCIIEYCHHEM, YMEHHE HCIONb30BaTh €ro B
MOCTAHOBKE U PEIICHUH HAYYHBIX M NPo(dhecCHOHaTbHBIX 331a4;



CHOCOOHOCTh CaMOCTOSITENIbHO pemiaTe MpoOJeMbl B paMKaxX MPOrpaMMbI
JUCLMIIIUHBI,
YCBOCHHE OCHOBHOM JINTEPATYPBL;

51-68 6annos:

BBIIIOJIHCHHUE HA YJIOBJICTBOPUTEIBHOM YPOBHE nabopaTopHbIX paboT cC
opopmMiIeHHEM ~ OTYETOB,  MNPOXOXKJICHHE  KOHTPOJBHBIX  MEPONPUSTHIA,
[IPEAYCMOTPEHHBIX IPOrPaMMO Kypca;

CUCTEMATU3UPOBAHHOE U NOJHOE OCBOCHME HABBIKOB M KOMIICTCHLMH I10 BCEM
paszenaM nporpaMMbl AUCLUIIIMHEL,

yIOBJIETBOPUTEILHOE  BIIQJICHHE  TPOTPAaMMHBIM  OOecredeHueM, yMEHHe
UCMOIb30BaTh €ro B TOCTAHOBKE M PEMICHUH HAYYHBIX M MPO(eCCHOHATBHBIX
3a/1a4;

CIOCOOHOCTD peraTh MPoOIeMbl B paMKax MPOrpaMMbl JUCLUIIIHHB;
YAOBJIETBOPUTEIBLHOE YCBOCHUE OCHOBHOM JIUTEPATYpPBI;

31 -506annos — HE 3AYTEHO:

HC BBINOJHEHHE, HECBOCBPEMCHHOE BBIIOJHCHUEC WM  BBINOJHCHHE Ha
HEYJIOBJICTBOPUTEIILHOM YpOBHE 1abOpaTOpHBIX paboT, HE MPOXOKICHUEC
KOHTPOJIbHBIX MEPONPHATHH, IIPEAYCMOTPEHHBIX IIPOrPAMMOM Kypca;
HEJ0CTATOYHO IOJHBIM O0BEM HABBIKOB U KOMIICTCHIMU B paMKax IPOrpPaMMBbI
JUCLMILIUHBI,

HECYMEHHUE UCIOJIb30BaTh B IPAKTUYCCKON ACATEIBHOCTH HAay4YHOH TEPMUHOJIOTUH,
U3JI0KECHUE OTBETAa Ha BONPOCHl C CYIIECTBEHHBIMM CTWJIMCTHYECKUMU U
JOTHYECKUMH OIIMOKaMu;

cnaboe BmajzieHUE TIPOTPAMMHBIM OOeclieYeHHeM IO pas3jienaM  IPOTrPAMMBI
JUCLMILIMHBI, HEKOMIIETCHTHOCTb B  PCLICHUM CTAHAAPTHBIX  (TUIOBBIX)
MIPOU3BO/ICTBCHHBIX 3a/1a4;

CIOCOOHOCTH pelaTh MPoOIeMbl B paMKax MPOrpaMMbl JUCLIUITIIHHE;
YAOBIETBOPUTENbHOE YCBOCHUE OCHOBHON JIMTEPATYPBI;

0-30 6annos, HE 3JAYTEHO:

OTCYTCTBHUEC YMCHMI, HABBIKOB, 3HAHMH M KOMIICTCHLMU B paMKax IMPOTrpaMMbl
JUCLMILIUHBI,

HEBBITIOJIHEHUE J1Ta0OpaTOPHBIX 3a/aHuil, HE TMPOXOKICHHE KOHTPOIbHBIX
MEpONPUITUH, NPEAYCMOTPEHHBIX IMPOrpaMMOM Kypcd; OTKa3 OT OTBETOB IO
pOorpaMMe JUCLUILINHBL,

UTHOPUPOBAHUC 3aHATUHN M0 AUCHUIUIMHE 10 HEYBAXKUTEIBHOU NPUYUHE.



KoMIieKkT 3k3aMeHAllMOHHBIX OMJIETOB

Jucuunnuna AJIMHUHHCTPUPOBAHUE CETEBLIX MOACUCTEM

{HANMEHOBAHHE THCHHILTHHLL)

3K3AMEHAIIMOHHBIN BUIET Nel

1. Cnyx6a umen nomexos DNS.
2. bazoBblie METO/IbI M MPUHIMIIEI OOecedeHus: 0€30MaCHOCTU CEPBEPOB.

CocraBureib A.B. KoponbkoBa

3apeaytowuii kadeapoi K.E. Camyitnos

III/ICIJ,HH.T[I/IHa AHMHHHCTDI/IDOBH.HHG CETEBLIX MMOJACHCTEM

(HANMEHOBAHHE THCIHILTHHLL )

3K3AMEHAIIMOHHBIN BUJIET Ne2

1. Dnexrponnas noyra. [lpunummne nepenaun u Gopmarsl COOOIIEHUI INEKTPOHHOH

noutsl. [Iporokosn SMTP. Ilporokons: POP3 u IMAP.
2. KypnanupoBanue cucteMHbiX coObiTuil. HMHcrpymeHTapuit s paboTel ¢

KYpHAIaMU CHCTEMHBIX COOBITHUIL.

CocraBureib A.B. KoponskoBa

3asenyromuii kadenpoi K.E. Camyiinos

ﬂHC].lHHIlHHEi '_AI[MHHI/ICTpI/IDOBaHHC CCTEBbLIX MOJCHCTEM

(HANMEHOBAHHE THCHHILTHHEL )

SK3AMEHAIIMOHHBINA BUIET N3

1. Ilporokon  obmena  runeprexctoBoi  unpopmaumeit  (HTTP). Cxema
byukuuonupoBanus u obaacts npumenenus. @opmat HTTP-coobuienuii.
2. lloustue NAT, tunet NAT. Masquerading.

CocraBureib A.B. Koponbskosa

3asenyouuii kadeapoii K.E. Camyiinos



III/ICIJ,HH.T[I/IHa AHMHHHCTDI/IDOBH.HHG CETEBLIX MMOJACHCTEM

(HANMEHOBAHHE THCIHILTHHLL )

3K3AMEHAIIMOHHBIN BUJIET Ned

1. Ilporokon cuuxpouuszanuu Bpemenu NTP.
2. Dwmynsuus yJaJaeHHOrO TepMUHAIA M YAIEHHBIH JIOCTYNI K pecypcaMm CeTu.
[Tporokonsl TELNET u SSH.

CocraBureib A.B. KoponbkoBa

3apeaytowuii kadeapoi K.E. Camyitnos

HI/IC].{HHJ]HH& AJMHHHCTPUPOBAHUE CETEBLIX MOICHCTEM

{HAHMEHOBAHHE THCIHIUTHHLL)

SK3AMEHAIIMOHHBIA BUIET Ne5

1. O630p NpOTOKONOB NPHUKIAJHOTO YPOBHS PA3IM4YHbIX CTEKOB.

2. Tloustue SELinux. [Monmutukm 0e30macHOCTH, KOHTEKCT (METKH) 0€30MmacHOCTH
SELinux.

CocraBureib A.B. KopoinbkoBa

3aBenyrouwmii kadeapoii K.E. Camyiinos

EI‘ICU,MHJ]HH& L AJIMHUHUCTPUPOBAHUE CETEBLIX MOACUCTEM

{HAHMEHOBAHHE THCIHIUTHHLL)

SK3AMEHAIIMOHHBIA BUIET Ne6

1. Iporokon DHCP. [Ipuniun paboter. Coobuienusl.
2. Ilporokon SSL/TLS.

CocraBureib A.B. KoponbskoBa

3asenyrouuii kapeapoi K.E. CamyiinoB



KoMiuiekT 3aganuii 1Ji1 HTOTOBOI0 KOHTPOJIA 3HAHUM

WTOroBblii  KOHTPOJIb 3HAHMW 1O JAUCHMIUIMHE M[poBoauTcss B (opme
KOMITBIOTEPHOTO TECTUPOBAHUSL.

[IpuMepHbIii epeYeHb BOIPOCOB HTOIOBOI0 KOHTPOJISI 3HAHUIA:

1. Onpegenute MMsl Yy4ETHOH 3aMMCH BCTPOEHHOTO aJMHUHHUCTpaTopa modoi Unix-
CUCTEMBI.

2. Kakoii KoMaHJ0# OCYLIECTBIISICTCS BBIBOJ CIIPABKMU I10 Kakou-1ubO KOMaHAEe B
Unix cucremax?

3. Kakum o00pa3oM OCymEecTBIsS€TCS MEPEeBOA pexuMa pabdoThl B PEXUM
cyneprnoiab3oBartess?

4. VkaxuTe NPUBHIIETHMH MOJIb30BATEIs B BOCBMEPHYHOM cucteme misi (aiina c
aTpulyTamMu rwxrw-rw-

5. Kakas komaHia mnpenHa3Ha4yeHa UIs MPOCMOTpPA U W3MEHEHUsS KOH(UTyparuu
ceTeBbIX uHTEPPEiicor?

6. B kaxom (paiine comep;kaTcsi HACTPOWKH JIOTHHOB IMOJb30BaTeNeH, UX JIOMAIIHUX
KaTaJoroB M MEPEMEHHBIX OKPYKeHUs?

7. Kakas koMaHAa MoKa3bpIBaeT MHPOPMAIHIO O 3aMYyIIEHHBIX B CHCTEME MpoIeccax?’

8. Kak Ha3pIBaeTCs YHHUKAIbHBIA aJpPEC, KOTOPBIA CIIYXKHT ULl UIEHTH(DUKAIIMUA
CeTeBON KapThl?

9. Kakoit ¢aiitn  HeoOxogumo co3maTh Ui 3ampeTra  BXOAa B CHCTEMY
HEMPUBUJICTHPOBAHHBIX MOJIb30BATENCH?

10.Kakas xomaHga oToOpakaeT B peaJlbHOM BPEMEHH 3allylIeHHBIE IIPOLIECCHI,
COPTHUPYS UX MO 3aJaHHOMY KPUTEPHIO?

11.Yemy sKBUBaJIGHTHA 3aMUCh MIpaBa JA0CTyma 6447

12. Kakast komaHaa U3MEHSIET TpaBa JocTyna K (aiimam u TupeKTopusm?

13. B kakom ¢aiine XpaHUTCS CHHCOK MPUMOHTHPOBAHHBIX YCTPOHUCTB?

14. Jlats onpeaenenue noustusa « DNS-anpecy.

15. lats onpeaenenue nouatust «K DNS-cepsep».

16. [late onpeaenenue nousatust « DNS-kianen.

17. late onpenenenue nouatus «aoMeH DNS».

18. st wero ciyxut DNS-cepsep?

19. Jlnst uero npeanasHadena NS-3anucs DNS?

20.4to cogepxut NS-3anucs DNS?

21. Ins yero npeanasznadyeHa PTR-3anuce DNS?

22. 1ns yero npennaszHadeHa SOA-3anuce DNS?

23. Jlns yero npennasznadeHa A-zanucs DNS?

24. Kakumu 3anmcamu  SOA  nonb3yercst BTopuuHblii  DNS  cepBep  ans
CUHXPOHU3aIuu 0a3 ¢ MepBUIHBIM?

25. Kak nasseiBaetcs npouecc cepsepa BIND B Unix-like cucremax?

26.3a uro orBeuaet aupexktuBa DNS SINCLUDE?

27.3a uro orBeuaet aupexktuBa DNS SORIGIN?

28. lns yero ucnomibzyercs DNS-kam?

29.Ha 4t0 MOryT yKa3plBaThb JOMECHHbIC MMCHA NIEPBOTO YPOBHS?

30.Kakas DNS 3anuch Mcnonb3yercst Ajis ONpeAeeHUus MOpTa, COOTBETCTBYIOLIETO
3ampanmBaeMoi CeTeBou ciyxoe?



31.Kakue U3 AOMEHOB BEPXHETO YPOBHS HE 3ape3epBUPOBAHBI JIs1 UCIIOIb30BAHUS B
NOKyMeHTauuu u TtectupoBaHus ciay:k0 DNS (BeiOepure Bce mnoaxoasmme
BapUaHTHI)?

32.Kakue W3 yTUINT KCHOJB3YIOTCS JUIsl JUArHOCTUKH PabOTOCHOCOOHOCTH CIIykKO
DNS?

33. Ha xakoMm ypOBHE HEpapXUH HaAXOAUTCSA KOpHEBOU qomeH DNS?

34. Vxaxure Tunn DNS-3anucu 1is onpeaeneHus no4ToBoro cepsepa.

35.Heobxoaumo co3nath daiin 6a3sl ganubix DNS, onuceiBaromuii HEMycTyo 30Hy
0e3 CChUIOK Ha BHEIIHWUE AOMEHBI. YKakKUTe MHUHUMAlIbHbIA HaOOp 3amucell u3
NEepeYrCICHHBIX, KOTOPBIN OyeT coaepxarbes B (aiine?

36.Yem otnuuaercst yrunuta nslookup ot yrunutsl host (ykaxkure Bce moaxoasnive
BapUaHTHI)?

37.Kakue dyukuuu spistores Gynkiusvmu DHCP?

38. Kakue meTo/1b1 ayTeHTH(UKALIUN TTOJIH30BATEIIsE BOZMOKHBI?

39. Kakoil 21eMEHT TpaHC/IHUPYET CUMBOJIBI, MOJIYYCHHBIE OT MECTHOIO TepMHUHANA B
NVT dbopme?

40.Kakyro KOMaHIy MOCBUIAET TEPMHMHAN, €C/IM XOYET 3aMyCTUTh KAKYIO-TO OMLHIO
telnet?

41.YTo npoucXoaUT NpH ayTeHTHU(UKAIIUA MOJIb30BATEIIS TTO Mapoio B ceccun SSH?

42.Yto obecnieuuBaet npoTokos coeauHeHust SSH?

43.Yt0 W3 HWKE MNEPEUUCICHHOTO sBIsieTCs Haubosee OE30MaCHBIM METOJ0M
YAQJICHHOrO J0CTyNa K CETEBOMY YCTPOHCTBY?

44.Yto Ttakoe «Arent gocraBku nouts» (Mail Delivery Agent, MDA)?

45.Yto takoe «Ilomb3oBarennckuii arent» (Mail User Agent, MUA)?

46.Yto Takoe «TpancnoptHsiii areHT» (Mail Transport Agent, MTA )?

47. Yxaxute pynkuuu Tpancrnoptaoro arenra (Mail Transport Agent, MTA).

48.Kakoii MpOTOKOJ HCMOJIb3YEeT MOYTOBBIM KIUEHT Ui TOJy4YeHHUs COOOIIeHUuH
3JEKTPOHHOU MOUTHI C cepBepa’?

49.3ananbl ums ouToBoro cepsepa (alfa-centavra), Haxomsierocs: B Poccun, u umst
nouTtoBoro simuka (Alex). OnpenenuTs 3IEKTPOHHBIN aapec (Mo mpuMepam).

50.Kakue cpenu mnpuBeneHHBIX e-mail aapecoB KOpPpeKTHBI? (ONMpenenuTh Io
npumMepam)

51.Kakas koMmaHAa HACHTU(DUIMPYET MPHUEMHHUK ITUcbMa?

52.Kakas komanja nporokosa POP3 ucnones3yercs ans ais npoBEpKM COCTOSIHUS
coequnenusi ¢ POP3-cepsepom?

53.Kakas komanza nportokona POP3  wucnonesyercs st nepegadu  KIMEHTY
3ampanmBacMoro coo0eHus?

54.Kakas xomanga mnporokona POP3 wucnome3yercs s mpocMoOTpa COCTOSHMS
TEKYLIero Mo4YTOBOro sAiuka?

55.11pu nomouu kakon komanasl IMAP4 MOKHO OTKPBITH NMOYTOBBIN SALIKUK TOJIBKO
JUISL UTCHUS?

56. IIpu nomomu kakoit komanasl IMAP4 MOXHO npo4uTaTh COOOIICHHE?

57. Kakoil npOTOKOJI NPEIHA3HAYCH IS IOJIYYCHHUs MMUCEM U3 IIOYTOBOIO SIuKa?

58.Yepes kakoM TPaHCHOPTHBIN MPOTOKOI U MOPT pabdoTaet npotokona IMAP4?

59.Yepes kakoi TPaHCHOPTHBIN NPOTOKOI U NOPT padoTaet npotokosa POP3?

60. Kakoe none 3aronoska MIME onpeaesnsieT T KoAupOBaHUs JaHHBIX?

61. Kakoe none 3aronoska MIME onpenensier, siBisieTcst iu MHGOPMAIMOHHBIN OJI0K
n300pakeHueM, ayIuo- WiIH BUAeOUH(popManueit?



62.Yto Takoe SMTP?

63. Jl1s yero ucnosssyercs komanaa DATA nporokona SMTP?

64. [l yero ucnonssyercsa komanaa HELO nporokona SMTP?

65. lns gero ucnomns3yercsa komanga MAIL FROM nporokona SMTP?

66. Jlns gero ucnomnwiyercs komanaa NOOP nporokora SMTP?

67. 1ns yero ucnoinb3yercs komanaa RCPT nporokona SMTP?

68. [l gero ucnonssyerca komanaa RSET nporokona SMTP?

69. [l gero ucnonssyerca komagaa TURN nporokona SMTP?

70. YkaxuTre BO3MOKHBIC BapUaHTHI OTBETA cepBepa, B ciyuae ecnu B HTTP-3anpoce
¢ TenoM 3arpoca He ykaszan Content-Length (ra mpumepax).

71.Kakue u3 nepeunciaeHHbIX OTBETOB HE JOKHBI COAEPKATh TEJIO 0TBeTa?

72. YKaxure Bce, 4TO BEpPHO 10 OTHOWEHHUIO K 3anpocam GET u HEAD.

73. Ykaxure Bce, 4TO BEpHO 1o oTHOMmeHuIo K yenoBHoMy GET 3anmpocy (conditional
GET).

74. Kakue MeTO bl UCIIOIB3YIOT [UIS OTIPaBKU (YOPMBbI?

75.4t0 nosKHA cOAEepKaTh CTPOKA 3ampoca, ec/id M0JIb30BaTeIb X0UET CKOMHPOBATh
JOKYMEHT, PacloJI0KeHHbIN HE JTOKAIbHO?

76.4Yt10 noyKHA coaepkKaTh CTPOKA 3ampoca, €Ciid MOJIb30BaTeb XOUeT CKOMUPOBAThH
JOKYMEHT CaMOW HOBOM BepcUu?

77.Ykaxure TOpeuMylIecTBa IOCTOSHHbIX  coenunenud  (persistent HTTP
connections).

Kpurepun oneHKy HTOroBOro TeCTHPOBAHUS

Hrorosoe TtectupoBanue ouenuBaercs B coorBerctBuu ¢ bPC m macnmoprom @®OC.
[TpoBepsercs NpaBUIBHOCTb OTBETOB HA BOIPOCHI TECTA.



TemMbl 10KJI210B

ABTOMATH3Aa1HS YCTAHOBKH ONEPALHOHHBIX CHCTEM
e Pa3pépThiBaHUE ONEPALMOHHBIX CUCTEM Ha OCHOBE Vagrant
e Pa3pépThIBaHNE ONEPALMOHHBIX cHcTeM Ha ocHoBe Docker
e OpkecTpaliusi KOHTEHHEPOB MPOMBIIIUICHHOTO ypoBHs Ha 0a3e Kubernetes (K8s)
e Unattended ycranoska Windows
e Unattended ycranoBka Linux
e uctpymenTapuii Fully Automatic Installation (FAI)
Hacrpoiika DNS-cepsepa
eCepep BIND (Berkeley Internet Name Domain). OcobeHHOCTH peanu3anuu u
HACTpOMKa
e Cepaep djbdns (Daniel J. Bernstein's DNS). OcobenHoCcTH peanu3anuy U HacTpoiKa
e Cepeep MaraDNS. Ocobennoctu peanusanuy 1 HaCTpOHKa
e Cepsep NSD (Name Server Daemon). OcoOeHHOCTH peanu3aiun U HacTpoHKa
e Cepsep PowerDNS. OcobenHocTu peanu3anuy 1 HACTPOHKa
e Cepsep OpenDNS. OcobeHHOCTH peann3alnny 1 HaACTPOHKa
e Cepsep Microsoft DNS Server. Oco6eHHOCTH peann3anuy 1 HaCTpOKa
e CepBep MyDNS. OcobeHHOCTH pearu3anuy U HacTPOiKa
Hacrpoiika DHCP-cepsepa
e[Iporokon RARP. Ucnons3zoBanue. Hactpoiika
e[Iporokon BOOTP. Ucnonb3oBanue. Hactpoiika
e[Iporokon Zeroconf. Ucnons3oBanue. Hacrpoiika
e[Iporokon DHCPv6. Ucnons3oBanue. Hactpoiika
ba3oBas nacrpoiika HTTP-cepsepa Apache
e DyHkiuoHanbHble KoMnoHeHThl HTTP: nonwp3oBaTensckue areHThl, cepBepa,
YIOJHOMOYCHHBIE CEPBEPa, HLII03bI
e MIME tunet HTTP o6bekToB
e HTTP-cepepa Nginx, Lighthttpd
Pacmiupennas nacrpoiika HTTP-cepsepa Apache
o OyHKIMOHUPOBaHUE 3amuiieHHoro nporokora HTTPS
e [IpakTnueckoe koHpurypupoanue nogaepxku TLS-coenunennii
e HacTpoiika BUPTyalibHOIO XOCTUHTA
YcraHoBKa U HACTPOIKA cucTeMbl yiipaB/ieHus 0azamu Jannsix MariaDB
e Web-unrepdeiic phpMyAdmin
e udpacrpykrypa xAMPP (Apache, MySQL, PHP, Perl)
e[Jaker Denwer
e CVYB]I PostreSQL
e CYB/] Firebird
PacuiMpeHHbie HACTPOIKH MeKCeTeBOIo IKpaHa
e[Ipocras (stateless) u konrexctHas (statefull) punbrpanms nakeron
e[ IporpaMMHbIE MEKCETEBBIC YKPAHBI
e AninapaTHbIC MEKCETEBBIC YKPAHbI
e QunbTp makeTos iptables
e Berkeley Packet Filters



e MesxceTeBble IKpaHbl IPUKIAJHOTO YPOBHS
e MesxceTeBble HKpaHbl CEAHCOBOI'O YPOBHS
e Tpancnsius ceteBbix aapecoB (NAT)
Hacrpoiika SMTP-cepsepa
e SMTP-cepsep Postfix
e SMTP-cepsep Exim
e SMTP-cepep Sendmail
Hacrpoiika POP3/IMAP cepsepa
e[louToBbIe Web-KINEHTBI
e Zimbra Collaboration Suite (ZCS)
e Cepeep CYRUS-IMAP
Pacuiupennnie HacTpoliku SMTP-cepsepa
e[IpoBepka Ha BUPYCHI
e QunpTpanus cnama
Hacrpoiika 6e3onacHoro yaaiaéusoro gocryna no SSH
o SSH-tynnenu. Pasnosugnocru. Hactpolika
¢SSH port forwarding. Hactpoiika
e Coznanue proxy-cepsepa Ha ocHoBe SSH
VPN na ocnose SSH. Habop ckpuntos BadVPN
CuHXpOHU3a1Us BpeMeHU
o Cunxponusauus spemenu uepe3 NTP
e CunxpoHusanus BpeMenu Ha Windows
Hacrpoiika NFS
eNFS3 u NFS4. CpaBHenune
e Hactpoiika ayrentuduxanuu ais NFS4
e AsroMoHTHpOBaHue NFS
Hacrpoiika ¢gaiiiioBbix ci1y:k0 Samba
e HacTpoiika qomeHHOTO KOHTpoJuiepa Samba
e Hactpoiika nomenHoro koHTpossepa Samba ¢ LDAP u kerberos
Hacrpoiika cereBoro ;KypHaJIupoBaHus
o Kypuamuposanue B Windows
e HacTpoiika )ypHaIupoBaHUsI HA CETEBOM 000PYI0BaHUH
e Hactpoiika ceTeBOro ;xypHaaIupoBaHus Ha CETEBOM 000Dy 10BaHUU
BazoBas 3amura ot arak tuna «brute force»
e [Iposaiinepsl Tuna Cloudflare u 3amurta or DDoS u Brute Force arrak
e cnonb3oBanue Honeypot st 3ammtel oT Brute Force atrax
e OTKpbITHIE peanu3anuu TexHonoruu Honeypot



Kpurepuu oneHuBaHus q0KJIa1a

YceiaoBus:

1. Temsl foKna0B pacnpeaeaeHbl 110 TeMaM JCKIU. 3a JOKIal, IPeCTaBICHHBIN MOCIe

TEMbI COOTBETCTBYIOLCH JICKI[MH, OLIEHKA CHUKACTCSI.

2. Tema nomxkHa ObITH YHUKAJIBHA B paMKax HampasJeHUs NoArotoBku. lyOnupytromue

JOKJIaJIbl HE IPUHUMAIOTCS.

3. Y cTyneHTa y4UThIBACTCS TOJNBKO OJMH JTOKIIA.
4. OueHka 3a 1ox1aja GOPMHUPYETCs U3 CICAYIOLIUX 3JIEMEHTOB!

- oopmiienne npeseHTanuu (00beM npeseHranuu 5-12 cnaiios);

- BBICTYIUIEHUE 110 Teme aoknana (5-10 munyr);

- COJep;KaHME JT0KIa/la (pacKphITHE TEMbl, YETKOCTh U3J0KEHHUS, 10A00P MCTOYHUKOB

JUTEPATYpPHI)

- ohopmiieHHE TEKCTAa 1O TeMe aokiaza (5-12 ctp.).
5. OneHka BBICTABISETCS TOIBKO MOCTE BBIKJIAJBIBAHUS HA CAUT MPE3CHTALUU U TEKCTa

JoKnaaa.

Kpurepun oueHuBaHusi:

odopmiieH KaK

pedepar o teme

€CTh
no

o TEME,
3aMeYaHus
oopmiIeHHIO

DeMeHT Ouenka (HopmupyeTcs Ha oO1ee unuciio 6aIoB 3a JoKIIan)
OLleHHBaHHUHA 0 1 2 3
IIpe3enTanus |OTCYTCTBYET |HE IO TEME [0 TeMe, He|[o TEME,
CTPYKTYpUPOBaHa |CTPYKTYpPUPOBaHa,
: IJ1I0X0 | XOPOILIO
BOCIIPUHUMAETCS | BOCIIPMHUMAETCS
BoicTyniieHue |OTCYTCTBYET |BBICTYILICHUE BBICTYTIAKO LTI BBICTYTIAOLIH
MyTaHHOE, MOJIb3YETCS cBO0OOIHO  BiajEeeT
BBICTYMAIOIIH [IOJICKA3KOM COJICPIKAHUEM, SICHO
ILIOXO BJIAJICET | (UMTAET) U rpaMOTHO
co/iepIKaAHHEM U3JIaraeT MaTepuan
Conep:xande |OTCYTCTBYET |[OKJaja MYTaHHBIW, [TeMa  pacKpbiTa|Tema packpbiTa
JOKJIAJa HECOIePIKATENbHBIH | HETIOTHOCTBIO [IOJIHOCTBIO
Odopmitenne |OTCYTCTBYET |TEKCT HPEJCTABIIEH B |TEKCT TEKCT MPEJICTABIICH B
TEKCTA BUJIC MOJCTPOYHHKA |[IPECTABIIEH B|hopme petepara,
JA0KJIA1a K npeseHrauuu, He|dopme pedepara,|HaNnUcaH aBTOPOM MO

TEME, CO CCBIIKaAMH
Ha HCTOYHHKH,
xopoto ohopmieH




Kadenpa npuknaanoir ”HOOPMATHKH U TEOPUU BEPOSTHOCTEM

(HauMeHOBaHKe Kadeapsl)

KoMiuiekT pa3HOypOBHEBBIX 32/1a4 (3a1aHUI)

M0 JUCHUIUIMHE_AJIMUHHUCTPUPOBAHUE CETEBBIX MOJICUCTEM

(HAHMEHOBAHNE [THCIHILIHHE }

1. 3a1aHus penpoaAyYKTHBHOIO YPOBHSH

B kauecTtBe 3amaHMii pPEnpOAYKTHBHOTO YpPOBHSI IPELIArarOTCs BONPOCHl  JUIsS
CaMOIIPOBEPKHU U 00CYIKICHUS 10 TEMaM Kypca.

Pasjea «Ceresble ¢i1yx0bl. [Ipukiiaansie nporokosas UHTEepHET»

Tema: O030p NIpPOTOKOIOB NPUKIAAHOTO YPOBHA Pa3JIMUHBIX CTEKOB.

KpaTko oxapakTepusyiite npoTOKOJIbI MpukiaaHoro yposss creka TCP/IP.
Kpatko oxapakTepu3yite NpoTOKOJIbI IPUKIATHOTO YpoBHs cTeka [PX/SPX.
Kpatko  oxapakrepusyiiTe  MNpPOTOKOIBI  MPUKIAJHONO  YpPOBHSA  CTEKa
NetBIOS/SMB.

Kak 3amycTuth, mepe3anycTuTh UM OCTAHOBUTH KaKyr0-1100 cinyx0y B cucteme?
Kak mocmoTpeTs 0TiagouHy0 HH(POPMALKIO TPHU 3aIyCKe KaKoro-indbo cepsuca
WIH

CITyKOBI?

['ne xpanutbes otnagounas uHpopManus no padore cucremsl u ciryx0? Kak eé
MOCMOTPETH?

Kak mocmotpers, kakue (aitibl UCMONb3yeT B CBOEH padoTe TOT WIM HHOU
npouecc?lIpuBeanTe HECKOJIBKO TPUMEPOB.

Tema: Ciyx0a umen gomenoB DNS. Ilporokon DHCP.

Yro Takoe DNS?

KakoBo naznauenue xamupyromero DNS-cepsepa?

JanTe onpenenenus OCHOBHBIX noHATHI DNS.

Yem ortnnuaercs npsamas DNS-30na oT 00patHOii?

OOBsCHUTE NPUHIUIIBL AEAErupoBaHUs oIHOMOuUMI B DNS.

OOBsicHUTE NPUHLMIT pa3pelieHus UMEH B MIHTepHeT.

Kakne tunel 3anucu onmcanus pecypcoB ectb B DNS wm s dero onu
UCTIONB3YHTCS?

Hns uero ucnonssyercs gomeH IN-ADDR.ARPA?

B kakux karanorax u ¢ainax pacnonaraiotcs Hactpoiiku DNS-cepsepa? Kparko
OXapakTepHu3yiTe, 3a 4TO OHU OTBEUAIOT.

Kakue napameTpbl OTBEYAIOT 3a BpeMsi 0OHOBICHUS 30HbI?

Kak obecnieunts 3ammuTy 30HbI OT CKAUMBaHUS U IpocMoTpa’?

Kakas 3anucs RR npuMensiercs npu co3aHuy mOUTOBBIX CEPBEPOB?



Tema:

Kak nportectupoBath paboTy cepBepa JOMEHHbIX UMEH?

B kakux aitnax XxpaHsATCs HACTPONUKU CETEBBIX MOIKIIOUCHUIA?

3a uro otBevaeT npotokon DHCP?

[Tosichure npunnun pabdorer nporokona DHCP. Kakumu coobuieHusimu
0OMEHUBAIOTCS KJIIUEHT U CepBep, UCnoib3ys npotokon DHCP?

B kakux daitnax o0biuno HaxoasTcs Hactpoitku DHCP-cepBepa? 3a uto oTBeuaer
Kax/blid U3 Qaition?

Yro takoe DDNS? JIns yero npumenserca DDNS?

Kakyro wuHpOpManmuio MOXKHO TOJYyYdTh, HCHONB3yS yrTuauty ifconfig?
[TpuBeauTe npuMeps! ¢ UCIOAB30BAHUEM PA3TUYHBIX OIMLIMH.

Kakyro un(popManuio MOXKHO MOIY4YUTh, UCHONB3YsS yTHiuTy ping? IlpuBeaure
MPUMEPBI C UCTIOIb30BAHUEM PA3IUYHBIX OMIIUH.

[TpuBeauTe HECKOIBKO MPUMEPOB IO HM3MEHEHUIO CETEBOr0 COCJAMHEHHUS MpH
MOMOIIM KoMaHAHOTo uHTepdeiica nmcli .

[Tporokon oOmena runeprexctoBoit undopmarmeit (HTTP). Cxema

¢ynkunornposanus u odnacts npumenerns. Popmar HTTP-coobuennii.

Onumnimrte UCTOPUIO U NPEANIOChUIKA BO3HUKHOBeHUs npotokona HTTP.
Hapucyiite u mnosicHUTE CXeMy 3aJCHCTBOBAHMSI CEpBEpPA-MOCPEAHUKA B
nporokoie HTTP.

[TpuBeauTe npumep noaHoU GOPMBI 3a1poca K pecypey.

Kakue ocHoBHbie MeTO1bI JOCTYyNA 10 npoTokoay HTTP Bam uzBectHb?

Kakue MeTop! MCIIONB3YIOT IS OTIPaBKU (YOPMBI?

Yro nomxHa coaep/Karh CTPOKA 3aIpoca, €Ciau M0JIb30BaTe/b XOUET CKONUPOBAaTh
JOKYMEHT, PacrnoJIOKCHHBIM HE JIOKAJIBHO?

Yro nomxHa coaep/Karh CTPOKA 3aIpoca, €Ciau M0JIb30BaTe/b XOUET CKONUPOBAaTh
JOKYMEHT caMOil HOBOM Bepcuu?

JlaiiTe onpeieseHue MOHATUA LUTHO3.

[TepeuncauTe ¥ ONUIINTE TUIIBI 3AIIPOCOB.

['ne pacnionaratorcs nor-gaiiisl Bed-cepepa? UTo MOKHO 110 HUM OTCIIEKUBATH?
['ne mo ymonI4aHuio COAEPKUTCS KOHTEHT BeO-cepBepoB?

Kakum 00pazoMm peanusyercs BUPTYaibHbIN XOCTUHI? UTO OH gaér?

B uém otmmune HTTP or HTTPS?

Tema: DnextponHas noura. [loutoseie cepepsl. [lonb3zoBatensckue arenTsl. [IpoTokon
SMTP. IIporoxosns: POP3 u IMAP.

Yro Takoe «AreHT noctaBku nouthl» (Mail Delivery Agent, MDA)?

Yro Takoe «Ilomp3zoBatensckuii arent» (Mail User Agent, MUA)?

Yro takoe « Tpancnoprtusiil arent» (Mail Transport Agent, MTA )?

VYxaxure GpyHkiuu Tpancnoptaoro arenra (Mail Transport Agent, MTA).

Kakoii mpoTOKOJ MCHOJIB3YyEeT TOYTOBBIH KIWEHT JUISl TOJYYEHHsI COOOIICHMIA
3JEKTPOHHOU MOUTHI € cepBepa’?

Kakas komanaa uneHTuuuupyeT NnpueMHUK mUchbma?

Kakas xomanna nporokona POP3 ucnone3yercss ansg 1 IpOBEpPKM COCTOSIHUS
coequnenusi ¢ POP3-cepsepom?



Kakaa xomanaa mnporokona POP3 wucnone3yercs ans nepefadyd  KIHUCHTY
3ampanmBacMoro coo0eHus?

Kakas xomanpa mnporokona POP3 wucnone3yercs misi npocMoTpa COCTOSIHUS
TEKyI1ero no4YToBOro siuka?

[Ipu nomomu kakoi komanael IMAP4 MOKHO OTKPBITH IOYTOBBIN SLIKUK TOJBKO
TS YTeHUs?

[Tpu nomomu kakoit komanibl IMAP4 mMokHO npouuTath cooOIICHHE?

Kako# npoTokon npeiHazHayeH Il MOJy4YCHUS TUCEM U3 MOYTOBOTO SLUKa?
Yepe3s kakoii TpaHCTIOPTHBIN MPOTOKOJ U TOPT padoTaet nporokosn IMAP4?
Yepes kakoil TPaHCIOPTHBIN MPOTOKOJ U OPT pabotaet npotokosr POP3?

Kakoe none 3aronoska MIME onpenensiet Tun KoAupOBaHUs JaHHBIX?

Kaxkoe none 3aronoska MIME onpenensier, siBisiercst 11 MH(OOPMAIMOHHBIH 0JI0K
U300paKeHuEeM, ayIuo- Win BuaeouHbopMaruen?

Yro takoe SMTP?

Hns yero ucnonssyercs komanaa DATA nporokona SMTP?

st uero ucnonssyercs komanaa HELLO npotokxona SMTP?

Jlns wero ucnons3yercs komanga MAIL FROM nporokona SMTP?

Jlnst yero ucnonssyercs komanaa NOOP nporokona SMTP?

Jlns yero ucnonssyercs komanaa RCPT nporokona SMTP?

Hns gero ucnonssyercs komanaa RSET nporokona SMTP?

Jlnst uero ucnoas3yercs komanga TURN nporokona SMTP?

B uém naznauenue Postfix?

B kakoM karasore u B KakoMm (paiize cinemyer cMoTpeTh KoHpurypauuio Postfix?
Kakum  oOpa3zom  MOXHO  TNpOBEpUTh  KOPPEKTHOCTh  CHHTAKCHCA B
koH(urypanunonHom (aiine Postfix?

B kakux mapamerpax koH(purypanum Postfix TpeOyercss BHECTH W3MEHEHHS B
3HAUYECHUSX I8 HACTPOMKHM BO3MOXKHOCTM OTHPABKHM NMHCEM HE HA JIOKAJIBHBIA
XOCT, @ Ha JOMEHHBbIE ajipeca?

[TpusenuTe mpumMeps! pabOTH C YTUIUTOH mail Mo oTrnpaBKe NMUCbEMa, MPOCMOTPY
HUMEIOILUXCS UCEM, YAAICHUIO ITUChMA.

[Tpueaute npumepsl paboThl ¢ yTuauTOM postqueue . Kak mocmorpeTrs ouepe/ib
coobmenmit? Kak onpenenuts yncio cooduiennii B ouepenu? Kak oTrnpaButh Bee
cooOmenus, Haxozasuecs B ouepean? Kak ynanuts nucemo u3 ouepeau?

B uém naznauenue Dovecot?

B kakux (aitnax oObliHO HaxonsaTcs Hactpoiiku pabotsl Dovecot? 3a uto
OTBEYAET KaXKIbli U3 (aitnon?

Kakue MeTop! ayTeHTU(UKANUH TOTB30BATENECH MOKHO HCMOIb30BaTh B Dovecot
U B 4éM UX oTauuue?

[TpuBeauTe npuMep 3aro0BKa NUCbMa C MOSICHEHUSIMU €0 MOJICH.

[IpuBenuTe mnpuMepsl HCHOAL30BAaHUS KOMaHI JUisi pabOTBl C TMOYTOBBIMHU
MPOTOKOJIAMHU 4Yepe3 TepMuHan (Hanpumep depes telnet).

[TpuBeguTe npumepsl ¢ mosgcHeHusaMu 1o padore ¢ doveadm.

[Tpusenute mpumep 3ananus GopMarta ayreHTH(GHUKAIMK Monb30BaTens B Dovecot
B

¢opme noruHa ¢ ykazaHHeM JOMEHa.

Kaxkue dynkiuu BeinonusieT noutoBbiii Relay-cepsep?



Kakue yrpo3sl 6€30MacHOCTH MOTYT BO3HHUKHYTh B Cllydae HaCTPOMKH MOYTOBOTO
cepsepa kak Relay-cepsepa?

Pa3znen «ba3oBble HHCTPYMEHTbI ob0ecrnieyeHUus 0€30MACHOCTH»

Tema:

OMyJALUMs yAAJIEHHOIO TEPMHUHANA M YNAJCHHBIM JIOCTYIl K pEecypcaMm CETH.

[Tpotoxonst TELNET u SSH.

Tema:

Kaxoii 3memMeHT TpaHCaupyeT CUMBOIbI, NOJYyUYEHHbIE OT MECTHOIO TepPMHHAIA B
NVT dopme?

Kakyio kOMaHZly MOChIIaeT TEPMHHAI, €CJIU XOUeT 3alyCTUTh KAaKyH-TO OILHKIO
telnet?

YT0 MpOMCXOANT NMpU ayTEHTH(PHKALMH TTOJIb30BATEINS 10 Mapoiio B ceccuu SSH?
Yro obecrnieunBaet npoTokon coeauHerust SSH?

Yro sBasieTcst Hanbosee 0e30MacHBIM METOI0M YAAJCHHOTO J0CTyNa K CeTEBOMY
YCTPOUCTBY?

Bbl xotuTe 3anperuts yaanéuusid goctyn no SSH Ha cepBep mosbp3oBaTento root
U pa3pemunTh A0CTyn nonb3osarento alice. Kak sto caenats?

Kaxk nactpours ynanénneii noctyn no SSH uepes Heckonbko nopros? s uero
3TO MOXKET oTpedoBaThCs?

Kakue napamerps! ucnonb3yrores s cozaanus TyHHens SSH, korpa xoMmanpga
ssh ycranaBnuBaeT (poHOBOE COeIMHEHHE U HE OKMIAeT KaKOH-Tn00 KOHKPETHOM
KOMAaHIkI?

CuHXpOHM3ALMS BDEMEHHU U CeTeBbIe (DaiIoBBIE CITYKOBI.

[Touemy BaxxHa TOUHAsI CHHXPOHHU3AIUS BPEMEHH 117151 CITy»)0 0a3 maHHbIX?
[Touemy cnyx0a mnpoepku mnoamuaHOCcTH Kerberos cumbHO 3aBHCHT OT
MPaBUILHON CUHXPOHU3ALMU BPEMEHU ?

Kakas ciyx6a ucrnonb3yercs mo yMOMYAaHUIO IS CHHXPOHHM3ALMU BPEMEHH Ha
RHEL 7?

KaxoBa cTpaTa no yMOI4aHHIO J715 JIOKAJIbHBIX 4acOB?

Kakoit mopt Opanamayspa JODKEH ObITh OTKPBIT, €C/IM Bbl HACTPAUBACTE CBOM
cepBep Kak 0OJHOPAaHTOBbIN y3en NTP?

Kakyio cTpoky BaM HYKHO BKIIOUNTH B KOH(UTrypanuoHHBIH ¢aiin chrony, ecnn
Bbl XOTHTE, 4TOOBI Baml cepBep ObLI CepBepOM BpPEMEHH, A€ €CIM BHEIIHUE
cepsepbl NTP He noctynHbi?

Kaxky!o cTpaty umeeT X0CT, €ClIM HeT TeKyllel CUMHXpoHu3auuu speMenu NTP?
Kakyio komanay Bbl Obl Mcnonb3oBaau Ha cepsepe ¢ chrony, 4yToObl y3HaTh, C
KaKMMH CepBepaMu OH CUHXPOHU3UpYETCs?

Kak BBl MOXeTe Moiy4YuTh NOAPOOHYIO CTATUCTHKY TEKYIIMX HACTPOEK BPEMEHH
JUIs poriecca chrony Bamero cepsepa?

Kak nHaseiBaetcs aiin kondurypauuu, cogepxamuii oomue pecypest NFS?
Kakue moptel nomkHBI OBITH OTKPBITHI B OpaHaMayspe, uToObl 00ecrnevyHTh
MONHBIN JocTyt K cepBepy NFS?

Kakyto onmuto crieqyer ucnosib3oBath B /etc/fstab, uroObl yoeautbes, 4to odmiue
pecypcsl NFS MoryT ObITh yCTaHOBIIEHBI aBTOMATHYECKH TIPU TIepe3arpy3ke?



KakoBa muHumanbHas koHburypanus mis smb.conf ams co3maHust o0miero
pecypca, KOTOpbIii IPeI0CTaBIseT JOCTYI K Katanory /data ?

Kak nactpouth o0O0mMii pecypc, KOTOpbI AaéT MOCTyHn Ha 3aluch BCEM
MOJIb30BATENISIM, UMEIOIIUM MpPaBa Ha 3anuch B (aityioBoi cucreme Linux?

Kak orpanmunTth AOCTYH Ha 3allMCh K PECYpCy TOJBKO YJIEHAM OINpeaeaéHHOM
rpynnsi?

Kak orpaHuunth JOCTYI K ONpEACIEHHOMY pPECypCy TOJIBKO Y3l1aM U3 CETH
192.168.10.0/24?

Kakyio KOMaHay MOKHO HCIIO/IB30BaTh, 4YTOOBI OTOOpa3uTh CIMCOK BCEX
nonb3oBarenei Samba Ha cepsepe?

YTo HYKHO Cc/elaTh MOJIb30BATEIN0 A J0CTyNa K pecypey, KOTOpBIH HACTPOCH
KaK MHOT'OIIOJIb30BaTEIbCKUI pecypc?

Kak ycranoButh oOmmii pecypc Samba B KadecTBE MHOTOMOIb30BATEILCKOM
yu€THOI 3amucH, TIJe TMoJb3oBaTenb alice HCHomb3yeTrcs Kak MHUHUMAllbHas
y4€THas 3aluch N0ab30BaTeNsA?

Kak MOXHO 3ampeTuTh I[OJIL30BATENIIM [POCMATPUBATH YUETHBIC [aHHBIC
MoHTHpoBaHus Samba B daiine /etc/fstab ?

Kakas xomaHga mo3BOISET MEPEYHCINTh BCE IKCHOPTUPYEMbIE pecypchl Samba,
JOCTYIIHBIC Ha OMNpeeaéHHOM cepBepe?

Tema: CeteBoe )KypHaTMpoBaHUE U 0a30BbIC MHCTPYMEHTHI 0OecreueHus: 0e30MacHOCTH.

Yro takoe SELinux?

Yro takoe koHTeKCT (MeTka) SELinux?

Kak BoccranoButh koHTekcT SELinux mocne BHECEHHS W3MEHEHHH B
KoH(puUrypanuuoHHubie (haibi?

Kak co3narp paspematoutue npapmwia nonutukd SELinux u3 daiinos xypHanos,
cojiep KalluX COODIIEHNUs O 3ampere onepanuii?

Yro takoe OysieBblil nepekouatens B SELinux?

Kak nocmoTpets criucok nepexnouaresneit SELinux u ux cocrosuue?

Kak u3mennts 3nauenue nepekiouarens SELinux?

Kakum oOpa3zom obecrieunBaercss 0€30mMacHOCTh KOHTEHTa BeO-cepBepa IpH
pabore uepez HTTPS?

Yro takoe ceprudukannonubiii ueHtp? [Ipuseaure npumep.

Kak HacTpouTs NOKaJIBHYKO Nepeagpecanuio ¢ JIOKaJIbHOro nopra 5555 Ha nopr
80 cepsepa server2.example.com?

Kak nactpouts SELinux, 4ro0s1 no3sonuts SSH cBs3biBaThCs ¢ mopTom 20227
Kak HacTpouth MeXKceTeBOH SKpaH Ha cepBepe, 4TOObl pa3pelIuTbh BXOSALINE
noaxmouenus no SSH gepes nopr 20227

Kakoit nepekmogarens SELInux HYXHO HCMONB30BaTh, YTOOBI MO3BOJIHTH
MOJIB30BATENAM IOJIy4aTh JOCTYII K JIOMAIIHMM KaTajloram Ha cepBepe uepes
SMB?

Kakoii momynb rsyslogd Bbl JIOMKHBI UCTIONB30BATh JUIsl IPUEMA COOOUICHHA OT
journald?

Kak HaspiBaeTcst ycTapeBIIMH MOJYJb, KOTOPBIM MOXHO HCIONIB30BAaTh Jif
BKITIOYEHHS MpUEMa cooO1eHui xypHana B rsyslogd ?



e UroObl ybenuTbcs, 4TO ycTapeBIIMii MeToj mpuéma cooOiieHuid u3 journald B
rsyslogd He wucnonme3yeTcs, Kakoi IOMOMHHUTEIBHBIN MapaMeTp CIeayeT
HCIOJIB30BATH?

e B kakom xoHburypanuonHom aiine cojaepxkarcs HACTPOHKU, KOTOpbIE
MO3BOJISIOT BaM HACTpPauBaTh padoTy KypHama?

e Kakum napametrpom yriparisieTcs nepechuika coodmienuit u3 journald B rsyslogd ?

e Kaxkoit moayns rsyslogd Bbl MOMkKeTE HCTIONB30BATH JJIsi BKIIIOUEHHUS COOOIICHUH U3
(haiina xxypHana, He coznaHHoro rsyslog ?

e Kaxkoit Mmogynb rsyslogd BaMm HY»KHO UCIOJIB30BATH JUISL TIEPECHUIKUA COOOILEHUN B
6a3y manubix MariaDB?

e Kakue nBe CTPOKM BaM HYKHO BKIIOUMTH B rsyslog.conf , 4ToObl mO3BOIHTH
TEKYILIEMY KypPHaJIbLHOMY CepBepy noiaydats cooduieHus uepes TCP?

e Kak HacTpouTh JIOKaJbHBIH OpaHaMay’p, 4TOOBI pPa3pelIuTh NPUEM COOOIICHUN
Kypnana yepes nopt TCP 5147

e [losichute npunnun padotet Fail2ban?

e Hacrpoiixu kakoro (aiina 6onee npuopurerHsl: jail.conf nnn jail.local ?

e Kak HacTpouTh OnoBelieHue aMUHUCTpaTopa rpu cpabateiBanuu Fail2ban?

o [losicHuTE MOCTPOYHO HACTPOMKH MO YMOJTYAHUIO B KOH(UrypalMoOHHOM daiine
/etc/fail2ban/jail.conf , oTHOCSIIMECS K BeD-CityxOe.

e [losicHUTE MOCTPOYHO HACTPOUKH MO YMOJYAHUIO B KOH(UTryparuoHHOM (haiine
/etc/fail2ban/jail.conf , oTHOCSIIIMECS K MOYTOBO# ciyx0Oe.

e Kaxkue nelictBus MoxeT BonoaHATh Fail2Zban npu oOHapyxenuu atakytomniero [P-
anpeca? I'ne MOXKHO NOCMOTPETh ONUCAHUE JACHMCTBUM 7 MOCICAYIOLIErO
UCTOJIb30BaHMs B HacTpoiikax Fail2ban?

e [lonyuuts cniucok aeicTByromux npaswi Fail2ban?

e Kak nomyuurs ctaTuctuky 3adnokupoBannbix Fail2ban anpecos?

e Kak pasdnokuposars [P-agpec?

2. 3aiaHusl PEKOHCTPYKTHBHOI'O YPOBHS

B kauecTBe 3aaHMii PEKOHCTPYKTMBHOIO YPOBHS NPEAINOJArarOTcs  3aJaHus
nabopaTopHOrO MpaKTHKymMa (CM. I. 2 OCHOBHOIO chucka jurepatypsl B 1.10
MpOrpaMMBbI Kypca).

JlaGopaTopuas padora Ne 1. [TogroroBka 1aboparopHOro cTeHaa
3ananue:
e Cdopmupyiite box-daiin ¢ quctpudytuBom CentOS nns VirtualBox.
e 3amycTUTe BUPTYalbHbIC MAIIMHBI CEpBEpa M KIMEHTa U yOeIuTeCh B HUX
paboTocrnocoOHOCTH.
e BHecuTe H3MEHEHHUS! B HACTPOUKHU 3arpy3Ku 00pa30B BUPTYAIbHBIX MAILIUH SErver
u client, 1o6aBUB MOIB30BATENS C IPaBaMH aMHUHHCTPATOPA U H3MEHHUB HA3BAHUS
XOCTOB.
e Cxonmpyiite HeoOxoaumble misi paborel ¢ Vagrant daitibl u  box-daitibl
BUPTyalbHBIX MAIIMH Ha BHEMIHUA Hocutenb. Mcnonb3ys 5tu (aiibl,
nonpoOyiTe pa3BepHYTh BUPTYabHbIE MAIIMHBI HA PYTOM KOMIIBIOTEpE.



Jlaboparopuas padora Ne 2. Hactpoiika DNS-cepsepa
3amaHue:

YcranoBute Ha BUpTyansHOU MammHe server DNS-cepsep bind u bind-utils.
Cxoudurypupyiite Ha BUPTYaIbHOI MaiuHe server kammpytonuid DNS-cepsep.
CxoHdurypupyiite Ha BUpTyanbHOI MamuHe server nepsudHbiii DNS-cepsep.
[Tpu nomomu ytunut dig u host npoananusupyiite padory DNS-cepsepa.
Hanummre ckpunt st Vagrant, ¢Gukcupylomuii JeHCTBUS MO0 YCTAaHOBKE HU
koHpurypuposanuto DNS-cepBepa BO BHYTPEHHEM OKPYKCHUHM BHUPTYalIbHOM
MamuHeI server. CoOOTBETCTBYIOLIMM 00pa3oM BHECTH u3MeHeHus B Vagrantfile.

Jlaboparopuas padora Ne 3. Hactpoiika DHCP-cepsepa.
3agaHue:

Ycranosute Ha BupTyansHoN MamuHe server DHCP-cepsep.

Hacrpoiite BupryanbHyto wmamuHy server B kadectBe DHCP-cepsepa pus
BUPTYAJIbHOU BHYTPEHHEH CETHU.

[IpoBepbre KOppekTHOCTE paboTel DHCP-cepBepa B BUpTyanbHOW BHYTPEHHEH
ceTH TMyTEM 3amycka BHPTYalnbHOW MamwuHbl client W npuMeHEHHS
COOTBETCTBYIOLIMX YTHIIUT AUATHOCTUKHU.

Hacrpoiite oOnoBienue DNS-30HbI Ipy NOSIBICHUN B BUPTYAJILHOM BHYTPEHHECH
CETH HOBBIX y3JIOB.

ITpoBeprsTe KOppekTHOCTH paboTel DHCP-cepBepa u obHoBneHuss DNS-30HBI B
BUPTYaAJIbHOW BHYTPEHHEH CEeTH MyTEM 3allyCKa BUPTyalbHOW MamiuHbl client u
NPUMEHEHUS COOTBETCTBYIOIIMUX YTUIUT JUArHOCTUKH.

Hanummure ckpunt mns Vagrant, (GUKCHPYIOUMI [EHCTBUS IO YCTAaHOBKE H
Hactpoiike DHCP-cepBepa BO BHYTPEHHEM OKpPYKEHUU BUPTYAIbHOW MAIIUMHBI
server. COOTBETCTBYIOIIUM 00pa30oM BHECTH u3MeHeHus B Vagrantfile

Jlaboparopuas padora Ne 4. basosas nactpoiika HTTP-cepsepa.
3agaHue:

Ycranosute HeoOxoaumble aist padoter HTTP-cepeepa nmakeTsl.

3anyctute HTTP-cepBep ¢ 0a3oBoil koH(urpyanueir m npoaHanu3upyHTe ero
pabory.

Hactpoiite BUpTyanbHbl XOCTHHT.

Hanummre ckpunt mis Vagrant, (GpuKCHpYIOmMH TEHCTBUS MO YCTAHOBKE H
Hactpoiike HTTP-cepepa BO BHYTPEHHEM OKPYKCHUM BUPTYAIbHOWU MAlIUMHBI
server. CooTBeTCTBYIOUM 00pa30M BHECTH u3MeHeHUs B Vagrantfile.

JlaGopaTopuas padora Ne 5. Pacmmpennas nactpoiika HTTP-cepsepa Apache
3agaHue:

Crenepupyiite Kpunrtopapudeckuili KI0Y M CaMOMOINHCAHHBIA cepTuduKaTt
0Oe30omacHOCTH Ul BO3MOXKHOCTH [epexoja BeO-cepBepa OT paboThl 4epes
npotokon HTTP k pabore uepes3 nporoxon HTTPS.

Hactpoiite BeO-cepsep ans pabotsl ¢ PHP.

Hanummre (uny ckoppexTupyiire) ckpunt st Vagrant, (GUKCUPYIOUIHI 1eiiCTBUS
no pacmmpenHod Hactpouke HTTP-cepepa BO BHYTPEHHEM OKpPYXEHUHU
BUPTYAJbHOM MAILIUHBI SErver.



JlaGopaTopnasi paGora Ne 6. YcraHoBKa M HAcCTpOMKa CHUCTEMbl yIpaBieHHs 0azamu
nanHbix MariaDB.
3ananue:

YcranoBute HeoOxoaumble A padbotsl MariaDB nakeTsl.

Hactpoiite B KauecTBe KOJMPOBKM CHMBOJIOB MO yMmondaHuio utf8 B 0Oaszax
JTAHHBIX.

B 6aze nanuesix MariaDB co3paiite TectoByio 6a3y addressbook, comepixaniyio
Tabnuiy city ¢ moisiMu name u city, T.e., HaIpUMep, Ul HEKOTOPOTO COTPY/IHUKA
yKa3aH ropo/i, B KOTOpOM OH padoTaer.

Cospnaiite pe3epBHyro komuio 0a3bl nanubix addressbook m BoccranoBute u3 Heé
JaHHBIE.

Hanummre ckpunt ans Vagrant, (UKCHUpYHOmMHA JEHCTBUA MO0 YCTAaHOBKE U
HacTpoiike 0a3bl gaHHbIX MariaDB BO BHYTpEHHEM OKPYIKEHUH BHUPTYAIbHOI
MAIlIHBI Server.

CooTtBeTcTBYIOIIMM 00pa3oM BHECTU U3MeHeHnus B Vagrantfile.

Jlaboparopnas padora Ne 7. PacuimpeHHble HACTPOMKHM MEKCETEBOI0 IKpaHa
3ananue:

Hacrtpoiite MexkceTeBOM 3KpaH BUPTyalbHOW MAIlMHBI Server Ui J0CTyIla K
cepsepy no npotoxkony SSH e uepes 22-11 noprt, a uepes nopt 2022.

Hacrpoiite Port Forwarding Ha BUpTyanbHOI MallluHe Server.

Hactpoiite MmackapaguHI Ha BUPTYaJdbHOM MalllMHE Server Uisi OpraHu3aluu
J0CTyna KiueHrta kK cetu MuTepHer.

Hanummre ckpunt qus Vagrant, Gukcupyrommidi ASHCTBUS IO PaCHIMPEHHOM
HACTPOMKe MEXCETeBOro 3kpaHa. COOTBETCTBYIOHIMM 00pa30M BHECTH U3MCHEHHS
B Vagrantfile.

Jlaboparopuas padora Ne 8. Hactpoiika SMTP-cepsepa.
3amanue:

YcranoBuTe Ha BUpTyanpHOM MammHe server SMTP-cepsep postfix.

Crhenaiite nepBOHa4YaIbHYI0 HAaCTPOHKy postfix mpu momomu yTUIMTHI postconf,
3a[1aB OTIPABKY MMHUCEM HE Ha JIOKAIbHBINH XOCT, a HAa CEpPBEP B JIOMCHE.

[TpoBepbTe OTIIPaBKY MOUTHI C CEPBEPA U KJIUCHTA.

Cxondurypupyiite Postfix mis paboter B momene. IIpoBepbre oTnpaBky moYTH €
cepBepa U KIHMEHTA.

Hanummre ckpunt ans Vagrant, (UKCHUpYHOmMHA JEHCTBUA MO0 YCTAaHOBKE U
HacTpoiike Postfix BO BHyTpeHHEM OKpYKEHUH BHUPTYalIbHOH MAIIHHBI SErVer.
CooTBeTCTBYIOIIMM 00pa3oM BHeCTH u3MeHenus B Vagrantfile.

JlaGopaTopuasi padora Ne 9. Hacrpoiika POP3/IMAP cepsepa.
3amanue:

YcraHoBuTe Ha BUpTyalnbHOU Mamuue server Dovecot u Telnet nnst nansHeiimei
MPOBEPKH KOPPEKTHOCTU PabOTHI MOYTOBOTO CEpBEpa.

Hactpoiite Dovecot.

YcTaHoBUTE Ha BHUPTyalbHOM MamuHe client mporpammy s YT€HHUS TOYTHI
Thunderbird u HacTpoiiTe e€ s MaHUNYIALKKA ¢ TOUTO# Baiero mojap3oBatesns.



IIpoBepbTe KOpPPEKTHOCTH pabOTBI MOYTOBOIO CEpBEpPa KAK C BUPTYAIBHOU
MAIINHBI Server , Tak U C BUPTYalIbHOH MamuHbl client.

WUsmenure ckpunt mns Vagrant, GUKCHPYIOUMI JEHCTBUS MO YCTAHOBKE H
Hactpoiike Postfix m Dovecote BO BHYTPEeHHEM OKpPYKEHUH BHPTYaTbHOU
MalIMHBl Server, co3gaite ckpunt st Vagrant, GUKCHUPYIOIUN ACHCTBUS 1O
ycranoBke Thunderbird Bo BHyTpeHHEM OKpY)XGHHH BHPTYalbHOM MAaIIUHBI
client. CooTBeTcTBYIOIMM 00pa3oM BHECTH u3MeHeHUs B Vagrantfile.

Jlaboparopuas padora Ne 10. Paciuupennsie Hactpoiiku SMTP-cepsepa.
3amanue:

Hactpoiite Dovecot aist padotst ¢ LMTP.

Hacrpoiite ayrentuduxamuio nocpeacrsom SASL na SMTP-cepsepe.

Hactpoiite paboty SMTP-cepsepa nmosepx TLS.

Cxoppektupyiite ckpunt s Vagrant, (GUKCHPYIOLHI JEHCTBUS PACUIMPEHHON
HacTpoiike SMTP-cepepa BO BHYTpPEHHEM OKPYXEHUHM BHUPTYaJbHOM MAIlUHBI
server.

JlaGoparopnasi padora Ne 11. Hactpoiika 6e3omacHoro yaanéunoro gocrtyna no SSH.
3ananue:

Hactpoiite 3anper ygan€HHoro gocryna Ha cepep no SSH nns nosb3oBartens
root.

Hacrpoiite paspemieHue yaanéHHOro jaocryma k cepsepy no SSH Tonbko ans
M0JIb30BATENCH TPYMNIbI vagrant U Balllero moJjab30BaTers.

Hacrpoiite yganéunsiii goctyn k cepsepy no SSH uepes nopt 2022.

Hacrpoiite ynanéunsiii foctyn x cepsepy no SSH no xmiouy.

Opranusyire SSH-TyHHENb ¢ KIMEHTa Ha CEpBEp, MEPECHANPABUB JIOKAIBHOE
coequrenue ¢ TCP mopra 80 na mopt 8080.

Ucnone3ys ynanénHoe SSH-coeauHeHue, BBIMOIHUTE C KIMEHTa HECKOJBLKO
KOMaH/1 Ha cepBepe.

Ucnone3ys ynanénHoe SSH-coenmHenue, 3amycTUTe € KIHEHTa rpaduueckoe
IPUIIOKEHHE Ha cepBepe.

Hamummre ckpunt qis Vagrant, pukcupyromuii gedcTsust no Hactpoiike SSH-
cepBepa BO BHYTPCHHEM  OKPYXKEHHM BHUPTYyaJbHOM  MAIIMHBI  SErver.
CootBeTcTBYOIIHM 00pa30M BHECTH n3MeHeHus B Vagrantfile.

JlaboparTopuasi padora Ne 12. CunxpoHu3anusi BDEMEHU.
3aganue:

W3yunre kOMaHabI 10 HACTPOUKE IApaMETPOB BPEMCHH.

HacTtpoute cepBep B KauecTBe cepBepa CUHXPOHM3ALMKM BPEMEHU /ISl JIOKAIbHOM
CeTH.

Hanummre ckpuntel s Vagrant, QUKCHpPYIOUIME ACHCTBUS O YCTAaHOBKE H
Hactpoiike NTP-cepBepa u knuenra.

JlabopaTopnas padora Ne 13. Hacrpoiika NFS.
3aganue:

Ycranosure u Hactponte cepsep NFSv4.
[ToagmonTUpyHTE yAQIEHHBIH pEeCype HA KIIMECHTE.



e [logkinrouuTe KaTaaor ¢ KOHTEHTOM BeO-cepBepa k aepeBy NFS.

o [logkimrounTe Karamor sl yaala€HHOW palOoThl BAallEero IOJb30BATEINIS K JIEPEBY
NEFS.

e Hanmmure ckpuntel A Vagrant, QuKcHpyOme ACHCTBUSA IO YCTAHOBKE H
HacTporke cepBepa NFSv4 BO BHYTpEHHEM OKPYKEHMM BUPTYAJIbHBIX MAalllMH
server u client. CoorBeTcTBYIOMmUM 00pa3oM BHecTH u3MeHenus B Vagrantfile.

JlaGopaTopuas padora Ne 14. Hactpoiika daitnoBsix cinyx0 Samba.
3ananue;

e VYcraHoBUTE M HacTpoiTe ceprep Samba.

e Hacrpoiite Ha KIMEHTE JOCTYI K pa3e/isieMbIM pecypcam.

e Hanummre ckpuntel mias Vagrant, Gukcupymomme NeHCTBUS MO YCTAHOBKE U
HACTpOlKe cepBepa Samba ams [gocTyma K pasfeiseMblM pecypcaM  BO
BHYTPEHHEM  OKPYKEHHM  BHPTyalbHbIX  MamuH  server u  client.
CooTBeTcTBYIOINM 00pa3oM BHECTH U3MeHeHus B Vagrantfile.

Jlaboparopnas padora Ne 15. HacTpoiika c€TeBOro KypHaJIMpOBaHHUSL.
3aganue:

e Hacrpoiite cepBep ceTE€BOro KypHAIUPOBAHUS COOBITHIA.

e Hacrtpoiite KIMeHT /Ui nepeaavyy CUCTeMHBIX COOOLIEHHH B CETeBOM XKypHAI Ha
cepsepe.

e [IpocmoTpuTe IKypHalIbl CHCTEMHBIX COOBITMH C MOMOIIBIO HECKOJIBKHUX
MIPOrpaMM.

e Hanummre ckpuntel ans Vagrant, Qukcupyromme JACHCTBUS MO YCTAHOBKE U
HACTPOMKE CETEBOr0 CepBepa KypHAIMPOBAHUSL.

JlaGopaTopuasi padora Ne 16. ba3zosas 3amura ot arak tuna «brute force».
3ananue:

e VYcranoBute u Hactpoiite Fail2ban nns orcnexuBanust paboThl YCTAHOBIEHHBIX
Ha cepBepe Ciryxo.

e [Iposepsre pabory Fail2ban mocpencTBoM MNOMBITOK HECAHKIIMOHUPOBAHHOTO
NOCTyNa ¢ KIMeHTa Ha cepsep yepe3 SSH.

e Hanummre ckpunt mns Vagrant, UKCHPYIOIIMI JEHCTBUS IO YCTAHOBKE H
Hactpoiike Fail2ban.

Mertoanyeckne yKa3aHusi H HIKAJIA OLECHOK.
[Topsaiok BeIOIHEHUS 1a0OPATOPHOM PadOTHI 3aK/IHOYAETCS B CIACAYIOMIEM:

» O3HAKOMUTKCS C pa3/ieslaMy METOUYECKUX YKa3aHui K 1abopaTopHoit pabore.
* BoinonHuTh 3a1aHus 1o 1abopaTopHoii paboTe.
* CocTaBUTH OTUET.

OTuér 10MKEH CoAepKaTh CICAYIOMIUE ITIEMEHTBL:

e TuTynbHBII TUCT ¢ yKa3zaHHeM HoMmepa adboparopHoi padbotsr 1 PHO cryaenra.
o  @DopmynupoBKa 3a7aHusg pabOTHL.
e OnucaHue pe3yIbTaToOB BLINOIHCHUS 3a0aHMsL:

© CKPUHIIOTHI (CHUMKH JKpaHa), (UKCUpYIOIINe BBITOIHEHHE paboThI;

© noapoOHOEe ONMMCcaHUe HACTPOCK CIIYKO B COOTBETCTBUM C 33JJaHUEM;



© MOJHBIC TEKCThl KOH(PHUIypallMOHHBIX (DailyIOB HacTpauBaemblx B pabore
cyxO0;
O pe3yiabTaThl MNPOBEPKU KOPPEKTHOCTH HACTPOEK CIYKO B COOTBETCTBUM C
3a1aHueM (MOATBEPKACHHBIC CKPUHIIOTAMH ).

e BriBObI, COrIacOBaHHbBIC C 3aaHHEM PabOTHI.
e (OTBeTbl HA KOHTPOJIbHBIE BOMPOCHL.

Kpu*repun OLEHKHM BbINOJHEHHS JOMAIIHUX 3aJaHHI H 33JaHUH 1O JlaﬁﬁpaTﬂthlM

pabdoram
DjieMeHT Ouenka (HopmupyeTcs Ha obuiee uucio 6amioB 3a padory)
OLleHHBAHUSA 0 1 2 3
Boinoanenue |Pabora e |He Bce 3ananus|Bce 3anauus | Bee 3alaHus
padoTbI BBINOJIHSUIACE | BBIMOJIHEHE!  W/MJIH | BBIITOJIHEHEL, BBIMOJIHEHEI,
HE  [OATBEpIKJEHA |4aCTHYHO HOATBEpIK/IeHa
paboTOCOCOOHOCTD |IMOTBEPIK/IEHA paboTocnocobHOCThL
HACTPAaMBAEMBIX paboTocnocobHOC | HACTpanBaEMbIX
CEPBUCOB Th CEPBHCOB
HACTPaMBAEMBbIX
CEpBUCOB
Otuer no | Otuer HecrpykrypupoBaut | Otuer w10x0 | OT4eT MOArOTOBIICH
BBINOJIHEHHIO |OTCYTCTBYET |bIif OTYET B BH/E|CTPYKTYPHUPOBAH, |CaMOCTOSTENILHO,
padoTbl Wik B oTuere | Habopa CKPHMHILIOTOB |HE BCE MOSICHEHO. |CTPYKTYPHUPOBAH,
BBLISIBJIICHBI 0e3 nosAcHeHUM COJIEPIKUT
WIEMEHTHI  C [IOSACHEHHS o
HYHKOU BBINOJIHEHUIO
paboThI

O1eHrBaeTCs MOJHOTA BHIMOTHEHUS pabOThl, 0()OpPMICHHE Pe3ylIbTaTOB, MOJIHOTA
OTBETOB Ha KOHTPOJILHBIE BOIIPOCHI, €CIU 3TO MPEIYyCMOTPEHO 3a1aHUEM.



