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1. IEJIb OCBOEHUS JUCIUTLIAHBI

[ensto ocBoenus aucuuiuivabl «McTounnkn yrpo3 KuOepOe30macHOCTHY SBISCTCS
3HAKOMCTBO CTY/ICHTOB C OCHOBaMHM oOecrieueHust kubepdesonacHocTu U GOPMUPOBAHUH Y
HHUX TPEACTABICHUA O HEOOXOAMMOCTH Mep 3amuThl B Kubeprpoctpanctse. [Ipumenenne
MOJTyYeHHbIE 3HaHUN OyaeT crnocoOCcTBOBaTh 000CHOBAHHOMY BBIOOPY MMH 3()(hEeKTHBHBIX
MEp MPOTHUBOACHCTBUS M MEXaHU3MOB oOecredeHus kubepOe30MmacHOCTH XO3SHCTBYIOIIMX
CyObEKTOB B COOTBETCTBHMU C HOPMATHBHO-NPaBOBOU 0a30it PP u uHBIX cTpaH B 00jacTu
3anUThl HTH)OPMAIUK U NHBIX SKOHOMHYECKHUX CHCTEM.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMHS TUCIIUIT/IMHBI

OcBoenune aucrumiuebl «MctouyHukn yrpo3 kubepOe30macHOCTH» HAMpaBlIeHO Ha
¢opmupoBanue y 0Oydarommxcsi Claeayromux KoMneTeHuui (dactu kommerennmii): I1K-1;

IK-5.

Tabnuya 2.1. Ilepeuenv komnemenyutl, opmupyemsvix y 00V4aroujuxcs npu 0C80eHuu
OUCYUNTUHBL (PE3YTbMAMbl 0CB0EHUS OUCYUNIUNDBI)

Hlmmca'ropm AOCTHKEHHH KOMIICTCHIIMH

Hludp Komnerennus e .
(B paMKax JaHHON AMCUHUTIIHHbI)
[MK-1.1. 3Buaer wmeronsl a”anmu3za U 0000neHus
OTEYECTBEHHOIO " ME3K/ Ty HAPOJHOT O ombITa B
CnocoOHOCTE COOTBETCTBYIOIIEH 00J1aCTH MCCIIE10BAHMS
npoBoauTs paborel o | IIK-1.2. YMeer mnpuMeHsTb MeTOAbl aHalu3a Hay4dHO-
o0paboTke U aHaIKU3y TEXHMUYECKOM uHpoOpMalMKU IS pPElleHus CTaHAApTHBIX
[TK-1 HAY4YHO-TEXHHUYECKON 3a1a4 B COOCTBEHHOW Mpo)ecCHOHAIBHOH W HAy4dHO-
uHpopmanuy u HUCCIIEN0BATENLCKON IEATENbHOCTH
PE3YIIBTATOB I[1IK-1.3. Bmageer 0a30BbIMH  HABBLIKAMH  [OJATOTOBKH
UCCIIE0BaHUI Hay4HbIX 0030poB u (wnm) nybnukauuil, pedeparoB u
6ubnuorpaduil no TemMaTHKe NPOBOAUMBIX UCCIIEOBAHUN Ha
PYCCKOM M MHOCTPAHHOM SI3bIKE
[TK-5 Cnocobuocts pemare | IIK-5.1.  3naer MeToabl  OpraHu3aluMy  YNpaBlIeHUs
3a71a4yl YIIpaBlICHUs krnOepOe30nacHOCThIO peAnpUATHI " HUHBIX
KubepOe30MacHOCTbIO IKOHOMHYECKUX CHCTEM
NPEANpPUATUN U UHBIX [1K-5.2. 3HaeT OCHOBBI HOPMAaTHUBHO-IIPABOBOIO

IKOHOMHYECKHX CUCTEM

perynupoBanusi B P® u MHBIX cTpaHax B 001acTH 3alUThI

unopmanu
I1K-5.3. VYmeer  nOpUMEHATL  METOAbl  YNpaBICHHA
KHOepOe30nacHOCThIO npeanpUsTUH " MHBIX

SKOHOMHYCCKHX CHCTEM

[IK-5.4. Ymeer ucnosb3oBaThb HOPMATHBHO-IIPABOBYIO 0a3sy
P® wu wunHbIX cTpan B obOnactu 3amuthl HHGOpMALMU B
npouecce ynpasieHus KuOepOe30macHOCTbIO MPEeANPUSTHI
M UHBIX YKOHOMHYECKHX CHCTEM

ITK-5.5. Bnageer HaBblkaMu OpraHu3allid  YIpaBlIeHHs
KHOepOe30nacHOCTbIO HpeAnpUsATHil " UHBIX
HYKOHOMHMYECKHX CHCTEM




Hupnu KaTopbl J0CTHKEHUH KOMIIETEHIIHH

HIudgp Komnerenuus .
(B paMKax JaHHON AMCUHUTIIHHbI)

[TK-5.6. Bnajneer HaBbIKaMM [PUMEHEHHS HOPMATUBHO-
npaBoBoit 0asel P® M uHBIX cTpan B 001acTH 3allUTHI
uHopMaIK B IIpoLecce yIpasiaeHus Kubepoe3onacHOCTbIO
HPEANPUITUN U UHBIX SJKOHOMHYECKUX CHCTEM

3. MECTO JUCIIMIIVIMHBI B CTPYKTYPE OII BO

Jucounnuaa «Mcrounuku yrpo3 kuOepOe30macHOCTH» OTHOCHTCS K  4acTH,
(hopmupyemoii yaacTHukamu 00pa3oBateibHbIX oTHOMmEeHuH, 6inoka b1 OIT BO.

B pamkax OIl BO oOyuwarommuecs Takke OCBAMBAIOT JAPYrHe TUCLMILIHHBI H/WIH
MIPAKTUKH, CHOCOOCTBYIOIIME [JOCTHKCHHUIO 3aIUIAHMPOBAHHBIX PE3Y/IbTATOB OCBOCHUS
nucuuIuinHbl «Metounuku yrpo3 kubep0e30mnacHOCTI.

Tabnuya 3.1. Ilepeuenv rkomnonenmos OIl BO, cnocobcmayioujux 00Ccmudicenuio
3anIAHUPOBAHHBIX PE3VIbMAMOE 0CEOEHU OUCYUNTUHbI

IIpeamecrpyromue [Mocaeayrommue

Hludgp HREEHGIRIT JHCUUILTHHBI/ MOYJIH, AHCHUILIHHBI/MOLYJIH,

KOMIIeTeH U - M
NPAKTHKH NPAKTHKH
CrnocoOHOCTD - KubepbesonacHoctb
MPOBOJIUTH PabOTHI NpeANpUATHUs,
1o 0bpadotke u AnBanus 1 nokasareiu
aHAJIM3Y HAY4YHO- s dexTuBHOCTH
TEXHUYECKOH kuOepOe30nmacHOCTH
uHpopmaluu u npennpusatus, Hayuno-
pe3y/bTaToOB uccrienoBarelbckas padbora
HCCIIEI0OBAHUM (mony4yeHue NepBUYHBIX
[TK-1 HaBBIKOB Hay4YHO-
HCCIIEOBATEILCKON padoThl),
[TpoexTHas npaxkTuka
(monyueHue HaBbIKOB
OpraHU3alOHHO-
yHpaBIEHYECKOH H
HCCIIEL0BATENLCKOU
JIESITEIIbHOCTH),
[Tpenaunnomuas nmpakTHka
Cnocobnocts pewars | Ludposas KubepbezonacHocts
3a/1a4¥ YIpaBIeHUs TpaHcopmarus MpeANpUATHUS,

TK-5 knOepOe30nacHOCThIO | I100aIbHOM IKOHOMUKHU 3ammuTa cereit u
NPEANPUSATUI ¥ UHBIX | MexXTyHapoaHbIe KubepOe30nacHOCTb,
IKOHOMUYECKHX [UIaTEKHBIE CHCTEMBbI HckyccTBeHHBIH HHTEIIEKT U
CUCTEM Jlu3aiiH MbllLICHUE KkrOep0Oe30nacHOCTh

1 - 3anonHsercs B COOTBeTCTBHU C MaTpuLel komnereHuuii u CYIT OIT BO



4. OFbEM JIMCIMILJIMHBI U BU/bl YYEBHON PABOTHI

O0mass TPyIOEMKOCTh JIHUCIUTUIMHbBI

«AcTouHUKH

COCTaBISAET 3 3aUYETHBIX CIHHHIIBI.

Tabnuya 4.1. Buowt yuebnoit pabomel no nepuodam ocsoenus Ol BO

yrpo3 kubepOe3omacHOCTI

Buj yuebuoii padornl BEETG, CERBSTp &)
aK.u. 5
Konmaxmnas paboma, ax.u. 54 54
B TOM YMCJIE:
Jlexuu (JIK) 18 18
Jlaboparopusie pabotsi (JIP) - -
[Tpaktnueckue/cemunapckue 3austus (C3) 36 36
Camocmosimenvnas paboma 00y4aiouuxcs, ax.u. 54 54
Koumponw (sx3amen/3auem ¢ oyeHkoul), ax.u. - -
Ob6wmas Tpy10eMKOCTb JUCHHILTHHBI a T 108 108
3d4.e]l. 3 3

5. COJEPKAHUE JUCHHUIIVIMHbI

Tabnuya 5.1. Codeporcanue oucyuniunsl (MOOYIs) RO 8UOAM V4eOHOU pabomsl

HaumenoBauue
pa3jena AHCUHILIHHBI

Conep:xanue pasjeia (Tembl)

Buj yueonoii
paborer’

Pasnen 1. Bsenenne,
OCHOBHBIC HOHATHA
yrpos
Kknbepbes3onacHoCTH

Tewma 1.1. OcHOBHBIE OnpeaeaeHus: KubepOoe30nacHOCThL
U uHdopManroHHas 0€30MaCHOCTb, KHOEPIPOCTPAHCTBO
u MH(OPMALIMOHHOE [IPOCTPAHCTBO,
kubepundpactpykrypa, kubepBo3aeiicTBie, KPUTHUECKH
BaKHOE KUOepnpocTpaHcTBO M KubepHH(pacTpyKTypa,
obecrieuenne kubepbeszonacHoCTH, YSI3BUMOCTb
kubepbe3onacHOCTH, yrpo3a (puck) kudepbe3onacHoCTH,
UHIIHIIEHT KnbepOe30onacHoCTy. Knaccuduxarus
YSI3BUMOCTEH knOepbe30nacHoCTH 1o obnactu
IpOUCXOXkKAeHHd, 10 THnaM HenocrarkoB MC, no mecry
BO3HUKHOBEHUS. Knaccuduxarus yrpos
kubepOe30nacHOCTH: JIEpEBO CHCTEMATH4YECKON
Kiaccuukauy KuOepyrpos, CBs3H MEXKAY pa3iuYHbIMU
THIIAMU kubepyrpos, UCTOYHUKH KuOepyrpos.
Knaccudukanus OCHOBHBIX BUJIOB KHOEPBO3/1eHCTBHUIA.

JIK

Tema 1.2. OcHOBHbIE TNPUHLMUIBI HPOTHBOACHCTBUSA
yrposam kuOepOe30macHOCTH. Jokrpuna
unpopmanuonHoil 6esonacnoctu Pd. [ocynapcrBennbie
crparerun kubepbeszonacnoctu: EC, CIIIA, Kanansi,

JIK

2

- 3anosmseTcs To/LKo 1o OYHOM dopme obyuenns: JIK — nekuuu; JIP — naGoparopubie paGotsr; C3 —

CeMHHapCKHe 3aHATHA




Snonun. PykoBozmcrBo mno kubepbesonmacHocTH IS
pa3BUBAIOLIUXCSL  CTPaH. Konuenuus  crpareruu
kubepbeszonacHoCTH B P®. HNudpopmanmonnoe
npoTHBOOOPCTBO. OCHOBHBIE KPUTEPUHM 0E30MaCHOCTH:
TOTOBHOCTb,  LEJIOCTHOCTb,  KOH(UACHIHAILHOCTD,
uaeHTudukanus, ayTeHTUGUKAIMSI, HEOTKa3yeMOCTb,
(usnueckas 0e30MacCHOCTb, pEUIEHUs [0 BOMPOCaM
Oesonacuocti. KubepbeszonmacHocTs kubepusnueckux
cucreM, kubepbesonacHocts «VHTepHeTa-Bemen».

Paznen 2. Yrpo3sl
kubepbesonacHoCcT
OTKPBITOrO
HpeNIpUATUS

Tema 2.1. Hapyuienusi 3amutbl HA TPUKIAJTHOM ¢
ceTeBoM ypoBHaAX. O0uwmii 0030p Kiaccudukanuii yrpos
OesonacHOCTH: nEpedyeHb HauOONIEe OMNACHBIX PHCKOB
uH(pOPMALMOHHON 0e30MacHOCTH 171 BEO-IPHIOKEHUH
00 MHEHUIO OJkcneprHoro coobuectsa (OWASP),
Kinaccudukanus YSI3BUMOCTEH 51 HEIOCTATKOB
nporpammuoro obecneuenust (CWE), knaccudukauus
mabI0HOB KOMITBIOTEPHBIX aTak (CAPEC),
knaccudukanus yrpo3 0e30nacHOCTH BEO-IPHIOKEHUH
(WASC).

JIK, C3

Tema 2.2. HecankunonupoBaHHbIH JIOCTYVIT:
HECAHKIIMOHUPOBAHHBIH  JOCTYN K  KOMIIBIOTEPHBIM
cucTeMaM, ceTsiM, HH(DOPMAIMOHHBIM pecypcaMm u
uHpopMaliH.

JIK, C3

Tema 2.3. [IlepexBar [aHHBIX: HepexBarT W aHaIu3
CETEBOIO Tpaduka, nepexsar nHpopMarmu,
ayTeHTU(UKAMA W [epexBaT y4YeTHON  3aIrucy,
HeNlerajbHbI nepexsar HMH(OOPMALMOHHBIX PECYPCOB,
HepexBaT yIpaBJIeHUs.

JIK, C3

Tema 2.4. Texuuueckue KaHadbl YTEUKH HHPOpPMALIHH.
Yrpo3el yTeuku HHpOpMALUM 110 KaHaiaMm [MOOOYHBIX
ANEKTPOMAarHUTHBIX M3/Iy4YeHud U HaBoaok. [lepexmar
nO0OOUHBIX ANEKTPOMATHUTHBIX, aKYCTHUYECKUX U JIPYTUX
W3nydeHuil ycrpoiictB M nuHui cBs3u. HaBoaku Ha
BCIIOMOTI'aTe/IbHBIC TEXHUYECKUE CPEICTBA.

JIK, C3

Paznen 3. Ananuz
VS3BUMOCTEH, MEPbI
NPOTUBOACHCTBUS U
MEXaHU3Mbl
obecrieueHust
0e30MmacHOCTH

Tema 3.1. Unentudukanus ysI3BUMBIX MECT CHUCTEMBL
Wucnekuus kopa, fuzzing, anmanus cneuudukanuii u
ApXUTEKTYpBl, aHaIM3 MOTOKA JaHHBIX - talnt aHayuus,
IKCIUTyaTalus YySI3BUMOCTEH, TMOMCK YSI3BUMOCTEH B
ounapuom xome IIO, Ttexnmuka Threat Hunting.
WHcTpyMeHTbl aHanu3a U TECTHUPOBAHMs MPHIIOKEHUN -
SAST, DAST, IAST, Mobile AST, RASP. Tectuposanue
Ha NpOHUKHOBeHHe. MojenupoBanue arak kubeparak Ha
BHYTpEHHUE pecypcbl u  cucreMbl. lIpumenenue
CKaHEPOB MH(PACTPYKTYPbl, CKAHEPOB BEO-NPUIIOKEHHH.
CkaHupoBaHME U AaHaANU3 3alUUIEHHOCTH METO/I0M
4yépHoro u 6eJ10ro AUIMKa.

JIK, C3

Tema 3.2. Mepsl OPOTHUBOACHCTBUSL M MEXaHU3MBI
obecrieueHus 0e30macHOCTH. BrisBnenue

JIK, C3




CYIIECTBYIOIIMX ¥  MOTEHLMANbHBIX  YIpo3 B
KOMIBIOTEPHBIX CETSX, aHalu3 BEPOATHOCTU YIPO3,
OLEHKAa MOCIEACTBUH pealu3aluu yrpo3, OLEHKa
CTOMMOCTH HapyLICHUS 3aIIUTBI U PACUYET CTOHMMOCTH
MEp NPOTHBOAEHCTBUSA, BHIOOP MEXAHU3MOB U METOI0B
obecrieueHust 0€30MACHOCTH, perucrpauus CoObITHH

0e30macHoCTH, oOHapykeHue (mpenoTBpaieHue)
BTOPIKEHUIA, obecrieueHue LIEJIOCTHOCTH
UH(pOPMALIMOHHOM CHUCTEMbI 0} uH(pOpMaLIUH,
obecrieueHue AOCTYITHOCTH nHpOpMALTHH.

WNnentuduxanms u ayreHTudukanus cyObeKTOB 10CTyna
U 00BEKTOB JI0CTYIA, YNPABIEHUE TOCTYNOM CYOBEKTOB
goctyna K O0ObeKTaM  JOCTyma,  OrpaHUYEHHE
[OPOrPaMMHOM Cpezibl, aHTUBMPYCHAS 3alUTa, KOHTPOIb
(ananu3) samuueHHocTH uHpopmanuu. TectupoBaHue
Ha npoHukHoBeHue. [lepenanpaBnenue Bpe1OHOCHOTO
Tpadpuka. MOHUTOPHHI CHCTEM 3allMThl. AHAIU3 H
pearupoBaHue Ha HHUMJAEHTH KubepOe30macHOCTH.
Onenxa >(p(PeKTHBHOCTH CHCTEM 3allUThL. YIpaBleHUE
YS3BUMOCTSIMH. ®dusnueckas 3aliuTa npu
pasBepThHIBAHMKM M HKcIUTyatauuu cereit. OOecreuenue
0e30MacHOCTH  MOPUIOKEHHH, CEPBEPOB, KOHEYHBIX
MO/Ib30BaTENeH, 3aluTa Cpeibl BUPTyanH3aluy, 3aliura
TEXHUYECKUX  CPEJACTB, 3aliuTa HH(OPMALMOHHON
CHCTEMBI, €€ CpEACTB M CHCTEM CBA3H U Iepeaauu
MAHHBIX. 3almumra OT arak METOJaMH COLHAalIbHOH
umkeHepuu. HMcnonb3oBanue 6a3 ysa3BUMOCTEH U yrpos
BAY ®CTEK, CVE, NVD, X-Force, CNNVD.
Bueapenue ¥ HMCHNONb30BaHHE LIEHTPOB MOHUTOPHUHTA
kubepbeszonacuoctu, ['ocCOITKA.

Tema 3.3. Amnanu3 BepostHoctH  yrpo3. OieHka
nocneacTeuil. Mertozst ouenku pucka, cranaapt 'OCT P
NCO/MDK 31010-2011. MeHepKMEHT pUCKa — CTaHJApT
ISO/IEC 27005 -2011. Meronuka OLEHKH Yrpo3
Oesonacnoctn  uHpopmauuu"  (yrB.  DeaepanbHOi
ciryKOO0H 10 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOIIIO 5
tdespans 2021. OOwas cucreMa OLEHKH YA3BUMOCTEH.
Cranpapr CVSS 3.0. Mogeinb oueHku puckos. Mojenb
npuHATHA pelueHuii. Boibop Mexann3MoB 6e301acHOCTH.
Ouenka BepoOATHOCTEH Yrpo3 €  HCHOIb30BaHHEM
ckaHepoB OesomacHoct OpenVAS, nScope, Tenable
Nessus.

JIK, C3

Paznen 4.
ApxuTekrypa
OesomnacHocTH

HH(POKOMMYHUKALIMOH

HOH
HOpenpUSITHS

cpebl

Tema 4 OOecneueHnne CKBO3HOH  0O€30MaCHOCTH.
KiroueBsie aCIeKThl Oe3omnacHOCTH.

[Tonusarue (axropoB Oe30nacHOCTH.
Konrpons gocryna, ayreHTuduKaLus, HEOTKa3yeMOCTb,
KOH(pMIEHIIMANIBHOCTL JaHHBIX, 0€30MaCHOCTL CBSI3H,
LEIOCTHOCTh  JAHHBIX, JOCTYIHOCTb, CEKPETHOCTb.
[lonsitne ypoBHE#H Oe3onacHOCTH. YpoBeHb

JIK




Oe3onacHOCTH HH(PPACTPYKTYPbl, YPOBEHb 0€30MaCHOCTH
YCIIYT, YPOBEHb O€301aCHOCTH NTPUIIOKECHHI.

Paznen 5.
Opranusaiuy 3auThl
0e30IaCHOCTH CEeTH

Tema 5.1. 3ammura ceret LAN. Yrpossl Oe3onacHOCTH
JIOKANBHBIX CeTeH. besonacnocts CETEBOrO
o0opynoBaHusl. be3onacHocTh OKOHEYHOTO
obopynoBanusa. KOHTpONb COCTOSHUS 3alIMIEHHOCTH.
JlemunurapuszoBannas 3oHa. VPN, TLS, cermenranus
OecrnpoBOAHBIX ~ CErMEHTOB,  3alllUTa  MEepUMETpa
MEIKCETEBBIMHU IKPAHAMHU.

JIK, C3

Tema 5.2. [Monxoner K OpraHu3aiuu 3alUTEI
fecnipoBoanbix cereil. KoMmmbioTepHbie ceTH craHjgapra
802.11. CnocoObl 3amuThl JaHHBIX B OECHPOBOIHBIX
cersax crangapra IEEE 802.11. Anropurmsl mundposanus
craggapra B OecnpoBoaubix cerax [EEE  802.11.
Ucnonb3oBauue MexaHuzMoB  sammmrthl  LAN s
obcnyxuanus WLAN.

JIK, C3

Tema 5.3. VYnmanenusli poctyn. 3amura yaaJaeHHOTO
oduca. Mudpactpykrypa BUPTyalIbHBIX pabouux CTOJIOB
(VDI), RDP/RDS, XenApp u XenDesktop, xonuenuus
BYOD, Remote Desktop Gateway (RDG), VPN
Gateway.

JIK, C3

6. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHUE ITUCHUITIJIMHBI

Tabnuya 6.1. Mamepuaibho-mexnuueckoe obecneuenue OUCYuniumol

Tun aynuropun

OcHamenue AyAUTOPHH

Crnennaaiu3npoBanHoe
yueOnoe/s1aboparopHoe
odopynoBanmne, I1O u
MaTepualibl VISl OCBOCHUS
AHCHHILTHHBI
(npu HEOOXOAUMOCTH)

MYJIbTHMCOHA HPCBCHTaHI/Iﬁ.

Teams

Komnbiorep/nHoyTtOyk c
Aynuropust Ui [POBEAEHMS  3aHsATHIl | goctynom cetu MHTepHeT u
JEKIIUOHHOTO THUIIA, OCHAIIEHHAS KOMILIEKTOM | AJIEKTPOHHO-
Jlekumonuas CrieluanIu3upoOBaHHON mebenu; JOCKOH | 0Opa3oBaTenbHoi
(OKpaHOM) M TEXHHYECKUMH CpeJACTBaMH | YHuBepcuteTa, Opaysep, [10
g npocmorpa PDFE, MS

cpene

CemuHapckas

AynuTtopust  [Ulsi  [POBEJCHHUS  3aHATHI
CEMUHApPCKOro THIIA, IPYIIOBLIX i
WHMBUAYAJIbHBIX KOHCYJbTAIlMH, TEKYIIETO
KOHTPOIS M [POMEKYTOUHOH AaTTeCTalMH,
OCHaIleHHas KOMILIEKTOM
CHeNHaTH3UPOBAHHON mebenu U
TEXHUYECKMMH  CPEACTBAMH  MYJIbTUME1HA
TpE3CHTALIM.

Jls AynuTopHst 118 CaMOCTOSITENIBHOM  paboThl

Komnsrorep/HoyTOyK C




Tun AyAUTOPHH OcHamenue AYAUTOPHH

Cnenunajiu3upoBaHHoe
yueOHoe/1aboparopuoe
obopynosanue, [10O u
MAaTepPHAJIBI /LISl 0CBOEHHUS
AMCIHUILTHHBI
(pu HEOOXOAMMOCTH)

noctynom ceru MurepHer u
oOyuarommxca (MOKET HCMOIb30BaThCS IS

5 5 INEKTPOHHO-
CaMOCTOSATENLHOM | MPOBEIECHUS  CEMUHAPCKUX  3aHATUH U .
" oOpa3oBarenbHOM cpene
paboThI KOHCYJIBTAllU), OCHAIICHHAs KOMILIEKTOM
¥ Yuusepcurera, 6paysep, [10
oOyuatomuxcs crielUaIu3upoOBaHHON MeOeu Hu
g npocmorpa PDFE, MS
Kominbtorepamu ¢ gocrynom B SMOC.
Teams
7. YYEBHO-METOJHUYECKOE | NH®OPMAIIMOHHOE

OBECHEYEHHUWE JTUCHUIIJINHBI

Ocnognas numepamypa:

1.

benoyc, A. U. OcHoBbl kubGepOezonacHoctu. CTaHAapThl, KOHILEMNIUU, METOABI U
cpenctBa obecrieuenus : sHimkionenus / A. U. benoye, B. A. Comomyxa. —
Mocksa : Texnocdepa, 2021. — 482 c¢. — ISBN 978-5-94836-612-8. — Tekcr :
nekTpoHHblii /  Jlanp :  amexkTpoHHO-OMOmuoreynas cucrema. —  URL:
https://e.lanbook.com/book/181222 (mara oOpamenus: 21.04.2022). — Pexum
JOCTyna: s aBTOPHU3. MOJIb30BaTEIICH.

Huorenec, HO. KubepbezonacHocts. crparerust arak u obopons! / 0. Jluorenec, D.
Oskaiis ; nepesoj ¢ anrmuiickoro I, A. benuxoBa. — Mocksa : JIMK Ilpecc, 2020.
— 326 c¢. — ISBN 978-5-97060-709-1. — Tekct : snexkTponHblii / Jlanb
3MEKTPOHHO-Oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/131717
(nara oOpamenus: 21.04.2022). — Peskum nocTyma: 1y aBTOPU3. MOJIb30BATENCH.

. benoyc, A. N. Kubepopyxue u kubepbezonacHocTb. O CI0KHBIX BEHIax MPOCTHIMU

cnoBamu / A. U. benoyc, B. A. Cononyxa. — Bomnoraa : Undpa-Umkenepus, 2020.
— 692 c¢. — ISBN 978-5-9729-0486-0. — Texkcr : snextponHslii / Jlanb
3M1eKTpOHHO-Onbnuoreunas cucrema. — URL: https://e.lanbook.com/book/148383
(nara obpamenus: 21.04.2022). — Peskum n0ocTyma: i aBTOPU3. MOJIb30BATEIICH.

ﬂ ONOJHUMeENbHAA umepamypa:

1.

Cappa, D. KubepOezonacHocTb: mpaBuiia Urpbl. Kak pyKOBOJUTENIH U COTPYIHUKH

BJIUSIOT HA KYJAbTYpy Oe3omacHocTd B komranuu / J. Cappa. — MockBa : AnbnuHa
[Mabmumep, 2022. — 192 c. — ISBN 978-5-907534-38-4. — TekcT : 31IeKTPOHHBIH //
Jlans : IEKTPOHHO-O0MOIMOTEUHAs cucrema. s URL:
https://e.lanbook.com/book/213989 (mara oOpamenus: 21.04.2022). — Pexum

JOOCTYTIA: Il aBTOPU3. MOJIb30BaTEe.
Benoyc, A. W. KubepbOe3onacHOCTE OOBEKTOB  TOIITMBHO-IHEPIETHHECKOTO
komruiekca. Konuenumuu, meronsl U cpeactsa odecnedenust /| A. WM. benoyc. —

Bonorna : Uudpa-Unxenepus, 2020. — 644 c. — ISBN 978-5-9729-0512-6. —
Texcr : anexkrponHslid / Jlaub : 3nexrponHo-OubOmmuoreunas cucrema. — URL:




https://e.lanbook.com/book/148386 (mara oOpamenusi: 21.04.2022). — Pexum
OCTyna: As aBTOPHU3. MOJIb30BaTEIICH.

3. Ywo, K. Mammunoe oOydenue u 6e3omacHocTs : pykoBoactso / K. Yno, 1. @pumsH ;
nepesop ¢ anruiickoro A. B. Cuactuna. — Mocksa : JIMK TIlpecc, 2020. — 388 c.
— ISBN 978-5-97060-713-8. — Texkcr : snexTpoHHslii / Jlanb : 310€KTPOHHO-
Ooubnuoreunass cucrema. — URL: https://e.lanbook.com/book/131707 (mara
obpamenust: 21.04.2022). — Pexum goctyna: i1 aBTOPHU3. MOIb30BaTEIICH.

4. Wudopmanmonusiii nopran o 6e3onacuoctu — URL: https://www.securitylab.ru.

5. Hurepuer-nopran no unpopmannonHoi 6ezonacioctu B cetu — URL: https://safe-
surf.ru.

6. ®enepanbHbii 3ak0H PO «O06 undopmannu, HHGOPMALMOHHBIX TEXHOIOTHAX U O
3anute nHGopmanumu» ot 27.07.2006 Ne 149-03.

7. @enepanpHblii  3akoH  "O  0e30macHOCTH  KpPUTHYECKOH — MH(OPMALMOHHON
uHppactpykryps! Poccuiickoit @enepanun" ot 26.07.2017 N 187-03.

8. TOCTP wuco/m3ax 27033-4 — 2021 HWndopmanmonHsie TexHomorud. Metoasl u
cpeacTsa obecnedeHus: 0€30MacHOCTU. be30nacHOCTh CeTeil.

9. "Metonuueckuit 1oKymMeHT. MeToquka omeHku yrpo3 Oe3omacHoctd uHbopmauu'
(yrB. ®CTDIK Poccuu 05.02.2021).

10. Crparerus nauuoHanbHOM Oe3omacHoctu Poccuiickont @enepanuu, yTBEpXKIACHA
VYkazom [Ipe3ugenra Poccuiickoit @eaepanuu ot 2 urons 2021 r. N 400.

Pecypcol ungpopmayuonno-menekomMmynukayuonnou cemu «Mnmeprnemy:

1. ObC PVJIH u croponnue DbC, K KOTOpPBIM CTYACHTHl YHHUBEPCHUTETA UMEHOT
JOCTYTI HA OCHOBAHUH 3aKITIOYEHHBIX IOTOBOPOB:

- DneKTpoHHO-O0ubnnoTeuHas cucrema PYIH — IBC PVJIH
http://lib.rudn.ru/MegaPro/Web

- OBC «YnuBepcuterckas oubnuoreka onnaitn» http://www.biblioclub.ru

- OBC IOpaiir http://www.biblio-online.ru

- OBC «KoncyneranT crygenra» www.studentlibrary.ru

- OBC «Jlaup» http://e.lanbook.com/

- OBC «Tpowutkuniit MocT»

2. basel 1aHHBIX ¥ TOMCKOBBIE CUCTEMBI:

- DNEKTPOHHBIH (OHJ TMPaBOBOIl M HOPMATHBHO-TEXHHYECKOW JOKYMEHTALUH
http://docs.cntd.ru/

- mouckoBas cucrtema Annexc https:// www.yandex.ru/

- mouckoBas cucrtema Google https://www.google.ru/

- pedeparuBHast ba3za TaHHBIX SCOPUS
http://www.elsevierscience.ru/products/scopus/



Yuebno-wemoouueckue mamepuanvt 015 camMocmosmenbHol pabomsl 00VUarOUWUxcs
npu 0C60eHUU OUCYUNTUHBL/MOOVIS :

1. Kypc nekumii no aucuuniune «Mcrounukn yrpo3 kudepoesonacHOCTHY.

8. OIIEHOYHBIE MATEPHAJBI W BAUIBHO-PEUTHHIOBAS
CHCTEMA 'OLIEHMBAHMSI YPOBHS C®OPMHUPOBAHHOCTH
KOMIETEHIIA MO JUCHUILIAHE

OueHouHbIE MaTepuaibl M OAILHO-PEUTHHIOBAas CHUCTEMa' OLIEHUBAHUS YPOBHS
chopMHpPOBAaHHOCTH  KOMIETEHIWH (YacTH KOMIETEHIIM) TO0 WTOraM OCBOCHUS
aucuuruHbl «Mctounnku yrpo3 kubepOesonacHocTu» mpenctasineHsl B [Ipuiokennn K
HacTosieit Pabodeii nporpaMme 1UCHUTUTHHBIL.

PABPABOTYHKH: /__,’——'—’7'
Houenr kadeaps! NIPUKIaHOM W

o AL1O. boreunko
HH(OPMATHKH U TCOPHU BEPOSTHOCTEIH

Homxnocts, BYTI Moanucey Gamuius 1.0.

PYKOBOJIMUTEJIb BYII: ,j-‘—/
'/
v

3aB. kadeapoii npHKIaJHOM

K.E. Camyiinos
HH(OPMATHKU 1 TEOPHH BEPOSTHOCTEH
Haunmenosanue BYII [oamucs @amunus H.0.
PYKOBOJHUTEJIb OII BO:
3aB. kadeapoil npUKIagHO#H K.E. Camyiinos
UH(OPMATHKH U TEOPUH BEPOSTHOCTEH
Homxnocts, BYTI [Moxnuce Gamuiua 1.0.

3 - Bce yueBHO-MeTOAHMUECKHE MaTepUalibl Il CAaMOCTOATe/IBHOM paboTs! 06yJalommXcs pa3MeLaloTcs B
COOTBETCTBUH C JeHCTBYIOLHUM ITOPHJKOM Ha CTpaHHLe AUucLMIuiHb B TYHC

4 - OM u BPC dopmupylorcst Ha 0CHOBaHWM TpeBOBaHUI COOTBETCTBYIOIIETO JI0Ka/ILHOI0 HOPMAaTHBHOIO aKTa
PYIH.



