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1. HEJIb OCBOEHMUSA JUCHUIT/IMHbI

Hucuunnuna «Mcrounuku yrpos kubepbesonacHOCTH» BXOAUT B nporpammy OakanaBpuarta
«KubepbOesonacHocts B 3koHOMUKe» 10 HanpaieHuto 38.03.05 «busnec-undopmatuka» u
usyuaercs B 5 cemecrpe 3 kypca. Jucuunnuny peanusyer Kadeapa npuxinaanoi HtHGOpMaTUKH U
TEOPHH BeposATHOCTEH. Jlucuuiinaa cocTouT U3 5 pa3aenos U 13 Tem U HanpaBjieHa Ha U3yHEHHE
2¢(EKTUBHBIX MPAKTUK U TEXHOIOTHH, HCIOAb3YEMBIX JUIS 3aLIUTHI KHOEpIPOCTPaHCTBA.

Lenbio ocBoeHus aucUumMHbL sBsieTcs Llenbio ocBoeHus aucuummuHbl «McTouHHKH
yrpo3 kuOepOe30nacHOCTH» SBIIETCA 3HAKOMCTBO CTYAEHTOB C OCHOBaMHM OOecredeHus
kubepbe3onacHocTH U POPMHPOBAHUM Y HUX HPEACTaBICHHN O HEOOXOJUMOCTH MEp 3allUThl B
kubepnpocrpancTse. [Ipumenenue nonyuyeHHbIX 3HaHUH OyaeT crnocoOCTBOBaTL 0O0CHOBAHHOMY
BoIOOpY UMM A((EeKTHBHBIX Mep HPOTHBOJACHCTBUS M MEXaHM3MOB  olecneueHus
KubepOe30MacHOCTH XO35MHCTBYIOILHMX CYOBEKTOB B COOTBETCTBUH C HOPMAaTHBHO-IIPAaBOBOI Oa3oi
P® u unbix cTpan B 061acTH 3aUThl UHPOPMALIMM U UHBIX DKOHOMHYECKUX CHCTEM

2. TPEBOBAHMS K PE3YJIbTATAM OCBOEHMUS JUCIHIUITJIMHbI

Ocsoenne aucuuruimHbl  «McTounuku yrpo3 kuOepOe30macHOCTH» HANPaBICHO Ha
(opmupoBanue y 00yuaromuxcs ClIeayoIuX KOMIETEHIUN (YacTH KOMIIETEHLIH):

Tabruya 2.1. Ilepeuenv komnemenyuiu, gopmupyemslx y 00yHAIOWUXCA NPU OCBOEHUU
OUCYUNAUHBL (PE3VTbMamsl 0CEOEHUS OUCYUNIUHBL)

l‘lllﬂﬂKBTOpbl AOCTHAREHHHA KOMIETEHIHH

Hlngp Komnerenuus o
(B paMKax AaHHOH AMCLHILIUHBI)

ITK-1.1 3naer mero/s! aHanu3a 1 00001IEHHA OTCHECTBEHHOIO H
MEKIYHApOIHOTO OIbITA B COOTBETCTRYIOMIEH 0bnacTu
HCCIICJ0BAHHS]

Cnocoben npoBoauts paborst no |I[IK-1.2 ¥meer npumeHsts METO/1bl aHAIN3A HAYHHO-TEXHUYECKOI
0bpaboTke u aHAMM3Y HAy4HO- |HH(OPMALMK I PELICHHS CTAHJAPTHBIX 3a/1a4 B COOCTBEHHOI
TeXHH4YeCKOH uHpopmanuu 1 (npodeccHOHANBLHONA 1 HAYYHO-HCCIICI0BATCILCKOM JIEATEILHOCTH;,

PEe3yIbTaTOB UCCIIEI0BAHMH ITK-1.3 Bnageer 6a30BbIMH HABBIKAMH NOJIOTOBKH HAYHHbIX
o003opoB u (unn) nybnukauuii, pedeparos u Gubnuorpaduii no

TEMAaTHKE IPOBOIMMBIX MCCIICI0BAHUI HA PYCCKOM H HHOCTPAHHOM

SA3bIKE;

[K-1

ITK-5.1 3Haer MeTOAb! OPraHM3aLuy YIPaBIeHUs
kubepOe30nacHOCTbIO NPEANPHATHI U HHBIX DKOHOMHYECKHX
CHCTEM;
ITK-5.2 3HaeT OCHOBBI HOPMATUBHO-IPABOBOI'O PEI'y/IMPOBAHUS B
P® u uHbIx cTpaHax B 061aCTH 321U T MHQOPMALUK;
[TK-5.3 ¥mMeeT HIpUMEHATL METO/bl YIIPABIEHUS]
kubepOe30nacHOCTbIO NPEANPHATHI U HHBIX DKOHOMHYECKHX
CrnocobeH pelars 3aj1a4u CHCTEM;
yIlpaBjieHus [TK-5.4 ¥meer UCnob30BaTh HOPMATHBHO-IIPABOBYIO Dazy PO u

IK-5 kubepbe30nacHoOCTbIO MHBIX CTpaH B 0071aCTH 3alUThL MHPOPMALMK B IIPOLIECCE

HPEIPUSTHIL i HHBIX ynpasieHust Knbepbe3onacHOCTbIO NPEAIPUSTHIE B HHBIX
HKOHOMHYECKHX CHCTEM IKOHOMHHYECKHX CHCTEM;
[TK-5.5 Bnajgeer HaBBIKKAMU OpraHU3alMH YIPABICHUs
kubepOe30nacHOCThIO PEAIPHATHI U HHBIX YKOHOMHYECKHX
CHCTEM;
ITK-5.6 Bnajgeer HaBbIKaMH NPUMEHEHH HOPMATHBHO-IIPABOBOI
Oaspl PO u unbix crpal B 061acT 3a1uTsl HHQOPMALUY B
npouecce yrpasiaeHus kudepbe3onacHoOCTbIO NPEANPUATHI H HHBIX
HKOHOMHYECKHX CHCTEM;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO




Hucuunmuna «Vctounuku yrpo3 kubep0e30nacHOCTH» OTHOCHTCS K 00Ky 1o BbIOOpY
6s10ka 0Opas3oBaTenbHON IPOrpaMMBbl BLICIIETO 00pa30BaHusl.

B pamkax oOpazoBatenbHOH TNpOrpaMmbl BBICIHIETO 00pa30BaHUi O00y4arOUIMECsS TaKKe
OCBAMBAIOT  Jpyrue AUCLUUIUIMHBI  W/WIM  NPAKTHKH, CIOCOOCTBYIOIME  OCTUIKECHUIO
3aIrIaHUPOBAHHBIX pe3ynbTaToB OCBOEHHSI JUCLUITHHBL «HUcrounuku yrpo3s
kubepbe3onacHOCTU Y.

Tabnuya 3.1. Ilepeuenv romnonenmoe OII BO, cnocob6cmeyrowux 00CmMudICeHUO
3aNAAHUPOBAHHBIX PE3YTLINAMOE 0CEOEHUS OUCYUNTUHBI

Ipeamecreylomue Mocneayommue
AHCHHILTHHBL/ MOY./1H, AUCHHILIHHBI/MOAYJIH,
NpaKTHKR™ HpAKTHKH*

HaumenoBanue

u
bp KOMIIETeHIHH

Hayuno-uccienoBarensckas
pabora (ronyseHue
HEPBUYHBIX HABBIKOB HAY4HO-
UCClIE10BATENLCKON paboThl);
ITpoekTHas npakrHka
(nomyueHHe HABLIKOB
OpraHH3aLHOHHO-
YIIPaBICHYECKOi U
UCCIIE10BATEIILCKOMH
JIEATENILHOCTH);
[Mpeaaunnomuas npakTuka;
AHaIu3 U [10Ka3aTelH
CrnocobeH npoBoAHThL 2 PeKTHBHOCTH
paborsl no obpaborke 1 kubepbesonacHocTH
aHaIM3y HAY4HO- HpeanpHATHS;

TeXHU4ECKOH nudopmauuu Busnec-aHanuTHKA M METO/bI
H pe3y/IbTAaTOR HPHHATHS PeLIeHUil Ha OCHOBE
HCCNICI0BAHHUM Big Data;

Hrocmpannwri sizvix

(DononHumenbHble

pazdennt)**;

Pyccruit s3bik kak

UHOCTIPARKbILL

(DononHumenbHble

pazodennt)**;

[paxmuueckuil Kype

UHOCMPAHHO20 A3bIKa **;

[Ipaxmuueckuil Kype pycckozo

AZBIKA (KAK UHOCMPAHHO20) **,

IK-1

ITpoekTHas npakrHka
(1oJiy4eHHE HABLIKOB
OpraHu3alHOHHO-
YIIPaBICHYECKOi U
HCCIe0BATE/ILCKOH
JIEATENILHOCTH);

CnocobeH peluars 3a1a4u [Mpeaaunnomuas npakTuka;

upposas rpanchopmarus
yIpaBiicHHs Ty pon: P hop Tenenast "KOHOMHKA;
ro0ansHOH YIKOHOMHKH;
IK-5 kubepOe3onacHoCTLIO . Kubeprnonuruka B
% Juzaiin MblieHue;

NpPEeANpUSTUHIL U HHBIX ME3K/LYHApOAHBIX
IKOHOMHYECKHX CHCTEM YKOHOMHMYECKHX OTHOLLICHUSIX,
Mupogsast Y)KOHOMHKa;
HckyccTBEeHHBLT HHTEILICKT B
Onsnece;
dunancosas 0E30MACHOCTD;
Hunosanun B 0usnece;
Sawura cereit u




Lngp

HaumenoBanue
KOMIeTEHUHH

Mpeamecreyomue
AHCHHILTHHBL/ MOY./1H,
NpaKTHKR™

Mocneayommue
AUCHHILIHHBI/MOAYJIH,
HpAKTHKH*

knbepOe301acHoCTh;

AHanusz ¥ nokasareian

2 PEeKTHBHOCTH
kubepbesonacHocTH
HpeAnpHATHA,
HckyceTBeHHbLI MHTEIUICKT U
knbepOe30nacHoCTh;
Kubepnonuron;
busnec-ananutuka u MCTO/AbI
LHIPHHATHS PELLICHHI HA OCHOBE
Big Data;

Texnonorun
paclIpeIe/IieHHOro peectpa
Blockchain;

IIpaBoBbie OCHOBSI
kubepbezonacHocTH;

* - 3anonHAercs B cOOTBETCTBHU ¢ MaTpuuel komnerenuuii 1 CYIT OIT BO
*% - 31IeKTHBHBIC JUCLUILINHEL /MPAKTHKH




4. OFBEM JINCHUILIMHBI ¥ BUJIbl YYEBHOM PABOTHI

O0b1mas Tpy10eMKOCTh AUCHUILTHHDI «McTouHMKH yrpo3 kubepOe30nacHOCTH COCTABIISET «3» 3a4ETHBIE €IHHHUIIBI.
Tabnuya 4.1. Buowl yuebnou pabomel no nepuooam 0cC8oeHus 06paz08amenvHOU NPocPamMMbl 8blCUIe20 00pazoeaHus O O4YHOU (hopmbl
00yUeHUs.

Bun yuebuoii paborst BCETI'O, ax.u. Cemecsl P
Konmaxkmuasa paboma, ax.u. 54 54
Jexuun (JIK) 18 18
Jlaboparopusie pabotst (JP) 0 0
[Mpakruueckue/cemunapekue 3ansrtus (C3) 36 36
Canmocmosmenvras paboma 06yuaQoOWuxcs, ak.y. 54 54
Konmponn (sx3amen/zauent ¢ oyeHkol), ax.u. 0 0
Obman Tpy10eMKOCTh AHCHHILTHHbI aK.4. 108 108
3a4.e1. 3 3




5. COAEPKAHUE JUCIIUITI/IMHbI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mooyis) no euoam yuedHou pabomal

Homep | HammenoBanue pasjesia
pasjena JAHCHUILIHHBI

Coaepaxanme pasjena (Tembl)

Buja
yueGHoO#H
padorsr*

Beenenue, 0CHOBHBIE
Pazaen 1 |nonstus yrpos
kubepOesonacHocTU

OcHoBHble onpeaenenus: knbepbesonacHoCTb U
ungopMaunoHHas 0e3011aCHOCTb,
KHOEpHpoCcTPaHCTBO U HHOPMALHOHHOE
IpOCTpaHcTBO, KnbepuHdpacTpykTypa,
kuOepBo3AeiCcTBHE, KPUTHHECKH BAIKHOE
KHOeprpocTpaHeTBo U KubepHHPPACTPYKTYpa,
obecneyeHue knbepOE3011aCHOCTH, YSI3BUMOCTD
KkndepOe3011acHOCTH, Yrpo3a (PHUCK)
KknOepOe3011acHOCTH, HHIUEHT
knbepbezonacuoctu. Kilaceupukauus yazpumocteit
KknOepOe3011acHOCTH 110 00J1aCTH NPOHCXOMKACHUS,
no tunam Hegocrarkos UC, no mecty
BosHukHoBeHust. Knaccudukauus yrpos
KknOepOe301acHOCTH: IEPEBO CHCTEMAaTUYECKO
KnaccupHKaLuH KHOEpYrpo3, CBA3H MEXKY
pazIMYHbIMI THIAMH KHOEPYrpo3, HCTOYHHKH
kndepyrpos. Kilaceupukanus ocHOBHBIX BH/IOB
KkHOepBo3AeHCTBHI

JIK, C3

OcHOBHBIE PUHLUIIBI IPOTHBOACHCTEBHS YTpo3am
kuOepbezonacHoctn. JlokrpuHa HHPpOPMaLHOHHOI
Oezonacnocrn P@. IocysapeTBeHHbIE CTpaTerun
knbepbesonacnoctu: EC, CIHA, Kananst, Anonun.
Pyxorogcreo no kubepbesonacuoctu js
pazBuBatoluxcs crpad. KoHuenuus crpareruu
knbepbdesonacuoctu B PO. Uudopmaunonnoe
npoTHBoOopeTBO. OCHOBHBIE KPUTEPUH
0e301aCHOCTH: FTOTOBHOCTS, LGIIOCTHOCTD,
KOH(PUICHUHAILHOCTD, WACHTH(UKALS,
ayTeHTH(PUKALIUS, HEOTKA3YEMOCTb, (pu3HyecKas
0e3011aCHOCTb, PELICHHS 110 BOIIPOCAM
OezonacHoctH. KubepbesonacHocts
kndepusnueckux cucreM, kubepbesonacHoCTb
«Murepuera-geweii»

JIK

VYrpossl
Pasnen 2 |kubepOezonacHoctu
OTKPBITOIO HPEeANpHATHA

b2
—

Hapywmenus 3aiuurhl Ha NPHKIATHOM U CETEBOM
ypoBusx. O0wuii 0630p kiaccudukanuii yrpos
Oe301acHOCTH: nepeyeHb Hauboee onacHbIX
puckoB uHGOPMAUHOHHOK He30nacHOCTH s BeD-
HPUIIOKECHHUIT 110 MHEHHIO IKCIIEPTHOro coobliecTsa
(OWASP), knaccudukaums ysa3BUMOCTEH H
HE0CTAaTKOB rporpaMmuoro obecnevenus (CWE),
KiaccupuKkalus abloHOB KOMIILIOTEPHBIX aTak
(CAPEC), knaccuduxauus yrpos OezonacHocTH
Beb-npunoxkenuit (WASC)

JIK, C3

HecaHKIlMOHHPOBAHHBIH 10OCTYIL:
HCC&HKHHOH}ipOBaHHbIE A0CTYI K KOMIBHOTEPHBIM
CHCTEMaM, CeTsM, HH(OPMALHOHHBIM pecypeam 1
HH(pOpMAaLHH.

JIK, C3

]
fad

[TepexBar jJaHHBIX: EPEXBAT U AHAIIU3 CETEBOIO
Tpauka, nepexpar HHGOPMaLUK, ayTeHTH(PHKALUA
M [epexBaT YYETHOH 3a1UCH, HelleraabHbli
nepexsar HHPOPMALHOHHBIX PECYPCOB, NEPEXBAT
YHpaBICHHS

JIK, C3

Texnuueckue KaHalbl yTe4KH HHQOPMALUH.
VYrposbl yredky HH(OPMALHH 110 KaHalaM
110O0YHBIX ICKTPOMAIrHUTHBIX H3J]y'{E‘HHﬁ H
Hapook. [lepexear noOOYHLIX MIEKTPOMArHUTHBIX,

JIK




Homep
pa3jeia

Haumenosaunue pasjena
JHCHHILTHHBI

Cogepacanme pasjea (Tembl)

Bun
yueGHoH
paborer*

AKyCTHYECCKUX M APYIHX H3IIyYCHHI YCTPOHCTB 1
nuHui cBasu, HaBogku Ha BCIIOMOraTeibHbIE
TEXHHYCCKHE CPEACTBA

Pasnen 3

AHanus ysa3BUMOCTEH,
Mepbl IPOTHEOACHCTBHS U
MeXaHH3Mbl ofecreueHus
Oeszonacuocru

3.1

Hnentnduranis ys3BUMbIX MECT CHCTEMBI,
Hucnekuns kona, fuzzing, ananus cneundukanuii u
ApXUTEKTYPBL, AaHAIH3 HOTOKA JAHHBIX - taint
AHA/IN3, DKCIUTyaTalus ysI3BUMOCTE, MOoUCK
ys3BuMocteil B bunaprom koje I10, Texnuxa
Threat Hunting. MuctpymenTs! ananusa u
tTectupoBanus npunoxkenuit - SAST, DAST, IAST,
Mobile AST, RASP. Tectuposanue Ha
NpoHUKHOBEHHE. Mojenupoeanue atak kubeparak
HA BHYTPEHHME pecypceb! u cucteMsl. [Ipumenenue
CKAHEPOB HH(PACTPYKTYPLL, CKAHEPOB Beb-
npuiokeHuil. CKaHMpOBaHUE U aHANN3
3aUMIIEHHOCTH METO0M 4épHOoro 1 Hesoro siuKa

JIK

Amnanus BeposaTHOCTH Yrpo3. OLeHKa NOCIeACTEHIA.
Metousl ouenku pucka, crangapr FOCT P
HNCO/MDK 31010-2011. MenemxMeHT pHcKa —
crangapt ISO/IEC 27005 -2011. Meroauka oLeHKH
yrpos OesonacHoctu uHpopmanuu" (yIB.
DesrepanbHoil cny:xboil o TeXHUYECKOMY H
IKCHOPTHOMY KoHTpOIo 5 despans 2021, Obas
cucrema oueHku yassumocteil. Cranpapr CVSS
3.0. Mojens oueHkH puckoB. Mojens npuHsTHs
pewenuii. Boibop MexanusMoB 0e301aCHOCTH.
OueHka BeposiTHOCTEH YIpo3 ¢ UCIOIb30BaHUEM
CKaHepoB 6e301aCHOCTH

JK, C3

Meps! npoTHBOACHCTBHA U MEXAHU3MbI
obecneueHus OesonacHocT. Brissnenue
CYLICCTBYIOLHX U IIOTCHIHAILHBIX YIPO3 B
KOMIILIOTEPHBIX CCTAX, AHAJIW3 BEPOATHOCTH YIPO3,
OLICHKA HOC/ICICTBHI pealu3aliy Yrpos, OLCHKa
CTOMMOCTH HApYIICHH 3allUThL H pacyer
CTOMMOCTH MEp HPOTHBOACHCTEHS, BEIOOD
MEXaHHW3MOB H METOJ0B 00eCICHCHHs
0e3011aCHOCTH, PErucTpaLus coObITHI
Oe3onacHocTH, 0OHapy:KeHUe (NIpeoTBpaLleHUE)
BTOpaKeHUil, obecneyeHue UeIoCTHOCTH
undopMaLnOHHOH cHCTEeMb! H HH(OPMALIUH,
ofecreyeHue JOCTYIHOCTH HH(OPMALIHH.
Hnentnduxanus n ayreHTuuKanus cyObLekToB
jpocryna u 00bEKTOB A0CTYNA, YIpaBiIeHHe
JI0CTYNOM CYOBEKTOB IOCTYIA K 00BEKTaM J10CTYNA,
OrpaHHYCHHE [POrPaMMHOI Cpe/ibl, AaHTHBHPYCHAs
3alIMTa, KOHTPOJIb (aHAIW3) 3alUMIIEHHOCTH
undopmauuu. TecrupoBaHue Ha HPOHHKHOBCHHE.
[epenarnpagsnenne BpeloHOCHOIO Tpaduka.
MOHHTOPHHI' CHCTEM 3alUNTh, AHANH3 U
pearupoBaHue Ha HHUMIEHTL knbepbesonacHocTH.
Ouenka ek THBHOCTH CUCTEM 3aLUTEL
Vnpasnenue yszsumoctsimi. @uinueckas auura
[1pH PasBEPThIBAHUM M IKCILTyaTalMu ceteil.
O6ecneyenne 6e30M1ACHOCTH NPHIOMKEHUIT,
CEpPBEPOB, KOHEUYHLIX [10JIb30BATE/ICH, 3alIMTa
Cpebl BUPTYAIHU3AlMH, 3alIHTa TEXHHYCCKHX
Cpe/CTB, 3aliuTa HH(OPMALIMOHHOI CHCTEMBL, ee
CPECTB U CUCTEM CBA3U H Iepeady JaHHbIX.
3aluTa 0T aTaK METOAaMH COLHANBHOH
umkeHepun. McnonszoBanue 6a3 ys3zsumoctTeil u

JK, C3




Homep | Haumenosauue paszjena
pa3jeia AHCHHILIHHBI

Bun

Cogepacanme pasjea (Tembl) yuedHoi

paborer*

yrpo3

Pasznen 4

Apxutekrypa
Hesonacuocty
HHPOKOMMYHHKALIMOHHOM
cpebl NpeAnpUATHs

4.1

pHIIOKEHHI.

Obecneuenne ckposHoil besonacHocTH. Kinouesbie
acrektsl OesonacHocTH. [lonsTue dakropos
OezonacHoctu. Kontpouns gocryna,
ayTCHTH(lJHKﬁLlP[H, HEOTKA3YCMOCTh,
KOH(UACHIHATBHOCTE JaHHbIX, 6E3011aCHOCTh
CBA3H, HCJIOCTHOCTE JAHHBIX, JOCTYIHOCTh,
cexperdocts. [Toustue ypoeHeii 6ezonacHocTH.
Vposens GesonacHOCTH HH(PPACTPYKTYPBL, YPOBEHb
0e301aCHOCTH YCIIyr, YPOBeHb He3011aCHOCTH

JIK

Pasznen 5

OpI“‘dH H34alUHH 3alUIHThL
0e30I1aCHOCTH CEeTH

Sawwra cereil LAN. Yrpose! GezonacHocti
JIoKaNbHbIX ceTeil. besonacHocTh cereBoro
obopyaoBanus. be3onacHoCTh OKOHEYHOIO
5.1 obopyaoBanus. KonTpoib cocTosHus JIK, C3
samuueHHocT. Jemunurapusosansas sona. VPN,
TLS, cermenrauust 6eCHpoOBOIHBIX CEIMEHTOB,
3allMTa HEPUMETPA MEHKCCTEBBIMH SKPAHAMIL.

obcnyxusanus WLAN

[Moaxo/b1 K opranu3aluy 3auTbl HECIpoOBOIAHbIX
cereil. KomnblorepHsie cetn crangapra 802,11,

CrnocoObl 3aLMThl JAHHBIX B OECHPOBOAHBIX CETAX
52 cranjapra [EEE 802.11. Anropurmsr mungposanus | JIK, C3
cranjapra B 6ecriposojubix cersx IEEE 802.11.
Hcnonk3osanue MexaHu3MoB saiuTel LAN s

(VDI), RDP/RDS

VYaanenuslii qoctyn. 3amura yJaneHHoro ofuca.
53 Hudpactpykrypa BUpTYainbHbIX pabo4HX CTOIOB JK, C3

* - sanonusercs Tonsko 1o OYHOM dopme obyuenus: JIK — rexyuu; JIP — rabopamopusie pabomut; C3 —

CEMUHAPCKUE 3AHANMUA.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JIUCHHUITJINHBI

Tabnuya 6.1. MamepuaibHo-mexuuueckoe obecneueHue OUCHUNIUHbI

Tun ayauropuu

OcHalenue AYAUTOPHH

Crneunaau3upoBaHHoe
yueOHoe/s1abopaTopHoe
obopynosauue, [10 u
MaTepHuabl 1JIsi 0CBOCHHS
AHCHHILTHHBI
(npu He0DX0AMMOCTH)

Jlekunonuas

Aynutopus AJis IPOBEACHUS 3aHATHI
JEKLMOHHOI0 TUIIAa, OCHAIEHHAS
KOMILIEKTOM CIEeLMaIu3uPOBAaHHON MeOenH;
JOCKOH (DKpaHOM) H TEXHUYECKUMHU
CpEACTBAMHU MYJIBTHME/IMA NPE3EHTALMI.

CemuHapckas

Aynutopus Al IPOBEASHUS 3aHATHI
CEMHMHAPCKOT0 THIIA, TPYIIOBLIX U
MHAMBUYATbHbBIX KOHCYIbTALUNA, TEKYILETO
KOHTPOJIS M IPOMEKYTOYHOI aTTecTaluH,
OCHAIIIEHHAs KOMILIEKTOM
crenuanIu3upoBaHHON Mebenu u
TEXHUYECCKUMHU CPEACTBAMH MYJIbTUMEIUA
npe3eHTalui.

Jns

Aynutopus 1Jis caMOCTOSATENbHON paboThl




CaMOCTOSATENbHOI | 00yuaronuxcs (MOKET UCHOJIB30BATHLCS IS
paboThl MPOBEJICHUS CEMUHAPCKUX 3aHATHI U
KOHCYJIbTallHii ), OCHAIIIEHHAS KOMILIEKTOM
crenuanu3upoBaHHON Medenu 1
kommbroTepamu ¢ goctynom B SUOC.

* - ayIMTOPHs JI1s caMocTosTenbHOI paboTel oOyuatomuxces ykassieaercest OBAZATEJIBHO!

7. YHEBHO-METOJHYECKOE H HHOOPMAITHOHHOE OBECIIEYEHHE JUCHHUILTHHBI

OcHosHas tumepamypa:

1. benoyc, A. U. OcuoBbl kubepbeszonacHocTu. CTaHapThl, KOHLENIUU, METOALI U
cpenctBa obecrieuenus ; ynuukaoneaus / A. U. benoye, B. A. Conoagyxa. — Mocksa :
Texnocdepa, 2021. — 482 c¢. — ISBN 978-5-94836-612-8. — Texkcr : anexrponnsiii // Jlans :
IEKTPOHHO-0uOMoTeunas cuctema. — URL: https://e.lanbook.com/book/181222 (nara
obpatuenus: 21.04.2022). — Pexxum pocTtyna: i aBTOpU3. M0JIL30BATEICH.

2. Quorenec, FO. Kubepbesonacunocts. ctparerus arak u odoponst / FO. [duorenec, O.
Os3kaiis ; nepeBoj ¢ aurmiuiickoro /1. A. benukosa. — Mocksa : JIMK Ilpecc, 2020. — 326 ¢. —
ISBN 978-5-97060-709-1. — Texkcr : anexTponnstit // Jlans : anekTpoHHO-0ubIMOTEUHAS
cucrema. — URL: https://e.lanbook.com/book/131717 (nara obpauenus: 21.04.2022). —
Pexum octyna: aas aBTOpU3. M0b30BaTENeH.

3. benoyc, A. U. Kubepopysxkue u kubepbezonacHocTb. O CI0KHBIX BEIaX IPOCTHIMU
cioeamu / A. U. benoyc, B. A. Conoayxa. — Bonoraa : Undpa-Umkenepus, 2020, — 692 ¢. —
ISBN 978-5-9729-0486-0. — Texkcr : anexTponustit // Jlans : 31eKTpoHHO-0ubIMOTEUHAS
cucrema. — URL: https://e.lanbook.com/book/148383 (nata obpawenus: 21.04.2022). —
Pexum moctyna: s aBTOpU3. 0Ib30BaTeleH
Hononnumensuas aumepamypa:

1. Coppa, D. KubepbesonacHocTs: npasuia Urpbl. Kak pykoBOAHTENH U COTPYIHUKH
BIIMAIOT Ha KyJbTYpy OesonacHoctu B komnanuu / 3. Cappa. — Mocksa : Anbnuna [Tabnumep,
2022. — 192 ¢. — ISBN 978-5-907534-38-4. — Tekcr : anexktpoHHslii // Jlans : anexTpoHHO-
oubimnoreunas cucrema. — URL: https://e.lanbook.com/book/213989 (nara obpaienus:
21.04.2022). — Pexum noctyna: As aBTOPU3. H0JIb30BaTeNeH

2. benoyc, A. M. Kubepbe3onacHOCTb 00BEKTOB TOIUIMBHO-IHEPTETUUECKOTO KOMILIEKCA.
Konuenuuu, metoas! u cpeacrsa obecneuenus / A. U. benoyc. — Bosoraa : Uudpa-
Wnxenepus, 2020. — 644 c¢. — ISBN 978-5-9729-0512-6. — Texkcr : snexrponHslii // Jlans :
1eKTpOHHO-OnbnroTeunas cucrema. — URL: https://e.lanbook.com/book/148386 (nara
obpamenus: 21.04.2022). — Pexxum gocrtyna: i aBTOpH3. 0JIb30BaTENEH

3. Yuo, K. Mamunnoe o6yuenue u 6e3onacHocTs : pykosocTso / K. Yuo, /. ®pumdn ;
nepesoj ¢ anruiickoro A. B. Cuactuna. — Mocksa : JIMK Ilpecc, 2020. — 388 ¢. — ISBN
978-5-97060-713-8. — Tekcr : anekTpouHsli // JIaHb : anekTpoHHO-0MOIMOTEUHAS cCUCTEMA, —
URL: https://e.lanbook.com/book/131707 (nata obpawmenus: 21.04.2022). — Pexum nocryna:
JUIsL aBTOPM3. MOJIb30BaTeNneH

4. Mudopmanmonustii nopran no 6esonacuoctu — URL: https://www.securitylab.ru

5. Murepuer-noprai no nadopmaunoHHoi desonacHoctu B cetu — URL: https://safe-
surf.ru

6. ®enepanbblii 3akod PO "O6 undopmanun, HHGOPMALTMOHHBIX TEXHOJIOTHAX H O
samute uHpopmanun” ot 27.07.2006 Ne 149-D3.

7. ®enepanbblii 3akoH PO "O GezonacHOCTH KPUTHUECKOH HHPOPMALIMOHHOIH
un@pactpykrypsl Poccuiickoit ®enepauun" ot 26.07.2017 N 187-D3

8. I'OCT P UCO/M3K 27033-4 — 2021 Undopmanonsslie TeXxHOI0rHH. MeTob! 1
cpejcTBa obecnieueHus desonacHocTH. besonacnocts cereit

9. "Metoanueckuit 1okymeHT. MeToauka oneHkH yrpo3 6esonacnoctu undopmauun”
(yrB. ®CTIK Poccuu 05.02.2021)

10. Crpaterus nanuonanbHoi 6ezonacuoctu Poccuiickoit ®eaepaunu, yreepkaeHa




Ykaszom [Ipesunenrta Poccuiickoit @enepanun ot 2 uronst 2021 r. N 400
Pecypcbr unghopmayuonno-menekommyHurayuonrou cemu « umepnemy:
1. OBC PYIH u ctoponnue DbC, K KOTOPBIM CTYIEHTb! YHUBEPCUTETA UMEIOT JOCTYII
HA OCHOBaHMH 3aK/IIOYEHHBIX JJOrOBOPOB
- DnexkTponHo-6ubanoreunas cucrema PY/IH — ObC PY/IH
http://lib.rudn.ru/MegaPro/Web
- ObC «YnuBepcuterckas oubnuoreka onnaitn» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- 9bC «KoucynbranT crynentay www.studentlibrary.ru
- OBC «Tpounxuit mocT»
2. ba3bl 1aHHBIX U TOUCKOBBIE CUCTEMBI
- DJIEKTPOHHBII (POHJ MPaBOBOH U HOPMATHBHO-TEXHUYECKOHN JTOKYMEHTALIUU
http://docs.cntd.ru/
- nouckoBas cucrema Suaexc https://www.yandex.ru/
- nouckoBas cucrema Google https://www.google.ru/
- pedeparuBnas 6aza nanusix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanst 011 camocmosamenbHol pabomsl 06y4arOWuxca npu
0CBOEHUU OUCYUNTUHBL/MOOYIS*;
1. Kypc nexuumii no aucrunnune «Mcrounuxu yrpos kubep06e3onacHOCTH .

* - Bce yueOHO-METOAMUECKHE MaTepHasbl sl CAaMOCTOATEILHON paboTel 00ydarommxcs
pasMelaloTcs B COOTBETCTBUU C ASHCTBYIOMIMM MOPsAKOM Ha cTpanuile aucuuminyel B TYHUC!

8. OIEHOYHBIE MATEPHAJIbI U BAJLIbHO-PEUTHHIOBASI CHCTEMA
OLEHMBAHUSI YPOBHSI C®OPMHUPOBAHHOCTH KOMIETEHIHUI IO
JTACHUILIMHE

Onenounsle Marepuajibl U OauIbHO-pEHTHHIOBas CHCTEMa™ OLICHMBaHHMS YPOBHs
c(hOpMHUPOBAHHOCTH KOMMETEHLMH (4aCTH KOMMETEHLMN) IO UTOraM OCBOEHUS UCLUILIMHBI
«Mcrounukn yrpo3 kubepbe3onacHoctu» npeacrasiensl B [Ipunoxkenun k Hacrosiuein Paboueii
nporpaMMe JAUCHUILIAHBL.

* - OM u bPC topmupytoTcs Ha 0CHOBaHUHM TPeOOBAHUI COOTBETCTBYIOLIETO
JIOKaJIbHOTO HOpMaTuBHOTO akta PY/IH.
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PA3PABOTYHK:

Jouent kadeapst

g

BorBunko AHatonui
FOpbeBuu

Honxenoemn, EVIT

PYKOBOJUTEJIb BYII:

3asenyromuii kadeapoi

Hodnuce

Do H.O.

CamyiinoB KoHctantux
EBrenneBuu

Hoaxcnocms BVIT

PYKOBOJUTEJIb OI1 BO:

3asenyromuii kadenpoi

Hodnuce

Do H.O.

CamyiinoB KoHctanTuH
EBrenbeBuu

Honmwenocmn, BVIT

[odnuce

Do H.O.
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