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1. HEJIb OCBOEHMUSA JUCIHUIT/IMHbI

HucuumnmnHa  «OcHOBbI  MH(OPMALMOHHON  0€30MaCHOCTHY  BXOAHT B MIPOrpaMmy
OaxanaBpuara «busnec-undopmaruka» no HanpasieHuio 38.03.05 «busnec-undopmaruka» u
usyuqaercs B 4 cemecrpe 2 kypca. Jucuumuny peanusyer Kadeapa npuxia ol nHGoOpMaTUKU U
TEOpUH BeposiTHOCTEH. JlucuuninHa cocTouT U3 3 pasaenoB U 6 TeM U HalpaBlIeHa HA U3YYEHHE
OCHOBHBIX YSI3BUMOCTEH ONEpalMOHHBIX CUCTEM;  3aLIUThl KOMIIBIOTEPHBIX CETEH.

Llenbo OCBOEGHUS AMCLUMIIIMHBI SBIIETCS SIBISETCH BBEICHHE YYaUIUXCS B HPEAMETHYIO
00J1aCTh 3alIUThl COBPEMEHHBIX CUCTEM U CETEH TEJIECKOMMYHUKAIUN.

2. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHMUS JUCHHUITJIMHbI

OcBoenne aucuuruiHbl «OcHOBbI MHGOPMAIMOHHOH 0€3011aCHOCTH» HAIPABICHO HA
(hopmupoBanue y 00y4aromuxcs CIeIYMNUX KOMIECTEHUHH (4acTH KOMIIETeHIUH ):

Tabruya 2.1. Ilepeuenv komnemenyuu, gopmupyemvlx y o00yHarOWUxXca npu OcCe0eHuu
OuUCYUNIUKbL (pe3yaIbmamsl 0C80CHUS OUCYUNTUHbL)

Hnan KaTopbl 10CTHAKEHNA KOMITETEHIIHH

Hlngp Komnerennus "
(B paMKax JaHHOMH JMCLHILINHDI)
[TK-3.1 3HaeT OCHOBBI APXUTEKTYPbl, YCTPOHCTBA U
(yHKUHOHUPOBaHUS HHOOPMALUOHHO- BLIYUCIHTEIBHBIX CHCTEM H
CeTEeBbIX MOJACHCTEM MHPOKOMMYHHKALMOHHOH CHCTEMBI
Crnioco0OeH BhINONHATL padoThl U
OpraHu3aliK; OCHOBbI COBPEMEHHBIX OINEPALHOHHBIX CHCTEM;
yupasisite paboTamMu 1o ;
CETEBBIC IPOTOKOIBL;
co3jiaHuio (MoauduKalHuu) 1
ITK-3.2 3HaeT OCHOBBI IIPOIPAMMHPOBAHUA; COBPEMEHHbBIC
[K-3 comnposokaenuto UC,

00BEKTHO-OPUEHTUPOBAHHBIE A3bIKH [IPOrPAMMHPOBAHHS;
COBPEMEHHBIE CTPYKTYPHBIE S3BIKH IPOIPAMMUPOBAHUS A3bIKH
COBPEMEHHBIX DU3HEC-TIPHIIOIKEHHIA;

ITK-3.3 ¥mMeer koAMpoBaTh HA A3bIKAX IPOrPAMMUPOBAHMS;
ITK-3.4 Bnajeer HaBbIKAMH POIPaMMHPOBAHUS [ PELIEHUA
3a/1a4 npod)ecCHOHANBHON JeATENbHOCTH;

ABTOMATU3HPYIOLIHUX 3a/1auH
OPraHu3alHOHHOIO YIIpaBiaeHHud H
OH3HEC-1poLEcChl

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIl BO

Hucuumnmraa «OcHOBbl MH(GOPMALMOHHOW 0€30MacHOCTH» OTHOCHUTCS K 00s83aTellbHOM
yacTH Onoka 1 «/{uciunnunsl (Moaynn)» oOpa3oBaTe/lbHON MPOrpaMMbl BLICILEr0 00pa3oBaHHsL.

B pamkxax oOpasoBaTesibHOH NporpamMmsl BBICIIETO 00pa3oBaHMs OOydaroOIMecs TaKKe

OCBAaMBAIOT  JIPYrHE€ AUCLUMIUIMHBI  W/WIM  HOPAKTUKH, CIOCOOCTBYIOIIME  JIOCTHIKEHUIO
3aIUIAHUPOBAHHBIX ~ PE3y/IbTATOB  OCBOEGHHMS  JUCHUIIIUHBI  «OCHOBBI  MH(OPMAIIMOHHOM
OezonacHOCTHY.

Tabauya 3.1. Ilepevenv romnonenmos OII BO, cnocobemeayowux 00cmudiceHuo

3ANTAHUPOBARRBIX PE3VIbMANOE OCB0CHUA ()HCE{LHL‘IHHH

HIpeamecrpylomue Mocaeayomue
HaumenoBanue p y 5
Hngp AHCLMILTHHBL/ MOLYJIH, AHCUHILIHHBI/MOJYIH,
KOMIeTeHIHH % .
HPAKTHKH NPaKTHKH
CrnocoOeH BBIIOMHATE OCHOBBI NPOrpaMMUPOBAHUS; Vnpasnenue UT-cepeucamu u
paboTsl U YIPABIATL ApXHTEKTypa KOMIILIOTEPOE U KOHTEHTOM;
paboTaMH 10 CO3J1aHHI0 OllepaLHOHHBIC CHCTEMBI; Penstunonssie 6a3bl JaHHBIX;
IK-3 (Moaupukanuu) u TexHosorus NPOrpaMMHpOBaHus; | AJArOpUTMbI MALIMHHOMH
conposoxaenuto HC, Komnvromepublit npakmukym no rpatukn 1 odpaborku
aBTOMATH3MPYIOLIMX 3a/a4K uHGhopMayuoHHbLM n300paKeHHii;
OpraHH3alHOHHOIO MexXHoR02UAM**; [TporpaMMHas HHKEHEPHS;




Mpexmecreyomue Mocaexyromue
Hingp s a————— ;]HCEHT]J]H[IH;MQI;V'IH ﬂucunnnu:{u;ﬂm\’ﬂn
- 2 o ALELy B ]
piie s NPAKTHKH* HPAKTHKH*

ynpasiienus u OusHec-
IIPOLIECChI

Komnviomepnbiit npaxmuxym no
Modenuposanuio ™,
Python u ero npuinoxkeHus;

MojenupoBaHue CJ103KHO
CTPYKTYPHPOBAHHBIX CHCTEM;
Texuonorun HCKYCCTBCHHOI'O
HHTECJLICKTA,

MeTo/ib! MAUIHHHOTO
oOyueHus;
Kubepbesonacuocts
HpeAnpHATHA,
MurennekryalibHblii aHAIU3
JaHHbIX

PacnpefencHHble CHCTEMBL;
YnpasieHue npoekraMu
paspaboTku
uHGOPMALIMOHHBIX CHCTEM;
O01as Teopus CUCTEM:
CucreMb! HOAEPKKHI
ITPHHATHS PELLICHHIH;

AHaJIH3 JAaHHBIX;

Pazpaborka uH(poOpMaLHOHHO-
AHAJIMTHYCCKHX CHCTCM,

* - 3anonHAercs B cOOTBETCTBHU ¢ MaTpuuel komnerenuuii 1 CYIT OIT BO

*¥ - 31IeKTHBHBIC JUCLUILINHBL /MPAKTHKH




4. OBBEM JIJUCHUILIMHBI ¥ BUJIbI YYEBHOM PABOTHI

Ob1mas TpyA10eMKOCTh JUCHUILTHHBI «OCHOBBI HHGOPMALIMOHHONH O€30MacCHOCTH» COCTABIAET «4)» 3aUeTHBIE €IHHHUIIBL.
Tabauya 4.1. Buowl yuebnou pabomuvl no nepuoodam 0CE0CHUA 00PA306AMENbHOU NPOSPAMMbl BbICUIC20 00pa306aHus 08 O4YHOU Qopmbl
00yUeHUs.

Buj yuednoii paborst BCETI'O, ax.u. Cemec:p(—bl)
Konmaxkmuasa paboma, ax.u. 54 54
Jexuun (JIK) 18 18
Jlaboparopusie pabotst (JP) 36 36
[Mpakruueckue/cemunapekue 3ansrtus (C3) 0 0
Canmocmosmenvras paboma 06yHaQoOWuxcst, ak.y. 63 63
Konmpoan (3x3amen/zauent ¢ oyeHkol), ax.u. 27 27
Obman TPYA0eMKOCTL AHCIHMILTHHBI aK.4. 144 144
3a4.e1. + 4




5. COAEPKAHHUE JUCIIUIT/IMHbI

Tabauya 5.1. Codeporcarue oucyuniunbl (Mooyas) no euoam yuedHou pabomal

Bun
Homep | HammenoBanue pasjesia .
Coaepixanme pasjgena (Tembr) yueoHoi
pasjena JAHCHUILIHHBI o
padoThl
OcHoBel Ge3onacHoCTH 11 OcHoBbl HE3011ACHOCTH CETEBLIX HHOOPMALHOHHBIX K. TP
Pasnen | | CCTEBBIX ] TEXHOIOI Uil ’
asjen
’ HHDOPMALHOHHBIX 12 [IpuMeHeHHe MEKCETEBbIX IKPAHOB /1 3aLHUThI K. TIP
TEXHOJIOI' Ui ' KOPHOPATUBHBIX ceTeil :
i i ITpakTHYECKHE BOIPOCH! 3AIHThI OHEPALHOHHBIX
Pazgen 2 |coBpeMeHHBIX 2.1 P P P JIK, JIP
_ CHCTEM
ONEPALHOHHbIX CHCTEMAX
3.1 Kpunrrorpadgudeckue HpUMUTHBLL U MEXaHH3MbI JIK, JIP
Pazaen 3 | Kpunrorpadus 3.2 OcHoBbl HHPPACTPYKTYPBI OTKPLITHIX KIIOYei JIK, JIP
33 [TpoTokoibl ayTeHTHHKALHN JIK, JIP

* - zanonusercs Tonsko 1o OYHOM dopme obyuenus: JIK — rexyuu; JIP — rabopamopusie pabomut; C3 —

CEMUHAPCKUE 3AHANMUA.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JIUCHHUITJINHBI

Tabnuya 6.1. MamepuaibHo-mexuuueckoe obecneueHue OUCHUNIUHbI

Tun ayauropuu

OcHalenue AYJAUTOPHH

Crneuuau3npoBaHHoe
yuedHoe/1abopaTopHoe
obopynosauue, [10 u
MaTepuaJlbl 11 0CBOCHHS
AHCHHILTHHBI
(npu He0DXO0AMMOCTH)

Aynutopus s IPOBEICHUS 3aHATHN
JIEKIIUOHHOIO THUIA, OCHAILIEHHAas

Komneiorep/HoyTOYyK €
nocry-nom cetu Murepuer
U 3J1eK-TPOHHO-

Jleknnonuas KOMIUIEKTOM CHELUaIM3UpOBaHHONH Mebenu; | oOpa3oBaTesbHOll cpe-1e
JOCKOH (DKpaHOM) H TEXHUYECKUMHU Yuusepcurera, Opaysep,
CpEACTBAMHU MYJIbTUMEIMA TTPE3CHTALIUM. ITO mns nmpocmorpa PDF,
MS Teams.
KomnbrorepHslii kiace Ui npoBeieHus
3aHSTUH, TPYIIIOBBIX M UHIUBUAYAJIbHBIX OC Linux/ Windows,
KOHCYJIbTAIMH, TEKYILEro KOHTPOJIS U Python, Julia.
KomnbioTepHblil | NpOMEAKYTOUHOH aTTeCcTali, OCHAILIEHHAs Jononuurensuoe [10:
KJ1ace MEePCOHAILHBIMU KOMIbIOTEPaMH (B oducusii naker MS Office
kosmyectse [[lapamerp] wt.), nockoi unu LibreOffice, OBS
(?KpaHOM) M TEXHHYECKUMHU CPEACTBAMH Studio.
MYJIBTHUME/IHA IPE3EHTALHIH.
Aynutopus Uil CaMOCTOSTENBHON paboThl OC Linux/ Windows,
o0yuarmUxcs (MOKET UCIOJIB30BATHCS IS Python, Julia.
C&MOCT'([)[:I]:eﬂbHOﬁ NpOBEACHNSA CEMUHAPCKUX 3aHATHH U Il()l'I{)J'lHI/IUTeJ'IbHOG [1O:
- KOHCYJIbTAllii ), OCHALIEHHAs KOMIUICKTOM o¢ucusii maker MS Office

cHenuanIu3upoBaHHON Medenu u
KoMIibloTepamu ¢ jgoctynom B DMOC.

uiu LibreOffice, OBS
Studio.

# - ayAMTOPHs U1 CAMOCTOATENbHOM padoTsl oOyuatowuxces ykassieaerest OBAZATEJIBHO!

7. YHEBHO-METOJUYECKOE H HHOOPMAITHOHHOE OBECIIEYEHHUE JUCHHUILTHHBI

Ocnosnasn Aumepamypa:




1. 3ersxna /1. I1., MBamko A. M. OcHoBbl Oe30nacHOCTH HH(POPMALIHOHHBIX CHCTEM. —
M.: I'opsauas nunus — Tenekom, 2016. — 452 c.

2. Maiisona 3. Bezonacuocts cereii. Dxkom, 2016 1., 528 ¢. —
http://www.intuit.ru/department/security/netsec/

Hononnumenvuas aumepamypa:

1. Hlymexuit A. A. CucremHbiil aHaiu3 B 3aiute vHGopmanuu. — Yuebnoe nocobue
s By30B, — M.: I'enuoc APB, 2005. — 224 c.

2. Nonsanckas O.10., I'opbaros B.C. UudpactpykTypsl 0TKpbIThIX Kitodeil. BUHOM.
Jlabo-paropus 3nanuii, Uatepuer-ynusepcurer nndopmanuosueix texuonoruii — MHTVY-
UT.py, 2007. — http://www.intuit.ru/department/security/pki/

3. 'anarenxo B. A. OcHoBbl nH(pOpMaHOHHON Oe30nacHOoCTU. IHTEpHET-yHUBEPCUTET
uH-popmarmonssix Texnonoruit — UHTYHUT.py, 2008 r., 208 ¢. —
http://www.intuit.ru/department/security/secbasics/

4. INanarenko B.A. Crangaptel undopmaninonHoi 6e3onacuoctu. MHTepHeT-
yHuBepcuteT HHopMmanoHHbIXx TexHonoruid — UHTYUT . py, 2005. —
http://www.intuit.ru/department/security/secst/

Pecypcwr ungpopmayuonno-menexomMmyHuKayuoHHou cemu « nmeprnemy:
1. 3BC PYJIH u croponnue DbC, Kk KOTOPLIM CTY/I€HTHl YHUBEPCUTETA UMEIOT J0CTYI
HA OCHOBaHHMHM 3aK/IIOYEHHBIX I0TOBOPOB
- DaexTpoHHO-0ubanoTeunas cucrema PYJIH — O5bC PY/IH
http://lib.rudn.ru/MegaPro/Web
- OBC «YHuBepcurerckas dubiuoreka onnaiin» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- ObC «Koncynbrant cryaenray www.studentlibrary.ru
- OBC «Tpouuxuit MmocT»
2. ba3bl 1aHHBIX U TOUCKOBBIE CUCTEMBI
- 2JIEKTPOHHBIH (POHJ PaBOBON U HOPMATHBHO-TEXHUUYECKOH JOKyMEHTALIUU
http://docs.cntd.ru/
- nouckoBas cucrema Sunexc https://www.yandex.ru/
- nouckoBas cucrema Google https://www.google.ru/
- pedepatuBnas 6a3za nanusix SCOPUS
http://www .elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 011 camocmosmenbHol padomsl 00YUaOWUxXcsa npu
0CBOCHUU OUCYUNTUHBL/MOOYIS*:
1. Kypc nexuuit no aucuuniauae «OcHOBbI HH(GOPMALHOHHON 0€30MacHOCTHY.

* - Bce yueOHO-METOAUYECKHE MaTepHanbl sl CaMOCTOATEILHOH paboThl 00ydarommxcs
pasMeIaloTcs B COOTBETCTBUU C ASHCTBYIOIIMM MOPsAKOM Ha cTpanuile aucuuminyael B TYHUC!

8. OEHOYHBIE MATEPHAJIbI U BAJLJIbHO-PEUTHHIOBASI CHCTEMA
OL[EHUBAHHUSI YPOBHS C®OPMUPOBAHHOCTHM KOMIETEHIHWI IO
JTACHUILIMHE

Onenounsle Marepuasbl U OaUIBHO-PEUTHHIOBasg CcHCTEMa™ OLCHMBaHHUS YPOBHS
c(hOPMHPOBAHHOCTH KOMHNETEHLUMH (YaCTH KOMIETEHLHH) [0 UTOraM OCBOEHUS IUCILUILUIHHBI
«OcHoBel  uH(pOpMaMOHHONW 0Oe3omacHocTU» npezcrasneHsl B [lpunokenun K Hacrosien
Paboueit nporpamme JUCHUIUIHHBL.

* - OM u bPC dopmupyrorcst Ha OCHOBaHUH TpeOOBaHHI COOTBETCTBYIOLIETO
JokanbHOro HopmatusHoro akra PV /IH.



PA3ZPABOTYHK:

[Tpodeccop kadenpst
NPUKIAHOH HHPOPMATHKY U > _
TEOPUH BEPOSTHOCTEH, A.().-M.H, A" i Kyns6os Amutpuit
pod. Cepreesuu
Hoaxncnocm, BYIT Toonuce Daruius 1.0.
PYKOBOJAUTEJIb BYII:

3asenytouuii kadenpoi
MPUKIAIHOW UHDOPMATUKH U

TEOPHH BEPOATHOCTEH, /1.T.H, CawmyiinoB Koncrantun

npocgeccop EBrenbeBny
Hoaxcnocms BVIT Hodnuce Danaenen H.O.
PYKOBOJAUTEJIb OII BO:
3aBeayrouuii kadeapoii .
NPUKIaHOH HHOPMATHKY U /;L_/
TEOPHU BEPOATHOCTEH, /1.T.H, (j/ Camyiinos Koncrantun
npocgeccop EBrenbeBuu

Houxwenocmn, EVIT Hodnuce Danncnn H.O.



