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1. HEJIb OCBOEHUSA JUCHUITJINHBI

Jucuunnuaa «Cetu M cUCTeMbl Iepenaud MHGoOpMalMu» BXOJUT B Iporpammy OakanaBpuara
«Opranuzamnusi ¥ TEXHOJIOTHH 3anuThl WHPOpMaruu (o oTpacau win B cdepe mnpodecCHOoHAIbHON
nestenpHoCcTH)» 1o HarpasiaeHuto 10.03.01 «Mudopmanronnas 6€30MacHOCTE» U U3y4aeTcs B 3 cemMecTpe
2 kypca. Juctummay peanusyetr Kadenpa nndopmarnmonnon 6e3onacHocTd . JucuurminHa cocTout u3 1
paznena u 4 TeM M HampaBleHa Ha M3y4deHHE NPOoGEeCCHOHATBHOM AEITeTbHOCTH B 00NacTAX HayKH,
TEXHUKHM M TEXHOJOTUHU, OXBAThIBAIOIIMX COBOKYIHOCTh MpOOJEM, CBSI3aHHBIX C OOecledyeHreM
3alIUIIEHHOCTH TeJIEKOMMYHHUKAIIMOHHBIX CUCTEM U CETeil.

[lenpto OCBOEHHUS JUCHUIUIMHBI SBISIETCS TOATOTOBKa oOyyarommxcss K MpodeccruoHaibHON
NESTENIbHOCTH B OOJACTSIX HAyKHU, TEXHUKM W TEXHOJOTHH, OXBaThIBAIOIIMX COBOKYMHOCTH MpoOieMm,
CBSI3aHHBIX C 00€CIeYeHHEeM 3alUIIIEHHOCTH TeJIEKOMMYHHUKAIIMOHHBIX CUCTEM U ceTel, X 3(()EeKTUBHBIM
MOJEIUPOBAHUEM U MPOEKTUPOBAHHUEM, KOHTpoJieM 3(PPEeKTUBHOCTH CUCTEMBI HHGOPMAIMOHHON
0€30MacHOCTH.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUA JTUCIHUIIJIMHBI

OcBoenue qucuuIuIMHbl «CeTH U CHCTEeMBI Tiepeiaun HHpOpMaI» HAIlPaBIeHO Ha (JOPMHUPOBAHUE Y
00yJaroNIUXCs CIAeTYIOMUX KOMIETSHIIUH (4aCTH KOMITETCHIIUN):

Tabnuya 2.1. Ilepeuenv komnemenyuil, popmupyemvlix y 00y4aouuxcs npu 0C80eHul OUCYUNIUHb
(pe3ynbmamul 0C80eHUS OUCYUNTUHDL)

I/IH)II(IKaTOI)I)I JOCTHIKCHHS KOMIICTCHIINHN

Mngp Komnerennns M
(B paMKax JaHHOW TUCHMIIINHBI)
Crioco0eH OleHUBATh POJIb UHPOPMAIIHH, OIIK-1.2 OueHuBaer 3HaycHue HHOOPMAIIUH,
UH(POPMAIIOHHBIX TEXHOJIOTUH U WH(POPMAIIMOHHBIX TEXHOJIOTUH 1 UHPOPMAIIHOHHOMN
OIK-1 HHPOPMAIMOHHOH 0€30MMaCHOCTH B Oe3omacHOCTH AJis 00ecreueHHs 00bEKTHBHBIX
COBPEMEHHOM OOIIECTBE, MX 3HAYCHUEC IS moTpeOHOCTEH TMYHOCTH, O0IIECTBA U TOCYIapCTBa;

obecrieyeHns1 00bEKTHBHBIX TOTPEOHOCTEH
JIMYHOCTH, OOIECTBA U TOCY/IapCTBa

Crioco0OeH IpUMEHSTh OIIK-2.1 Ilpumenser
MH(OPMAIIIOHHO-KOMMYHHKAIIHOHHBIE nH(OPMALMOHHO-KOMMYHHUKAllMOHHbIE TEXHOJIOTUH IS
TEXHOJIOTUH, IPOrpaMMHBIE CPEACTBA peteHus 3a1a4 Npo(heCCHOHAIBHOM eATebHOCTH;
OIIK-2 CUCTEMHOI'0O U IIPUKJIAJIHOIO HA3HAYEHUS, B OIIK-2.2 TlpumeHseT nporpaMMHbIE CPEACTBA
TOM 4YHCJI€ OTEYECTBEHHOIO IPOU3BO/ICTBA, CHCTEMHOT'0 U IPUKIAJHOTO HA3HAUCHHUS, B TOM YUCIIE
JUIsL pellieHus 3a1a4 Tpo(heCCHOHANBHOM OTEUECTBEHHOIO NPOU3BOACTBA, AJIS PEIICHHs 3a1a4
JIeSITETbHOCTH npodeccHoHaNbHON eI TEIbHOCTH;

3. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OII BO

HucrunmHa «CeTH W CHCTeMBbl Tepenayn WH(OopMaIum» OTHOCUTCS K 00s3aTeNbHOM YacTh Ooka 1
«JIncummmHbl (MOIYyIH )» 00pa30BaTeIbHON MPOTPaMMBI BBICIIIETO 00pa30BaHUSI.

B pamkax oOpa3oBarenbHONW TPOrpaMMBbl BBICIIETO OOpa3oBaHUs OOydYaroIIMecs Tak)Ke OCBAaWBAIOT
Jpyrue TUCUUIUIMHBI W/WIU TPAKTUKH, CIIOCOOCTBYIOIIUE JOCTH)KCHUIO 3aINTAHMPOBAHHBIX PE3YIIBTATOB
OCBOCHUS TUCTIMILTHHBI «CEeTH U CUCTEMBI TIepeiaun MHPOPMAITHI.

Tabnuya 3.1. Ilepeyenv komnonenmos Ol BO, cnocob6cmeyowux 00CmudceHuro 3an1aHupo8aHHbIX
Pe3yIbmamos 0C80eHUs OUCYUNTUHBI

IIpenmecTByomue Hocnenyromue
HaumeHnoBanue P Y Y
HIudp JUCHUTLTAHBI/ MOTYJIH, JUCIUTLTAHBI/ MOTYJIH,
KOMIIETeHIIUH . %
NMPaKTHKA NMPaKTHKA
Crioco0OeH OICHUBATh POJIb HNudopmaruka; O3HakoMHTEIbHAS IPAKTHKA;
UHPOPMAIIH, OcCHOBBI HHPOPMAIIMOHHOH DKCIUTyaTallMOHHAs IPAKTUKA;
UH(POPMAIMOHHBIX 0e3onacHOCTH (BBEJCHHC B TexHonornueckas MpakTUKa;
OITK-1 TEXHOJIOTHH U CIEUAIBHOCTD); TexHOJI0ruM HCKYCCTBEHHOTO
HHPOPMAITMOHHON HudopMamoHHbIe TEXHOJIOTHH; MHTEJJIEKTa B 3aJa4ax
0€30MaCHOCTH B COBPEMEHHOM OnepalroHHbIE CUCTEMBI; KnOepOe30macHOCTH;
o0I1ecTBe, UX 3HAUCHUE IS ba3bl naHHBIX, CUCTEMBI
oOecrieyeHUs: OOBEKTHBHBIX yhpaBiieHHs 0a3aMu TaHHbBIX;




HanveHoBAHE IIpenmecTByomue Mocaenyromue
udp JAMCHMILIMHBI/ MOTYJIH, JTUCIMILIHHBI/ MOTYJIH,
KOMIETeHIInH - .
MPAKTHKH NPAKTHKA
MOTPEOHOCTEN INYHOCTH,
o01ecTBa 1 rocyapcTsa
CriocobeH MpUMEHSTh WudopMamoHHbIe TEXHOIOTUH; Bba3bl JaHHBIX, CHCTEMBI
UH()OPMAITHOHHO-KOMMYHHUKAIT OrnepaluOHHbIE CHCTEMBI; ympaBieHust 0a3aMu JaHHbIX;
HOHHBIE TEXHOJIOTHH, SI3BIKU TPOTPAMMUPOBAHHUSL; TexXHONOTHH UCKYCCTBEHHOTO
IpOrpaMMHBIE CPEICTBA MHTEJUIEKTA B 3a/1a4aX
CHUCTEMHOI'0 M IIPUKIIATHOTO KnOepOe30macHOCTH;
Ha3HAYCHUS, B TOM YHUCIIE AnmaparHsie cpecTBa
OIK-2 OTEYECTBEHHOTO BBIYKMCITUTEIBHON TEXHUKH;

MMPOU3BOACTBA, IJId PCUICHUA
3ajga4 HpO(l)GCCHOHaHLHOﬁ
JACATCIBHOCTU

[TporpammMHo-amnmaparHble
CpEJICTBA 3alUTHI
uHpopmanuu;
O3HaKOMHTENIbHAS IPAKTHKA;
DKCIUTyaTallMOHHas PaKTHKa;
TexHonornueckas NpaKTUKa;
HccnenoBarenbekas IPaKkTHKA;

* - 3aMONHSETCS B COOTBETCTBHY ¢ Marpuieil komnerenuuit u CYII OIT BO
** _ 3JIeKTHBHbIC AUCUUILIHHBI /TIPAKTUKU




4. OFBbEM JUCHUILIMHBI 1 BUJIbl YYEEHOM PABOTBI

OO01mas TpyI0eMKOCTh AUCIUTITHHBI «CeTH M CUCTEMBI TIepeadr HHPOPMAIIHI COCTABISET «5) 3a4ETHBIX IMHHII,
Tabnuya 4.1. Buowl yuebHot pabomuvl no nepuooam 0C8oeHUsl 00pa308amMenbHOU NPOCPAMMDBL 8biCULE20 0OPA308aHUSL OISl OYHOU OopMbL 00YUeHUS.

Bun yueoHoii padoTsl BCEIO, ak.u. CeMec:;r P(bD)
Koumaxmmuas paboma, ax.u 68 68
Jlexmmn (JIK) 34 34
Jlaboparopusie pabotsi (JIP) 34 34
[Ipaxtnueckue/cemmnapckue 3ausatus (C3) 0 0
Camocmosmenvhas paboma obyuaouuxcs, ax.y. 94 94
Koumponw (sx3amen/3auem c oyenkou), ax.y. 18 18
ak.u.| 180 180
Oo0masi Tpy10eMKOCTb JHCHUILINHBI aK. Y.
3a4.ell. 5 5




5. COAEP)KAHUE JUCHUIIJINHBI

Tabnuya 5.1. Coodeporcanue oucyuniutvl (MoOYs) no eudam yuebHou pabomot ™

Bun
Homep HaumeHoBaHue pa3iena .
HanmeHoBaHue TeMbl yueOHoit
pa3nena JTUACHHILTAHBI "
padoThI
OCHOBBI CETEBBIX TEXHOJIOTHIA.
1.1 (/1Ba KOpHS BRIYUCIUTENBHBIX ceTell. [IepBbie BErancauTenbHbIE ceTH. KOHBepreHus ceteil. MareMaTiuaeckre OCHOBBI JIK, JIP
BEIUHCIUTENBHBIX ceTell. CeTeBasi TEPMUHOIOTHSA).
TexHoMmornu HpU3NIECKOTO YPOBHSI.
1.2 . . JIK, JIP
(Tomosmorny BEIMUCIUTENBHBIX ceTell. Tumbl ceTeit. Dtanonnas moaenb OSI. CereBas monens TCP/IP).
OcHoBsI padotsl Ethernet.
Pasnen 1 Ceru ¥ cucTeMbI IEPESAYH 1.3 (ITpoBomnble MHUY CBsI3U. becnpoBomHas nepenada naHasx. O630p ctanmaapToB U TexHonoruid Ethernet. [TpuHImbI JIK, JIP
JIaHHBIX pabortsl cetn Ethernet).
MaprmpyTu3anus U mepeHarnpaBieHIe TaKeTOB.
(Anpecamus cetn Internet. MapmpyTu3zamnus B ceTsax Internet. MexaHnu3m co3mpanus noaceTei. [IpoToKoIbl TPaHCIIOPTHOTO
14 ypoBHs. CHucTeMbl ypoBHS npuiokeHnid. CeTeBbie ciryx0bl. CeTeBast 6e301MacHOCTh. BBeneHre B MapIIpyTH3AINIO U K. TIP
. bl

nepeHanpasieHne nakeroB. Craruaeckas MapIpyTu3anus. Beenenne B TMHAMAYECKHIE TPOTOKOJIBI MAPIIPyTH3ALINH.
JlucTaHIIMOHHO-BEKTOPHBIE MTPOTOKOIBI MapmpyTusaiuu. [Iporokonsl RIPv1 u RIPv2. EIGRP. IIpoTokossr
MapIIpyTU3aIUH 110 COCTOSTHUIO Kanaa. Beenenne B OSPF).

* - zamonusiercst Tonbko o OUYHOU dopme o6yuenus: JIK — nekuuu; JIP — naboparopusie padotsi; C3 — npakTHYeCKHe/CEMUHAPCKHE 3aHSTHSL.




6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHUE JUCIHHUIIVINHBI

Tabnuya 6.1. Mamepuanoho-mexnuyeckoe obecneuerue OUCYUNIUHBL

Tun aynuropun

OcHaleHue ayTuTopuu

Crnenuaau3upoBaHHoe
y4yeOHOe/1adopaTopHOe 000pyI0BaHHE,
IO n maTepuaJibl 171 0CBOCHUS
AUCHMIUINHBI (IPH HE00X0IMMOCTH)

AyHI/ITOpI/IH JUTA TIPOBEACHUA 3aHATUI JICKIITUOHHOI'O
THIIA, OCHAIICHHAasA KOMIIJICKTOM

[TepcoHanbHBINH KOMIBIOTEP MM MOHOOJIOK
¢ npocrymoMm Kk cetu HMHrepHer u

JlexunonHas CIeLMAIM3UPOBAHHOI MeOeIH; TO0CKOit (3KpaHoM) U npuknaaaeiM 10 (Be6-Opaysep, oducHbIi
TEXHUYECKUMHU CPEJICTBAMH MYJIbTHMEINA IIaKeT), NPOEKTOP W IKpaH, UHTEPaKTUBHAs
Hpe3eHTaIHH. WJIN MapKepHasi JI0CKa.
[epconanbubie KOMITBIOTEPHI nIm
MOHOOJIOKH C JIOCTYIIOM K ceTu MHTepHeT u
npuknaaaeiM 10 (Be6-Opaysep, oducHbIid
IIaKeT), NPOEKTOP W IKpaH, UHTEPaKTHBHAS
win MapkepHas Jocka. [IporpammHoe
Aynutopust 1Jisl IpOBEICHNUS 1ab0paTOPHBIX padoT, PKEp porp

MHAMBHAYAHbIX KOHCYIETALII, TEKYILEro obecrieuenue: cpena Bupryanusanuu Oracle
Y YIBTAr, TeKy VM VirtualBox

Jlaboparopus KOHTPOJISA ¥ IPOMEKYTOUHOM aTTECTALNH,
. (cBOOOIHO-pacTIpOCTpaHIEMOE o),

OCHAIIICHHAsI KOMITJIEKTOM CIELHATN3HPOBAHHOMN . .
orepanMoHHas cucrema Debian  Linux
MeOenr 1 000pyI0OBaHHEM.

(cBOOOIHO-pacTIpOCTpaHIEMOE o),

Wireshark  (cBoOOgHO-pacnpocTpansemoe
I10), GNS3 (cBOOOAHO-pacCIPOCTpaHsACMOE
I10), Scapy (cBOOOIHO-pacHpoCTpaHsIeMoe
I10), kubepnonuron Ampire.

KomnreroTepHslii kiacce

KommnbrotepHbiii K1ace uist IpOBEASHUS 3aHATHI,
TPYIIIOBBIX U HHIWBHUYAIBHBIX KOHCYIBTAIINH,
TEKYIIEro KOHTPOJISI U IPOMEKYTOUHON arTecTalu,
OCHAIIICHHAS MTEPCOHATHHBIMHI KOMIIBIOTEPaMH (B
KOJIMYECTBE 25 HIT.), TOCKOH (IKpaHOM) U
TEXHUYCCKUMU CPEIICTBAMU MYJIbTUMETUA
Mpe3eHTalUH.

IMepconasbHbie KOMITBIOTEPbI WIH
MOHOOJIOKH € JIOCTYIOM K ceTu HTepHeT u
npukinanaeiM 10 (BeG-Opaysep, oducHBII
MaKeT), NPOCKTOP M IKpaH, UHTEPAKTUBHAS
WIN MapkepHas Jocka. [IporpammHoe
obecrieuenne: cpena Buptyanmzamnuu Oracle

VM VirtualBox
(cBOOOIHO-pACIpOCTpaHIEMOE I10),
omepanmoHHass cuctema Debian Linux
(cBOOOIHO-pACIpOCTpaHIEMOE I10),

Wireshark  (cBoGomHO-pacmpocTpansemMoe
I10), GNS3 (cBoOOAHO-pacpocTpaHIeMOe
I10), Scapy (cBOOOIHO-pACTIPOCTpaAHIEMOE
I10), kubepmnonuron Ampire.

Jms  caMocCTosITeIbHOM
paboTHI

Ayauropust JuIsi CaMOCTOSITENbHON paboThI
o0yuaronuxcst (MOXKET UCTIONb30BATHCS IS
NPOBE/ICHUS CEMUHAPCKUX 3aHATHH U KOHCYJIbTaluii),
OCHAILIEHHAsI KOMITJIEKTOM CIIeLHaIU3UPOBAHHOM
MeOenu u komnbloTepamu ¢ goctyrnom B SUOC.

[TepcoHanbHBIA KOMITBIOTEP HITH MOHOOJIOK
¢ pmocrymoM K cetn MHTepHeT W
npukinanaeiM 10 (BeG-Opaysep, oducHBII
TaKer).

* - ayquTOpUS ISl CAaMOCTOSITEIFHOM padoTs! oOydaronmxcs ykassiBaetcst OBSI3ATEJIBHO!

7. YHEBHO-METOAUYECKOE U UTHOOPMALIMOHHOE OBECIIEYEHHUE JUCHUITJINHbBI

OcHogHas numepamypa:
1. Usnues, C. H. Cankun, JI. A. KomnbsrorepHbie ceTr. TEXHOIOTHU CETEBBIX HHTEP(DEHCOB.
[IporpammHoe obOecrieueHrne U METOBI THarHOCTHKH : yueOHoe mocoodwue / [[. A. Cankun, C. H. Usnues, A.
B. [Tanrenees. - Mocksa ; Bonorna : Undpa-Unmxkenepus, 2024. - 220 c. - ISBN 978-5-9729-1917-8. -
TexcT : anexrponHsiid. - URL: https://znanium.ru/catalog/product/2169706 (nara oopamenus: 25.03.2026).
— Pexxuim gocTtyna: mo noanucke.

2. Pabuerckmii, A. H. KomnbroTepHbie ceT U cUCTEMBI CBsI3U. BBOIHBIN Kypc : yueOHOE mocooue st
By30B / A. H. PaGueBckuii. — Mockga : 3narensctBo FOpaiit, 2026. — 207 c. — (Briciiee oOpa3oBanme).
— ISBN 978-5-534-21489-5. — Tekcr : anexTponHbii // O6pazoBarenbHas miatdopma FOpait [caidt]. —
URL: https://urait.ru/bcode/589729 (nata o6pamenus: 25.03.2026).
Hononnumenvhas ntumepamypa:

1. Cetu u cucTemsl nepeaadn nHGoOpMaIy : yaeoOHoe mocodue (JTabopaTopHbIN MPAKTUKYM) : HAIpPaBJICHUE




noarotoBku 10.03.01 Madopmanmonnas 6e3omacHoCTh : mpakTukyM : [16+] / A. I1. XKyxk, /1. B. Opén, E. 1.
Kyx, I. U. Jlunen ; CeBepo-Kaskasckuii penepanbubiii yausepcuret. — CraBpomnons : CeBepo-KaBkaszckuii
®enepanbublil yausepcureT (CKOY), 2022. — 130 c. : ui., Tabn. — Pexxum noctyna: no nognucke. — URL:
https://biblioclub.ru/index.php?page=book&id=712323 (nara o6pamenus: 25.03.2026). — bubnuorp. B KH.
— TeKCT : 2JEKTPOHHBIN.

2. CeTu u cuCTEMBI niepeaadr nHopmaruu : yuedHoe mocodue (Kypc JEKIHii) : HalpaBiIcHUE
nonroroBku 10.03.01 Muadopmanmonnas 6e3omacHocts : [16+] / A. I1. XKyk, . B. Opén, E. I1. Xyk, I'. 1.
Jlunen ; CeBepo-KaBkaszckuii hpenepanpHbiii yauBepcuteT. — CtaBpomnonis : CeBepo-KaBkazckuit
®enepanbubiit yauBepcutet (CKOVY), 2021, — 158 c. : mi., Tabn. — Pexxum noctyma: mo moxanucke. — URL:
https://biblioclub.ru/index.php?page=book&id=712322 (nara obpamenus: 25.03.2026). — bubmuorp. B kKH.
— TekcT : 2IEeKTPOHHBIM.

3. Omudep, B. I'. OcHoBEI ceTeil nepenaun nanHbIX : kpatkuit Kype / B. I. Omudep, H. A. Onudep. -
Mocksa : UHTYMUT, 2016. - 149 c. - Tekcr : anekrponnsiid. - URL:
https://znanium.ru/catalog/product/2155045 (nara obpamenus: 25.03.2026). — Pexxum noctymna: mo
MOJITTHCKE.

Pecypcol ungpopmayuonno-menexommynuxayuonnou cemu « Mumepremny:

1. ObC PY/IH u croponnune ObC, kK KOTOpbIM CTyAEHTbl YHUBEPCUTETA UMEIOT AOCTYN Ha OCHOBAaHUU
3aKJIFOUYEHHBIX IOTOBOPOB

- OnexrponHo-oubanoreunas cucremMa PYJIH — ObC PY/IH https://mega.rudn.ru/MegaPro/Web
- OBC «YHuBepcurerckas oubmuoreka onnaitn» http://www.biblioclub.ru
- OBC KOpaiit http://www.biblio-online.ru
- OBC «Koncynbranr crynenray www.studentlibrary.ru
- OBC «3nannym» https://znanium.ru/
2. ba3bl TaHHBIX U IOUCKOBBIE CUCTEMbI
- Sage https://journals.sagepub.com/
- Springer Nature Link https://link.springer.com/
- Wiley Journal Database https://onlinelibrary.wiley.com/
- Hayxomerpuueckas 6a3a nanueix Lens.org https://www.lens.org

Yyebno-memoouueckue mamepuanst 015 camocmosmenbHou padbomol 00YUAUUXCSL NPU OCBOCHUU
OUCYUNTUHBL/MOOYIS*:
1. Kypc nexunii o aucturuimae «CETH U CHCTEMBI TTepeaadi HHGOPMAITHI.

* - Bce yueOHO-METOANUECKUE MaTepHaIbl 1711 CaMOCTOATEIbHONH paboThl 00yHaIOIMXCS Pa3MEILAOTCs B COOTBETCTBHUU C JEHCTBYIOIMM
NopsAAKOM Ha crpanule aucuuuinssl B TYUC!
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