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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

HucuuiuinHa «OOecnieueHre 0O€30IIaCHOCTH B CETAX Ie€pelaud JaHHBIX» BXOAUT B
IporpaMMy MarucTparypbl «becnpoBOIHBIE CETH, UHTEPHET Belled M KuOepOe30macHOCTh)» M0
HarpasieHuto 02.04.02 «dynnaMmeHTanbHas HHGOPMATUKA U WH(OOPMAIMOHHBIC TEXHOJOTUN» U
uzydaetrcs Bo 2 cemectpe | kypca. Jucuurmummny peanusyer Kadenpa Tteopun BeposiTHOCTEH U
kubepOe3onacHocTH. JUCHUIIIMHA COCTOUT U3 7 pa3fenoB U 17 TeM U HamlpaBieHA HA U3yYEHHE
HampaBieHAa HAa W3y4YE€HHE TEOPETUYECKHX OCHOB HETOAOB olecreyeHus WH(POPMAIUOHHOM
0€30I1aCHOCTH TEJIEKOMMYHHKAIIMOHHBIX CETEeH U ceTeil nepenaun AaHHBIX . B mporecce ocBoeHus
JUCLUIUIMHBl HM3Y4YalOTCS apXUTEKTypa COBPEMEHHBIX CETE€H, CTaHIapThl 3alUThl, METOJbI
yIpaBjieHHuss 0e30MacCHOCTBIO, aHAIU3 YIrpo3 U ys3BHUMOCTeH, crpareruu 3ammthl (Defense-in-
Depth, Zero Trust), MexaHU3MBbI KOHTPOJSI JOCTyIa, a TaKXXe HMPUHIHIBI KOH(PUTYPUPOBAHUS
MEXCETEBBIX IKPAHOB M CUCTEM OOHAPYKEHUS/TIPEAOTBPALLEHUS BTOPKEHHUH

Ilenbto oOCBOEHUS JUCHMIUIMHBL siBisieTcs Llenplo OCBOEGHMS JUMCUUIUIMHBL  SIBISIETCA
U3yYeHUe NPUHLMIIOB, METOJOB M CpeAcTB olecrneyeHus HH(OPMAIMOHHOW O€30MacHOCTH B
TEJIEKOMMYHHUKAITMOHHBIX CETAX W CETAX Mepeiayd AaHHBIX, a TaKkke (GOpMHUpPOBAaHHE 3HAHUN O
HOPMAaTHBHO-TIPABOBbIX M TEXHUYECKUX CTaHJApTaxX 3alllUThl, HABBIKOB aHAJINW3a YIrpo3
MH(POPMAIIMOHHOMN 0€30MacHOCTH U IPUMEHEHHUS CPEICTB 3aIIUTHI CETEBON HHPPACTPYKTYPHI.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUIIVIMHbBI

OcBoenne aucuuiuinael «OOecrieueHne O€30MaCHOCTH B CETSAX Mepelayd  JaHHBIX»
HampaBlieHO Ha (opMmupoBaHHe Yy OOydyaromMxXcs CIEAYIOIUX KOMIETeHIUH (4acTu
KOMIIETCHITNH ):

Tabnuya 2.1. Ilepeuenv komnemenyuil, Gopmupyemvix y 00yuarowuxcia npu 0ce0eHuu
OUCYUNTIUHBL (Pe3VTbmambvl 0C80eHUS OUCYUNTIUHDL)

I/IHI[P[KaTOp])l JOCTHIKCHHUS KOMIICTCHIUHN

Mudp Komnerennus .
(B paMKax JaHHOMW NHUCUMUIUINHBI)

I1K-3.1 3HaeT yA3BHUMOCTH KOMIIBIOTEPHBIX CUCTEM H CeTeH;
[TK-3.4 YMmeeT aHanu3upoBaTh KOMIBIOTEPHYIO CUCTEMY C IIEITBIO
IIpoBenenne anamu3za OTIpeieNIeHus] YPOBHS 3alUIIEHHOCTH U I0BEPHS;

IK-3 6e3omacHoctr koMmbloTepHbIx  |[1K-3.5 YMmeeT pazpabareiBaTh NpeasoxKeHUs MO yCTPAHEHUIO
cucTeM BBISIBJICHHBIX YSI3BUMOCTEIf;

ITK-3.6 Ymeer cocTaBisaTh u 0pOPMIIATE aHATUTHICCKHIA OTYET IO
pe3ypTaTaM MPOBEICHHOTO aHAJIN3a;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

HucturuimHa «O6ecriedeHne 6€30MacHOCTH B CETAX Mepeaun JaHHBIX» OTHOCUTCS K OJIOKY
110 BBIOOPY OJ10Ka 00pa3oBaTeIbHOM MPOrpaMMbl BBICHIETO 0Opa30BaHHUS.

B pamkax o0pa3zoBaTesbHOM NporpamMmbl BBICIIETO O0pa30BaHUS OOydYarOIIMECs TaKxKe
OCBaMBAIOT  JIpyI'Me€ JWCUUIUIMHBI W/WIM  TPAKTUKH, CIIOCOOCTBYIOIIME  JIOCTHKEHHUIO
3alJIaHUPOBAHHBIX PE3YyJbTATOB OCBOCHMS JUCHUUIUIMHBI «ObecreueHre 0e30MacHOCTU B CETAX
nepeaayy TaHHBIX».

Tabnuya 3.1. Ilepeuenv komnonenmos OI1 BO, cnocobcmeyrowux O00CMUINCEHUIO
3aNIAHUPOBAHHBIX PE3VIbMAMO8 0C80EHUS OUCYUNTUHDBL

IIpexmecrByommue Ilocaenywomue
Hudp Hauvenosanne uncﬁunnnHLJMoz{ynn I[l/lClll/ll'[J'll/lH}]:l/MOZIy.]'lPl
$ &
ROMIICTCHITHH NMPaKTHKU* NMPaKTHKUH*




HIngp

HanmeHnoBanue
KOMIIETEHI[HH

IIpenmecTBylommue
JAUCHHILTAHBI/MOYJIH,
NMPaKTHKUH*

Mocnenyrwomue
JUCHMILTHHBI/ MOYJIH,
NMPaKTHKUH*

I1K-3

IIpoBenenue ananusa
0€e301macHOCTH
KOMIBIOTEPHBIX CHCTEM

[NpenaumnioMHas PaKTHKA;
MogaenvpoBanue yrpo3
KHOepOe30MacHOCTH;
CraTtucruueckoe
MOZEIUPOBaHUE B
KnOepOe30acHOCTH;
Kapta 6uzHec-porieccoB u
WHPOPMAIMOHHAS MOJICITh
yIIpaBJICHUS
TEeJIEKOMMYHHKAIUSMU;
[Nokazatenu a3 dexkTuBHOCTH
0eCIpOBOTHBIX CeTel
TIOCIIEAYIOIIMX TTOKOJICHHH;

* - 3aMONIHACTCS B COOTBETCTBUM ¢ MaTpuuei komnereniuii u CYII OII BO
** - 3JIeKTUBHbIC AUCIMIUIMHBI /TIPAKTUKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

OO61mmas TpyA0eMKOCTh TuCcHUIUIHHBI «O0ecrieueHrne 0e30MacHOCTH B CETAX MePeIayl TaHHBIX» COCTABIISCT «4» 3a4eTHBIC SIUHUIIBL.
Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308aAMENbHOU NPOSPAMMbL BbICULIE20 00PA308AHU Ol OYHOU Dopmbl
00yuenus.

Buja yue6Hoii padoThI BCEI'O, ak.u. CEMeczT pCeD)
Konumaxmmnas paboma, ax.u. 36 36
Jlekimu (JIK) 18 18
JlaGopartopusie pabotsl (JIP) 0 0
IMpaktuueckue/cemunapckue 3austust (C3) 18 18
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 108 108
Koumponw (sx3amen/3auem c oyenkou), ax.u. 0 0
Oo0masi Tpy10eMKOCTH T CHUIIHHBI aK.4. 144 144
3ay4.el. 4 4




5. COAEP) KAHUE JUCIUAIIJIMHbI

Tabnuya 5. 1. Coodepoicarue oucyuniunsl (MoOyis) no udam y4eOHou pabomol

Homep HaumenoBanmue pasgeia B .
HanmenoBanue TeMbl Conep:kaHue TeMbl y4eOHoii
pasiena AUCHHUTLIUHBI «
padoThI
11 [IpuHUMIIBI TOCTPOEHUS CETEN Nepeaun PaccMarpuBaroTCcsi IpUHLMIBI TOCTPOEHUS CETEN Mepeaaun AaHHbIX TIK. C3
' JIAHHBIX PDH, SDH, OTN, IP/MPLS. ’
o N PaccmarpuBaercs kinaccudukanms cereit mepenadn naHHbIX WAN,
Paszen 1 O:;:S;I ceTeil mepexadn 1.2 Knaccugukamus cereit 1 mX 0COOCHHOCTH MAN, LAN, PAN 1 X 0COGCHHOCTH. JIK, C3
A Cranaaptsl u npotokons! nepenauun gauusix (IEEE, ITU-T, IETF):
1.3 Cranpaptsl 1 ipoTokoisl nepenaun ganueix. | |EEE 802.1X, IEEE 802.1Q, ITU-T X.200, ITU-T Q.931, RFC 791, | JIK, C3
RFC 2460, RFC 4364
OCHOBH APXHTEKTYDHI 1 21 ApPXUTEKTypHBIE ITOJXObI K 00ECTICUECHHIO 30HMpPOBAHUE U CETMEHTANMS ceTel. Mepapxudeckas opraHu3anus JIK, C3
6e3onacaoctu CITJI CI1JI. Posb MexxceTeBbIX dKpaHoB (firewalls) u MapuipyTH3aTopos.
Paznen 2 |mpuHIMIIOB 6€30MaCHOCTH
CII 29 IIpoToKOJIBI U CTAaHAAPTHI OE30MACHOCTH B Amnanu3 npotokosos [Psec, MPL_S, VLAN. Bei.’)OHaCHOCTL B K. C3
' CIijg texuonoruu SDN (Software-Defined Networking). ’
MeToabl ayTeHTU(HUKAIIMK YCTPOMCTB U MoJib30Batescii. [lomutuku
3.1 Cucrtemsl ympasienus goctymnom B CI1/] koHTpoussa goctyna (ACL, RBAC). bezonacuocts B 6ectipoBognbix | JIK, C3
VYipasneHnue 10CTyoM U A
Paznen 3 cersix (Wi-Fi, LTE, 5G).
KOHTPO, TpaQuia Texnonorun GpuibTpauy MakeToB M MOTOKOB AaHHBIX. [IpuHIMIBI
3.2 OuapTpaIys U yIpaBicHUe TPahUKOM paGorsi Deep Packet Inspection (DPI). JIK, C3
4.1 |be3omacHOCTh CETEBBIX MPOTOKOJIOB Ananis yassumocteii ipotokosios BGP, DNS, DHCP. JIK, C3
Pasnen 4 be3onacHOCTb IPOTOKOJIOB U BesonacHocTs B IPv6.
texHonoruit CIT N Ipuniune: opranuzanuu Virtual Private Networks (VPN).
4.2 besonacHOCTh BUPTYaNbHBIX CETEH o JIK, C3
BesomacHoCTh B TexHONOrMsaxX Buptyanusammu cereid (NFV, VPLS).
51 Meropl MOHUTOPUHTA CETEH nepeaaun [puaiune padots! cuctem IDS u [PS. MoHuTOpHHT ceTeBOTO TIK. C3
Paszen 5 MOHUTOPHHT U ayJUT ' JIaHHbIX Tpaduka c ucrnosszopanneM SIEM-cucrem. ’
6e3zomacuoctu CI1/] Metopmonoruu npoBefeHus ayaura 6ezomacHoctu. [IpoBepka
5.2 |Ayaur u tectupoBanue 6e3omnacHocTr CII/] cootsercrsus cranaptam (ISO/EC 27001). JIK, C3
6.1 Besonacrocts loT-cereit OCc00OEHHOCTH 3alIUThI CETER HHTepHeTil Bereit (IoT). [Ipobrembr JIK, C3
Pasien 6 OcobeHHoCTH 6€30M1aCHOCTH MacITabUPyeMOCTH U M30JISIIIUN YCTPOHCTB.
A cnennanuzupoBanHbix CI1[] be3onacHOCTh IPOMBIIUIEHHBIX CETEH .
6.2 Be3onacHOCTh NIPOMBIIIIEHHBIX CETEH Nepeaayn JaHHbIX JIK, C3
niepesiauy JaHHBIX
7.1 TeoPeTquCIf,He ocroBe! npumeneiis HI s Teoperuueckue ocHOBbI NpuMeHeHus: U B 3amure cereit JIK, C3
OcobeHHocTH 6€30MacCHOCTH 3ammre ceTel
Paspen 7 crienuainuzupoBaHHbix CITJ] ABTOMaTH3aMs 00HAPYKEHHUS YIPO3 C
H P 7.2 ! py yrp ABTOMaTH3aIUs 00HAPYKEHHS yTPpo3 ¢ momoitsio NN JIK, C3

nomonibo M1
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Bun

Homep HaumenoBanmue pazaesna .
HaunmeHnoBanue TeMbl Copep:xaHue TeMbI yueOHoit
pa3nena AUCHUTLTUHBI %
padoThI
HcnonbzoBanue MU nis ynpasienus
7.3 UL YT Ucnonws3oBanue MU nist ynpasineHus 6€30MacHOCTBIO JIK, C3
6e30IacHOCTBI0
OrpannyeHus ¥ BBI30BHI Hcnonb3oBanust VI B .
. OrpaHnyeHus 1 BBI30BHI Hcniosib3oBanust MU B 3amure ceteid.
7.4 3amure cereil. [IpoOneMbl KauecTBa JaHHBIX U JIK, C3

adversarial attacks.

[Ipobnems! kauecTBa naHHBIX U adversarial attacks.

* - 3anonuseTcs Toiabko mo OUHOW dopme oOyuenus: JIK — nexyuu, JIP — nabopamopusie pabomul; C3 — npakmuueckue/cCeMunapcKue 3aHsamusl.




6. MATEPUAJIbHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

Tabnuya 6.1. MamepuansHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHamenue ayiuropuu

CrnenuajJu3supoBaHHOe
yueOHOe/1abopaTopHOe
odopynoBanmue, [10 u
MaTepHaIbI 1JIs1 0CBOECHHSA
AUCHUTLITUHBI
(mpu HeOOXOAUMOCTH)

Aynutopust 11 IPOBEICHUS 3aHATHIA
JIEKUMOHHOI'O TUIIA, OCHAIEHHAS

Kommbrorep/HOyTOYK C
JoctynoM cetu MHTEepHET 1
AIIEKTPOHHO-
00pa3oBaTeNbHOM cpefe

JlexumonHas KOMIUIEKTOM CIEeLIMaIU3UPOBAHHON Mebenu;
. VYHuBepcurera, opaysep,
JOCKOM (3KpaHOM) U TEXHUYECKUMU
CpEACTBaMU MyJIbTUMEINA IPE3CHTALNN 110 nna mpocmotpa PDF,
P y P ' MS Teams unu
SupexcTenemocT.
Aynuropus Ui IPOBEIEHUS 3aHATUN
CEMHHApPCKOI'0 TUIA, PYIIOBLIX U
MHIVBUAYAJIbHBIX KOHCYJIbTAlUH, TEKYLIETO
KOHTPOJISI U TPOMEXYTOUYHOM aTTecTalluu
CemuHapckas P P Y 1,
OCHALICHHAs] KOMILJIEKTOM
CHeIUaIu3upPOBaHHON MeOen U
TEXHUYECKUMHU CPEICTBAMU MYJIbTUMEANA
IIPE3CHTALMMN.
Komnerotep/HOyTOYK C
Aynuropus JUisl CaMOCTOSITEIIbHON pabOThI JnoctynoM cetu HTepHET 1
Tns oOyyaromuxcs (MOXKET UCIOIb30BaThCS JUISl | JIEKTPOHHO-
. | MpOBeIeHUsI CEMHUHAPCKUX 3aHATHI U o0pa3oBaTesIbHOH cpeie
CaMOCTOSITENIbHOM .
AGOTEL KOHCYJIbTAIMi), OCHAILIEHHAs KOMIJIEKTOM VYHuBepcurera, opaysep,
p CHelHaTM3UPOBaHHON MeOeIH U I1O nns mpocmotpa PDF,
KoMIbroTepamu ¢ goctynom B JUOC. MS Teams unu
AnnexcTenemoct.

* - ayIUTOPHS JJIsL CAMOCTOSTENbHOM paboThl oOyuaromuxcs ykaspiaercs OBA3ATEJIbBHO!

7.  YYEBHO-METOJWYECKOE
JTACHMIUINHBI

Ocnoenas numepamypa:
1. Cetu u TeleKOMMYHHKAIIMH | Y4€OHUK U MPAaKTUKYM Ui By30B / o pefakiueii K. E.
Camyiinosa, 1. A. lllanumosa, [1. C. Kyns6oBa. — 2-e u3., nepepad. u gon. — Mocksa :
WznatenberBo FOpaiit, 2025. — 464 ¢. — (Bricmiee oopaszoBanue). — ISBN 978-5-534-17315-
4. — Texkcr : anextpoHHslii // O6pazoBarenbHas miuatopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/560392
2. Comer, D. E. Internetworking with TCP/IP: Principles, Protocols, and Architecture / D.
E. Comer. — 6th ed. — Pearson, 2022. — 768 p.
3. Freeman, R. Telecommunication System Engineering / R. Freeman. — 5th ed. —
Wiley, 2022. — 500 p.
4. Stallings, W. Data and Computer Communications / W. Stallings. — 11th ed. —
Pearson, 2022. — 900 p.
5. IEEE 802 Standards Collection: Overview and Architecture. — IEEE Standards

n HNHPOPMAIIMOHHOE

OBECIIEYEHUE




Association, 2022.

6. ITU-T Recommendation G.709: Interface for the Optical Transport Network (OTN).
— Geneva: International Telecommunication Union, 2021.

7. Stallings, W. Network Security Essentials: Applications and Standards / W. Stallings.
— T7th ed. — Pearson, 2021. — 464 p.

8. Anderson, R. Security Engineering: A Guide to Building Dependable Distributed
Systems / R. Anderson. — 3rd ed. — Wiley, 2021. — 848 p.

9. Scarfone, K. Guide to Intrusion Detection and Prevention Systems (IDPS) / K.
Scarfone, P. Mell. — NIST Special Publication 800-94, 2022. — 120 p.

10. ISO/IEC 27001:2022: Information Security Management / ISO. — Geneva:
International Organization for Standardization, 2022.

11. Kreibich, J. Network Programmability and Automation / J. Kreibich, M. Birkholz, T.
Graf. — O'Reilly Media, 2021. — 400 p.

12. Stouffer, K. Guide to Industrial Control Systems (ICS) Security / K. Stouffer, J.
Falco, K. Scarfone. — NIST Special Publication 800-82, 2021. — 200 p.

13. Kreutz, D. Software-Defined Networking: A Comprehensive Survey / D. Kreutz, F.
M. V. Ramos, P. E. Verissimo // Proceedings of the IEEE. — 2022. — Vol. 110, No. 1. —P. 1-
25.

14. Stallings, W. Wireless Communications & Networks / W. Stallings. — 3rd ed. —
Pearson, 2022. — 550 p.

15. Chowdhury, N. M. A Survey of Network Virtualization / N. M. Chowdhury, R.
Boutaba // Computer Networks. — 2022. — Vol. 200. — P. 108-120.

16. Roman, R. On the Features and Challenges of Security and Privacy in Distributed
Internet of Things / R. Roman, J. Zhou, J. Lopez // Future Generation Computer Systems. —
2021. — Vol. 115. — P. 45-60.

Jlononnumenvuasn iumepamypa:

1. Huitema, C. IPv6 Essentials / C. Huitema. — 4th ed. — O'Reilly Media, 2021. — 350
p.

2. RFC 7916: Operational Security Considerations for IPv6 Networks / IETF. — 2021.

3. RFC 8576: Internet of Things (IoT) Security: Review and Challenges / IETF. — 2021.

4. RFC 9064: Guidelines for Operating SCADA Systems in Critical Infrastructure / IETF.
— 2021.

5. Ferguson, P. IP Multicast with Applications to MPLS VPNs and Network Security / P.
Ferguson, G. Huston. — Cisco Press, 2021. — 300 p.

Pecypcwr ungopmayuonno-menexommyHurayuonnou cemu « Anmepnemy»:

1. O9bC PYIH u croponnue DbC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT TOCTYII
Ha OCHOBAHWH 3aKJIHOYCHHBIX JOTOBOPOB

- DnekTpoHHo-6mbnmoTeunas cucrema PYJIH — 9bC PY JIH
https://mega.rudn.ru/MegaPro/Web

- OBC «YnuBepcuteTckas 6ubianorexa onnain» http://www.biblioclub.ru

- OBC «IOpaiit» http://www.biblio-online.ru

- ObC «KoncynpTaHT cTynenTay www.studentlibrary.ru

- OBC «3nanuym» https://znanium.ru/

2. ba3pl TaHHBIX 1 TOMCKOBBIE CUCTEMBI

- Sage https://journals.sagepub.com/

- Springer Nature Link https://link.springer.com/

- Wiley Journal Database https://onlinelibrary.wiley.com/

- Haykomerpuueckas 6a3a nanubix Lens.org https://www.lens.org
Yyebno-memoouueckue mamepuansvl 011 camocmosmenbHol pabomsl 00y4arOuuxcs npu
0CBOEHUU OUCYUNTUHBL/MOOYAAE:

1. Kpr J'ICKI_II/Iﬁ 10 AUCHUIIIIMHEC «ObecneueHne OE30IIACHOCTH B CETAX nepeaadun
JAHHBIX».



* - Bce y4eOHO-METOIMYECKUE MATePUANTBI JJII CAMOCTOSITEIIBHONH PabOThl 00ydJaromuXCst
pa3MeIarTCs B COOTBETCTBUU C ICUCTBYIOIIMM HOPsAIKOM Ha cTpaHulle auciuuruimasl B TYUC!



PA3BPABOTYMUK:

Houent kadenpsr Teopun
BEPOSATHOCTEUN U

BborBuuko Anaronuii

KnOepOe30MmacHOCTH IOpreBuu
Jonoxcnocmo, BYIT Tloonuce Damunus U.O.
PYKOBOJIAUTEJIb BYII:
3aBeayromuii kadenapoit Teopun
BEPOSATHOCTEHN U CamyitnoB KoHcTaHTHH
KrOepOe301acHOCTH EBrenbeBuu
Honocnocmo BYITT Ioonuce Damunus U.0.
PYKOBOJIUTEJIb OII BO:
3aBenytouuii kadeapoit Teopun
BEPOSITHOCTEU U CamyiinoB Koncrantun
kubepbe3onacHoCcTr EBrenneBud
JHonxcnocmo, BYTT Ioonuce Damunus U.0.
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