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1. HEJIb OCBOEHUSA JUCHUITJINHBI

JucuunnuHa «TexXHOJOTMM HMCKYCCTBEHHOTO MHTEJUIEKTa B 3a/adyax KuOepOe30macHOCTH» BXOAHT B
nporpammy OakamaBpuara « OpraHu3anus ¥ TEXHOJOTHH 3alIuThl HHpopMaIuu (10 OTpaciu Wi B cdepe
npodeccuoHanbHOM AesaTenbHOCTH)» 1o HampabieHnto 10.03.01 «MubopmanronHas 0e€30macHOCTH» U
nzydaetrcsi B 4 cemectpe 2 kypca. Jucnumumny peanusyer Kadenpa wmHbOpMannoHHON 0€30MacHOCTH .
JlucuurauHa COCTOUT U3 3 pas3zeioB U 12 TeM 1 HampaBiieHa Ha U3yueHne 0a30BbIX MOHATHN, TPUHITUTIOB U
TEXHOJIOTUI McKyccTBeHHOTo uHTeiekTa (M), a Takke cnoco60B MX MPUMEHEHUS! B KOHTEKCTE PelIeHHUS

3a/1a4 obecrnevyeHuss THHOPMAIIMOHHON 0€30TTaCHOCTH.
Ilenbt0 OCBOCHHS IUCIMIUIMHBI SIBIETCS (OPMHUPOBAHME Yy OOydYaIONIMXCS OOIIEro TOHUMAaHUS
BO3MO)KHOCTEH TEXHOJIOTUH MCKYCCTBEHHOTO MHTEJIIEKTAa B 001acTH HH(DOPMAIIMOHHOH 0€30TaCHOCTH.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUA JTUCHUIIJIMHBI

OcBoenue qucHUIUIMHBI « TeXHOIOTHH NCKYCCTBEHHOTO MHTEIUIEKTa B 331a4ax KHOepOe30macHOCTH
HarpasJieHO Ha (popMupoBaHue y 00yJarOmUXCs CASIyIOMUX KOMIETSHIIUH (YaCTH KOMITETCHIIUN):

Tabnuya 2.1. Ilepeuenv komnemenyuil, popmupyemvlix y 00y4aouuxcs npu 0C80eHul OUCYUNIUHb
(pe3ynbmamul 0C80eHUS OUCYUNTUHDL)

[ngp KoMmerermust HNuankaropsl AOCTH:EHHS KOMIETeHIHH
(B paMKax JaHHOM TUCHMIIINHBI)
CrniocoOeH OIeHUBATH POJIb HHPOPMALIUH, OIIK-1.1 OuenuBaer poib nHGOpMaLHH,
MH(OPMAIIIOHHBIX TEXHOJIOTHH 1 MH(OPMAIIOHHBIX TEXHOJIOTHH U MH(POPMAIIMOHHOM
nH(OpMaIOHHOW O€3011aCHOCTH B 0€3011acCHOCTH B COBPEMEHHOM OOIIIECTBE;
OIIK-1 COBPEMEHHOM O0IIECTBE, X 3HAYECHHE JUIs OIIK-1.2 OuenuBaer 3HaueHHE HHPOPMALINH,
obecrieyeHnst 00bEKTHBHBIX TOTPeOHOCTEH MH(OPMAIIOHHBIX TEXHOJIOTHH U MH(POPMAIIMOHHOM
JIMYHOCTH, OOIECTBA U TOCY/IapCTBa 6e3omacHoCTH JuIs 0becredeHHss OObEKTUBHBIX
NOTpeOHOCTEN JINYHOCTH, O0IIECTBA ¥ TOCYAapCTBa;
Crioco0eH NpUMEHSTh OIIK-2.1 ITpumensier
MH(OPMAIIIOHHO-KOMMYHHKAIIIOHHBIE nH(OPMALMOHHO-KOMMYHHUKAIlMOHHbIE TEXHOJIOTUH IS
TEXHOJIOTHH, ITPOrPAMMHBIE CPEACTBA pereHus 3a1a4 NpoheCCHOHAIBLHOM eATebHOCTH;
OIIK-2 CUCTEMHOI'0O U IIPUKJIAJIHOIO HA3HAUYCHUS, B OIIK-2.2 TlpumenseT nporpaMMHbIE CPEACTBA
TOM YHCJIE OTEYECTBEHHOTO IIPOU3BO/ICTBA, CHCTEMHOT'0 U MPHKJIaJHOTO Ha3HAYEHUsI, B TOM YHCIIE
JUIsL pellieHus 3a1a4 Tpo(heCCHOHANBHOM OTEYECTBEHHOTO ITPOU3BOJICTBA, ISl PELICHHS 3a/1a4
JIeSITEIIEHOCTH npodeccHoHaNbHON eI TEIbHOCTH;

3. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OII BO

I[I/ICI_H/IHHI/IHa «Texnonorun HCKYCCTBCHHOI'O MHTCJIJICKTA B 3a/ja4ax KI/I6€p6€3OHaCHOCTI/I» OTHOCHUTCA K
oOs3arenbHOM  uacTu Onmoka 1 «Jducuumimebel (MOAynH)» 00pa30BaTelbHON NpPOTrpaMMbl  BBICIIETO
o0pa3oBaHws.

B pamkax o0pa3oBaTenbHO MPOrpaMMbl BBICIIETO 00pa3oBaHHs OOYUYaIONIUECs TAKKE OCBAMBAIOT
IpyTrue JAUCUUTUIMHBI W/WIW TPAKTUKH, CHOCOOCTBYIOIINE IOCTHKEHHIO 3aIUIAHUPOBAHHBIX PE3YIIETATOB
OCBOCHHSI TUCITUTUINHBI « TEXHOIOTHH UCKYCCTBEHHOTO MHTEIJICKTA B 3a7a9aX KHOepOe30IacHOCTI.

Tabnuya 3.1. Ilepeuensv komnonenmog OIl BO, cnocobcmayrowux 00CmudiceHuro 3anianupo8aHHbix
Dpe3yIbmamos 0C80eHUs OUCYUNTIUHDBL

IlpenmecTBylonue MMocaenyrommue
Mud Hanvenoanne III/ICII)IPIHHJIHHLJMO[II: TN lII/ICIII/lI[JII/lil[};I/II\I’IlOII JIN
P KOMIeTeHIHH - yau, - YIH,
NPaKTUKH NMPaKTHKH
CriocobeH oneHuBaTh Poih HNudopmarnka, DKcILTyaTanoHHas PaKTHKA;

nH(pOopMaITIH, OcHOBBI HHPOPMATHOHHOM TexHONMOTHYECKAs MPAKTHKA;
MH(HOPMAITTOHHBIX 0e30macHOCTH (BBEJCHHE B ba3pl qaHHBIX, CUCTEMBI
TEXHOJIOTHH U CIeLHATIbHOCTB); yrpasJieHus 6a3aMu JaHHbIX;
OIIK-1 HHHOPMAITTOHHOM HNHbopMaIimoHHbIE TEXHOJIOTHH;

OrnepaniiOHHBIC CUCTEMBI;
CeTH U CHUCTEMBI ITepeIadn
nH(pOpMaIH;

0€30I1aCHOCTH B COBPEMEHHOM
o011ecTBe, MX 3HAYECHHE IS
obecrneueHHns] 00bEKTUBHBIX
MOTPeOHOCTEHN TNIHOCTH,




IIpenmecTByomue Hocnenyromue
HaumeHnoBaHue P Y Y
HIudp JUCHUTLTAHBI/ MOTYJIH, JUCIUTLTAHBI/ MOTYJIH,
KOMTIEeTeHIIN A . %
NMPaKTHKA NMPAKTHKA
o01ecTBa 1 rocy1apcTsa
CriocobeH IpUMeHsTh HNHbopMaIimoHHbIE TEXHOJIOTHH; ba3bl qaHHBIX, CUCTEMBI
HHPOPMAITIOHHO-KOMMYHHKAIT OmneparioHHbIE CHCTEMBI; yrpaBiieHus 0a3aMH JaHHBIX;
HMOHHBIEC TEXHOJIOTHH, Cetu 1 cHCTEMBI TIepeiadn [IporpammMHuo-ammapaTHsie
TIPOTPaMMHBIE CPENICTBA HHOPMAITHIH; CpEeZACTBA 3aIUTHI
OTK-2 CHCTEMHOTO M IPUKJIAIHOTO SI3BIKM IPOTPaMMHUPOBAHNS; MHOPMAITHIH;

Ha3HAYCHUSs, B TOM YHUCIIC
OTEYECTBEHHOTO
MIPOU3BOJICTBA, JJIsI PELICHHS
3a1a4 mpodeccuoHATEHOM
JeSTEIbHOCTH

TexHOIOrUM U METOIBI
MIPOrPaMMHUPOBAHUS;

OKCIUTyaTalnOHHAS TIPAKTHKA;
TexHOMOTMYECKas IPAKTHKA;
HccnenoBarenbekas MpakTHKA;

* - 3aMONHSETCS B COOTBETCTBHM ¢ Marpuieil komnerenuuit u CYII OIT BO
** - 3JIeKTHBHbBIC AUCUUILIHHBI /TPAKTUKU




4. OFBbEM JUCHUILIMHBI 1 BUJIbl YYEEHOM PABOTBI

O6H_Ia$I TPYAOCMKOCTb OUCHHUIIIIMHBL «TexHomoruu HUCKYCCTBCHHOT'O MHTCJIJICKTA B 3aJja4ax KI/I6ep6e30HaCHOCTI/I» COCTaBJISET «3» 3a4eTHHIC CAUHUIIBIL

Tabnuya 4.1. Buowl yuebHot pabomuvl no nepuooam 0C8oeHUsl 00pa308amMenbHOU NPOCPAMMDBL 8biCULE20 0OPA308aHUSL OISl OYHOU OopMbL 00YUeHUS.

Cemectp(-b1)

Bun yueoHoii padoTsl BCEI'O, ak.4. 4

Koumaxmmuas paboma, ax.u 68 68
Jlexrmn (JIK) 34 34

JlaGoparopusie pabotsi (JIP) 0 0
ITpakTuueckue/cemunapekue 3ansatus (C3) 34 34
Camocmosmenvhas paboma obyuaouuxcs, ax.y. 22 22
Koumponw (sx3amen/3auem c oyenkou), ax.y. 18 18
ak.u.| 108 108

Oo0masi Tpy10eMKOCTb JHCHUILINHBI aK. Y.
3a4.ef. 3 3




5. COAEP)KAHUE JUCHUIIJINHBI

Tabnuya 5.1. Coodeporcanue oucyuniutvl (MoOYs) no eudam yuebHou pabomot ™

Bun
Homep HaumeHoBaHue pa3iena .
HanmeHoBaHue TeMbl yueOHoit
pa3nena JTUACHHILTAHBI "
padoThI
1.1 [ToHsTHE NCKYCCTBEHHOI'O MHTEIIEKTA U TEXHOJIOIMM HCKYCCTBEHHOT'O MHTEIIEKTA. JIK, C3
BBeneHue B TEXHOIOTMU
Pazpmen 1 1.2 [Tomxomel ¥ HaMpaBJICHHUS PA3BUTHS UCKYCCTBEHHOTO HHTEIJICKTA B 3a/1a49ax o0ecreueHus] KHOepOe30MmacHOCTH. JIK, C3
HCKYCCTBEHHOTO MHTEIIJICKTA —
1.3 Cy1iecTByIOIIHe MOIXObI K aBTOMAaTHYECKOM 00pabOTKe TEKCTOB Ha €CTECTBEHHOM SI3BIKE. JIK, C3
2.1 Oco0eHHOCTH TaOJUTHOTO MPEACTABICHHS UCXOMHBIX KCIIEPUMEHTAITLHBIX NaHHBIX. [Ipobnemsl. [IpenobpadoTka nanueix. | JIK, C3
29 Knaccndukamms ganasix. OnHo3HavHas Kinaccudukars. MHorosHayHas Kiraccuduxanus. [IpuMepsr anroputMos K. C3
’ knaccudukanuu. CyniecTByIONre METPUKHU OIEHKH dPPEKTUBHOCTH KIIACCU(PUKAITUH. ’
MeToapl MAITMHHOTO O0yYCHHUS 23 ANTOpUTMBI KITacCUPHUKAINH, Oa3UpyIONIHecs Ha apXUTEKType HCKyccTBeHHBIX HeWpoHHBIX cetelt (MHC). [onsarue n K. C3
Paznen 2 B 3aj71a4ax oOecrecueHus ' 6a3oBsie apxutekTypsl MHC. Ctpykrypa n pexumsr pabotst UHC. Ocobernoctr noctpoenns coBpemeHHbx MHC. ’
K1OepOe30MacHOCTH 24 Knacrepuzanus B 3amauax Mb. Mecto knactepusanuu B 3aga4ax Ub. [TpuHIum paboThl METOZOB KIIACTEPU3AIIHH. TIK. C3
) OCHOBHBIEC METOJIBI KITACTEPHU3AIH TAHHBIX. i
2.5 [IpuMeHeHne METOIOB HEUETKON JIOTHKH JIJIS pEIICHUS 3a]1ad 00ecrieueHus: KnOepOe30macHOCTH. JIK, C3
2.6 0O0630p cymiecTByOMUX 0a3 JaHHBIX, UCTIONB3YEMBIX JIJISl pEIICHHS 3a/1aui 00HAPYKEHUST KOMITBIOTEPHBIX aTak. JIK, C3
CHrHaTYpHBIC ¥ 9BPHCTUYECKHAE METOIBI, UX JOCTOMHCTBA M HETOCTATKH. MeTobl, OCHOBAaHHBIE HA aHAIHM3€E COAEPIKUMOTO
ITpuMeHEHNE METOIOB 3.1 o JIK, C3
¢aitnmoB. MeToapl, OCHOBaHHBIEC Ha OTCICKUBAHNH ITOBEICHHUS IPOTPAMM IIPH UX BEHITIOJIHCHHH.
pacro3HaBaHus 00pa3oB B
Paznen 3 . 32 CtpykTypa 1 6a30BbIe MOIYJIU COBPEMEHHOTO aHTHBUPYCHOTO MPOTPaMMHOTO 00eCIIeUeHNsI. JIK, C3
3amagax HHQOPMATMOHHON 06 - - —
6E30MACHOCTI. 33 30p IPUMEHEHHS MTEPCIIEKTHBHBIX METOJOB IIPH pa3padOTKEe COBPEMEHHBIX CHCTEM 00eCTIiedeHusI HH(OPMAITMOHHON JIK, C3

0e30MmacHOCTH Ha 0a3¢ METO/I0OB HCKYCCTBEHHOTO MHTEIUICKTA.

* - zamonusiercst Tonbko no OUYHOU dopme obyuenus: JIK — nekuuun; JIP — naboparopusie padotsl; C3 — npakTHYeCKHe/CEMUHAPCKHE 3aHSTHSL.




6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHUE JUCIHHUIIVINHBI

Tabnuya 6.1. Mamepuanoho-mexnuyeckoe obecneuerue OUCYUNIUHBL

Tun aynuropun

OcHaleHue ayTuTopuu

Crnenuaau3upoBaHHoe
y4yeOHOe/1adopaTopHOe 000pyI0BaHHE,
IO n maTepuaJibl 171 0CBOCHUS
AUCHMIUINHBI (IPH HE00X0IMMOCTH)

Jleximonnas

Aynutopus A71sl IPOBEIEHHS 3aHATHH JTEKIIMOHHOTO
THUIIA, OCHAIIIEHHAs] KOMIUIEKTOM
CIeLMAIM3UPOBAHHOI MeOeIH; TO0CKOit (3KpaHoM) U
TEXHUYECKUMU CPEICTBAMU MYyIbTUMETNA
Ipe3eHTalHH.

[TepcoHanbHBINH KOMIBIOTEP MM MOHOOJIOK
¢ gjoctynmoM K cern VHrepHer w
npuknaaaeiM 10 (Be6-Opaysep, oducHbIi
IIaKeT), NPOEKTOP W IKpaH, UHTEPaKTUBHAs
WJIN MapKepHasi JI0CKa.

KomnreroTepHslil kiace

KommnbrotepHbiii K1ace uist IpOBEACHUS 3aHATHIA,
TPYIIIOBBIX U HHIWBHUYAIBHBIX KOHCYJIBTAIINH,
TEKYILIEro KOHTPOJISI U IPOMEKYTOUHON arTecTalu,
OCHAIIICHHAS MTEPCOHATHHBIMHI KOMIIBIOTEPaMHU (B
KOJIMYECTBE 25 HIT.), TOCKOH (IKpaHOM) 1
TEXHUYCCKUMU CPEIICTBAMU MYJIbTUMEIUA
Ipe3eHTalMH.

[TepconanbHbIe KOMITBIOTEPBI WIH
MOHOOJIOKH C JIOCTYIIOM K ceTu MHTepHeT u
npuknaaaeiM 10 (Be6-Opaysep, oducHbIid
MAaKeT), IPOEKTOP U IKPaH, HHTEPAKTUBHAS
WM MapkepHas gocka. [IporpammHuoe
obecrieuenue: cpena Bupryanusanuu Oracle
VM VirtualBox
(cBOOOIHO-pacTIpOCTpaHIEMOE o),
omepanuoHHas cucteMa Debian Linux
(cBoOomHO-pacnpoctpansemoe 110), CAI
(Cybersecurity Al) Framework
(cBoOomHO-pacnpoctpansemoe [10), Al
Pentest Copilot
(cBOOOIHO-pacIpOCTpaHIEMOE o),
OoTKpbITEIe Habopsl maHHbIX NSL-KDD,
CIC-IDS2018, ToN_IoT Datasets (2020+),
UNSW-NB15 u gp.

AyauTopust 1Jis IPOBEACHUS 3aHITHI CEMHUHAPCKOTO
THTIA, TPYIIOBBIX ¥ WHAWBUAYAIBHBIX KOHCYJIBTALINH,
TEKYyIIETO KOHTPOJIS M IPOMEXYTOYHOH aTTECTAINH,

IlepconanbHble KOMITBIOTEPBI WIm
MOHOOJIOKH C JIOCTYIIOM K ceTu MHTepHeT u

CeMuHapckast . npuknaaaeiM 10 (Be6-Opaysep, oducHbIid
OCHaIlIeHHas KOMIUIEKTOM CIIeLHaIN3UPOBAHHOM

IIaKeT), NPOEKTOP W IKpaH, UHTEPaKTUBHAs

MeOeNnn U TEeXHNYSCKUMH CPEACTBAMH MYJIBTUMEIHA

. WJIN MapKepHasi JI0CKa.
Ipe3CeHTALHI.
Aynmutopusi Iu1st CaMOCTOATEIBHOM paboThI .
[TepcoHanbHBIH KOMIBIOTEP MM MOHOOJIOK
N oOyJaromuxcs (MOKET UCIONb30BaThCS IS

Hdns  camocTosTenbHOM . . ¢ gjoctynmoM K cern VHrepHer w
NPOBEJCHHS CEMHHAPCKUX 3aHATUI M KOHCYJIBTAIHI), .
paboTsl npuknaaaeiM 10 (Be6-Opaysep, oducHbIi

OCHAII[EHHAs KOMITJIEKTOM CIeLHaI3uPOBAHHOI
Mebenr 1 KoMmrbioTepamu ¢ goctynom B MOC.

MaKeT).

* - ayUTOPUS JUIS CAMOCTOATENBHON paboThl 00yyaromuxcs ykasbiBaetcst OBSI3ATEJIBHO!

7. YHEBHO-METOJAUYECKOE U THOOPMAIIMOHHOE OBECIIEYEHME JUCHUIIJINHBI

Ocnognas numepamypa:
1. bananos, A. H. 3ammra undopmarnmonssix cucteM. KubepodezonacHocTs : yueObHoe mocodue s
By30B / A. H. bananoB. — 2-e u3n., crep. — Cankrt-IlerepOypr : Jlanb, 2025. — 280 ¢. — ISBN
978-5-507-50467-1. — Texcr : anekTpoHHBIi // JIaHb : anekTpoHHO-OubMMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/438971 (mara obpamenus: 20.03.2026). — Pexxum qocTymna: ajis aBTOPH3.

OJIL30BaTEJIEN.

2. Kazapum, O. B. IIporpaMMHo-anmaparHbie CpeicTBa 3aUuThl HHpopMalyy. 3amura IporpaMMHOTO
oOecrieyeHus : ydeOHUK U MpakTukyMm Juisd By3oB / O. B. Kazapun, A. C. 3a6a0ypun. — Mockaa :
WznarensctBo FOpaiit, 2023. — 312 ¢. — (Bricmiee obpazoBanue). — ISBN 978-5-9916-9043-0. — Tekcr :
anekTpoHHkIi // O6pa3oBarenpHas mnardgopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/513300 (mara
obpamenusi: 20.03.2026).

Jlononnumenvuas rumepamypa:

1. CraceimuH, B. M. ba3sl JaHHBIX: TEXHOJIOTHH JIOCTYTIA | y4eOHOE mocooue st By30B / B. M.

Craceimug, T. JI. Craceimmnza. — 2-¢ u3g., ucnp. u gon. — Mocksa : M3garensctBo FOpaiit, 2023. — 164
c. — (Bricmiee oopazoBanue). — ISBN 978-5-534-08687-4. — Tekcr : anexTponHslii // OOpa3zoBaTebHAs
miardopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/514252 (nara obpamenus: 20.03.2026).



2. Hlernos, A. 1O. 3amura napopmanuu: 0CHOBBI Teopuu : yueOHHK U1t By30B / A. FO. llernos, K. A.
[IernoB. — Mockaa : M3natenbctBo FOpaiit, 2023. — 309 c. — (Bricmiee obpazoBanue). — [SBN
978-5-534-04732-5. — Texcr : anexrpoHHslii // ObpazoBarenbHas miardopma KOpaiir [caiit]. — URL:
https://urait.ru/bcode/511998 (nara obpamenwus: 20.03.2026).
Pecypcol unghopmayuonno-menekommyHukayuorHot cemu « Mumepremy:
1. 9bC PYIH u croponnue DbC, Kk KOTOPbIM CTYI€HThl YHUBEPCUTETA UMEIOT IOCTYIT HA OCHOBAaHUHU
3aKITIOUYEHHBIX JOTOBOPOB
- DnekrponHo-6ubnuoreunas cucrema PYJ/IH — OBC PY/IH https://mega.rudn.ru/MegaPro/Web
- OBC «YHuBepcuteTckas 6ubmmoTeka onnan» http://www.biblioclub.ru
- OBC HOpaiit http://www.biblio-online.ru
- OBC «KoHncynbranT crynenray www.studentlibrary.ru
- OBC «3nannym» https://znanium.ru/
2. ba3bl JaHHBIX ¥ IOUCKOBBIE CUCTEMBI
- Sage https://journals.sagepub.com/
- Springer Nature Link https://link.springer.com/
- Wiley Journal Database https://onlinelibrary.wiley.com/
- Hayxomerpuueckas 6a3a nanabix Lens.org https://www.lens.org
Yuebno-memoouueckue mamepuanst 0jisi CAMOCMOAMENbHOU pabomsl 00YUAOWUXCSA NPU OCBOCHUU
OUCYUNTUHBL/ MO0V *:
1. Kypc nexuumii no nuciuiinae « TeXHOIOTMM MCKYCCTBEHHOTO MHTEJIEKTA B 3a]1a4ax
KrOepOe30macHOCTHY.

* - Bce yueOHO-METOANUECKUE MaTepHaIbl 1711 CaMOCTOATEIbHONH paboThl 00yHaIOIMXCS Pa3MEILAOTCs B COOTBETCTBHUU C JEHCTBYIOIMM
NopsAAKOM Ha crpanule aucuuinssl B TYUC!
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