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1. HEJIb OCBOEHUSA JUCHUITJINHBI

Jucuunnuna « MHCTpyMEeHTalIbHbIE Cpe/ICTBA aHAIN3a PUCKOB HH()OPMAIMOHHON 06€3011aCHOCTHY BXOIUT
B IIPOTPaMMy MarucTparypbl « YmpasieHue nHGopMaImoHHOW 6e30macHOCThIO» 1Mo HampasieHuto 10.04.01
«udopmanrionHast 6€301MacHOCTb» U u3ydaeTcs B 3 cemectpe 2 Kypca. Jucnummny peanusyetr Kadenpa
nH(popMaImoHHOW Oe30macHOCTH . JIUCIUIUIMHA COCTOMT W3 S5 pa3deiioB M 5 TEM M HamlpaBlieHa Ha
U3yYeHUE METONIOJIOTUH, CTaHJAapTOB M MHCTPYMEHTAJbHBIX CPEACTB WACHTU(UKAIMM, Kau€CTBEHHOU W
KOJIMYECTBEHHOM OLIEHKHU, a TaKXe yMpaBiIeHHs] puckaMu MHGOPMAIIMOHHOM 0€30IacHOCTH Ha Pa3uYHbIX
YPOBHSX KOPIIOPATUBHOM HH(PPACTPYKTYPHI.

Ilenpto OCBOGHMSI JUCHUIUIMHBI SBISIETCSl (OPMHUpPOBAHHE Yy OOydaloOIUMXCS KOMIIETEHIUH IO
MPUMEHEHHUIO CIEIUATU3UPOBAHHBIX HHCTPYMEHTOB (B T.4. MPOrPaMMHOTO OOecredeHus) Uis aHajiu3a
MH()OPMAITMOHHBIX PUCKOB M OIeHKE Y(P(PEKTUBHOCTH CUCTEMBI 3alTUTHI HH(OPMAIUH 11 000CHOBAaHHOTO
BbIOOpA KOHTPMED B LIESIX CHUKEHUS PUCKOB J0 AOMYCTUMOIO YPOBHSL.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUA JTUCHUIIJIMHBI

OcBoeHue TUCIHIUTHHBI « THCTpyMEHTaIbHBIE CPENICTBA aHAIN3a PUCKOB HH(POPMAIIMOHHOM
0e301acHOCTHY HAMpaBIeHO Ha (OPMUPOBAHUE Y OOYHAIOIITUXCS CIACAYIOMNX KOMIIETCHIINH (YacTH
KOMIICTCHITUH ):

Tabnuya 2.1. Ilepeyenv komnemenyuii, popmupyemvlix y 00y4aouuxcs npu 0C80eHUuU OUCYUNIUHb]
(pe3ynbmamsi 0C80eHUs OUCYUNTUHDL)

I/IH[IHKaTOle JAOCTHIKCHHUSA KOMIICTCHIIMHA

Mudgp .
(B paMKax JaHHOW JUCHMILIMHBI)

Komnerenuus

CriocobOeH olleHnBaTh YPOBEHb 0€30MaCHOCTH
KOMITBIOTEPHBIX CHCTEM H CeTeit

[TK-1.3 ITpoBOIUT HHCTPYMEHTAIEHBI MOHUTOPHHT
3aIIUIICHHOCTH KOMIIBIOTEPHBIX CHCTEM U CETEH;

IK-1

CrniocobeH hopMupoBaTh TpEOOBAHUS K
3aruTe HHGOPMAIMU B aBTOMaTU3UPOBAHHBIX
cucremMax

[IK-3.1 O60cHOBEIBaeT HEOOXOANMOCTD 3AIIUTHI
uH(popmay B aBTOMaTU3MPOBAHHON CHUCTEME;
[TK-3.2 Onpenenser yrpo3bl 6€30MacHOCTH
nHpopMaIu, 06padaTeiBaeMOil aBTOMaTH3UPOBAHHON

TIK-3 CHCTEMOM;

T1K-3.3 MonenupyeT 3aiuiieHHbIe
aBTOMATHU3MPOBAHHBIE CUCTEMBI C LIENBI0 aHAIN3A UX
ysI3BUMOCTEH 1 3()(hEKTHUBHOCTH CPEJICTB U CIIOCOO0B

3aIUThl HHPOPMAITWH;

3. MECTO JUCHUIIJIMHBI B CTPYKTYPE OII BO

HucuumuinHa «WHCTpyMeHTallbHBIE CpEJICTBA aHajM3a PUCKOB HMH(MOPMAIMOHHON O€30MacHOCTH»
OTHOCHUTCSL K 4acTd, (HopMUpPyeMOH y4yaCTHHKAMHU 00pa30BaTeNIbHBIX OTHOIIEHUH Oyoka 1 «{uciummmHb
(Momymnn)» 00pa3oBaTeIbHOM MPOrpaMMBbl BBICIIETO 00Pa30BaHMA.

B pamkax oOpa3oBaTenbHON NpOrpaMMBbl BBICIIETO 00pa3oBaHUs 00yyaromuecs TakKe OCBAaMBAIOT
Jpyrue IUCUUIUIMHBI W/MIU MPAKTUKU, CIIOCOOCTBYIOIIME JOCTH)KEHHUIO 3aINTAHMPOBAHHBIX PE3YNIbTaTOB
OCBOGHHUS  JUCHUUIUIMHBI  «MHCTpyMEHTalbHbIE CpEACTBa aHajdh3a pHUCKOB  HMH(OPMAIIMOHHON

Tabnuya 3.1. Ilepeuenv komnonenmog OI1 BO, cnocobcmsyowux 00CmudiceHuto 3anianupo8anHblX
Pe3yIbmamos 0C80eHUs OUCYUNTIUHBL

HanveHoBAHE IIpenmecTByomue Mocaenyromue
MIudgp JUCHUTITAHBI/ MOTYJIH, JUCIUTLTAHBI/ MOTYJIH,
KOMIIETEHITUH . %
NMPaKTHKA NMPaKTHKA
Crioco0eH OICHUBATh YPOBEHb CucTeMbl 0OHAPYKCHUS [IpenauruioMHas MPaKTHKA;
0€30MacHOCTH KOMITBFOTEPHBIX BTOPIKCHHI**;
TIK-1 CHCTEM U CETeH MeToap! BEIIBICHUS M aHAIN3a
WHIMJCHTOB WHPOPMAITHOHHON
0e30macHOCTH**;
Crioco6eH GpopMupoBars CucTeMbl 0OHAPYKCHUS [IpenauruioMHas MPaKTHKA;
K-3 TpeOOBaHUS K 3aIUTE BTOPXKCHHUI**; IIpakTudeckue acreKThl aynanuTa
UHpOPMAIIH B MeToap! BEIIBICHUS M aHAIN3a UHPOPMAITUOHHON
aBTOMAaTH3HPOBaHHBIX WHIMJCHTOB HHPOPMAITHOHHOMN 0e30macHOCTH**;




IIpenmecTByomue Hocnenyromue
HaumeHnoBaHue per YOI AYIom
HIudp JUCHUTLTAHBI/ MOTYJIH, JUCIUTLTAHBI/ MOTYJIH,
KOMIETEHITH NMPaKTUKU* NMPaKTUKH*
cucreMax 6ezonacHoCTH**; ObecneueHre HENPEPHIBHOCTH

OusHeca**;
International Legal Frameworks
for Combating Cybercrime and

Cyberterrorism**;
International Legal Regulation
in the Field of Information

Security**;

* - 3aMOJHAETCS B COOTBETCTBHY ¢ Marpuiet komnerennuit u CYII OIT BO
** - 3JIeKTHBHBIE AUCIUIUIHHBI /TIPAaKTHKU




4. OFBbEM JUCHUILIMHBI 1 BUJIbl YYEEHOM PABOTBI

OO011ast TPyI0EeMKOCTb JUCHUIUINHBI «IHCTpyMEHTAIbHbIE CPECTBA aHATN3a PUCKOB HHPOPMAITMOHHON 6€30MaCHOCTH» COCTABISAET «4» 3aueTHbIC

€TUHUIIBI.

Tabnuya 4.1. Buowl yuebHoti pabomuvl no nepuoodam 0C8oeHUsL 00pPaA308amMenbHOU NPOCPAMMUBL 8bICULIE20 0OPA308aHUSL OISl OYHOU OopMbL 00YUeHUs.

Cemectp(-b1)

Bupg yueoHoli padoThI BCETO, ak.u. 3

Koumaxmmuas paboma, ax.u 68 68
Jleximn (JIK) 34 34

JlaGoparopusie pabotsi (JIP) 0 0
ITpaxTuueckue/cemunapekue 3ansatus (C3) 34 34
Camocmosmenvhas paboma obyuauuxcs, ax.y. 40 40
Koumponw (sx3amen/3auem c oyenkou), ax.y. 36 36
ak.u.| 144 144

Oomasi Tpy10eMKOCTb JTHCHUILINHBI aK. Y.
3a4.ef. 4 4




5. COAEP)KAHUE JUCLHUIIJINHBI

Tabnuya 5.1. Coodeporcanue oucyuniutvl (MoOYs) no eudam yuebHou pabomot ™

Bun
Homep HaumeHoBaHue pa3iena .
HanmeHoBaHue TeMbl yueOHoit
pa3nena JTUACHHILTAHBI "
padoThI
AHAIH3 PHCKOB B OGHaACTIH HNudopmarmonnas 6e3omacHOCTh OnuszHeca. [IpobieMbr 000CHOBaHHUS CTOMMOCTH KOPITOPATUBHOM CHCTEMBI 3aITUTHI
p N nHpopmaruu. Ciry:x0bI HHGOpMAIOHHOH Oe30macHOCTH. OCHOBHBIC ()YHKIIMH CIIEITUAINCTOB, OTBETCTBEHHBIX 32
Pazpen 1 nH(OPMAITMOHHOM 1.1 . JIK, C3
5e30MACHOCTH nH(pOPMaITMOHHYI0 06e301acHOCTh. OCHOBHBIE 3TAIBI PAOOTHI IO 00ECTIEUSHUIO PeKUMa HHPOPMAIIMOHHON 0€30MTaCHOCTH.
[TocranoBka 3aga4un aHamH3a pUCKOB. HarroHamsHBIe 0COOCHHOCTH 3aIIUTH HH(pOpMaIHy.
HarmonansHble CTaHAAPTHI YIIpaBIIeHUsT puckamMu nHpopMmaronHoi 6ezomacaoctu: TOCT P MCO/M3K cemetict 17799,
Paszen 2 CranpapTel ynpaBiaeHUs 21 27000, 13335, 13569, 18044, 18045. MexnyHapomabie cTaHAapThl yrpasinenus puckamu: CobiT, ITIL, BSI, COSO, TIK. C3
puckamu ’ SAS70, NIST-800. O630p OCHOBHBIX CTaHIapPTOB. BeIOMCTBEHHbIE U KOPIIOPATUBHBIE CTAHIAPTHI YIIPABICHHUS PUCKAMH ’
nH(OPMAITMOHHOM 0€30TacCHOCTH
Bonpocs! anannza puckoB U ynpasineHus umu. Uneatudukanus pucko. OnieHuBaHNEe pHCKOB. KauecTBeHHBIE U
Pasnen 3 | TexHonoruu aHanusa puckos |3.1 KOJINYECTBEHHBIE METOJIUKH OIIEHKH PUCKOB. BBIOOp JOMTyCTUMOTO YPOBHS PHCKOB. BBIOOp KOHTpMEp 1 OIICHKA HX JIK, C3
a¢dexkTnBHOCTH. Pa3paboTka KOPIOPATUBHON METOIUKN aHAJIN3a PHUCKOB.
Pasnen 4 CpecTBa aHAIN3a PHCKOB 41 WHucTpymenTapuun 6a30Boro ypoBHs. CpecTBa IMOJHOTO aHau3a pruckoB. Komrmeke oreHkr puckoB «[ PUDy». MeToauku u TIK. C3
p p ’ nHactpymeHTel CORAS, CRAMM, Babel Enterprise, RiskWatch. Dxcnepraas cucrema «ABanl apmy. ’
Paszen 5 Ynpasienue 5 OCHOBHBIE 3JIEMEHTHI YIPaBICHUS pUCKaMU HH()OPMAMOHHBIX cucTeM. CHucTeMa yipaBiieHIs HHPOPMAITHOHHBIMHI K. C3
. 9

MHPOPMAITIOHHBIMI PHCKaMHU

PHCKaMHU.

* - zamonusiercst Tonbko no OUYHOU popme obyuenus: JIK — nekuuu; JIP — naboparopusie padotsi; C3 — npakTHYeCKHUe/CEMUHAPCKHE 3aHSTHSL.




6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHUE JUCIHHUIIVINHBI

Tabnuya 6.1. Mamepuanoho-mexnuyeckoe obecneuerue OUCYUNIUHBL

Tun aynuropun

OcHaleHue ayTuTopuu

Crnenuaau3upoBaHHoe
y4yeOHOe/1adopaTopHOe 000pyI0BaHHE,
IO n maTepuaJibl 171 0CBOCHUS
AUCHMIUINHBI (IPH HE00X0IMMOCTH)

Jleximonnas

Aynutopus A71sl IPOBEIEHHS 3aHATHH JTEKIIMOHHOTO
THUIIA, OCHAIIIEHHAs] KOMIUIEKTOM
CIeLMAIM3UPOBAHHOI MeOeIH; TO0CKOit (3KpaHoM) U
TEXHUYECKUMU CPEICTBAMU MYyIbTUMETNA
Ipe3eHTalHH.

[TepcoHanbHBINH KOMIBIOTEP MM MOHOOJIOK
¢ gjoctynmoM K cern VHrepHer w
npuknaaaeiM 10 (Be6-Opaysep, oducHbIi
IIaKeT), NPOEKTOP W IKpaH, UHTEPaKTUBHAs
WJIN MapKepHasi JI0CKa.

KomnbrotrepHsliit kacc

KommbroTepHsIit K1acc A1 MPOBEACHUS 3aHATHH,
TPYNIOBBIX U MHAUBHIYyATLHBIX KOHCYJIBTAITHH,
TEKYIIETO KOHTPOJIS ¥ TPOMEKYTOTHON aTTecTaIuy,
OCHaIlleHHas TIEPCOHATLHBIMUA KOMIThIOTEPaMH (B
KOJMYecTBe 24 1MIT.), TOCKOH (9KpaHOM) U
TEXHHYECKUMHU CPEICTBAMH MYJIBTUMEINA
MpEe3CHTAINH.

[epconanbubie KOMITBIOTEPHI nIm
MOHOOJIOKH C JIOCTYIIOM K ceTu MHTepHeT u
npuknaaaeiM 10 (Be6-Opaysep, oducHbIid
IIaKeT), NPOEKTOP W IKpaH, UHTEPaKTHBHAS

WM MapkepHas gocka. [IporpammHuoe
obecrieuenne:  GRC-maker  SimpleRisk
CORE (Community Edition)

(cBobomHO-pacnpoctpansemoce [10).

AyHI/ITOpI/IH JUTA TIPOBEACHUA 3aHATHI CEMHUHApPCKOTO
TUIIA, TPYHIIOBBIX U UHAWUBUAYAJIbHBIX KOHCYJ'ILTaIIPIﬁ,
TEKYIICTO KOHTPOJIA U HpOMC)KyTO‘IHOﬁ arrecraluu,

[epconanbubie KOMITBIOTEPHI nIm
MOHOOJIOKH C JIOCTYIIOM K ceTu MHTepHeT u
npuknaaaeiM 10 (BeG-Opaysep, oducHbIi
IIaKeT), NPOEKTOP W IKpaH, UHTEPaKTUBHAs

CemuHapcKas N

OCHAILICHHAsI KOMITJIEKTOM CIIELHaIM3UPOBAHHOM wim  MapkepHas Jocka. IIporpammHoe
MeOel U TEXHUYECKUMH CPEICTBaMK MYJIBTUMEANA obecrieuenne:  GRC-maker  SimpleRisk
Mpe3eHTalUH. CORE (Community Edition)

(cBoOomHO-pacnpoctpansemoce [10).

Ayauropust JuIsi CaMOCTOSITENbHON paboThI N
[TepcoHanbHBII KOMITBIOTEP WIIM MOHOOJIOK
. o0yuaronuxcst (MOXKET UCTIONb30BATHCS IS

Hns  camocrosiTensHOM N . ¢ gmoctynoMm K cetu UWHTepHeT U
NPOBE/ICHUS CEMUHAPCKUX 3aHATHH U KOHCYJIbTaluil), .
paboTHI npukinanaeiM 10 (BeG-Opaysep, oducHBII

OCHAILIEHHAsI KOMITJIEKTOM CIIeLHaIU3UPOBAHHOM
MeOenu u koMnbloTepamu ¢ goctynom B SUOC.

TaKer).

* - ayoquTOpUs ISl CAaMOCTOSITEIFHOM padoTs! oOydaronmxcs ykassiBaetcst OBSI3ATEJIBHO!

7. YHEBHO-METOAUYECKOE U HTHOOPMALIMOHHOE OBECIIEYEHHUE JUCHUITJINHbBI

OcHogHas numepamypa:

1. Laperopoaues, A. B. AHanu3 puckoB B nporieccax obecredeHust HHHOpMaMOHHOI 0e301macHOCTH
KHU3HEHHOTO ITUKJIa ((MHAHCOBBIX aBTOMAaTU3WPOBAHHBIX MH(POPMALIMOHHBIX CUCTEM : MOHOTpadus / A.B.
aperopoaues, C.B. Pomanosckuii, C.JI. BonkoB. — Mocksa : UH®PA-M, 2024. — 198 c¢. — (Hayunas
MbIcib). — DOI 10.12737/2049718. - ISBN 978-5-16-018719-8. - Tekct : anexrponHbId. - URL:
https://znanium.ru/catalog/product/2049718 (nara obpamienus: 07.04.2026). — Pexxum gocrymna: mo

IIOAITNCKE.

2. Ko3zbipe, H. C. AHanu3 u omieHKa puckoB HH(POPMALMOHHON 0€30MacCHOCTH : yueOHUK 1ist By30B / H.
C. Kosbips, B. H. XanuzeB. — Mocksa : M3narensctBo FOpaiit, 2026. — 157 ¢. — (Bricuiee oOpa3oBanue).
— ISBN 978-5-534-17866-1. — Tekcr : anexTpouHslii / O0pa3oBarenbHas iardgopma FOpaiit [caiiT]. —
URL: https://urait.ru/bcode/590420 (nara obpamenus: 07.04.2026).

Jlononnumenvuas iumepamypa:

1. Boponmogrckuii, A. B. YripaBienue puckamu : yueOHHUK U MPAKTUKYM JIs By30B / A. B.
Boponmosckuii. — 2-¢ u3n. — Mocksa : M3garensctBo FOpaiit, 2026. — 485 ¢. — (Bricmiee
obpazoBanmne). — [SBN 978-5-534-12206-0. — TexkcT : anekrpoHHbIi / OOpazoBarenpHas miardgopma
FOpaiir [caiiT]. — URL: https://urait.ru/bcode/583504 (mara obpamenus: 07.04.2026).

2. benos, I1. I'. Ynpasnenue puckamu, CHCTEMHBIN aHAIA3 U MOACIUPOBAHUE : YUEOHUK M MPAKTHUKYM
11t By3oB / I1. T. benoB. — Mockga : M3narensctBo HOpaiit, 2026. — 721 ¢. — (Bricmee obpazoBanue).
— ISBN 978-5-534-17939-2. — Tekcr : anekTpoHHbi // O6pa3oBarenbHas miatdopma KOpait [caidt]. —
URL: https://urait.ru/bcode/599038 (mata oopamenus: 07.04.2026).
3. I'am3a, B. A. be3omacHOCTh OaHKOBCKOH JESITEIBHOCTH : YUeOHHK 11 By30B / B. A. 'am3a, 1. b. Tkauyxk,
N. M. Kunkun. — 7-e uzn., nepepad. u non. — Mocksa : U3narenscTBo FOpaiit, 2026. — 457 ¢. —




(Briciiee obpazoBanue). — ISBN 978-5-534-19187-5. — TekcT : anexTpoHHbIH // Obpa3zoBareibHas
iatrgopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/581104 (mata obpamenus: 07.04.2026).

Pecypcwr ungopmayuonno-menexommynukayuonnou cemu « Mumepnemny:
1. 9bC PYIH u croponnue DbC, Kk KOTOPbIM CTYI€HThl YHUBEPCUTETA UMEIOT IOCTYIT HA OCHOBAaHUHU
3aKJIIOYEHHBIX IOTOBOPOB
- DnekrponHo-6ubnuoreunas cucrema PYJ/IH — OBC PY/IH https://mega.rudn.ru/MegaPro/Web
- OBC «YHuBepcuteTckas 6ubmmoTeka onnan» http://www.biblioclub.ru
- OBC HOpaiit http://www.biblio-online.ru
- OBC «KoHcynbpranT cTynenray www.studentlibrary.ru
- OBC «3nannym» https://znanium.ru/
2. ba3bl JaHHBIX ¥ IOUCKOBBIE CUCTEMBI
- Sage https://journals.sagepub.com/
- Springer Nature Link https://link.springer.com/
- Wiley Journal Database https://onlinelibrary.wiley.com/
- Hayxomerpuueckas 6a3a nanabix Lens.org https://www.lens.org
Yuebno-memoouueckue mamepuanel 015 camocmosamenbHou pabomol 00YUAOUUXCSL NPU OCBOEHUU
OUCYUNTUHBL/ MO0V *:
1. Kypc nexnuii no aucturuimmae « MHCTpyMeHTaNbHBIE CPEACTBA aHAIM3A PUCKOB HH(POPMAITMOHHOM
0€30MacCHOCTI.

* - Bce yueOHO-METOANUECKUE MaTepUaIbl 1711 CaMOCTOATEIbHONH paboThl 00yHaIOIMXCS Pa3MEILAIOTCS B COOTBETCTBHUU C JEHCTBYIOIMM
NopsAAKOM Ha crpanule aucuuinssl B TYUC!
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