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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

HucuuiuinHa «OCHOBBI  pa3paOOTKM  3allMIIEHHOIO IPOrpaMMHOro obecredyeHus |
KOMIIBIOTEPHBIX CETei» BXOAMT B MporpamMmy OakanmaBpuata «MaTeMaTHUYEeCKUE METOMbI
MEXaHUKH KOCMHUYECKOIo IoJIeTa M aHaju3a I'eOMH(OPMAIMOHHBIX JAHHBIX» 0 HAIpPaBJICHUIO
01.03.02 «IIpuknagnas mMarematuka ¥ WH(GOpPMATHKa» W H3y4daeTcs B 7 cemectpe 4 Kypca.
Jucuuruinny peanusyet Kadenpa MexaHuK ¥ IpOLECCOB yIpaBiieHHs. JJUCIUIIIIMHA COCTOUT U3
3 pa3nenoB U 8 TEM M HalpaBJIEHA HA W3Y4YEHHE OCHOBHBIX IPUHLIHUIIOB, METOJIOB U TEXHOJOIHH,
UCIOJIb3YEMBIX JUIsSl CO3/1aHUsl 0€30IaCHBIX KOMIIBIOTEPHBIX CHUCTEM U 3aIUUThl UX OT BHEIIHUX U
BHYTPEHHUX Yrpo3. B paMmkax JnaHHOro Kypca JaeTcsi KOMIUIEKCHOE H3Y4YEHHE acleKTOB
pa3paboTku Oe30macHOW NPOrpaMMHON M anmapaTHOW cpelbl, METOJOB KpHUNTorpaduyeckoi
3amMThl MH(OpPMAIMH, CETEeBBIX NPOTOKOJIOB M TEXHOJIOTUH, a TakXe BOIPOCOB 3aIIUTHI
NEPCOHAIBbHBIX JAHHBIX U O€3011aCHOr0 XpaHEHUs HH(OPMALIHH.

Llenbto OCBOEHMSI IUCLUIUIMHBI SIBJISETCS 3HAKOMCTBO CIIyIIAaTelel ¢ COBPEMEHHBIMU
METOAAMHU ¥ TEXHOJIOTUSMU 00eCIIeYeHus 3aIlUThl KOMIIBIOTEPHBIX CUCTEM OT YI'PO3, CBSA3aHHBIX C
HECaHKLUMOHUPOBAaHHBIM  JOCTYNOM, BpedoHocHeM [1O, kpaxeill KoH(UIEHUIMAIbHON
uHbOpMaLUU U JPyTUMH BUJIaMH KHOepaTax.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHDI

OcBoenne aucuuIUInHbl « OCHOBBI Pa3pabOTKH 3aLIUIEHHOIO IPOrPaMMHOT0 00eCeueHHMsI
U KOMITBIOTEPHBIX CEeTei» HampaBieHO Ha (OPMHUPOBAHHE Y OOYYAIOMIUXCS CIEAYIOMINX
KOMIETEHIMH (4acTH KOMIETEHIH):

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00V4arOWuxcs npu 0Cc60eHuu
OUCYUNTUHBL (Pe3YTbmambl 0C80EHUS OUCYUNTIUHDL)

HHZ[I/IKEITOP]:I JOCTHIKCHHUS KOMIIETCHIIMHA

Hugp Komnerenuus N
(B pamMKax JaHHOW JHCIUILIIHEI)
[IK-5.1 3naer cyuiecTByolliee CUCTEMHOE U MPUKIIAJIHOE
poTrpaMMHOE 00ecTiedYeHre, METOIbI IPOCKTUPOBAHIS U
pa3paboTKH MPOrPaMMHOTO 00ECIIeUeHHs, CTPYKTYp U 0a3 JaHHBIX,
CrocoOeH pa3pabaThIBaTh, MIPOTPaMMHBIX HHTep(eicoB. 3HaeT HOPMATHBHO-TEXHUIECKYIO
OTJIAXKHUBATh, IPOBEPSTH JIOKYMEHTALMIO JUIS pa3paboTKu MpOoTrpaMMHON JOKYMEHTAIMH Ha
paboTocnocoOHOCTD, I10;

Moaudumuposarh nporpammuaoe |I1K-5.2 YMeeT npumMeHITh METOABI U CPEACTBA MPOSKTHPOBAHUS
obecrieueHne; MPUMEHITh METObI | IPOTPAMMHOT0 00ecTieueH s, CTPYKTYp JaHHbIX, 0a3 TaHHBIX,
U CPEJICTBA MPOEKTUPOBAHUS MPOrpaMMHBIX HHTEP(EHCOB. YMeeT aHAIM3UPOBATh HOPMATUBHO-
MIPOTPAaMMHOTO O0ECIICUCHHS, |TEXHUYECKYIO JOKYMEHTALHUIO s pa3pabOTKU MPOTrpaMMHON
pa3pabaTbIBaTh U COTIACOBBIBAThH |MOKyMeHTanuu Ha [10;
nporpamMMHyo gokyMeHnTanuto Ha |[1K-5.3 BiageeT 0CHOBHBIMU HaBBIKAMH TEXHOJIOTHSIMHU
IporpaMMHOe o0ecTieucHre pa3paboTKH, OTIAJKH, IPOBEPKU pabOTOCIIOCOOHOCTH U
MOJTU(DHUKAIIMYA CHCTEMHOTO MPUKJIATHOTO IPOTrPaMMHOTO
oOecrieueHHs, MOACPHHU3AINN TEXHHICCKIX PEIICHUH 10
paspabotke I10;

IIK-5

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

Hucuummuaa «OCHOBBI pa3pa0OTKH  3alUIIEHHOTO TMPOTPAMMHOTO OOECTeueHus: u
KOMITBIOTEPHBIX CETeH» OTHOCUTCS K 4YacTd, (popMupyeMOol ydyaCTHHUKaMHU 00pa30BaTEIbHBIX
oTHomeHud Onoka 1 «/lucuunnuael (MOIynH)» 0Opa30BaTEIbHONW MPOTPAMMBI  BBICIIETO
oOpazoBaHws.

B pamkax o0pa3oBaTeNbHOM MPOTpaMMBl BBICIIETO OOpa30BaHUsI OOyYarolIuecs TakKe
OCBaWBAIOT JIPYT'He€ JWCHUIUIMHBI ~W/WIM  TPAaKTUKH, CIIOCOOCTBYIOIIHE  JIOCTHIKCHHUIO




3aIJIAHUPOBAHHBIX PE3YJIbTATOB OCBOCHMS IUCLUIUIMHBI «OCHOBBI pa3pabOTKH 3aLIUILEHHOIO
IIPOrPaMMHOT'0 OOECTIEUEHUSI U KOMIIBIOTEPHBIX CETEM».

Tabnuya 3.1. Ilepeuenv komnonenmos OI1 BO, cnocobcmeyrowux 00CmMuiceHur
3ANIAHUPOBAHRHbLX PpE3)1bmamoe OC60E€HUA ducuunﬂuﬂbl
IIpenmecTByromme Ilocaenyomue
Mudg Hanwenosanue Hc{)lﬂz:lﬂﬂﬂbl?’MOm JI ncunnﬂniil/;lou JIA
P KOMIIETeHIIHH e *ﬂy i A . ¥,
NMPAKTHKHU NPAKTHKH
Cmocoben pa3pabateiBath, | HayuHo-mccienmoBartenbckas pabora
OTJIAKUBATh, IPOBEPATH (ToTydeHme epBUYHBIX HABHIKOB
paboToCIoCOOHOCTB, HAYYHO-HCCIIEI0BATENBCKOM
MoudUIMPOBaTh paboTs);
MpOTrpaMMHOE 00ECIICUCHHE; TexHOMOTHYECKAsI TPAKTUKA;
MPUMEHSTH METOBI 1 Ananu3 reonH()OpMaIOHHBIX
IIpennunioMHas NpakTUKa;
CpEeICTBa MPOCKTUPOBAHUS JIAHHEIX;
IIK-5 TexHonoruueckas MpaKTUKa;

MIPOTPaMMHOTO Wundopmarunka u
obecrnieueHus, MPOTPaMMUPOBAHHUE;

pa3pabatbIBaTh U Apxumexmypa KOMNbIOMEPHbIX
COTJIACOBBIBATH cemeu **;
MPOTrPaMMHY O Architecture of Computer

JOKYMEHTAIIHIO Ha Networks**;

IIpOrpaMMHOC obecreueHue

* - 3aMONHSACTCS B COOTBETCTBUH ¢ MaTpuieii kommnerenuii u CYII OI1 BO

** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

OO11ast TPYJA0EMKOCTh TUCHUIUTHHBI « OCHOBBI Pa3pabOTKU 3alMIEHHOTO MPOrPaMMHOI0 00ECICUeHHsI U KOMIIBIOTCPHBIX CETEi» COCTaBJISIET
«3» 3a4eTHBIC CIUHUIIBI.

Tabnuya 4.1. Buowl yuebHOU pabomuvl no nepuooam 0c80eHUs 00PA308amMenbHOl NPOSPAMMbL 8blCuie20 00pa308anus Oisi OYHOU (HopMbl
00yueHus..

Buj yue6Hoii padoTbl BCEI'O, ak.u. CeMec7T pCED
Konmaxmmnas paboma, ax.u. 12 12
Jlexrmn (JIK) 36 36
JlabopaTopHusie pabots (JIP) 36 36
IpakTnueckue/cemunapckue 3auatus (C3) 0 0
CamocmosmenvHas paboma 0by4aowuxcs, ax.u. 36 36
Konmponw (sx3amen/3auem ¢ oyenxou), ax.u. 0 0
O01masi TPYI0€MKOCTh THCHHILTHHBI aK.4. 108 108
3a4.e1. 3 3




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomol

Bun
Homep | HammeHnoBanmue pazaesa .
Copep:xanue pa3aesia (TeMbl) yuyeoHoM
pasaena AUCHHUILTUHBI «
padoThl
11 [TpuHOMIBI pa3pabOTKN U MPOEKTHPOBAHUS TIK
3aluIeHHoe ' 3aIIUIIICHHOTO MPOTPAaMMHOTO 00ECIICUCHMSI.
POTPaMMHOE Bunsl yrpo3 6€301MacHOCTH B KOMITBIOTEPHBIX CETSIX
Pazgen 1 1.2 JIK
obecrieueHne n U 3alIHTa OT HUX
KOMITBIOTEPHBIE CETH 13 Mertozas! mmdpoBaHns HHPOPMAIUN U OLICHKA TIK
' 6€30I1acCHOCTH CHCTEMBI
Hactpolika u nepegaya JaHHBIX 110 IPOTOKOILY
ITpOTOKOIBI 3AIIUTEI 2.1 JIP
p TIHTBL FTP-FTPS
CCTCBBIX COCHMHCHIH 1 Hacrpoiika 1 nepenaya JaHHBIX IO IIPOTOKOIY
Paznen 2 |MeTom0M0THH 3aIIUTHI 2.2 JIP
A A H HTTP-HTTPS
JaHHBIX IpH pabdoTe ¢ OCHOBHLIE P
HOBHBIC ITPHUHIIHIIBI TCHTHU(PHU nu 1
CETBIO. 2.3 DHHI yrer ! JIK
ABTOPU3AIIMH [10JIb30BaTEICH B CHCTEME
IIpaBuia opranusanuu 3.1 Or11eHKa ySI3BUMOCTH CHCTEMBI JIK
Pasnen 3 nH(OpMaLMOHHOI
6e30M1aCHOCTH U 3allUTa OT 3.2 IIpoBenenue TecCTUpOBaHUS Ha IPOHUKHOBEHUE JIP
KrOepaTak

* - 3anonasercs Tonpko mo OUHOMU dhopme obyaenus: JIK — nexyuu, JIP — rabopamopneie pabomsi; C3 —
npaKmuyecKue/CeMunapcKue 3aHamus.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJIMHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHaleHue ayuTOpuU

Crnenmnanu3upoBaHHoOe
yueOHOe/1abopaTopHoe
o0opynoBanme, I1O u
MaTepHaJIbl 1151 0CBOCHHA
AMCUMILTNHBI
(mpu HeOOXOAUMOCTH)

JlexunonHas

Aynutopus JUis IPOBEICHUS 3aHATUI
JIEKIIMOHHOTO TUTIA, OCHAIICHHAS
KOMIUIEKTOM CIEIUANTU3UPOBAHHON MeOenu;
JIOCKOM (9KpaHOM) U TEXHHYECKUMU
CpeICTBAMHU MYJIbTUMEINA MTPE3CHTAIIHIA.

KomnerotepHslit
KJ1acc

KommnsrorepHslii knacc st IpOBEICHUS
3aHATUH, TPYNIOBBIX U UHAUBUIYAJIbHBIX
KOHCYJIbTAIlH, TEKYILIEro KOHTPOJIS U
IIPOMEXYTOYHOM aTTECTalliy, OCHAIIEHHAs
MepPCOHAIBHBIMU KOMIIBIOTEPAMU (B
konuuecTBe [[lapamerp] mirt.), nockoi
(’KpaHOM) U TEXHUYECKUMHU CPEACTBAMU
MyJIbTUMEANA IPE3CHTALUH.

Jns
CaMOCTOSITEIbHON
paboTHI

AyauTopus ISl CaMOCTOSATEILHON pabOThI
oOyyaromuxcs (MOXeT UCTI0Ib30BATHCS IS
MIPOBEJICHUS] CEMUHAPCKUX 3aHATHI U
KOHCYJIbTaINi ), OCHAIIIEHHAS! KOMILIEKTOM
CIIeIUaTU3UPOBAHHON MeOeH U
KoMIbroTepami ¢ gocrynoM B OUOC.

* - ayIUTOpHS AJIsl CAMOCTOSITENIbHOM padoThl 00yyaronuxcs ykasbiBaercs OBA3ATEJIDBHO!




7. YYEBHO-METOJUYECKOE 1 UHO®OOPMAIIMOHHOE OBECIIEYEHHUE JUCIUIIJINHBI

OcHosHas numepamypa.
1. "Computer Networking: A Top-Down Approach” by James Kurose and Keith Ross.
2. "Cryptography Engineering: Design Principles and Practical Applications"” by Bruce
Schneier, Niels Ferguson, and Tadayoshi Kohno.
3. "Securing the Clicks Network Security in the Age of Social Media™ by Gary Bahadur,
Jason Inasi, and Alex de Carvalho.
4. "Threat Modeling: Designing for Security" by Adam Shostack
Jlononnumenvuasn tumepamypa:
1. "Building Secure Software: How to Avoid Security Problems the Right Way™" by John
Viega and Gary McGraw.
2. Network Security Essentials: Applications and Standards" by William Stallings.
3. "Intelligent Networked Teleoperation Control" by Xiaodong Liu and Muhammad
llyas.
Pecypcuvl ungpopmayuonno-menekommynuxkayuonrot cemu « nmepremy:
1. ObC PYIH u croponnue DbC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT TOCTYII
Ha OCHOBAHHH 3aKJIIFOUYCHHBIX JOTOBOPOB
- DnekTpoHHo-6mbnuoTeunas cucrema PYJIH — 9bC PY JIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YuuBepcurerckas Ondmmorexa onnain» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- OBC «KoncynbranT cryaenray www.studentlibrary.ru
- OBC «Tpounkuit MOCT»
2. ba3sl JAHHBIX U ITIONCKOBBIC CUCTEMbI
- BHeKTpOHHHﬁ (I)OHZ[ HpaBOBOﬁ u HOpM&THBHO-TCXHH‘lCCKOfI AOKYMCHTallun
http://docs.cntd.ru/
- nouckoBas cucrema Anaexc https://www.yandex.ru/
- mouckoBas cuctema Google https://www.google.ru/
- pedeparuBHas 6a3a nanubpix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 013 camocmosmenvhol pabomsl 00y4AOWUXCcs npu
0CBOEHUU OUCYUNTUHBL/MOOYAA ™!
1. Kpr J'IeKI_II/Iﬁ 10 JUCHUITIINHE «OCHOBEI pa3pa60TKH 3alMUIICHHOTO IMTPOrpaMMHOT'0
o0OecrieueHrs U KOMIIBIOTEPHBIX CETEI.

* - Bce y4eOHO-METOAMYECKHE MaTepUallbl Ul CaMOCTOATENBHOM paboThl 00yJaromuxcs
pasMelarTcs B COOTBETCTBUH C JCHCTBYIOIUM MOPAIKOM Ha cTpanule auciuminasl B TYHUC!

8. OLIEHOYHBIE MATEPHUAJIbBI U BAJUIBHO-PEUTUHI OBAS CUCTEMA
OLHEHUBAHUA YPOBHA C®OPMHUPOBAHHOCTH KOMIIETEHIUHN 110
JUCIUIIVIMHE

OneHouHble MaTepuanbl U OaUIbHO-pEHTHHIOBas cUcCTeMa® OLEHHBAHUSA YPOBHS
c(OpMHUPOBAHHOCTH KOMMETEHIMHA (YaCTH KOMIIETEHIIMH) MO UTOraM OCBOEHUS JHCHUIUIMHBI
«OcHOBBI Pa3pabOTKH 3aIIMIIEHHOTO MPOTrPaMMHOIO 00ECHeueHUs] U KOMIBIOTEPHBIX CeTei»
npescTaniensl B [Ipunoxenun k Hacrosiei Paboueit mporpamme TUCIUIUIMHBIL.

* - OM u BPC dopmupyroTcst Ha OCHOBaHUHU TPeOOBaHMI COOTBETCTBYIOIIETO
JIOKaJIbHOT0 HOpMatuBHOro akta PY JTH.
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