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1. EJIb OCBOEHMA JUCIIUITJIMHbI

JucuurumHa «OCHOBBI  pa3paboTKu  OE30MaCHOTO IPOTPaMMHOTO  OOecledyeHus: |
KOMIIBOTCPHBIX ceTe» BXOOAWUT B IIpOorpamMmy 6aKanaBpHaTa «MareMaTu4ueckue METOAbI
MCXaHUKHN KOCMHYCCKOI'O ITOJIETAa U aHaJlru3a FCOI/IH(bOpMaL[I/IOHHBIX JAaHHBIX» 10 HAIIPaBJICHHUIO
01.03.02 «IIpuxmamHas MareMaThka W WHGOpPMATHKa» W HM3ydaeTrcs B 7 cemecTpe 4 Kypca.
Hucuuruimny peanusyer Kadenpa MexaHuKy ¥ IpOLeCcCOB yIpaBieHHs. [JUCIUIUIMHA COCTOUT U3
3 pa3menoB u 8§ TeM W HampasieHa Ha u3ydenue the basic principles, methods and technologies
used to create secure computer systems and protect them from external and internal threats. This
course provides a comprehensive study of the aspects of developing a secure software and
hardware environment, methods of cryptographic information protection, network protocols and
technologies, as well as issues of personal data protection and secure information storage.

Ilensro ocBOeHHUsT NMCHMIUIMHBL sBiasercs to introduce students to modern methods and
technologies for protecting computer systems from threats related to unauthorized access,
malware, theft of confidential information and other types of cyber attacks.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUSA JUCHUIIVIMHbI
OcBoenne muctUIINHb «OCHOBBI pa3paboTKH 6€30MacHOTO MPOTPAMMHOTO 00eCTIeUeHUs 1
KOMIIBIOTEPHBIX ~CETEeW» HampaBieHO Ha (OPMHUPOBAHUE Y OOYYAIOLIUXCS CICAYIOIIUX

KOMITETCHIINH (4aCTH KOMITETECHIIN ):

Tabnuya 2.1. Ilepeuenv komnemenyutl, Gopmupyemvix y 00yYAOWUXCL NPU OCBOCHUU
OUCYUNTIUHBL (Pe3VTbmambvl 0C80eHUS OUCYUNTIUHDL)

I/IHZ[I/IKaTOpBI JOCTHIKCHUS KOMIICTCHIUHA

Iudp Komnerennus N
(B pamMKax JaHHOW JTHCIUIIIIMHBI)
[TK-5.1 3nHaer cyiecTByolIee CUCTEMHOE U MPUKIIATHOE
IporpaMMHOE 0OecriedeHre, METOIbI IPOSKTUPOBAHUS U
pa3paboTKu MPOrpaMMHOT0 oOecriedeHus], CTpyKTyp U 06a3 JaHHBIX,
CrocobeH pa3zpabaTeIBaTh, MPOrpaMMHBIX HHTep(eiicoB. 3HAET HOPMATUBHO-TEXHHYECKYIO
OTJIAKUBATH, IIPOBEPATH JIOKYMEHTAIHIO JUTS pa3paboTKH MPOrpaMMHOM TOKYMEHTALlUH Ha
paboToCIOCOOHOCTB, 1o;

mouduimposars nporpammuoe |[TK-5.2 YMeeT npuMeHsITh METOIbI U CPEICTBA MPOSKTUPOBAHMUS
obecrieueHne; MPUMEHSATh METOIBI |IIPOrPAaMMHOT0 00eCIIeueH s, CTPYKTYp JaHHBIX, 0a3 TaHHBIX,
U CPEJICTBA MPOSKTUPOBAHUSI  |IPOrPaMMHBIX HHTEP(EHCOB. YMeEET aHaTH3UPOBATh HOPMATHBHO-
MPOrPaMMHOTO O0ECHEUYCHHUSI, |TEXHHYECKYIO JOKYMEHTAIHIO ISl Pa3pabOTKH MPOTPaMMHOMA
pa3pabaThIBaTh U COTJIACOBBIBATh |MOKyMeHTanuu Ha [10;
nporpaMMHyto gokymeHTanuio Ha |[1K-5.3 BnageeT 0CHOBHBIMU HaBBIKAMH TEXHOJIOTHSIMHU
MIPOrpaMMHOE O0ecTieueHre pa3paboTKH, OTIAJKH, TPOBEPKH pabOTOCTIOCOOHOCTH H
MO}:[I/I(bI/IKaHI/II/I CHUCTEMHOTO IPUKIIAAHOTO IPOTrpaMMHOTO
o0ecreyeHus, MOJACPHHU3AINN TEXHUUCCKHUX PEIICHHUI M0
paspabotke I10;

IK-5

3. MECTO JUCHUIIVIMHBI B CTPYKTYPE OII BO

Hucuumnuaa «OcHOBBI  pa3paOOTKu  0€30IacHOro MPOrpaMMHOIO  OOecreyeHus u
KOMIIBIOTEPHBIX CETEeW» OTHOCUTCA K YacTd, (opMHUpyeMOH ydacTHHUKAMH 0Opa30BaTENIbHBIX
oTHomeHud Onoka 1 «/lucuumianHel (MOIynH)» 00pa3oBaTEIbHOW MPOTrPaMMbI  BBICIIETO
o0Opa3oBaHUs.

B pamkax oOpa3oBaresnbHOM HporpaMMbl BbICHIETO OOpa30BaHUS OOydalOIIMECcs TaKKe
OCBaMBAalOT JApyrue JUCHUIUIMHBI W/MIM  TPAKTHKH, CHOCOOCTBYIOIIME  JIOCTHIKEHUIO
3aIUTAaHUPOBAHHBIX PE3yJIbTaTOB OCBOEHMS JUCHMILIMHBI «OCHOBBI Pa3pabOTKU 0e3011acHOro
MIPOrPaMMHOTO O0ECTIeUeHNUsI U KOMITbIOTEPHBIX CETEM.




Tabnuya 3.1.

Ilepeuenv komnonenmos OIl BO,

3ANIAHUPOBARHbLX pe3)1bmamoe OC60E€HUA aI/lCI/[I/H’lJZqul

CnocooCmeyrouuUx — O0CMUNICEHUIO

IIpepmecrByromue Ilocaenyromue
HIng Haumenosanne IIPICE)II/II:[JII/IHBI;,MOILIII JIH ﬂncunnnnllll}ll,l/;auoz[ JIH,
p KOMIIETEHIINH . i, . Yy,
NPAKTHKH NMPaKTHKH
Cnocoben pa3pabateiBath, | HayuHo-uccienoBarensckas paboTta
OTJIaXKHBaTh, IIPOBEPSTH (mosy4eHue NepBUYHBIX HAaBBIKOB
paboToCOCOOHOCTD, HayY4HO-HUCCIIC0BATEICKON
MoudUIMPOBaTh paboTsl);
MPOTPaMMHOE 00€CIIEICHHE; TexHOMOrMYECKas MPAKTHKA;
MPUMEHSTH METOBI 1 AHanu3 reonH(pOPMAaITHOHHBIX
[IpexaumomMHas MpakTHKa;
CpPEeACTBA IPOEKTHPOBAHMS JTAHHBIX;
IK-5 TexHonornyeckas MpakTHKa;
TIPOTPaMMHOTO Wudopmarnka u
obecrieueHus, MPOTPaMMHUPOBAHUE;
pa3pabaTbIBaTh 1 Apxumexmypa KOMRbLIOMEPHBIX
COTJIaCOBBIBATH cemen **;
MPOrPAMMHYIO Architecture of Computer
JOKYMEHTAIHIO Ha Networks**;

POrpaMMHOE 00ecIeUeHUe

* - 3aMONHACTCS B COOTBETCTBUM ¢ MaTpuueit komnereniuii u CYII OII BO

** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFbEM JUCHUILIVNHBI U BUJIbI YYEBHOM PABOTHI

OO1m1ast TPyA0EMKOCTh AUCIUIUIMHBI «OCHOBBI pa3paboTKH 0€3011aCHOTO MPOrPAMMHOT0 00ECIICYCHHUST U KOMITBIOTEPHBIX CETEi» COCTABIISCT «3%
3a4ETHBIC CIMHHUIIBI.

Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308AMENbHOU NPOSPAMMbL 8bICUIE20 00PA306aHUS ONs1 OYHOU GopMbl
00yuenus.

Buj yueOHoii padoThI BCETO, ak.u. CEMec; pCE)
Konumaxmmnas paboma, ax.u. 54 54
Jlexuuu (JIK) 36 36
Jla6opartopHsie pabotsl (JIP) 18 18
IMpaktuueckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma oby4arowuxcs, ax.u. 54 54
Koumponw (sx3amen/3auem c oyenkou), ax.u. 0 0
OO01mIasi TPYT0EMKOCTh THCIHILTAHBI aK.v. 108 108
3a4.e. 3 3




5. COAEPKAHUE JTUCIUIIJIMHbI

Tabauya 5.1. Codepoicanue oucyuniunvl (MoOYas) no 8U0am y4eonol pabomoi

Bun
HaunmeHnoBanue TeMbl Copep:xaHue TeMbl yueOHoit
padoThI*

Homep HaumenoBanmue pazaesna
pasiena AUCHHUTLIUHBI

Basic principles of software development with security
requirements: security by default (most strict settings initially); least
privilege (granting only necessary rights); defense in depth
Principles of Secure Software Development (multiple lines of defense); separation of duties; fail secure;

and Design complete mediation (checking every request). Lifecycle stages of
secure software: threat analysis, security design, implementation
with vulnerability checking, security testing, maintenance and
updates.

11 JIK

Classification of network threats: traffic interception
(eavesdropping); data modification (man-in-the-middle attack);
denial of service (DoS/DDoS attacks); unauthorized access to
devices; malware distribution (worms, Trojans); phishing attacks. JIK
Protection methods: communication channel encryption; firewalls;
intrusion detection and prevention systems (IDS/IPS); network
segmentation; regular software updates; user training.

Pasnen 1 Secure Software and 12 Types of Security Threats in Computer
A Computer Networks ' Networks and Protection Against Them.

Symmetric encryption: one key for encryption and decryption (e.g.,
block ciphers and stream ciphers). Asymmetric encryption: a key
pair — public key (for encryption) and private key (for decryption).
Information Encryption Methods and System  |Hashing: producing a fixed-length “digest” of data (checksum) to
Security Assessment. verify integrity. Digital signature: a combination of hashing and
asymmetric encryption to authenticate identity and authorship.
System security assessment: threat analysis, attack modeling,
penetration testing, source code vulnerability analysis.

13 JIK

File Transfer Protocol (FTP): purpose and working principle.
Vulnerabilities of standard FTP: transmission of login, password,

. . . and data in plaintext. Secure FTP (FTPS): adding an encryption
Network Connection Security 2.1 C('):r_lrf;%mng and Transferring Data Using FTP layer using TLS/SSL protocols. FTPS operation modes: explicit JIP
Protocols and Data Protection ' (explicit security negotiation) and implicit (security from the start).
Methodologies When Configuring an FTPS server and client: installing certificates,
Working with Networks selecting modes, configuring ports.

Paznen 2

Hypertext Transfer Protocol (HTTP): basic operation. Threats to
HTTP traffic: data interception, page spoofing, malicious code JIP
injection. Secure HTTP (HTTPS): using TLS/SSL encryption over

Configuring and Transferring Data Using

2.2 HTTP — HTTPS.




Homep
pasnena

HaumeHnoBaHnue pa3aeia
JUCHUIIINHBI

HaumeHoBaHue TeMBbI

Coaep:xanue TeMbl

Bun
y4eOHo
padoThr*

HTTP. Obtaining and installing certificates: certificate authorities
(CA), self-signed certificates. How HTTPS works: handshake, key
exchange, session encryption. Indicators of a secure connection in
browsers (padlock, green address bar).

2.3

Basic Principles of User Authentication and
Authorization in a System.

Authentication: verifying a user’s identity (who claims to be
whom). Authentication factors: knowledge (password, PIN);
possession (smart card, token, phone); biometrics (fingerprint, face,
voice). Multi-factor authentication: using two or more factors.
Authorization: determining access rights after successful
authentication (what the user is allowed to do). Access control
models: discretionary (access matrix), mandatory (clearance levels),
role-based (permissions based on user role). User accounts, groups,
password policies.

JIK

Pasnen 3

Information Security
Organization Rules and
Protection Against
Cyberattacks

3.1

System Vulnerability Assessment.

Concept of a vulnerability as a flaw (error) in a system that can be
exploited by an attacker. Types of vulnerabilities: software errors
(buffer overflow, uncontrolled input); configuration errors (default
passwords, open ports); architectural flaws. Vulnerability scanning:
using automated tools (scanners) to find known vulnerabilities.
Criticality assessment using scales (e.g., CVSS — Common
Vulnerability Scoring System). Prioritizing vulnerability
remediation.

JIK

3.2

Conducting Penetration Testing (Pentesting).

Penetration testing as a controlled simulation of an attacker’s
actions to assess the real security of a system. Stages of a
penetration test: information gathering about the target
(reconnaissance); vulnerability analysis and discovery; vulnerability
exploitation (attempting to breach); system persistence (simulating
consequences); results report (description of found vulnerabilities,
risk level, remediation recommendations). Types of pentesting:
black box (no prior information), gray box (partial information),
white box (full knowledge of the target). Legal and ethical aspects
of pentesting: requirement for written authorization.

JIP

* - zanosHsercs Toabko 1o OUHOM dopme oOyuenus: JIK — nexyuu,; JIP — nabopamopnuie pabomei; C3 — npaxmuyeckue/cemunapcxue 3ausmusl.




6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JJUCHUIIJINHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Cneuuajau3upoBaHHoOe
yueOHoe/1a00paTopHoe
obopynoBanme, I1O u
MaTepuabl 1J1s1 0CBOCHHSA
AUCHUTLTAHBI
(mpu HEOOXOTUMOCTH)

Tun aynuropun OcHaleHue ayauTopun

Ayauropus IS IPOBEICHUS 3aHATHI
JIEKIMOHHOTO TUIIa, OCHAILIIEHHAs
JleximonHast KOMIUICKTOM CIEIUATM3UPOBAHHON MEOeIH;
JIOCKOH (9KpaHOM) U TEXHHYECKUMU
CpeJICTBAMU MYJIbTHMEINA TPE3CHTAIIHN.

KoMnbroTepHslii K1acc 1uist IPOBENECHUS
3aHSTUN, TPYIIIOBBIX U MHIAWBUIYaJIbHBIX
KOHCYJIbTAIMi, TEKYILEro KOHTPOJIS U
KoMIbroTepHBIN | MPOMEKYTOYHON aTTECTALUN, OCHAILICHHAS

KJ1acc NEePCOHAIBHBIMU KOMIIbIOTEpAMH (B
KOJIMYECTBE __ IIT.), JOCKOHU (3KpaHOM) U
TEXHUYECKUMHU CPEICTBAMU MYJIbTUMENINA
IIPE3CHTALMM.

Aynuropus Ui CaMOCTOSITEIbHON pabOThI
oOydaromuxcst (MOKET UCTIOIB30BAThCS IS

TSt .
A . | MpOBEIEHUSI CEMHMHAPCKUX 3aHATHI U
CaMOCTOSITEIILHOM 9
KOHCYJIbTAIINi ), OCHAIIIEHHAS KOMILICKTOM
paboTsl

CreLMaIU3UpOBaHHON Mebenu 1
KoMibroTepami ¢ gocrynoM B SUOC.

* - ayIUTOpHS JJIsL CAMOCTOSTENbHOM paboThl obyuaromuxcs ykassiaercs OBA3ATEJIBHO!

7.  YYEBHO-METOJAMYECKOE W HWH®OPMAIIMOHHOE OBECNEYEHME
JTACHMIUINHBI

Ocnoenas numepamypa:

1. "Computer Networking: A Top-Down Approach™ by James Kurose and Keith Ross.

2. "Cryptography Engineering: Design Principles and Practical Applications" by Bruce
Schneier, Niels Ferguson, and Tadayoshi Kohno.

3. "Securing the Clicks Network Security in the Age of Social Media" by Gary Bahadur,
Jason Inasi, and Alex de Carvalho.

4. "Threat Modeling: Designing for Security” by Adam Shostack
Jlononnumenvuasn tumepamypa:

1. "Building Secure Software: How to Avoid Security Problems the Right Way" by John
Viega and Gary McGraw.

2. Network Security Essentials: Applications and Standards” by William Stallings.

3. "Intelligent Networked Teleoperation Control” by Xiaodong Liu and Muhammad
llyas.
Pecypcor ungpopmayuonno-menekommynuxayuonuou cemu « Mumeprnemy»:

1. ObC PY1H u croponnne OBC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBAHHWH 3aKIIFOYCHHBIX TOT'OBOPOB

- DnekTpoHHo-6ubmmnorteunas cuctema PY/IH — ObC PYIH

http://lib.rudn.ru/MegaPro/Web




- OBC «YHuBepcurerckas Oubauorexa onnan» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- OBC «KoncynbraHT cTryfentay www.studentlibrary.ru
- OBC «Tpounkuit MOCT»
2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBI
- QJIGKTPOHHBIN (POH]I TPABOBOI U HOPMATUBHO-TEXHUYECKOH TOKYMEHTAIIUU
http://docs.cntd.ru/
- mouckoBas cuctema Snnekc https://www.yandex.ru/
- mouckoBas cucreMa Google https://www.google.ru/
- pecdepatuBHas 6a3a nanasix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 05 camMoCmosmenbHol pabomol 0OYUaAOWUXCS NPU
0CB80EHUU OUCYUNTUHBL/MOOYIS*:
1. Kypc neknuii o mucrmmirae «OCHOBBI pa3paboTKH 0€30MacHOr0 IPOTPaMMHOTO
obOecreueHns 1 KOMIBIOTEPHBIX CETEi.

* - Bce y4eOHO-METOIUYCCKUE MATePUANTBI JJII CAMOCTOSITEIIBHONH PabOThl 00yUJarOmUXCsl
pa3MeIIarTcs B COOTBETCTBUHU C ACHCTBYIOUINM MOpsiAKoM Ha cTpanulle aucuuruinasl B TYUC!
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