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1. HEJIb OCBOEHUSA JUCHUITJINHBI

Jucuunnuna «TexHonmoruu oGecneueHuss MHGOPMAIMOHHON 0€30MacHOCTH» BXOAUT B IpOrpamMmy
MarucTparypbl  «YmpaBieHune HWH(GOPMAIMOHHONW  Oe3omacHOCThIO» 1o  HampaBieHuto  10.04.01
«udopmanronnast 6€30MacHOCTRY» U U3ydaeTcs Bo 2 cemectpe 1 kypca. Jucuumuny peanusyetr Kadenpa
nH(opMaImoHHOW Oe30macHOCTH . JIUCIUIUIMHA COCTOMT W3 2 pa3deiioB M 8§ TEM M HalpaBlieHa Ha
M3yYCHUE TEXHOJOTUM peanu3anuu (YHKIUH 3anuThl MHGOpPMANMK W olecriedeHus: WHGOPMAIMOHON
0e30macHOCTH B KHOEpHpOCTpaHCTBE W (U3MYECKOM Cpeie, BKIOYas METOAbl HACHTH(PUKAIUA U
ayTeHTHU(QUKAINK, YIPaBICHUS JOCTYIOM, OOHApYXEHHsI BTOPXKEHHH, KpUNTOrpaguueckoil 3amuThl U
MPEIOTBPAIICHUS YTEUKU MO0 TEXHUYECKUM KaHaJlaM.

Ilenpto OCBOGHMSI JUCHUIUIMHBI SBISIETCS (OPMHUpPOBAHHE Yy OOydYalOIIUMXCS KOMIIETEHIUH IO
MOCTPOEHUIO KOMILUIEKCHBIX CHUCTEM 3allUThl UH(OpManuu st 00beKTOB MH(OpPMATU3allMK, OCHOBAHHBIX
HA WHXEHEPHOM TOAXOAE K MPOEKTUPOBAHUIO, BHEPEHUIO U YMNPABICHUIO KU3HEHHBIM IIMKJIOM CPE/ICTB
obecnieueHrss THPOPMAITMOHHOMW 0€30MMaCHOCTH.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUA JTUCHUITJIMHBI

OcBoenue pucuuiuinHbl « Texnomorun odecneyeHns HHPOPMALMOHHONM O€30MTaCHOCTHY HalpaBlIeHO Ha
¢dopmMupoBaHue y 00yUalOMUXCs CISAYIONIMX KOMIIETCHIUH (YaCTH KOMIIETEHIIH):

Tabnuya 2.1. Ilepeuenv komnemenyuil, popmupyemvlix y 00y4aouuxcs npu 0C80eHul OUCYUNIUHb
(pe3ynbmamul 0C80eHUS OUCYUNTUHDL)

I/IH)II(IKaTOI)I)I JOCTHIKCHHS KOMIICTCHIINHN

Mndp Kommnerennus M
(B paMKax JaHHOW TUCHMIIINHBI)
Crioco0eH 000CHOBBIBAaTH TPEOOBAHUS K OIIK-1.1 O6ocHOBEIBaeT TpeOOBAHMS K CUCTEME
OTIK-1 cucreme obecriedeHus HHOOPMAIMOHHON obecrieyeHnst ”HPOPMALMOHHOM 6E30MacHOCTH;

0e30MacHOCTH U pa3pabaTbiBaTh MPOEKT
TEXHUUYECKOTO 3a/laHMs Ha €€ CO3AaHue

Crioco0eH pa3pabaTbIBaTh TEXHUIECKUH OIIK-2.1 3HaeT nopsoK pa3pabOTKH U CTPYKTYPY
OIK-2 MPOEKT CUCTEMBI (TIOJICHCTEMBI JINOO TEXHUYECKHUX MPOEKTOB CUCTEM (IIOJICHCTEM JIHOO
KOMITOHEHTa CUCTEMBI) 00eCIIeYCHUS KOMITOHEHTOB CHCTeM) obecrieueHnst HH(pOpManOHHOM
WH(POPMAIIMOHHOMN 0E30MacHOCTH 0e30IacHOCTY;
CnocobeH pa3pabaTbiBaTh IPOEKTHI OIIK-3.1 3naer nopsok pa3padOTKH ¥ TPeOOBAHUS K
OIK-3 OpraHU3alOHHO-PACIOPIUTEIBHBIX OpraHU3aIlIOHHO-PACTIOPSAUTENBHBIM JOKYMEHTAM IO
JIOKyMEHTOB 110 00€CIIEUCHHIO obecrieyeHnIo HHPOPMAaLMOHHOM 6E30M1acHOCTH;

nH(opmanoHHol 6e30MacHOCTH

3. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OII BO

JuctunnmHa « TexHonoruu obecrneueHus nHGOpPMAITMOHHOM 0€301TaCHOCTH» OTHOCUTCS K 0053aTeIbHOM
yacTtu Omoka 1 «Jluciumirab! (MOIy/H)» 00pa30BaTeIbHOM MPOrPaMMbl BBICIIIETO 0Opa30BaHUI.

B pamkax oOpa3oBaTrenbHONW TPOrpaMMBbl BBICHIETO OOpa3oBaHUs OOydYaroIIMecs TakKe OCBAaWBaIOT
Jpyrue IUCUUIUIMHBI W/WIU TPAKTUKH, CIIOCOOCTBYIOIIUE IOCTH)KCHUIO 3aINTAHMPOBAHHBIX PE3YIIBTATOB
OCBOCHUS TUCIHILIHHEI « TexHomoruu odecneueHust THHOPMAIMOHHON OE30MaCHOCTHY .

Tabnuya 3.1. Ilepeyenv komnonenmos Ol BO, cnocob6cmeyowux 00CmudceHur0 3an1aHupoB8aHHbIX
Pe3yIbmamos 0C80eHUs OUCYUNTUHBI

IIpenmecTByomue Hocnenyromue
HaumeHnoBaHue P Y Y
Hudp JUCHUTITAHBI/ MOTYJIH, JUCIUTLTAHBI/ MOTYJIH,
KOMIIETeHIIUH . %
NMPaKTHKA NMPaKTHKA
CnocobeH 000CHOBHIBATH 3anuieHHbIe HHPOPMAITHOHHBIE IIpoexTHO-TeXHOIOrHUeCKast
TpeOOBaHUs K cHCcTEME CUCTEMBI; MPaKTHUKA;
obecrieueHus VYnpasnenue nHGOPMAILIMOHHON
OITK-1 HHPOPMAITUOHHON 0€3011aCHOCTHIO;
6e301acHOCTH U PazpaboTka TexHruecKon
pa3pabarbiBaTh MPOCKT JIOKYMEHTAL1H;
TEXHUUYECKOTO 3aJJaHUs Ha ee HHupopMauOHHO-TICHXOJIOTHYE
co3JIaHue cKast 6e30MacHOCTb;




IIpenmecTByomue Hocaenyromme
Mngp Haumenoanue HHC{)IHHHJ'II/IHLJMOI;[IyJIM, I[l/lClll/llIJ'll/lllI-[)l:l/]I\I’IIOI[yﬂl/l,
KOMIEeTeHIIN T . %
NMPaKTUKHA NMPaKTHKA
CriocoOeH pa3pabaTbIBaTh Teopus ynpasneHus; Mertononorust NpOEKTUPOBAHUS
TE€XHUYECKUI MPOEKT CUCTEMBI crcTeM obecnedeHust
(moncucremsl 11060 nH(pOpMaIOHHON
OIIK-2 KOMIIOHEHTA CHCTEMBI) 0e30MacHOCTH;
obecrieueHus IIpoexTHO-TexHOIOTHUECKAs
nH(popMaoHHON MPaKTHKA;
6e30MacHOCTH
CriocoOeH pa3pabaTbIBaTh IIpoexTHO-TexHOMOTHUECKAst
MPOEKTHI NPaKTHKA;
OpraHU3aI[IOHHO-PACTIOPSIUT VYnpasnenue HHGOPMALIMOHHON
OIIK-3 €JIbHBIX JJOKYMEHTOB 110 0€3011aCHOCTBI0;

00€eCIICUEHHIO
nH(popMaoHHON
0e30macHOCTH

* - 3aMOJHAETCS B COOTBETCTBHY ¢ Marpuiiet komnerennuit u CYII OIT BO
** - 3JIeKTHBHBIC AUCIUIUIHHBI /TIPAaKTHKU




4. OFBbEM JUCHUILIMHBI 1 BUJIbl YYEEHOM PABOTBI

OO01mas Tpy10eMKOCTh AUCIUILTHHBI « TexHomoruu obecrnedeHrs nHHOPMAITMOHHON 0€30MaCHOCTH» COCTABISET «4» 3a4eTHHIC CTUHUIIBI.
Tabnuya 4.1. Buowl yuebHot pabomuvl no nepuooam 0C8oeHUsl 00pa308amMenbHOU NPOCPAMMDBL 8biCULE20 0OPA308aHUSL OISl OYHOU OopMbL 00YUeHUS.

Bun yueoHoii padoTsl BCEIO, ak.u. CeMeczT P(bD)
Koumaxmmuas paboma, ax.u 68 68
Jlexmmn (JIK) 34 34
Jlaboparopusie pabotsi (JIP) 34 34
[Ipaxtnueckue/cemmnapckue 3ausatus (C3) 0 0
Camocmosmenvhas paboma obyuaouuxcs, ax.y. 40 40
Koumponw (sx3amen/3auem c oyenkou), ax.y. 36 36
ak.u.| 144 144
Oo0masi Tpy10eMKOCTb JHCHUILINHBI aK. Y.
3a4.ef. 4 4




5. COAEP)KAHUE JUCLHUIIJINHBI

Tabnuya 5.1. Coodeporcanue oucyuniutvl (MoOYs) no eudam yuebHou pabomot ™

Homep
pasaena

HaumeHoBanue pasaeja
AUCHUIITIHHBI

HauMeHoBaHue TeMbl

Bun
y4eOHoi
padoThI*

Paznen 1

TexHonorNuM peanuzanuu
(byHKIMI Ha3HAYEHUS 110
3aIuTe HHPOPMAITUN

1.1

[Ipupona TexHoIOTHi oOecedeHnss nHHOPMAITMOHHOH Oe3omacHocTH. MH(pOpMannmoHHOoe 00IIeCTBO, MPOTUBOPEINBOCTD
ero paszsutusi. THpopmaimoHHas 6e301acHOCTh KaK MPaBOBOM aCMeKT PeryJMpOBaHuUs OTHOIICHHUH TOCTYIA B Cpe/e
00paboTky HGOpMATHK U THPOPMAITMOHHOTO B3aUMOIEHCTBHUS. YTPO3bl HHPOPMAIIMOHHOTO XapakTepa,
CyOBEKTHO-O0BEKTHBIN MTOIXO/ TIPY X MPOSBICHUN. YTPO3bl HHPOPMAIIMHA U HHPOPMAIIMOHHBIE YTPO3bI.
WudopmaiioHHbie pUCKH, UX BIMSHHAE HA PUCKUA OCHOBHOI AeATeIbHOCTH 00bekTa nHpopmaTuzanmuu. OyHKINN
Ha3Ha4YeHUs 110 3amuTe nHpopmanuu. TexHomornu odecniedeHus HHGOPMAITMOHHON 6€30MaCHOCTH, peaTu3yolre
¢yskn HazHaueHHuss. OOBEKTHI 3aITUTHI, UX BUIBI IPU PEIISHUH 3a/1a9 HH(POPMAITMOHHON Oe3omacHoCTH. [IpencraBnenue
nH(OPMAITMOHHOH cephbl COIMOTEXHUIECKOTO 00BbEKTa 3alTuThl (00bekTa HHPopMaTu3anum). OObeKThl HHPOpPMAaTH3AITUH
(uHaHCOBOH cdephl nesTenbHOCTH. EnquHoe nHbopMaIoHHOE MPOCTPAaHCTBO U MHPOPMAIIMOHHASI O€30TIACHOCTb.
Wurepnperaiust noHATHN «kubepepena» u «kudepnpoctpaHcTBoy. IloHsTHe Knbeparaky, BHEIIHNAE U BHYTPEHHHE
kubeparaku

JIK, JIP

1.2

[IpenMeTHBIC HaMPaBICHHUS TEXHOJIOTHH o0OeceueHusT MHPOPMAIIMOHHON 0€301TacCHOCTH B KHOEPIPOCTPAHCTBE.
O6ecnieueHne TOBEPEHHOM OpraHU3aI[MOHHO-TEXHOJIOTHYECKON CPEIbl U YCIOBHH 3alTUIIEHHOCTH Ha 00BEKTax
pa3MeNIeHUsT CPEJCTB aBTOMAaTU3NPOBaHHOM 00paboTKH U nepenadn nHpopmanuu. CekpeTHoe U KOHDUISHITHAIEHOE
JIETIOMPOU3BOICTBO M IOKYMEHTOOOOPOT PYYHOTO M aBTOMAaTHU3UPOBAHHOTO KOHTYPOB 00pa0bOTKH WH(pOpMAITH Ha 00BEKTax
nHpopMaTH3aIyy. 3amuTa HHPOPMALIUK OT HECAHKIIMOHUPOBAHHOTO TOCTYIIA TPH €€ aBTOMaTH3UPOBaHHOK 00paboTKe.
HNHudopmarimonHas 6€301MacHOCTh TEJICKOMMYHHUKAIMOHHOHN cpepl. Kpunrorpaduueckue cpeicTBa 3anuThl HHQOPMAITUH.
3amTa OT CKPBITHOTO BHEAPEHHS B IPOTPAMMHO-TEXHIYECKYIO CPeTy KOMITBIOTEPHBIX U TEIEKOMMYHHUKAIIMOHHBIX CHCTEM.
3amuTa HHPOPMAIMH OT YTEUKH MO TEXHUISCKUM U PU3UIECKUM KaHAJIaM.

JIK, JIP

1.3

TexHonoruu peanusannu QyHKIUA Ha3HAYCHUsI B TIpolieccax 00pabOTKH U mepeiadl JaHHbIX. TeXHOIOTuH
uaeHTUGUKAMK 1 ayTeHTHGHUKAKU. TeXHOJIOTHH YITPaBIeHH s TOCTYIOM K HH(OopMau 1 pecypcam
aBTOMATH3UPOBAHHBIX HH()POPMAITMOHHBIX CUCTEM. TEXHOIOTHH 00eCIIedeHHs JOBEPEHHON cpebl 00paboTKky HH(pOpMAaIny.
TexHONOruK 3aIUThl OT KOMITBIOTEPHBIX BUPYCOB. TeXHOMOrHHM 3aUThl HHOPMAILIUY B TEJICKOMMYHUKAIIMOHHBIX CETSIX Ha
YPOBHE HH(PPACTPYKTYPHBIX PELICHUI: IIU(PPOBAHNE JAHHBIX, CO3IAaHNE JIOTNYECKUX JIOBEPEHHBIX CETeH, KOHTPOJIb
COCIMHEHUH N0 apecam, SKpaHUPOBaHKUE HH(POPMALIMOHHBIX MOTOKOB Ha CTHIKAX CeTei, GpribTpanns HHPOPMALMOHHBIX
MOTOKOB. TexHooruy 0OHapYKEHHsT BTOPXKEHU I U IPOTUBOACHCTBUSI Knbeparakam: oOHapyKeHUE aTaK, KOHTPOJIb
LENOCTHOCTH, MOHUTOPHHT MPOLIECCOB, KOHTPOIIb COCTOSIHUS MH(DOPMAIIMOHHON 0€30MaCHOCTH, pearupoBaHme

JIK, JIP

1.4

TexHONOTHY U CpelCcTBa peanu3anuu GyHKInH HazHadeHws B pusudeckoit cpene. [IpencraBnenue nHGopManuy u eé
3aIIUTa OT YTEUKH 10 TEXHUIECKUM KaHajdaM. Oru3ndecKkie CUTHAIBI KaK MaTepratbHble HocuTenu nHpopMmanni. OOBEKTH
3amUThl MHPOPMAITIH OT YTEUKHU 110 TEXHUIECKUM KaHajiaM. KOMITOHEHTHI U ToKa3areny 00pa30BaHUS TEXHUIECKIX
KaHAJIOB YTCUKH. BHUABI TEXHUUECKNX KaHAIOB YTEUKH WH(pOPMaIi. Buabl KaHaIoB mepexBara HHOOpMAaInH.
Opraan3annOHHO-TEXHHYECKHE MEPOIPHUATHSA 10 3aIIUTE U TEXHOIIOTHH UX PEeaI3allui: KaTeTOPUPOBAHNE U aTTECTALINS
00bekToB nHpopMaTm3amuy, cepruduramnys cpencts TCIIN u BTCC; onpenenenue, craHOBIEHUE H 000pYI0BaHNE
KOHTPOJIMPYEMBIX 30H; IIPOBEACHHUE CIIEIMATIHHBIX IIPOBEPOK Ha 3aKJIAAHBIC YCTPOHCTBA M CIICIIMATIBHBIX HCCIEIOBAHIN 1O
mob6ouyasM m3nydeHusM TCIIN. [TaccuBHBIE 1 aKTHBHBIE CPEICTBA MPEAOTBPAIICHHS YTEIKH HHPOPMAINH 110 TEXHIIESCKIM
KaHayaM. TeXHOIOTHH peai3aliy TaCCUBHBIX CPEACTB 3aIIUTHL. TeXHOIOTHH pealn3aliii aKTHBHBIX CPE/ICTB 3aIlUTHI.
TexHOMOTHI MOHUTOPHUHTA ¥ CUTYaIIHOHHOTO KOHTPOJISI COCTOSIHAS 00beKTa HH(POPMATH3AINN B YACTH BOSMOXKHOCTH
YTEUKH HH(POPMALINH IT0 TEXHUIECKAM KaHaJIaM

JIK, JIP

Pazpen 2

CuCTeMHbIe TEXHOJIOTUH
obecrieueHnst THPOPMAITTOHHON

2.1

[Tomxompl CHCTEMHON WHXKEHEPHH K PEaIM3aIMH TEXHOJIOTHH obecniedeHus HHPOpMAMOHHOK O6e3omacHocTH. CHCTEMHBIN
TIOZIXO/T M obectriedeHre HH(HOPMAITMOHHOW 0€30TTaCHOCTH B aBTOMAaTH3WPOBAaHHBIX CHCTEMaX 00paboTKH MHPOpMAITHH

JIK, JIP




Homep
pa3nea

HaumenoBanue pasnea
AUCHMITHHBI

HanMmeHoBaHne TEMBI

Bun
yueOHoit
padoTer*

0e30macHOCTH

(ACO/). ITonsTre 11eeBOM CUCTEMBI, OOJIBIIIAs CHCTEMA, CIIOXKHASI CHCTEMa, IPUMeEphI U3 obnactu odbecneueHus Ub.
CucTeMHBIN aHAIN3 KaKk HHCTPYMEHT peleHust npoosemsl obecrieuennst Mb. JleckpuntiuBHas 1 KOHCTPYKTHUBHAS 3aa41
CHCTEMHOT'0 aHaJli3a, T0CIIeI0BaTeIbHOCTD MX pemeHus. [IoHITHEe CHCTEMHOCTH M KOMIIEKCHOCTH. CHCTEMBI 00ecreueH s
nHdopmarmonnoi 6ezonacuoctu (CONB) it ACO/] n o6vexroB nndopmaruzanuu (OU). Kusuennsiii ukn COUB n
yIpaBlICHHE UM KaK OCHOBA IOJXO/Ia CHCTEMHO nHxeHepuu k odecnieucHuto b. COUB kak nieneBas odecneynBaromas
cUcTeMa B ONEPalMOHHOM OKpPYXKEHHH, HHTEpECH! K (PyHKIMOHUPOBAaHUIO U cTerikxonaepsl. [Ipencrasnenne COUB B
Pa3HBIX MPEAMETHBIX OHTOJIOTHAX, OMIOPHBIN U NpUHIUNUANBHEIH ypoBHHU onucanus COUB. CoBMecTHOE B3aUMOCBA3aHHOE
U COIIaCOBaHHOE PACCMOTPEHHE (PYHKLMIT OpraHu3auy (IPEAnpUsITHs), CPEIb €€ NesITeIbHOCTH, (PyHKIIMOHAIBHBIX
NPWIOKEHUH 1 MHPOPMAIMOHHO-KOMMYHUKaMoHHOH MHppacTpykTypsl ACOJl u COUB. IToHsTHE CHCTEMHBIX
TEXHOJIOTHH obecnieueHrss MHQOPMaIMOHHON 0e301acHOCTH.

2.2

CucremHbIH Tonxox 1 KominiekcHas 3amura or HCJl k nHdopManuy B aBTOMaTH3UPOBaHHBIX cucTeMax . [loHsTHe
cocTosiHUs HHpopMannoHHo# 6e3onacHoct B ACO/I. DranoHHas v GyHKIMOHAIBHAS MOJIEIN OTHOIICHHUH TOCTYIIA MEX LY
IOJIB30BATEISIMU U pecypcamu cucteMsl. bazosblie ¢yHkumy 3ammts! nHGopmanuu ot HCJ. ®@ynkuuu ayaura u
ynpasineHus. OyHkunu obecrieueHns. @yHKINOHAIBHBIE U 00€CIIEUUBAIOIINE CTPYKTYPHBIC OJIOKH CHCTEMBI 3alLlUThI
nadopmaru (C31) or HCI, o6ocHoBanue ux Boinenennsi. CTpykTypHO-(pyHKIMOHAIbHAS cxema KoMiuiekcHoi C3U ot
HC/I n 3aBucuMocTy Mexy GpyHKIMOHAIBHBIMU OJloKamMu cucteMbl. 3amuTa nadopmaru ot HC/I, ocHoBanHas Ha
ApPXMUTEKTYpe CETMEHTALMH CpeJibl 00padOTKH 1O NMpHU3HAKY KOH(uaeHunansHoCTH. KoHTyph! 6e3omacHoctu. TexHomorus
KOHTPOJIS IOCTYTIA U ICHCTBUIA IyTEM JOMEHHOI OpraHU3ali1 JIOKaJIbHON BHIYMCIUTEIILHOM CETH KOHTYpa 0€3011acHOCTH.
TexHonoruu u cpeicTBa odbecnedeH s J0BEpEHHOH 3arpy3Ku CepBEPOB U aBTOMATU3UPOBAaHHBIX pabounx mMecT. TexHonoruu
U CpEZCTBa 3aIIUThI MH(OPMAIMK IIPH padboTe YAaJEHHBIX TI0JIB30BaTEIICH Yepe3 TeJIeKOMMYHHUKAIIMOHHYIO CETh. 3aIlinTa
nHdopmaru B cetd. TexHonorust popMUpoBaHUsI KOHEYHOTO HH(GOPMALMOHHOTO POLYKTa U3 MH()OPMAIMK Pa3InIHbIX
KOHTYpOB Oe3omacHoCcTH. TexHoIorus 3aiumEHHON paboThI ¢ TII00aIbHON ceThio VIHTEpHET, 1eMHINTAapU30BaHHBIC 30HbI
(YHKIIMOHUPOBAHHSI.

JIK, JIP

23

CucreMHasi OpraHu3anys 1 TEXHOJIOTMH KOMIUIEKCHOM 3aIuThl HH(QOpMaluu Ha o0bekrax nHpopmaruzaunu. OObeKT
nH(popMaTH3aMK Kak 00bEKT 3alIUThl ¢ MHOTONIPO(HILHON aBToMaTH3auell 1 nHpopMarnzannei. OObeKThI
nHpopmaTH3ay GUHAHCOBOH cepsl AesTeIbHOCTH. KOoHIenTyaabHOe peICTaBIeHHE KOMIUIEKCHON CHCTEMBI 3allHUThI
unpopmarun (KC3M). Cuctemusiii noaxon k cozaanuto KC3U: npunHnun aHanusa 3aj1a4 (IeCKpUINTHBHAS 3a/1a4a) U
CUHTE3a CTPYKTYp (KOHCTpyKTHBHAs 3a1ada). Ctpykrypa KC3U. ®dyHkunoHanbHbIe TOACUCTEMBL. DYHKIIMOHATBHBIC
KOMIIJIEKCHI, oOecrieueHre TUIOBbIX pemennii. OGecneunsatommue noacucreMsl. Texnonorndeckoe odbecneuenne KC3U.
OcobenHocT 1 3HAYMMOCTh HH(opMaronHoro obecrieuennst KC3U. Lens 1 3Ha4nuMocTh yrpasieHust UHGOPMaMOHHON
0e30MacHOCThIO0. YTIpaBieHue Kak cTpykrypHblid komnoHeHT KC3W. Hopmarusao-nipaBoBoe obecneyenue KC3U.
B3aumoneiicTBre CHCTEMBI CO CPEACTBAMH, 00€CIEYHBAIOIIMMY TPOQHIBHYIO PEAIN3aLHIO 110 APYTUM BHAAM
6e3onacHoctu. CTpykrypHO-pyHKimonanbHas cxema KC3U. OcobeHHOCTH pelieHus npooieMbl HH)OPMAMOHHON
0€30MaCHOCTH CUTYaI[IOHHBIX [IEHTPOB

JIK, JIP

24

CucteMHbIE TEXHOJIOTUH o0ecIiedyeHUsI THPOPMALMOHHOW 0€3011aCHOCTH KOPIIOPATHBHBIX 00bEKTOB HH(POPMATH3ALHH.
CyIIHOCTh CUCTEMBI KOPIIOPATUBHOTO yIpasiieHus. DakTopsl, BIUAIONINE Ha penieHue npoodiaemsl odecneuenus b Ha
KOPIIOPaTHBHBIX 00bEKTaX MH(OPMATH3AMK: eJMHOE HH(OPMAIIMOHHOE ITPOCTPAHCTBO, HACIEA0BaHNE (DYHKIIMOHAIBHBIX
IT-npunoxenunit OM3HEC-ITPOLIECCOB, TEHACHIMS U3MEHEHUS TEKYILEH KOpIOpaTUBHON HH(POPMAMOHHO-TEXHOIOT HIECKOM
apXHUTEKTYPBI, TEPPUTOPHAIIbHAS Pa30POCAHHOCTh 0OBEKTOB KOPHOPATUBHOTO npennpusitus. CoOCTOsSHUE TOBEPEHHOCTH
cpenbl GyHKIMOHUPOBAHMS HH(POPMAMOHHBIX TeXHONOTHH. CHCTEMHBIE TEXHOJIOTUHU o0ecrieueHnst HH(POPMaLMOHHOH
0€30MacHOCTH KOPIIOpanuii Kak CJIOKHBIN OpraHU3al[MOHHO-TEXHOJIOTHYECKIH 1 MPOrpaMMHO-TEXHHYECKHH Mpo1iecc.
CucremHas opranuzanus obecrieuenus: b 1 TeXHOIOrMU CHCTEMHOTO YIPaBJICHUS IPOLIECCAMU U MEHEDKMEHTA.
OO0beKThl MH(POPMALMOHHOM MHIYCTPUH U apXUTEKTypa HH()OPMAIIMOHHO-TEXHOIOTHUECKOH Cpe/ibl KOPIIOPATUBHOTO
npexanpustusi. O0IecucTeMHbIe KOMIIOHEHTHI U 0a30BbIe 00BEKTHI HH(OPMAMOHHOI HHPPACTPYKTYpbl KOPIIOPATHBHOTO

JIK, JIP




Homep
pa3nea

HaumenoBanue pasnea
AUCHMITHHBI

HanMmeHoBaHne TEMBI

Bun
yueOHoit
padoTer*

npexnnpustusi. ObecrnednBaronre 00bEKTOBbIE KOMIIOHEHTBI: KOPIIOpaTHBHBIN HeHTp ynpasnenus (KLY), koproparuBHbii
texHonornyeckuit neHtp (KTLY), uentp ceprudukaunu n rexnonoruii (L{CuT), kopropaTHBHBIN yI0CTOBEPSIOMINI LIEHTP
(KYLI). KommekcHast cucrema 3amuntsl nHpopmaruu (KC3M) i 06bekToB MH(POPMAMOHHOM HHILYCTPUH KOPIIOPALIMH.
[Moncucremsr nudopmarronnoro odecreuenus (IIOMB) aBroMarn3npoBaHHBIX cUCTEM U (DYHKIIMOHAIBHBIX CEPBHCOB.
Cucremsl obecrieuennst nHpopmannonHoit 6e3onacHoct (CONB) 00bexToB nHpopMarnzauu kopropanuu. Cxema
apXuTeKTyphl obecrieuennst b koprnopaTuBHOTO NpenpusTHSL.

* - zanonHsiercst Tonbko o OUYHOU dopme o6yuenus: JIK — nekum; JIP — maboparopusie padotsl; C3 — npakTHUeCcKre/CEMUHAPCKHE 3aHATHUSL.




6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHUE JUCIHHUIIVINHBI

Tabnuya 6.1. Mamepuanoho-mexnuyeckoe obecneuerue OUCYUNIUHBL

Tun aynuropun

OcHaleHue ayTuTopuu

Crnenuaau3upoBaHHoe
y4yeOHOe/1adopaTopHOe 000pyI0BaHHE,
IO n maTepuaJibl 171 0CBOCHUS
AUCHMIUINHBI (IPH HE00X0IMMOCTH)

Jleximonnas

Aynutopus A71sl IPOBEIEHHS 3aHATHH JTEKIIMOHHOTO
THUIIA, OCHAIIIEHHAs] KOMIUIEKTOM
CIeLMAIM3UPOBAHHOI MeOeIH; TO0CKOit (3KpaHoM) U
TEXHUYECKUMU CPEICTBAMU MYyIbTUMETNA
Ipe3eHTalHH.

[TepcoHanbHBINH KOMIBIOTEP MM MOHOOJIOK
¢ gjoctynmoM K cern VHrepHer w
npuknaaaeiM 10 (Be6-Opaysep, oducHbIi
IIaKeT), NPOEKTOP W IKpaH, UHTEPaKTUBHAs
WJIN MapKepHasi JI0CKa.

Jlaboparopus

AyauTtopust yist IPOBeICHUS 1ab0paTOPHBIX pador,
WHIUBUYAIbHBIX KOHCYJIBTAIUHI, TEKYIIETO
KOHTPOJISL ¥ IPOMEKYTOUHOMN aTTECTAIUH,
OCHAII[CHHAs] KOMITJIEKTOM CIEI[HATH3UPOBAHHOMN
Mebenu U 000pyIOBaHHUEM.

[TepconanbHbIe KOMITBIOTEPBI WIH
MOHOOJIOKH € AOCTYIIOM K ceT IHTepHeT u
npuknaaaeiM 10 (Be6-Opaysep, oducHbIid
MAaKeT), IPOEKTOP U IKPaH, HHTEPAKTUBHAS
WIK MapkepHas Jocka. [IporpammHOe
obecrieuenue: cpena Buptyanusanuu Oracle
VM VirtualBox
(cBOOOIHO-pacTIpOCTpaHIEMOE o),
omepanuoHHas cucteMa Debian Linux
(cBOOOIHO-pacTIpOCTpaHIEMOE o),
Wireshark  (cBoOomHO-pacnpocTpansemoe
I10), GNS3 (cBOOOAHO-pacCIPOCTpaHsACMOE
I10), mnporpaMMHbIE MAKEThl CHUMYJISIIUH
¢msuueckux arak SeseLab m GRFICSv3
(cBOOOIHO-pacTIpOCTpaHIEMOE o),
ornepanoHHast cucrema pfSense
Community Edition
(cBoOomHO-pactpoctpansemoe 110), Kali
Linux (cBobomuo-pacnpoctpansemoe 110),
MEXKCeTeBOI JKpaH Netfilter
(cBOOOIHO-pacTIpOCTpaHIEMOE o),
CHCTEMBI  OOHAPYKEHUS/IPEIOTBPALLICHHUS
BTOp>KeHHMH ~ Suricata, Snort (cBoOOmHO
pacnpoctpansiemoe [10), SIEM-cuctema
Security Onion
(cBOOOIHO-pacIpOCTpaHIEMOE o),
yueOHbie maketel OWASP  WebGoat,
OWASP Juice Shop, OWASP
Dependency-Check
(cBOOOIHO-pacTIpOCTpaHIEMOE o),
ckaHep ys3Bumocteit ZAP (Zed Attack
Proxy), onnaiin-06a3a maHHbBIX yrpo3 BIAY
®CTIK Poccun, kubeprionuron Ampire.




KomnbrotrepHslit kacc

KommbroTepHsIit K1acc A1 MPOBEACHUS 3aHATHM,
TPYNIOBBIX U MHAUBHIYyATLHBIX KOHCYJIBTAITUH,
TEKYIIETO KOHTPOJIS ¥ TPOMEKYTOIHON aTTecTaIuy,
OCHaIlleHHAas TIEPCOHATLHBIMUA KOMIThIOTEPAMH (B
KOJM4ecTBe 24 1MIT.), TOCKOH (9KpaHOM) U
TEXHUYECKUMHU CPEICTBAMH MYJIBTUMEINA
MpEe3CHTAINH.

IMepconasbHbie KOMITBIOTEPbI WIN
MOHOOJIOKH € JIOCTYIIOM K ceTu VHTepHeT u
npukinanaeiM 10 (BeG-Opaysep, oducHBII
MaKeT), NPOCKTOP M IKpaH, UHTEPAKTUBHAS
WIN MapkepHas Jocka. [IporpammHoe
obecrieuenue: cpena Buptyanmzamnuu Oracle
VM VirtualBox
(cBOOOIHO-pACIpOCTpaHIEMOE I10),
omepalnmoHHass cuctema Debian Linux
(cBOOOIHO-pACIpOCTpaHsIEMOE I10),
Wireshark  (cBoGomHO-pacmpocTpanseMoe
I10), GNS3 (cBoOOAHO-pacpocTpaHIeMOe
[10), mporpaMMHBIE TAKETHl CHUMYJISIIAH
¢usnueckux arak SeseLab m GRFICSv3

(cBOOOIHO-pAcIpOCTpaHsIEMOE I10),
orepanoHHas cucrema pfSense
Community Edition

(cBobogHO-pacpoctpansiemoe I10), Kali
Linux (cBobomno-pacnpoctpansemoe [10),
MEXCETEeBOH JKpaH Netfilter
(cBOOOIHO-pACIpOCTpaHIEMOE I10),
CHUCTEMBI  OOHApYKEHUS/TIPEOTBPAIICHUS
BTOpKeHHH Suricata, Snort (cBoOOmHO
pacnpoctpansemoe [10), SIEM-cuctema
Security Onion
(cBOOOIHO-pacIpoCTpaHsIEMOE I10),
yueOnsie maketsl OWASP  WebGoat,
OWASP Juice Shop, OWASP
Dependency-Check
(cBOOOIHO-pACIpOCTpaHIEMOE I10),
ckanep ys3BuMmocteir ZAP (Zed Attack
Proxy), onmaiin-6aza maHHBIX yrpo3 BIY
OCTIK Poccun, kubepmonmuron Ampire.

Hdnst  camocrosTenbHON
paboTsl

AynuTOpHS ISl CAMOCTOSTEIHLHONU PabOThI
oOygaronuxcs (MOXKET HCITOJIE30BaThCS ISt
MIPOBEJICHHUS CEMUHAPCKUX 3aHATHH M KOHCYJIbTAIIHHN),
OCHAIIIEHHAs! KOMIUIEKTOM CIICITHATU3UPOBAHHON
Mebenr 1 KoMmrbioTepamu ¢ goctynom B QMOC.

[TepcoHanbHBIH KOMIBIOTEP MM MOHOOJIOK
¢ gjoctynmoM K cern UHrepHer w
npuknaaaeiM 10 (Be6-Opaysep, oducHbIid
MaKeT).

* - ayUTOPUS JUISl CAMOCTOATENBHON paboThl 00yyaromuxcs ykasbiBaercst OBSI3ATEJIBHO!

7. YHEBHO-METOJUYECKOE U TH®OOPMAIIMOHHOE OBECIIEYEHUME JUCHUIIJINHBI

Ocnosnas tumepamypa:

1. Tpaiines, B. A. CucteMHbIi TOAXO/ K 00€CTIEUeHNI0 HHPOPMAITMOHHON 0€30aCHOCTH MPEANPUATHS
(upmsr) / B. A. TpaiineB ; MexayHapoaHas akajeMusi HayK nH(popMannu, HHHOPMAIIMOHHBIX POIIECCOB
u Texnonoruii (MAH UIIT). — 5-e u31. — Mockaa : Jlamkos u K°, 2022. — 332 c. : cxeM., ui., Ta0il. —
Pexxum nocrymna: mo nmonmucke. — URL: https://biblioclub.ru/index.php?page=book&id=698555 (nara
obpammenust: 22.04.2026). — bubnuorp. B kH. — ISBN 978-5-394-05035-0. — TekcT : 2IeKTpOHHBIH.

2. Texnonoruu obecneueHus 6€30MacHOCTH MH(YOPMAIIMOHHBIX CUCTEM : yueOHoe nocobue : [16+] / A.
JI. Mapyxuenko, JI. O. Mapyxnenko, M. A. Eppemos [u 1p.]. — Mocksa ; bepnun : upexr-Menua, 2021. —
210 c. : mi., cxem., Tabn. — Pexxum noctyna: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=598988 (nara obpamenus: 22.04.2026). — bubnuorp.: c.
196-205. — ISBN 978-5-4499-1671-6. — DOI 10.23681/598988. — TekcT : 31€KTPOHHBIH.
Jononnumenvuas rumepamypa:

1. [TpuBanos, A. A. Ob6ecnieuenne nHOOPMAITMOHHONW O€30MACHOCTH, TPOCKTUPOBAHHUS, CO3IAHU,
MOZICpHH3AIMHA 00bEKTOB HH(POPMAIINU Ha 0a3e KOMITBIOTEPHBIX CUCTEM B 3alHIIICHHOM HUCTIOJTHEHUH :
y4eOHO-MeTonYecKoe ocodre K KypcoBoit padore / A. A. IIpusanos. - Mocksa : PYT (MUUT), 2018. -
48 c. - Tekcr : anexrponnsiit. - URL: https://znanium.com/catalog/product/1895288 (mara obpamenus:
22.04.2026). — Pexxum goctyma: mo MoIuCKe.

2. Makapenko, C. W. [IpuHuuns! noctpoeHus U (yHKIHOHUPOBAHUS alllIapaTHO-IIPOrPAMMHBIX CPEICTB
TEJIEKOMMYHUKAITMOHHBIX cucTeM. Yactp 2: CeTeBble ONepanoOHHbIe CUCTEMbI U IPUHIIUITBI 00eCTIeueHUs
UH(POPMAIIMOHHOW 6€30MacHOCTH B ceTsX : yueOHoe nocodue / C. V. Makapenko, A. A. Koansckuii, C. A.




Kpacnos. - Cankr-IlerepOypr : Haykoemkue texnonoruu, 2020. - 359 c. - ISBN 978-5-6044429-8-2. -

Tekcer : anexkrponHsbIid. - URL: https://znanium.ru/catalog/product/2238917 (nata obpamenus: 22.04.2026)

3. OGecneueHne HHPOPMATMOHHON 6€30MaCHOCTH WH(OPMALIMOHHBIX CeTeH : y4eOHO-METOJMUECKOe
nocobue / E. B. bynrakosa, A. H. Ky6ankos, B. B. bynrakos, JI. C. [lolinukoB. — Mocksa ; Bonorza :
Wndpa-Umxenepus, 2025. - 92 c. — ISBN 978-5-9729-2344-1. - TekcT : anekTpoHHbIi. - URL:
https://znanium.ru/catalog/product/2225339 (nara obpamenus: 22.04.2026). — Pexxum goctyna: mo
TIOATIHCKE.

Pecypcol unghopmayuonno-menekommyHukayuorHo cemu « Mumepremy:
1. 9bC PYIH u croponnue DbC, Kk KOTOpbIM CTYI€HThl YHUBEPCUTETA UMEIOT IOCTYIT HA OCHOBAaHUHU
3aKITIOUYEHHBIX JOTOBOPOB
- DnekrponHo-6ubnuoreunas cucrema PYJ/IH — OBC PY/IH https://mega.rudn.ru/MegaPro/Web
- OBC «YHuBepcuteTckas 6ubmuoTeka onnan» http://www.biblioclub.ru
- OBC HOpaiit http://www.biblio-online.ru
- OBC «KoHcynbranT cTynenray www.studentlibrary.ru
- OBC «3nannym» https://znanium.ru/
2. ba3bl JaHHBIX ¥ IOUCKOBBIE CUCTEMBI
- Sage https://journals.sagepub.com/
- Springer Nature Link https://link.springer.com/
- Wiley Journal Database https://onlinelibrary.wiley.com/
- Hayxomerpuueckas 6a3a nanabix Lens.org https://www.lens.org

Yuebno-memoouueckue mamepuanvl 05 CAMOCMOAMENbHOU pabomuvl 00yYAIOWUXC NPU OCBOCHUU
OUCYUNTUHBL/ MO0V *:
1. Kypc nexuuit no nuctuminae « TexHonoruu obecrnedenns THPOPMAITMOHHONW 6€30aCHOCTH.

* - Bce yueOHO-METOANYECKHE MaTepHaIbl ISl CAMOCTOSITENBEHOM paboThl 00yJaIONIIMXCs pa3MeIaloTcsl B COOTBETCTBUH C JEHCTBYIOIIIM
MOPSAAKOM Ha cTpanune auciuiuinael B TYUC!
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