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1. EJIb OCBOEHMA JUCIIUITJIMHbI

JucuumimHa «ApXUTEKTypa KOMITBIOTEPHBIX CETEi» BXOIHUT B MporpaMmy OakamaBpuara
«MaremaTtuueckue METOAbI ME€XAaHHUKHU KOCMHUYECKOI'O IIOJIETAa U aHaJIu3a FCOI/IH(l)OpMaLII/IOHHBIX
nanabix» mo HamnpasieHuio 01.03.02 «[IpuknagHas maTemMaTuka U HHPOPMATHKA» U U3YydaeTCs B
4 cemectpe 2 kypca. Jucummiunay peanusyer Kadempa MexaHWKH W MPOIECCOB YIPABJICHHS.
JlvcuuIuinHa COCTOUT U3 3 pa3zesioB U § TeM M HanpaBjicHa Ha uzydeHue aspects of the technical
implementation of computer networks, their design, and the use of TCP/IP, DNS, HTTP, SSH,
and FTP protocols.

Ienpro ocBOeHUs aucHMILIMHBI sBisercs to acquire knowledge and practical skills in the
design, deployment, management and maintenance of computer networks. This allows you to:
create an efficient network infrastructure that meets business needs and solves specific tasks,
ensure the security of the network infrastructure, protect network traffic from external threats and
unauthorized access, optimize network resources, increase their availability and performance.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHMSA JUCIHUITIJIMHbI

OcBoeHME JHUCHUIUIMHBI «ApPXUTEKTypa KOMIIBIOTEPHBIX CETEH» HalpaBlI€HO Ha
(bopmupoBaHre y 00yJarOIIUXCS CIEAYIONIMX KOMIIETCHIIUHN (YaCTH KOMITETEHIINN ):

Tabnuya 2.1. Ilepeuenv komnemenyutl, Gopmupyemvix y 00yYAOWUXC NPU O0CBOCHUU
OUCYUNTIUHBL (Pe3VTbmambvl 0C80EHUS OUCYUNTUHDL)

I/IHZ[I/IKaTOp])I JOCTHIKCHUS KOMIICTCHIUHA

Iudp Komnerennus N
(B pamMKax JaHHOW JTHCIUIIIIMHBI)
[TK-5.1 3nHaer cymecTByoIlee CUCTEMHOE U MPUKIIATHOE
MporpaMMHOE 00ecIiedeHre, METOIbI TPOCKTUPOBAHUS U
pa3paboTKu MPOrpaMMHOT0 oOecriedeHus], CTpyKTyp U 06a3 JaHHBIX,
CrocobeH pa3zpabaThIBaTh, MPOrpaMMHBIX UHTep(eiicoB. 3HAET HOPMATUBHO-TEXHHUYECKYIO
OTJIAKUBATH, IIPOBEPATH JIOKYMEHTAIHIO U pa3paboTKH MPOrpaMMHOM TOKYMEHTALlUH Ha
paboToCIOCOOHOCTB, Io;

Mouduimposars nporpammuoe |[TK-5.2 YMeeT npuMeHsITh METOIBI U CPEICTBA MPOSKTHPOBAHMUS
obecrieueHne; MPUMEHSATh METOIbI |IIPOrPaMMHOT0 00eCIIeueH s, CTPYKTYp JaHHBIX, 0a3 TaHHBIX,
U CPEJICTBA MPOSKTUPOBAHUS  |IPOrpaMMHBIX HHTeP(EHCOB. YMeeT aHaTH3UPOBaTh HOPMATUBHO-
MPOrPaMMHOTO O0ECHEUYCHHUSI, |TEXHHYECKYIO JOKYMEHTAIHIO ISl Pa3pabOTKH MPOTPaMMHOM
pa3pabaThIBaTh U COTIACOBBIBATH |MOKyMeHTanmu Ha [10;
nporpaMMHyto gokymeHTanuio Ha |[1K-5.3 BnageeT oCHOBHBIMU HaBBIKAMH TEXHOJIOTHSIMHU
MIPOrpaMMHOE 00ecTieueHre pa3paboTKH, OTIAJKH, TPOBEPKH pabOTOCTIOCOOHOCTH H
MO}:[I/I(bI/IKaHI/II/I CHUCTEMHOTO IPUKIIAAHOTO IPOTrpaMMHOTO
o0ecreyeHus, MOJACPHHU3AINN TEXHUYCCKUX PEIICHHUI M0
paspabotke I10;

IK-5

3. MECTO JUCHUIIVIMHBI B CTPYKTYPE OII BO

JucrunnmHa «ApPXHTEKTypa KOMIBIOTEPHBIX CETEH» OTHOCHTCS K 4acTH, (GopmMupyemoi
y4yacTHUKaMHd  00pa3oBaTeNbHBIX  OTHomeHWH  Omoka 1 «AucuummuHbl  (MOIYNH)»
00pa30BaTeNbHON MPOrpaMMbl BBICIIETO 0Opa30BaHUS.

B pamkax o0pa3zoBaTeslbHOM NporpamMmbl BBICIIET0 O0pa30BaHUS OOydYarOIIMECs TaKxKe
OCBaMBAIOT JIpyrMe JMCUMIUIMHBI W/WIM  TPAKTUKH, CIIOCOOCTBYIOIIME  JIOCTUKEHHUIO
3aIJIaHUPOBAHHBIX PE3YIbTATOB OCBOEHUS AUCIUIUIMHBI « APXUTEKTYpa KOMIIBIOTEPHBIX CETEH».

Tabauya 3.1. Ilepeuenv xomnonenmos OI1 BO, cnocobcmsyrouux 00CMUNICEHUIO
3anIaHUPOBAHHBIX PE3VIbMAMO8 0C80EHUS OUCYUNTUHDBL




[penmecrByrommue Hocnexyromue
HIngp Haumenosanue zmcfmnrmnnbl},Molzl:ynu, Ill/lcul/lﬂﬂl/lllll)]:l/;luOZ[yﬂH,
KOMIeTeHIIHU % «
NPAKTHKH NPaAKTHKHU
[IpenaumomMHas MpakTHKa,
HayuHo-uccnenoBarenbckas
paborta (momyueHne
TICPBUYHBIX HABBIKOB HAYTHO-
CmocobeH pa3zpabaThIBaTh, HCCIIeIOBATEIBCKON paboTHI);
OTJIaXKHBaTh, IIPOBEPSTH TexHonmornyeckas MpakTHKa;
PpaboTOCIOCOOHOCTB, Texnonoeuu supmyanvHoul u
MoudUIMPOBaTh oononnennoll peanoHocmu**,
MpOrpaMMHOE 00ecIIeYeHHE; AHanu3 reonH(pOpPMaMOHHBIX
NPUMEHSTH METOJbI U Vingopmarika i JIQHHbIX; -
Cpe/CTBa IPOEKTHPOBAHHMS . Virtual and Augmented Reality
IK-5 MIPOTPaMMHUPOBAHHE;

HPOrPaMMHOTO
obecrieueHus,
pa3pabaThIBaTh U
COTJIaCOBBIBATh
HPOrPaMMHYIO
JOKYMEHTAIHIO Ha
POrpaMMHOE 00ecIeueHUe

Technology**;

Ocnosbl paspabomku
3AUUUEHHO20 NPOSPAMMHO20
obecneyenus u
KOMNbIOmepHbuIX cemeti *™,
Basic of Development of
Secure Software and
Computer Networks**;
Wudopmarrka u
pOTPaMMHUPOBAHHKE;

* - 3aMONHACTCS B COOTBETCTBUM ¢ MaTpuuei komnereniuii u CYII OII BO
** - 3NIeKTUBHBIC TUCIUIUIMHEI /TIPAKTHKH




4. OFbEM JUCHUILIVNHBI U BUJIbI YYEBHOM PABOTHI

OOm1ast TPyI0EMKOCTh TUCIUILTUHBI «APXUTEKTYPa KOMITBIOTEPHBIX CETEH» COCTABIISIET «2» 3a4E€THBIC CIIUHUIIBI.
Tabnuya 4.1. Buowl yuebHOU pabomuvl no nepuooam 0cC80eHUsi 0OpA308amMenbHOlU NPOSPAMMbL BblCUEe20 00paA308aHUst Olsl OYHOU (HOopMbl
0OyueHusl.

Buja yueOHoii padoThl BCETIO, ak.u. CeMec4Tp(-l>1)

Koumaxmmnas paboma, ax.u. 34 34
Jlexrun (JIK) 17 17
Jlabopartopusie pabotsl (JIP) 17 17
IMpaktryeckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 00y4arOWuxcs, ax.u. 38 38
Koumponw (ax3amen/3auem c oyenkoil), ax.u. 0 0
OO01asi TPYI0E€MKOCTh THCHHILTHHBI aK.4. 72 72

3a4.e/1. 2 2




5. COAEPKAHUE JTUCIUIIJIMHbI

Tabauya 5.1. Codepoicanue oucyuniunvl (MoOYas) no 8U0am y4eonol pabomoi

Bun
HaunmeHnoBanue TeMbl Copep:xaHue TeMbl yueOHoit
padoThI*

Homep HaumenoBanmue pazaesna
pasiena AUCHHUTLIUHBI

The concept of a network protocol as a set of rules for device
interaction in a network. The Open Systems Interconnection (OSI)
reference model: seven layers (Physical, Data Link, Network,
Transport, Session, Presentation, Application), their purpose and
Protocols of the OSI and TCP/IP Network functions. The TCP/IP protocol suite: four layers (Application,
Models. Client-Server Architecture. Transport, Internet, Network Interface). Comparison of the OSI and
TCP/IP models. Client-server architecture: role distribution between
devices — client (request initiator) and server (request handler).
Pazmen 1 |Network Technologies Examples: web server and browser, mail server and mail client.
Advantages and disadvantages of the client-server approach.

1.1 JIK, JIP

The concept of network administration as a set of measures to
ensure network operability. Main tasks: installing network
Network Administration: Installation, equipment and software; configuring network parameters (IP
12 Configuration, Updating, Monitoring, addressing, routing, DNS, DHCP); updating device firmware and JIK, JIP
Maintenance, and Network Security. network software; monitoring network status (load, errors, failures);
routine maintenance and component replacement; ensuring network
protection against unauthorized access and attacks.

The concept of information security risks as applied to computer
networks. Vulnerability analysis of network infrastructure.
Assessing the likelihood of threat realization and potential damage.
Methods of data access control in a network: authentication JIK, JIP
(verifying user identity), authorization (determining access rights),
accounting (audit logs). Role-based and mandatory access control
models. The principle of least privilege.

Risk Analysis and Assessment. Data Access

21 Control.

Pasnen 2 | Computer Network Security Vulnerabilities of major network protocols (HTTP, FTP, DNS,

ARP, TCP/IP). Problems of transmitting data in plaintext (lack of
encryption). Protocols for ensuring security: Hypertext Transfer
2.2 |Security of Network Protocols. Protocol Secure (HTTPS); Secure Shell (SSH) for remote JIK, JIP
management; IP Security protocol (IPsec); Secure File Transfer
Protocol (SFTP, FTPS). The concept of Virtual Private Networks
(VPNSs) for secure connections over open networks.

Computer Network 31 Various Aspects of Computer Network An integrated approach to network management: configuration

Paspen 3 Administration and Management and Administration. management (tracking and controlling device settings); performance

JIK, JIP




Homep
pasnena

HaumeHnoBaHnue pa3aeia
JUCHUIIINHBI

HaumeHoBaHue TeMBbI

Coaep:xanue TeMbl

Bun
y4eOHoi
padoThr*

Management

management (analyzing bandwidth, delays); fault management
(detecting, isolating, and fixing failures); accounting management
(recording resource usage); security management (access control,
attack protection). Network management standards (SNMP —
Simple Network Management Protocol).

3.2

Installing and Configuring Network Devices.

Types of network devices: switches, routers, access points,
firewalls. Installation stages: physical connection, initial
configuration (basic parameters — IP address, subnet mask, default
gateway), configuration of specialized functions (VLANS, Quality
of Service, access control lists). Configuration examples using a
command-line interface (CLI) or a web interface.

JIK, JIP

3.3

Network Monitoring and Diagnostics.

Monitoring objectives: checking device availability, channel
utilization, response time, detecting failures and anomalies.
Monitoring tools: SNMP protocol (polling devices, receiving traps —
event notifications); network monitoring systems. Diagnostic
utilities: connectivity check (ping), route tracing (tracert/traceroute),
viewing network connections (netstat), traffic capture and analysis
(sniffers, e.g., Wireshark). Interpreting diagnostic results.

JIK, JIP

3.4

Network Resource Management and Access
Control.

The concept of network resources: disk space (network folders),
printers, internet bandwidth, server computing power. Resource
management methods: quotas (limiting disk space usage), traffic
prioritization (Quality of Service — Qo0S), load balancing. Access
control to resources based on user accounts and groups. Integration
with corporate user directories (e.g., Active Directory). File and
folder permission management in network operating systems.

JIK, JIP

* - zanmonHseTcs Toabko Mo QUHOM dopme oOyuenus: JIK — nexyuu, JIP — rabopamopnvie pabomot, C3 — npakmuueckue/cemMunapcrue 3ansamusl.




6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJINHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Cneuunajau3supoBaHHoe
yueOHoe/1adopaTopHoe
obopynoBanme, IO u
MaTepuabl 1J1s1 0CBOCHHSA
AUCHUTLTAHBI
(mpu HE0OXOAUMOCTH)

Tun aynuropun OcHaleHue ayauTopun

AymuTopus AJis IPOBEICHUS 3aHATHI
JICKIIMOHHOTO THIIa, OCHAIICHHAS
JlexuroHHas KOMIUIEKTOM cliequanu3upoBaHHon medenu; | IIpoexrop
JIOCKOH (9KpPaHOM) U TEXHHYECKUMU
CpeACTBaMHU MYJIbTUMEINA TPE3CHTAINN.

KoMnbroTepHslii K1acc Uisl IPOBENEHUS
3aHSTUN, TPYNIIOBBIX U MHIAWBUIYaJIbHBIX
KOHCYJIbTaIMi, TEKYILEr0 KOHTPOJIS U
KoMIbroTepHBIN | MPOMEKYTOYHON aTTECTALNH, OCHAILICHHAS

KJ1acc NEePCOHATIBHBIMU KOMIIbIOTEPAMH (B
KOJIMYECTBE  IIT.), JOCKOW (3KpaHOM) U
TEXHUYECKUMHU CPEICTBAMHU MYJIbTUMEINA
IIPE3CHTALMM.

AyIuTOpHS JUIS CAMOCTOSITEIILHOU PaOOTHI
oOyJaronuxcs (MOXKET UCIOJIb30BATHCA IS

TSt .
A . | IpOBeIeHUs] CEeMHUHAPCKUX 3aHATHI U
CaMOCTOSITEIIbHON 9
KOHCYJIBTAITNH ), OCHAIIIEHHAS KOMIUIEKTOM
paboTsl

CreLMaNIN3UPOBaHHON MeOenu U
KoMibroTepami ¢ goctynoM B QUOC.

* - ayIUTOPHS JJIsL CAMOCTOSTENbHOM paboThl oOyuaromuxcs ykassiaetcs OBA3ATEJIBHO!

7.  YYEBHO-METOJAMYECKOE W HWH®OPMAIIMOHHOE OBECNEYEHME
JTACHMIUINHBI

OcnosHas numepamypa:

1. B.Omudep, H.Onudep. Kommnbrorepusie ceTu. [IpuHIUIIBI, TEXHOIOTUH, TPOTOKOJIBI.
5-e uznanue. [Tutep. 2016.

2. A. Ky3un. Komnerorepasie cetn M3narenscteo — POPYM. 2010.

3. Corpyanuku Microsoft. OcHOBBI KOMITbIOTEpHBIX ceTell. Microsoft. 2009.

4. MakcumoB H. B. Apxurexktypa 9BM 1 BBIYHCIUTENBHBIX CUCTEM [ DIEKTPOHHBIN
pecypc]: yue6nuk / H. B. Makcumos, T.JI. ITapteika, H. U. TTonos. - 5-e u3x., nepepad. u jgor. -
Mocksa: ®OPYM, 2013. - 512 c. - (IlpodeccronanpHoe oOpa3oBanue). - ISBN 978-5-91134-
742-0. - Pexxum nocrtyna: http://znanium.com/go.php?id=405818.

5. Tanen6aym O. Komnerotepusie cetu [Tekct] / D. Tanenbaywm, J1. Yazeposrn ; [mep. ¢
anria. A. I'pebenbkoBa). - 5-e uzf.- Cankr-IlerepOypr : Ilutep, 2014. - 960 c. : mi. - (Cepus
'Kinaccuka COMPUTER SCIENCE)). - And. ykas.: ¢. 947-955.- 3arun. u aBt. opur.: Computer
Networks / Tanenbaum A., Wetherall D. - B niep. - ISBN 978-5-496-00831-0
Hononnumenvnas aumepamypa:

1. MakcumoB H. B. Apxurextypa DBM u BeruncnutensHbix cucteM [Teker] : yueOHUK /
H. B. Makcumos, T. JI. [Tapteika, .. TTonos. - 5-¢ u3x., nepepad. u gorm. - Mocksa : DOPYM
: UHOPA-M, 2013. - 512 c. : un. - bubnumorp.: c. 462-463. -Pex. MO. - IIpuin.: c. 464-508. - B
nep. - ISBN 978-5-91134-742-0 (POPYM). - ISBN 978-5-16-006732-2 (MHDOPA-M)




2. bpoiino B. JI. BerunciautensHbie CUCTEMBI, CETH U TEJICKOMMYHHKAITUH :YICOHUK TSI
BY30B - 4-¢ uza. / B. JI. bpoiino, O. I1. Uneuna. — CanktlletepOypr: [Tutep, 2010.
[DnexTponHsIii pecypc] http://ibooks.ru/reading.php?short=1&isbn=978-5-49807-875-5
Pecypcuvl ungpopmayuonno-menekommynuxkayuourot cemu « nmepremy:
1. ObC PYIH u croponnue DbC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT JOCTYII
HAa OCHOBaHUH 3aKJIIOYEHHBIX JOTOBOPOB
- DnekTponHo-6ubmoteunas cucrtema PY/IH — ObC PYIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YHuBepcurerckas Oubauorexa onnan» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- OBC «Koncynbrant cryfenta» www.studentlibrary.ru
- OBC «Tpounkuit MOCT»
2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBI
- DIIEKTPOHHBIN (POH/I TPABOBOM M HOPMATUBHO-TEXHUYECKON JJOKYMEHTAIIUU
http://docs.cntd.ru/
- mouckoBas cucrteMa SAuaekc https://www.yandex.ru/
- mouckoBas cucreMa Google https://www.google.ru/
- pedeparuBHas 6a3a nanubix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yyebno-memoouueckue mamepuansvl 0151 camocmosmenbHol pabomol 00y4aArOWUXC NPU
0CB80EHUU OUCYUNTUHBL/MOOYIS*:
1. Kypc nexuuii o AuCUUIInHe « ApXUTEKTypa KOMIBIOTEPHBIX CETEM».

* - Bce yueOHO-METOANYECKHE MaTepualibl Ul CaMOCTOATENbHOM paboThl 00ydaromuxcs
pa3MenarTcs B COOTBETCTBHUHM € JAEHCTBYIOIUM NOpsiAKOoM Ha cTpanule aucuuiuinasl B TYHUC!
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