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1. OHEHOYHBIE MATEPHUAJIbI JIUISA TIPOBEJIEHUSA TEKYIIIETI'O KOHTPOJIA
YCOEBAEMOCTH ¥ CAMOCTOSTEJIBHOH PABOTHBI CTYJIEHTOB TIO
JUCHUIIJIMHE (ITPAKTHUKE)

1. Buabl KOHTpOJISA N0 NepUoOAaM 00yYeHH s

KonTpoabnas padora
Templ 1-2. «KaTeropusi HakjoHeHus1. CocjiararejibHOe HAKJIOHEHHe»
BapuanTt 1

3aganue 1. llepeBeauTe ciieayouue NpeaIoKeHUs HA AHTJIMIICKUI A3BIK.

Bam naBHO mopa o0paTuThCs K 3yOHOMY Bpady.

Jaxxe ecny Obl BbI TO3BOHUIIN MHE BUEpa, ST HE CMOT OBl IIPUITH.

OOuzaHo, 4TO 5 HE YBIKY Ballly BHICTABKY; MEHS YK€ B 3TO BpeMs 31€Ch HE OyaeT.

Ecnu 051 51 ObLT XyTOXKHUKOM, s OBI 00513aT€IFHO HAPHCOBAJ IIOPTPET STOTO YEIOBEKA.

Xaib, 4TO THI He MoIIeN ¢ HaMH B Teatp. S yBepeHa, TeOe Obl MOHPABUIICS CIIEKTAKIIb.

Ecnu Ob1 moe3 1 BoIIIEN BOBpeMs, OH MPHOBLT ObI B MOCKBY 3aBTpa paHO YTPOM.

Pexuccep pacopsaauics, 4To0bl BO BpeMs PENETULIMH B 3aJ1 HUKOT'O HE BITYCKAJIH.

Bawm He kaxxeTcsi cTpaHHBIM, YTO OHA 3a0bUIA O TAKOM BayKHOM Jieiie?

OHn mocMoTpen Ha MEHs TaK, Oy/ATO HUKOTIa paHbIle MEHsI HE BHICIL.

Moii coBeT BaM — CKa3aTb HECKOJIBKO CJIOB 00 aBTOpe, NPEXIe YeM Bbl HAUHETE TOBOPUThH O CAMOM KHUTE.
Uro OBl BBI ClIealu, eciu OBl 1 00paTHIICS K BaM 32 COBETOM?

Onu ObI 3aMETHIIM ATy OLIUOKY, € Obl ObLIH 0OJiee BHUMATEIBHBIMHU.

Ecnu OBl TONBKO MBI MOTJIH YOGITUTH €0 HE Ye3KaTh!

[Touemy BbI HE TO3BOHMIN MHE? $| OBI IPUIIIET W TOMOT BaM.

S pemmin pacckaszarb cecTpe 0 CBOEM HAMEPEHHH yeXaTh, YTOObI OHa He BOJIHOBAJIACh, KOTJIa YTPOM
0OHAPY)KHT, UTO MEHS HET.

3aganue 2 . Ilepedpasupyiite cieayouue NpeaIoKeHNs € UCIOJb30BAHNUEM CPEACTB BBIPAKEHUS
HepeaJbHOCTH B MPUAATOYHBIX NpPeAT0KeHHAX.

They did this hardest job as if playing an amusing game.

But for his tender eyes his face would seem almost cruel.

It is a pity that you were not present at our party yesterday.
The competition would have taken place even in cold weather.
He thought it time to close the debate.

3ananme 3. /laiiTe pa3BepHyTHIii oTBeT Ha caexywmuii Bonpoc: What would you do if today were the
first day after you’ve passed all your winter exams?

KonTpoabnas pabora
Tembl 1-2. «Kateropus Haxyionenns. CociaararejbHoe HAKJIOHEHHE»

Bapuanr 2.
3ananue 1. IlepeBenure ciaenyroniue NpeaIoKeHUs] HA AHIVINHCKHIA S3BIK.

He nopa nu Ham 00patuth cephe3HOe BHUIMaHUE Ha STOT BOIIPOC?

Omn OBI BEIIOJTHUII 3TO 3a7aHue, TaXKe eclIid Obl OHO OBLJIO BIABOE TPYIHEE.

XKaib, 9TO 51 HE CMOTY IPOBECTH C BAMH OTH JIETHUE KaHUKYIBI. S yesxkaro Ha craxxupoBky B CIIA.

Ecnu OB BB MOCITyIIIAMA COBETA Bpaya, BBl IABHO ObI BEI3JIOPOBEIN M CMOTIIH OBl TIOWTH C HAMU HA KOHIIEPT.
Ona nosasierna, 4To yoMsiHyJIa MOe UMs B €ro IPUCYTCTBUH. Sl yBepeH, 4To HHAYe OH HUKOT/Ia U HE BCIIOMHII
051 000 MHE.

Ecnu Ob1 OH IOCTYNUII B MHCTUTYT YETHIPE T'OJIa Ha3aJl, OH YXKe OKOHYMI OBl €ro B OyayIeM roay.

Komuccus notpeboBaia, 4To0bI 3TOT BOIPOC 0OCYAHIN Ha OTKPHITOM COOpaHHH.



CTpaHHO, YTO BbI HE TIOHSJIM JICKIHIO, OHA ObljIa OYEHBb IIPOCTasl.

Uro ¢ Bamu? Y Bac Takoii Buf, Oy/ITO BaM HEXOPOIIIO.

Ero npeosxkenue CBOAMIOCH K TOMY, YTOOBI HOBBIC (haKThl TAKXkKe ObLTU MPUHSATH BO BHUMAaHUE.
Ecnu Bapyr cHOBa mpueaeTe B HAIl TOPOJI, HEMPEMEHHO 3arJITHUTE K HaM.

Br1 Ob1TH OBI HEAOBOJIBHEI, €CITH OBI S HE TIPHUIIIEI?

Ecm Ob1 51 cmbImman mporao3 moroast! S ObI 3aXBaTHUT TUTATIL.

OH 0YCHb aKKypaTeH U HH 3a YTO HE OMO3/[a)I Obl 0€3 MPUYNHBIL.

Omna cnemana Buj, OyITO HIIET YTO-TO B Oymarax, YT00bI HUKTO HE 3aMETHJ €€ BOTHEHHSI.

3ananue 2 . [lepedpaszupyiite cieayonue NpeaioKeHUs ¢ HCMOJIb30BAHUEM CPEICTB BhIPAKeHUs
HEpeaJbHOCTH B IPHAATOYHBIX MPeIJI0KEeHHIX.

I am sorry to have bothered you about such trifles.

The pudding would taste better for some more plums.

I should have never believed it, but | saw it with my own eyes.
After the bath he felt as if born anew.

I would never complain in your place.

3anaunne 3. JlaiiTe pa3BepHyThbIii 0TBeT Ha ciaenywmuii Bonpoc: What would you do if today were the
first day of your summer holidays?

KonTpoasnas padora
Tembl 3-4. «MoaajbHbIe IJ1aro/bl. MogaabHoe €10B0, YaCTHIA, NPEJIOT, COI03 M MeKI0MeTHe»

Bapuanr 1
3ananue 1. IlepeBegure ciaeqyronye NpeaIoKeHUsI HA AHITHHCKHIHA A3BIK.

Ecnu Ob1 MBI TOEXaJIM BEUEPHUM MOE3/I0M, MBI MOTJIH OBl OTIO3/1aTh Ha TAPOXO/I.

Bo3moxkHO, oHa ObLIa Ha KOHIEPTE, HO 5 €€ He BUJIE.

HanpacHso TsI cka3ana eii 06 stoM. Tebe crnenoBano Obl IPOMOITYATb.

He mMosxeT ObITh, YTOOBI OH HE CIBIILAJ O HAllleM PEeLICHUH.

Jeneranus A0/mKHA ObUIa IPUIETETh 14-ro HOSOPS, HO M3-3a IJIOXOW TOT'0JIbI PEHC MPUIILIOCH OTIIOKHUTH.
Heszauem Bam Obu10 IpHe3xath Tak pano. KondepeHus qomKHa HadaThes TOIBKO Yepes 2 Jaca.

OH, 10JKHO OBITH, HE IPUTOTOBUII IIEPEBOJ 3apaHee. Teneps eMy, BEPOSITHO, IPUAETCS IPOBECTH B
OubiIMoTeKe Bech 3aBTPAIIHUI JICHb.

C xakoii cTaTH st JOJDKHA UATH B Mara3uH? Thl MOT OBl CaM KyNHUTh YTO-HUOYAb K 00€/1y, ThI K€ 3HAJI, YTO S
HEBa)XHO ce0s 4yBCTBYIO.

MHe HHYETo Ipyroro He OCTaBajloCh, Kak MPU3HATH CBOIO OLITHOKY.

Kak 161 cMeens Tak pa3roBapuBath ¢ MaTephio?

Tr1, HaBepHOE, poronoaaics. [Ipunectu Tebe yamky yast u OyrepOpox

TrI cMor HaliTh HyXkHYy!0 KHUTY? Cripocu y J»oHa. OH NOIKEH 3HaTh, B KAKOM KHHKHOM OHa IIPO/IaeTCsl.
OH cka3zai, 4To eMy MPUAETCS yeXaTh depe3 HECKOJIBKO THEH, HO MBI M CIyIIaTh HE XOTEIH.

MHe *xajb, 9TO OH TaK IJIOXO JyMaeT 000 MHe.

«Croii r1ie crouub!»,- B OelIeHCTBE KPUKHYJIAa OHA. S MOHAJ, YTO MHE JIyHIIe MOCTYIIAThCS.

3ananue 2 . BoINOJHUTE YACTUYHBIN MepeBO/ CJAEAYIOINX MPeaI0KeHu .

I had never ceased to write to Peggotty, but (momxro 68ITE MpoIILIO) SEVeN years since we had met.
(Mory nu s cnenats) as I like or (s1 moymkHa caenath) as you like?

“I’m sorry about Mabel,” said Isaac. Lanny shrugged: “I suppose it (1omkHO ObLTO CITy4nTHCS).”
Somebody has been talking; (kTo 6s1 3T0 MOT OBITB)?

Frequently he (moxxHO 65110 3actaTs) in the garden bent over his flowers (2 variants).

3ananue 3. CocTaBbTe CUTYallH C UCNIOJIb30BAHMEM CJIEIYIOIINX BhIPAsKeHUH:
shouldn’t have gone



needn’t have gone

KonTpoabnas padora
Tembl 3-4. «MopaJjbHble 171arojbl. MoaaiabHoe CJI0BO, YACTULIA, PEJIOT, COI03 U MEKIOMeTHEe»

Bapuanr 2
3aganue 1. llepeBeauTe ciieayouiue NpeaIoKeHUs HA AHTJIMIICKUIA A3BIK.

T Takol Heykmoxuid! Tol Belb 4yTh HEe pa30Mil MaMUHY JIIOOUMYIO Basy!

Bo3M0XHO, OH IPUTOTOBMII TIEPEBOJ], 3apaHee.

Tebe e cronio Tak cebs Bectu. OHa, JOIKHO OBITH, O0UIEIACE.

Hey»xenu Bbl uM He coobmmum o ero npuesae? Bam cnenoBano Ob1 cpa3y UM O3BOHHTS.
AHzpei oKeH ObUT IpuexaTh BUepa, HO ero cecTpa NO3BOHMIIA U CKa3aJla, YTO OH HE CMOKET IIPUEXaTh.
Oxa3zanoch, 4To 5 3ps CTOSUI B OUEpeIH 3a OueTaMu: 1 MOT OBl 3aKa3aTh UX IO TeaeQoHy.
Emy nake He HY>KHO ObLIO Ha3bIBATH CBOCH (hPaMHIIMU: €TO U TaK BCE XOPOIIO 3HAIH.

S Buepa xonuna B kuHO. U Kak Thl JyMaellb, KOro s Tam BcTperuia? Koneuno AHny!
Ckaxu eMy, YTO OH MOT ObI OBITh 00JIee BHUMATEIIbHBIM K CBOMM CTapbIM JIPY3bsM.

He nepexwuBaii. B koHIle KOHIIOB, Aienia 0OCTOSAT HE TaK yXK IJI0XO.

MoskeT Te0s1 IPOBOIUTH 110 JoMa? 51 POCTO HE MOTY OCTaBUTh TEOS OHY.

OH He ocMmenuBaeTcst MPOCUTh Te€0s1 00 3ToM. OH IyMaeT, YTO ThI BCE €LLE 3JUIIECS.

He Gecmokoiitecs, s 00emIaw yCTPOUTh BCE Tak, Kak Bbl XOTHTE.

He nonumaro, ¢ 4ero 3To oH pemui cro1a IpUnTH.

S mpocTosut ABa 4aca 1o HaBecoM, HO JJOXK/Ib M HE TyMaJl peKpaiiacs.

3ananue 2 . BoInoJHUTE YaCTHYHBII NEePEeBO CIETYIOIIUX NMPeIJI0KeHUT.

“Now listen to me!” he said; “T’1l tell you a few things that you (momxen 611 651 cripocuTs) before starting
out.”

Mr. Barkis, the carrier, (momken 611 3aexathb) for me in the morning at nine o’clock.

(Heszauem ObL10 BosTHOBaThCs), everything has turned out all right.

Lanny opened his eyes and looked at the smiling young woman, who leaned over him. (3to, BeposiTHO,
Meii6n).

I believe he was always afraid they (moryt mocmesitbes) at him.

3aganue 3. CocTaBbTe CHTYAIHH C HCNOJb30BAHNEM CJICAYIOMIUX BbIPAKCHUIA:
Should have come
Was to have come

KonTpoabnas padora
Temsl 5-7. «<Heamunsbie ¢popmbl rinarona. Uapunaurus. I'epynauii. llpuaactue»

Bapuanr 1.
3amanme 1. BeraBpTe “t0” roe Heo0OXoamMo

Do you think I plan ... spend the rest of my life in the same situation? I’d rather ... die!

I’ve never known him ... be so jealous.

She could not help but ... feel a little chocked for breath.

He gave a quick grin that made his lean twisted face ... look more lean and twisted than ever.
I felt my blood ... freeze.

Ever since I came into this silly house I have been made ... look like a fool.

Not ... go back was awful.

You’d better ... take me back to Oxford.

I would ... die sooner than ... ask him for another penny.

Why not ... start up our own business?



3aganue 2. PackpoiiTe cko0KH, MOCTaBbTE IJ1aroJl B COOTBETCTBYIOIIYI0 GopMy (MH(PUHUTHB WM
repyHamii).

He is capable (to do) things you would least expect of him.

I regret (to say) | am not coming.

He would not stop (to ask) questions until he thought he was clear about everything.
She showed no sign (to impress).

He hated (to remind) people of their duties or (to remind) of his.

Mr. Snodgrass was the first (to break) the astonished silence.

The equipment must go through a number of tests before (to install).
You never mentioned (to speak) to them on the subject.

You can’t be serious (to make) me such a proposition.

We called after him, but he didn’t even stop (to turn) his head.

This is not the way (to talk).

She is much too old (to go) climbing as she used to.

Mary deserves (to punish).

Why (to go) in that matter at all.

You can hardly count (to find) everything as you would like it to be.

3ananme 2. BeraBbTe NOt maam without mepen poopmoii riiarosia, okaHYMBaloIIerocsi Ha — ing.
... waiting for an answer, he turned round and walked out.

I tried to catch his eye but he sat motionless, ... looking in my direction.

They jumped at the proposition, ... thinking of the consequences.

The wind had been blowing for many days ... seeming to stop.

The young man asked me all kinds of questions ... concealing his curiosity.

He never signed a paper ... having thoroughly read it out.

The door stood ajar, and we entered ... knocking.

3aganue 3. Ilepeseanre cieayomue MNpeAIoKeHU HA AHTIHICKUI SI3BIK.

OTOT 1IaHC 03HAYAET IBWKEHHE BIIEpEI.

Kynute 3TH akuuu Bce paBHO, UTO BRIOPOCHUTH JIEHBIH Ha BETED.

MSITrKO roBops, OH OKa3ajcsi HeHAAEKHBIM YEJIOBEKOM.

OH yexai, yToOB!I y’K€ HUKOT/1a HE BEPHYThHCS.

51 o4yeHp ynuBWICS, OOHAPY>KKB, YTO OH MPOJAN BCE, YTO Y HEro ObUIo, U yexan B AepeBHi0. [lymaro, korna-
HUOYIIb OH MOXKAJIEET, YTO CAEIal 3TO.

becrnione3Ho npocuts €ro caenaTb CKUIKY.

EMy Ba)kHO IIPOM3BECTH XOpOLIEe BIIEUATICHUE Ha COOECEeTHUKA.

51 He MOTY MTO3BOJIMTH ce0e KYIHUTh TaKyI0 JOPOTYIO MAIIHHY.

Kaxxercs, oH paboTaeT HaJ MPOEKTOM YK€ MHOTO HEJIelIb, U IOCTHUT ONPEAETICHHBIX PEe3yJIbTaTOB.

Tsl poOoOBa Jatk 0OBSBICHUE B ra3ery?

51 Gorock cliaBaTh HK3aMEHBI, IOTOMY YTO OOIOCH MOIYYUTh TUIOXYIO OLIEHKY.

MBI cipllIaiy, 4To OH npopadoTai 34ech A0 IMEHCHH.

51 mompocwit cekpeTapsi HaredaTath TPU IHChMa, W elle s MONPOCHI POUH(GOPMUPOBATh MEHS O TpUE3/Ie
JeJIeTalyy.

OTKpOBEHHO TOBOPSI, M0JATAIOT, YTO LIEHbI HAa He(Th BBIpAcTyT Ha 15%.

Brutesast u3 MammHel, st CIIOTKHYJIACH U yIIaia.

41 Bomien u yBuzel, 4To Bce OBUIO TIEPEBEPHYTO BBEPX JTHOM.

HeBo3moxHO yOeauTh ero coriaacuThes Ha Hall IiaH. KaxkeTrcsi, OH IpocTo He MOHUMAET, Yero Mbl XOTHM.
Kak macueTt Toro, 94To0bI clienaTs CTPHKKY?

S npoTHB TOTO, YTOOBI Ha3HAYaTh [[3BHa GUHAHCOBBIM TUPEKTOPOM.

U uto eme xyxe, s 4yBCTBOBAJ, YTO OH OYJET OTPULIATH, YTO COBEPIIMJI 3TO NPECTYILICHHE.

KontpoanHasi padota
Temsl 5-7. «<Heqmunsbie ¢popmbl riaarona. Uapuantus. I'epynanii. [Ipuaactue»



Bapuanrt 2

3aganue 1. BeraBeTe “f0” rae HeoOXoamMo .

You know there’s nobody in the world I would rather ... work with or ... have great respect for.
She opened the iron gateway and made me ... enter.

I want ... look at him and hear him ... talk.

Abe let the hammer ... drop out of his hands and ... fall on the step.
I thought that I had better ... try ... speak openly myself.

All ITwant ... dois ... help you.

We can’t get them ... prepare the report.

They ought ... have asked my advice.

I knew that ... be true.

Alice was never heard ... behave like this.

3ananne 2. PackpoiiTe ckoOKH, IOCTaBbTE IJIAr0J B COOTBETCTBYIOINYIO GopMy (MH(PUMHUTHB WJIH
repyHamii).

I regret (to miss) the show.

He is quite able (to take care) of himself.

I don’t like your way (to talk).

After saying a few words about the author himself, the lecturer went on (to speak) of his works.

Mary deserves (to punish).

It’s no use (to argue) when the matter is settled.

He had some difficulty (to control) his temper.

I am glad (to introduce) to you.

Look how animated they are! It must be nice (to dance) like that.

She was eagerly looking forward (to give) the leading part to play that she was greatly disappointed (not
even to offer) it.

His time was up, but he still went on ( to talk)

I am sorry (to disappoint) you but | did not mean anything of the kind.

| hate (to bother) you, but the man is still waiting (to give) a definite answer.

They didn’t show the slightest desire (to accompany) us.

They don’t recommend (to visit) this exhibition

3aganue 3. PackpoiiTe ckoOKH, MOCTaBbTE IJ1aroJ B COOTBETCTBYIOIYIO GopMy (MH(PUHUTHB WJIH
repyHamii).

... waiting for an answer, he turned round and walked out.

I tried to catch his eye but he sat motionless, ... looking in my direction.
They jumped at the proposition, ... thinking of the consequences.

The wind had been blowing for many days ... seeming to stop.

The young man asked me all kinds of questions ... concealing his curiosity.
He never signed a paper ... having thoroughly read it out.

The door stood ajar, and we entered ... knocking.

3ananmue 3. [lepeBeaure ciaenywuiue NpeaaoKeHUs HA AHTTHICKUA SI3BIK.

ITpomie roBops, s X04y, YTOOBI BCE CAETAIH TaK, KaK s CKa3all.

Boiins B cBoit kabuHET, 6OCC MEPBBIM JIEIOM TIPUKA3al IPUHECTH Kode.

U uto eme xyxe, s 4yBCTBOBAJ, YTO OH OBLI MPaB.

Korna st mpoxouit mo Kopuiaopy, s BUeI, 4To MapH Moka3bBasia IOCETUTEISIM 3aBO/I.
[Tomaratot, 4To TOBap OBUI 3aCTPAaXOBAH HEIENIO HA3al.

Ckazatsp 1o mpasJie, 1 He IOMHIO, YTOOBI 1 TOBOPHJIA YTO-THO00 NOJ00HOE HAa KOH(EPEHIIHH.
4 coxanero, 4To yIijia co cTapoi paboThI.

Huuro He cMOXeT ynepkaTh MEHS OT pa3pabOTKH ITOTO MPOESKTA.

Mg1 GomMmces BKIIAIBIBATh ACHBI'H B POCCHHCKYIO IIPOMBIIUIEHHOCTb, T.K. MBI OOMMCSI IOTEPSITh CBOH ACHBTH.
S 1eb4 ¢ Tpynom nonumaro. Ho s BIKy, 4To ¢ T0OOH OECCMBICIIEHHO CIIOPUTH ceidac.

JI71st Hero BayKHO 3alIOMHHTH BCe LU(PHI, yITOMUHAEMbIE B MaTepHae.



S caplman, Kak B TOJIE YIIOMSHYIIH UMSI MOETO JpyTa.

Kazanocs, Hai 60occ Bce MOHSUT yKe TaBHO.

CraB Bce TOKYMEHTHI B CPOK, Maiik Hayall TOTOBUTHLCS K BCTYMUTEIbHBIM YK3aMEHAM.

BocnuTaHHEIN B TUIIIMHE U TIOKOE, OH TSHKEIIO MPUBBIKAT K TOPOACKON SKH3HH.

Kopoue roBopsi, Halll TUTaH COCTOUT B TOM, YTOOBI BBITECHUTh KOHKYPEHTOB C PHIHKA.

Kax HacgeT Toro, 4To0sI IPOIOIKUTE OOpa30BaHUe 3a TPaHUIICH?

HeBo3M0xHO HayaTh HOBYIO PEKJIIAMHYIO KOMITAHUIO, TAK KaK Mbl IOTPATUIN BCE JCHBIU HA TTOKYIIKY
HOBOT'O 000pyIOBaHMSL.

A s yxe u 3a0BIJI, YTO MBI TO3HAKOMUJIFICHh KOT/Ia-TO.

W uro emg xyxe, st 00FOCH UATH HA 3K3aMEH, IOTOMY, YTO OOFOCh MPOBATUTHCSL.



KonTposbHas padora
Tembl 8-10. «Cunrakcuc. Ilynkryauus. PeyeBoii 3 THKET»
Bapuanr 1.

3aganue 1. Onpenenure TUN CEMAHTHYECKUX OTHOIIEHUI MY 3JI€eMEHTAMH CI0KHBIX
npeioKeHu (KOOpAUHALMS, CYOOPIMHALUS, PEeANKALMSA).

Polly will be offended if you go off to a hotel instead of accepting her hospitality.

There were muffled voices and footsteps, and the door opened on a plump middle-aged woman in slacks and
a hand-knitted yellow sweater.

She was trembling as she stopped talking.

33II3HI/I€ 2. HonqepmmTe COIO3bI, UCITOJIB3YyEMbIC 1JIA MPUCOCANHCHUSA NMPUAATOYHBIX BPEMEHH K
TJIABHOMY IIPEJI0KEHUI0.

I can be happy anywhere as long as I’'m with you.

“Just wait till Dad gets home”, she shouted without thought.

It’s a long time since I’ve seen you boys.

I suggest to him a course of lectures on native policy, that sort of thing, before they arrive in the country.

3aganue 3. JlonoJHUTE ciIeAyIOIIHE MPEIJI0KEHHs], PACKPBIB CKOOKH.

I wondered what... (to mean)

I understand they... (to come)

I don’t see why ... (to apologize)
You remember how ... (to promise)
I know that... (to return)

I told him what ... (to discuss)

I feel that ... (to know)

I take it that .... (to be in the know).
I wish we ... (to stay)

He suggested ... (to have lunch).

3ananue 4. IlepeBenure cieayoume NpeioKeHHsl HA AHTIIMICKHIT sI3bIK, Henoab3ys the Complex
Object and Complex Subject.

N3BecTHO, 4TO TOBap OBLI 3aCTPAXOBaH B MPOILIYIO MSATHHUILY.

OHa 0XHJIaeT, YTO OH MPHJCT CIOJIa M MMOMOXKET ei nepeycTtaHoButh Word.

A npenmnoinarato, uto Hamemy 6occy et 50.

[Touemy BEI He TOTIPOCHIIH, YTOOBI BaM JTAJIA KOTIHIO JTOKyMEHTa?

OH 3HaJI, 4YTO MBI JIOCTATOYHO OMBITHBI, YTOOBI CZCNIaTh 3Ty padoTy.

IIpennonaraercs, 4To HOBBIA KOHBEWEP BBEAYT B SKCILTyaTal[MIO Ha CJIENYIOIIECH Heaee.
Ton-mMeHexep MpHKa3al 3aKOHYUTE padoTy 10 4 4acoB Beuepa.

4 npennonararo, 4To KOHTPAKT OyAET MOAINMCAH B OmkaiieM Oyayiem.

Kro paspemmn pasrpy3uts ToBap? - OuH U3 BallinX MEHEIKEPOB MPHUKa3al Pa3rpy3uTh CYJIHO U OTIPABUTH
TOBap B TOPOJ.

T'oBopAT, 4TO 3TOT NEPEBOAUMK OUEHB XOPOIIO 3HAET KUTaiickuil. OH NEPBOKIACCHBIA CHIEIIUAUCT.

3ananmne 5. PaccTaBbTe 3HAKU NPENUHAHNUS B CJIEIYIOIIUX MPeII0KEHUIX:
Come and see me if you are ever in London

It is quite natural that you should want to meet your father

His wife was a tall elegant woman

It’s a nice idea but there are a lot of if’s he answered

I lent him The Old Man and the Sea which is really easy to read

He was the first man to swim the Bosporus | believe

I’d like to congratulate them but I don’t know when I’ll see them again

If I get a job I’ll be able to pay off my debts



KonTtposashas padora
Tembl 8-10. «Cunrakcuc. Ilynkryauus. PeyeBoii 3 THKET»

Bapuanr 2

3aganue 1. OnpenenuTre TUN CEMAHTHYECKUX OTHOIIEHUI MY 3JI€eMEHTAMH CI0KHBIX
Nnpe1oKeHuil (KoopaAuHaus, Cy0OOpAUHALMSA, TPeIUKALMS).

The minute the door closed | felt alone. | felt so alone it was ridiculous.
What was certain was that | could not sleep again.
I understand all that but what | want to know is whether or not you have lost faith in me?

3ananmue 2. [loguepKHHTE COI03bI, HCMOJIb3yeMble 15l IPUCOETHHEHUS MPUIATOYHBIX BPEMEHH K
IJIABHOMY IIPeIJI0KEeHHUIO.

Mary looked at Tom, but he hardly ever talked when his mother was there.

He came in from the balcony just as she was screwing silver rings on to her ears.

I had a good look at the map while you were sleeping.

“Will you be long, Halt?” — “No, I’ll be back as soon as I’ve finished briefing Andrwes.”

3ananue 3. lonoiHuTE ciaeqy0OIue MPeaIoKeHHsl, PACKPBIB CKOOKH.
I wondered what... (to mean)

[ understand they... (to come)

I don’t see why ... (to apologize)
You remember how ... (to promise)
I know that... (to return)

I told him what ... (to discuss)

I feel that ... (to know)

I take it that .... (to be in the know).
I wish we ... (to stay)

He suggested ... (to have lunch).

3ananue 4. IlepeBenure cieayoume Npeio:KeHHsl HA AHTVIMICKHIT sI3bIK, HenoJb3ys the Complex
Object and Complex Subject.

Coo01aroT, 4To TOBaphl HA SKCIOPT OKUAAIOT OTHPaBKH (shipment) yxKe HECKOIBKO JHEH.
Ona paspernia 0TocnaTh NPOOHYIO MapTUIO TOBapa B POSHUYHBIE Mara3uHsbl.

S cunraro, 4TO 3TOT YEIOBEK OYECHb ONBITHBIA COTPYIHUK.

MBI HUKOT]Ia HE 3HAIIW, YTO OH BOPYET 3aracHble YacTH CO CKIIaJIa.

OUHAHCOBBIN IUPEKTOP MPHKa3al CAATh BCE OTUYETHI JO YETBEPra.

51 mpejmonararo, 9To KOMIAHKSI CKOPO 00aHKPOTUTCSL.

OO0BSBUIN, UTO €T0 HA3HAYWIN JUPEKTOPOM KPYITHOTO 3aBOJIA.

['maBa KOMIaHWM pa3pelIniI BHIAATH 3apIiaTy paboymM.

A nporry cooOIMT MHE O JTIOOBIX U3MEHEHUAX B BAIIMX IUIAHAX.

W3BecTHO, YTO OH MPHUIEPKUBACTCS APYTrOro MHEHUS IO TOMY BOIPOCY.

Ilynkryanus

3ananmne 5. PaccTaBbTe 3HAKU NPENUHAHNUS B CJIEIYIOIIUX MPeII0KEHUIX:

She works for a company that organizes adventure holidays
Having made that decision we turned our attention to other matters
If you are ever in London come and see me

It looks rambling dirty and strange

Where is the book | bought yesterday

I believe he is the first man to swim the Bosporus

Quite honestly | think you should leave your job

It’s nothing he gasped I’ll be all right in a minute



KonTtpoasnas padora
Tempbl 1-2. «Kapbepa M0J1010T0 cienuaaucTa. MequiuHa 1 31paBoOXpPaHeHHe»

BapmuanTt 1
3ananue 1. Hanumure Tpu ¢popMbl HepaBUJIbHBIX IJ1Ar0J10B:
to wear, to shake, to rise, to hold, to break, to quit, to mean, to win, to sell, to strive.
3ananmne 2. [lepeBeanTe TeKCT HA AHTVIHICKUI SI3BIK, HCIIOJIb3YSl AKTUBHYIO JIEKCUKY.
Kowmnara na uepnake. (The Skylight Room.)
(ITo pacckazy O. I'erpmn.)

Muccuc Ilapkep - Bnagenunua mebiaupoBaHHbIX kKoMmHAT (furnished apartments) B oqHOM U3 cambIx
IIYMHEIX U GemubIX paitonoB Heo-Hopka. Korma ouepemHoii mOceTHTeNh NPMXOMMI K HEll B MOHMCKAX
KBapTHUPBI, OHA OOBIYHO IIOKAa3bIBajla €My CHayajla camble IOporue KoMHathl. [loaroMy nmoceturenn oObIMHO
OTKAa3bIBAJINChH, YTO HEMPHITHO YAUBIIIIO XO3SIHKY, ¥ € HUYero He 0CTaBaJIOCh, KaK MPEJIOKUTH IIOCETUTEIIIO
camylo JICHIEBYI0 KOMHATY - KOMHATy Ha Yepiake.

OpHaXXOp! B MIOMCKaX KOMHATHI 371€Ch MOSIBIJIACH MOJIOACHBKas neBymika, mucc Jlucon (Leeson). Y
Hee, Kak U y APYrux moceturened M-c [lapkep, He 0110 HamepeHus mnatuth $12 B Mecsi 3a xwuibe (lodging).
Omna Toe MOTJIa TI03BOJIUTh ceOe TOJIbKO KOMHATY Ha YepAaKe.

KpoxoTtHas komHaTymika, B KOTOpyio ciyxkanka (maid) m-c Ilapkep mnpoBommia AeBYIIKY,
MPOM3BOAMIIA TAKOE y)KAaCHOE BIEUATJICHHE, YTO OCIHSKKA B KOTOPBIH pa3 Moxajesna, 4To y Hee HeT JEHEr.
3aro, mogymana mucc JIMcoH, Kor/ia HOUbIO B JIOME TacsT CBET, Yepe3 OKHO B MOTOJKE, JOJKHO ObITh, BUHBI
3BE3/IBI.

Camoii IpKO U3 ATUX 3BE3[l OHA Jaxe Jaja uMms - Yuuu /[KekcoH.

Ocenbto mucc JIMCOH yBOJIHIIH C pabOTHI, HO 3TO HE BBI3BAIO COUYBCTBUS Y M-C [1apkep. [ToaTomy Bce
JEHBIH, KOTOPBIE YIAIOCh CIKOHOMHTB, NEBYIIKE MPUXOAWIOCH OTAaBaTh 3a KBapTupy. OHa rojiozpania.
Opnaxasl HOYBIO MHcc JIMCOH modyBcTBOBania cedsi ocobeHHO TI0Xo. /leBymka mocMoTpena Ha HEOO W
IpoLenTana;

- IIpomaii, Yumnu Jxxexcon. bonbiie s Te0s He yBHXKY. XOTSA, BO3MOXKHO, TeOE yiKe HAI0CI0 MOE
o011ecTBo.

YTpoM ciyxaHKa BbI3Bala CKOpyro. MononoMmy Bpady, BeIHEcCIIeMY MucC JIMCOH M3 KOMHAThHl Ha
yepjake, ObUIO TPYIHO CAEPIKATHCS, YTOOBI He CKa3aTh M-C [lapkep kakyro-HHOyab pe3kocTh (to use sharp
words to smb.).

Ha crenyrommii neHb B razere HosBWIACH 3aMeTKa 00 3ToM mpowuciiecTBud. OHa 3aKaHYMBAIACh
cnoBamu: «Jloktop Yunesam JxekcoH, okazaBmuii nepsyro nmomoins (the ambulance doctor, who attended the
case), yTBep)KIaeT, 4To OOJIbHAS BBI3ZIOPOBEETY.

3ananue 3. JlaiiTe pa3BepHyTHIii 0TBeT Ha caeayommii Bompoc: Why is it not always easy for a
beginning specialist to make a career.

KonTtpoasnas pabdora
Temsl 1-2. «Kapbepa Mmosoforo cnenuaaucta. MeaMuuHa U 31paBOOXpaHEeHHe)

Bapuanr 2
3aganune 1. Hanumure Tpu (popMBbI HeNPaBUIBHBIX IV1ar0JI0B:
to shine, to buy, to choose, sit, to pay, to cost, to fight, to beat, to fall, to keep.

3ananue 2. [lepeBeauTe TEKCT HA AHTJINHCKHUIA SI3BIK, MCMOJIb3YSl AKTHUBHYIO JIEKCHKY.
[Tocnennuii oucr.
(ITo pacckazy O. I'enpn.)
Sra ucTopus mpousomnuIa B mpuropoae Hero-Mopka, koTopsrii B Hauane 20-ro Beka ObLT 3acereH (to
be inhabited) GemHBIME XyIOKHHUKaAMH U MY3bIKAHTaMH. B OJHOM M3 ero ITOMOB CHHMAJId MacTEPCKYIO
(studio), ogny Ha mBomX (to share), nBe mompyru; Cero (Sue) u [xoucu (Johnsy). /[xoHcu Obuta Takoi
MaJICHBKOW ¥ XYICHBKOM, YTO BBITIISZICTIA TOPA3I0 MOJIOXKE CBOUX JIET.
Onmnaxxapl oceHpio JPKOHCH cephe3Ho 3a0o0ienia BocaieHneM JieTKuX. BeTpeBoxkenHas Cpio pemiia
nokasath noapyry Bpauy. [locie ocMmorpa mokTop ckaszan. Cblo, YTO CHIIBHO COMHEBAETCS, YAACTCS JIU eMy
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BBUTCUNTH J[PKOHCH. « MHE XOpOIIIO 3HAKOM 3TOT CITy4ai, - cka3aja JOKTop, - Eciu 661 J[)KoHCH XOoTemna, oHa
JlaBHO OBI BEI3MOpoBena. Ho 6ema B ToM, 9TO i He XBaTaeT JIOOBU K KUZHI.

Korna Ceto BepHynach B KOMHATy OJIPYTH, OHA YBUJEJNA, UTO JAEBYIIKA PUCTAIIBHO CMOTPUT B OKHO
Y CUUTAET JIUCThHA, O0JICTAIOUINE CO CTAPOTO AEPEBA, POCILIETO BO IBOPE Y KUPIUYHOW CTEHBL. <« xay, Koraa
ynageT MOCJIEeHUH JIUCT, - mpowenTana J[>KoHey, - 51 ympy BMecTe ¢ HUM. S yXe JaBHO MEUTar0 NOKUHYTh
3TOT MHP».

Chlo cTomino OonpIInX yewinid yoeauTs noapyry noapemars. Koraa JI>KOHCH HaKOHEI TOTPY3UIIach
B TSDKeNbIid coH, ChI0 BBINIIA W3 KOMHATHI W HANPaBUIIACh K WX COCENY, CTApOMY XYAOKHHUKY-HEYIaUHUKY
(unsuccessful artist) bepmany (Behnnan), aTo0b1 mogenuTbCs ¢ HUIM CBOMMU ITEPEKUBAHUSIMIL.

Ha cnenytromee yrpo Ceio yBHJI€Nna, 9YTO, HECMOTPS Ha JJOKAb U BETEP, OJIUH JIUCT BCE KE OCTAJICS Ha
JiepeBe. Y IMBUTENBHO, HO OH HE yTajl HU Ha CIEAYIOIINN JeHb, HU Yepe3 HEeN0, KOTAa BCe AEPEBbs BOKPYT
y’Ke OBLITH TOJIBIE.

JxoHcu BeI3nopoBena. OKa3aloch, YTO YyAECHBIA JIMCT HapuCcOBall Ha cTeHe cTapuk bepman. OH
yMep HECKOJIbKO AHEW CIYCTs OT MHEBMOHUHU, KOTOPYIO MOJXBATHII, KOTJa PUCOBAJ MO JT0KJAEM IOCIIETHUMI
JHCT. DTO OBLT €0 TUHCTBEHHBIH, HO MOMCTHHE TeHUANTBHBIH 11eieBp (masterpiece).

3ananue 3. JlaiiTe pa3zBepHyThIii 0TBET Ha caeayrommii Borpoc: A sound mind in a sound body.
Life’s not just being alive, but being well.
Health is better than wealth.

Keys

1. shine-shone-shone buy-bought-bought; choose-chose-chosen; sit-sat-sat; pay-paid-paid; cost-cost-cost;
fight-fought-fought; beat-beat-beaten; fall-fell-fallen; keep-kept-kept;

2.

The Last Leaf.

This story happened in a suburb of New York, which at the beginning of the 20th century was inhabited by
poor artists and musicians. Two girls, Sue and Johnsy, shared a studio in one of its houses. Johnsy was so small
and thin that looked much less than her age.

One autumn Johnsy fell seriously ill with pneumonia. Sue decided to have her friend examined by a doctor.
After the examination the doctor told Sue that he had grave doubts, if he would be able to cure Johnsy. The
case is familiar to me, - the doctor said. - If Johnsy had wanted to recover, she would have recovered long ago.
Bib the problem is that she is lacking in love for life.

When Sue returned to her friend's room, she saw that the girl was staring through the window and counting
leaves falling from an old tree, which grew in the yard near a brick wall. cTm waiting for the last leaf to fail, -
whispered Johnsy. -1 will die with it. I've been dreaming of leaving this world for a long time."

It was difficult for Sue to persuade her friend to doze a little. When at last Johnsy fell into a deep sleep, Sue
left the room and went to their neighbor, an old unsuccessful artist Behrman, to share her sorrows with him.
Next morning Sue saw that, despite the rain and wind, one leaf remained on the tree. It was strange, but the
leaf fell neither the following day, nor in a week, when ail trees around were naked.

Johnsy recovered. It turned out that old Behrman had painted the wonderful leaf on die brick wall. He died
several days later of pneumonia, which he had caught when he was drawing the last leaf in the rain. It was his
only masterpiece, but it v\ as a masterpiece of genius.

KonTtpoasnas padora
Tembl 3-4. «IIpodeccnonannsm, cTpeccoBble CHTYalliu Ha padoyeM MecTe. MeKIHIHOCTHOE
o0meHue»
Bapuanr 1

3aganue 1. Hanumure Tpu ¢popMbl HeMPaBUIbHBIX IV1ar0JI0B!
to find, to speed, to stroke, to lay, to drive, to lie, to laugh, to withdraw, to arise, to deal, to leave.
3analme 2. HepeBezmTe TEeKCT Ha aHIJIMiiCKuii SI3bIK, HCITOJIb3YyH AKTUBHYIO JICKCUKY.

Br1mo cemb 4acCcoB, Koraa KO(l)e BapujcCd, a CKOBOpOJKa Obla Ha IJIUTC, TOTOBAA IJIA KAPKU KOTIICT.
ﬂ)KI/IM HUKOI'Zla HE OIla3JbIBajl. I[eJma 3aBCpHYyJIa MMOAAPOK U BCPHYJIACh HAa CBOC MCCTO Ha KPACHIKE CTOJIA
PSIIOM C ABEPHIO, U€pPe3 KOTOPYIO OH BCeria BXoami B JoM. OHa cHjiesia HeToABMKHO, pa3ayMbIBast, OyayT I
IMOJIOKUTEIIbHO IMPUHATHI IEPEMEHBI B €€ BHCIITHOCTH. KOFI[a OHa YyCJibllIajla €ro Hmiaru Ha JICCTHHUIIC, OHa
HOGJ’IGI{HGJ’I&. Omna ObUIa Ha rpaHy MaHUKHW, HCCMOTPA HaA TO, YTO IMPEAINIPUHATIA BCC MEPBI TPECAOCTOPOKHOCTU
Mepea €ro MPUXOJIOM: TPH IOMOIIMM IIUMIOB IS 3aBUBKH OHA cieliaja cede Ha TOJIOBE TaKWe MUIIBIC
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KyZpSILLIKHY, 9TO CTajla IOX0XKa Ha IIKOJIbHUKAa-COpBaHLa. Y BU/IEB ce0sl B 3epKajie, OHa OCTaJIach JOBOJIbHA, HO
ceifuac Ipu 3ByKe €ro IIaros ee MpekHee MyXKEeCTBO Kya-TO UCIapHIIOCh.

Korga on nmomen no mocnenHeil CTyNeHbKH, e HEPBHI ObUIN YK€ Ha mpenesne. J{Bepb OTKpbLIach, U
Bowen JHxum.

OH BBITIISIIEN OYEHb XYNBIM U cephe3HBIM. EMy OBIIO TONBKO 22, a B €ro BO3pacTe WMETh JAEJO C
ceMeiHpIMU TpoOiieMaMHi OBUTIO Jalleko He JIeTKOM 3ajaveil, OCOOCHHO Korja y TeOs Mallo OmbITa B
COJIEp)KaHUH CEMBHU.

Kak Tompko J[)iM mepecTynui mopor, ero B3risia 3acThll Ha Jlermre. DTo ObUT KPUTHIECKH MOMEHT,
IIOCKOJIBKY OHA HE MOIJIa [IPOYECTh BBIPAKEHHUE €T0 IJ1a3 U 3TO €€ Iyrajo. JDTo ObUI HE THEB, U HE YAUBIICHHUE,
W HE OCYXK/IeHUE, U HEe Y)Kac, U HE OJIHA M3 TeX PEaKLHi, K KOTOPhIM OHa ce0s moaroToBmia. OHa KMHYJIACh K
HeMmy. «J[»KuM, Oporo, - BOCKIMKHYNa oHa. - He cMoTpu Ha MeHs Tak. S oTpes3asa BOJOCH M Ipojajia ux,
MOTOMY YTO HE MOTY OCTaBHUThH TeOs Oe3 momapka Ha PoxxmectBo! A Temeps TeOe irydie ymbIOHYTHCA U
MOXKeNaTh MHE CUACTIMBOTO MPa3AHUKA, TOTOMY YTO Y MEHS IS Te0S €CTh M3yMUTENbHBIN moaapok!» Ixum
BHUMATCJIBHO OI'IAA€]I KOMHATY. VY nero 6BIII TaKoM BU/I, 6YI[TO OH HC TIOHMMAJ, K YEMY OHa KJIOHHUT. 3arem
OH MpuIIeN B ce0s, 0CTaJl CBEPTOK U3 KapMaHa MaibTO U IIBBIPHYJ €ro Ha CTOJI. DTO OB MOAAPOK AJIs HEe.
Jlennma BOCTOP)KEHHO BCKPUKHYIJA M OBICTPO pa3jenanach ¢ YIaKOBKOW W JIGHTOYKOH. B TOT ke MomeHT
BOCTOPT' CMEHHJICS TOTOKaMu ciie3. [logapok oka3ayicsi HH9eM WHBIM, KaK HA00pOM POCKOIIHBIX YePETaxoBbIX
rpe0Hel, KOTOPBI OHA BOT YK€, CKOJIBKO MECAIIEB BOXKIIEIIEHHO paccMaTphBalia B BUTpHUHE bpozseiickoro
MarasuHa. 9To ObUI MOAAPOK, KOTOPBIM IpeB301Iel Bce oxuaanus. Jlenna rpycTHO ynpIOHyIack U cKasaja:
«¥Y MeHs ObICTPO PacTyT BOJIOCHI, J[xKuM».

3ananue 3. JlaiiTe pa3BepHyThlii 0TBeT Ha ciaexywuuii Bompoc: If you treat every situation as a life and
death matter, you’ll die a lot of times.

KonTtpoasnas padora
Tembi 3-4. «IIpodreccuoHaIN3M, CTPECCOBBIE CUTYAIIMU HA padoueM MecTe. Me:KIMIHOCTHOE
o0menne»
Bapuanr 2

3anganue 1. Hanumure Tpu ¢popMbl HeMPaBUJIbHBIX IV1ar0JI0B!
to rise, to fail, to pay, to cost, to beat, to mean, to win, to choose, to shine, to drive.
33[(3]11/16 2. HepeBe)mTe TEeKCT HA AaHTJIUNCKUH SI3BIK, HCITOJIb3yH AKTUBHYIO JIEKCUKY.

Oto ucropus o yenoBeke o uMeHu Jxopmk Dnedant. OH ObUT OOBIYHBIM YEIIOBEKOM W HUKOT/A HE
IMO3BOJISIT cebe MIPUYUHATE BpCa APYTrUM JIIOISAM. Kak 310 HEH CTpaHHO, HO UMCHHO €T0 UM CACIIAJIO0O U3 HET'O
youiiny. OnHax bl OH YOHJI CBOIO JKEHY, IPHUIIIENT B MOJIHIEHCKIA YIacTOK, TJie BO BCeM co3Halicsi. Bee 3To
OBUIO OUEBUIHBIM, U JIEJIO Ka3aJIOCh MMPOCTHIM, U BCe OBl TaK U OCTAJIOCh, €ciii OBl He c3p ['opaon MakuHTOML,
3HaMEHHTHIN aJBOKAT, KOTOPBIH B3suIcs 3a jieno Dnedanra. Muctep MakuHTOII ObLT YEIIOBEKOM YECTH H HE
MOT TI03BOJIUTh, YTOOBI €r0 KJIMEHTOB HEBHHHO OCYXJaid. [o3ToMy OH NeTanbHO H3y4YWJ JIEN0, U eMy
npenocTaBuwin (GakTel o ku3HU U aerctBe [xopmxka. Kak okazanock, [DKOpIK HEMHOTO CTBIIMIICS CBOEH
(bamuK, HUKOTAa He YyBCTBOBAJ ce0sl ¢ Hel y1o0HO H Aaxe X0Tel cMeHUTh ee. C camoro aercTsa JKopmk
CTpajia, TaK Kak JIIOJM HaXOIWIX OOJbIIOE YJAOBOJILCTBUE W pa3BieUCHHE, 003bIBas €ro pasIHYHbIMU
MMEHaMH KUBOTHBIX, 1 OUY€Hb MY TeM caMbIM Jocaxaanu. OH Jake TyMal 0TKa3aTbes OT TenedoHa, 4ToObl
orpaguTh ce0si OT y>KaCHBIX LIYTHUKOB, HO TenedoH Obu1 yno0eH 1 oH ocTaBui ero. Ero xena J[xeiiH cTana
IOCJIETHEN Karulel B yale ero reprneHus. [DKopaxk Becerga JyMail, 4YTo CyNpyIH JOJDKHBI JEPKAThCS BMECTE
1 JISJIUTh HEB3TOJIbI [TOTI0JIaM, HO TO ObUI He ero ciry4ai. JIXKeiH MpocTo cMesiach Hall HUM HM3-3a (DaMUJIHH.

TaxoBbI ObUTH (aKTHI, HA KOTOPBIE onupajcs MakMHTOLI B CyJie, U OH OBLJI TaK YBEpeH B 1o0ene, 4To
JlakKe XOTeN 3aKII0YWTh Mapu. B KoHIEe KOHIOB, OnedaHTa HE NMpPU3HAIM BHHOBHBIM B YOWIICTBE, HO
OTIPABIIIA HA UCIIPABUTEILHEBIE pabOTHI Ha 7 jeT. [leno mpoOyauino OobIoi HHTEpeC Y MyOaIuKH, 1 MHOTHE
MOpa’KeHHBIE JIFOAN MUCaiy B ra3eTsl. CeMb JIET CITycTs, 3a HeJelo 0 Bbixoaa JnedaHTa u3 TIOPbMBL, Tyaa
npuexan cBsameHHUK. OH XoTel, YTOOBI 3aKIII0YCHHBIH UCTIOBENAICA U PaccKaszal eMy, YTO €ro TPEBOXKHUT, U
TakuM 00pa3oM HECUYACTHBIA BBIMIET OBl W3 TIOPHMBI IOJTHOCTHIO TPOIICHHBIM W CO CITOKOHHOM MYIIOH.
CasmeHHUK crpocui JIkopmka o0 yOHCTBE 1 0 ero npudnHe. «HecTHo roBopsi, - oTBeTHI J[)op K. - 1 61T
BIIOOJICH B IPYTYIO KEHILHHY.
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3ananmne 3. JlaiiTe pa3BepHYTBIi OTBET HA CJeAyIOIIHUA BONpocC::
Treat others as you would like them to treat you.

KonTtpoannas padora
Tema 5. «Counanbubie mpodJeMsbl. CynedHoe pa3doupaTeibCTBO»

BapmuanTt 1
3apanne 1. Hanmumure Tpu (pOpMBI HeMPABUIbHBIX IJ1ar0JI0B:
to swear, to hit, to stick, to throw, to drink, to try, to run, to hurt, to flow, to bet.
3ananmne 2. [lepeBeanTe TeKCT HA AHIVIHIICKUI SI3BIK, HCIOJIb3YSl AKTUBHYIO JIEKCUKY.

Cembs J[)xekcoHa uia B TsDKENBIX yciaoBuax. OH ObBUT eIWHCTBEHHBIM YEITOBEKOM, KOTOPBIH
obecmieunBan ceMblo. JKekcoH ObUT paboyrM Ha MECTHOM 3aBoje. Ha 3ToM 3aBoje 4acTo MpOUCXOIUIH
HecYacTHBIE cilydau. JIIo M npuxoanaock paboTaTs CBEpXypOUHO.

OpHaxap! J[eKCOH TOIBITaCcs CracTi 000pyIOBaHUE OT MOPYH, HO TIOBPEAMI CBOIO pyKy. OH He
HapyIIaj MpaBuI SKCIUTyaTalud 000y TOBaHHSL.

Ilocne toro, kak oH BbIIIEN U3 OONBHMIBI, J[KEKCOH YK€ HE MOI BO3BpaTHThCS K padote. Ero
noyio’keHue OblTo ykacHeIM. OH OBLT HE B COCTOSHWHU paboTaTh HE 3TOM 3aBojae. Korjma oH mormbITancs
MONTyYUTh KOMIICHCAITUIO, KOMITAHWS HAaHSIA BBICOKOMPO(ECCHOHANBHBIX OPUCTOB W BBIMTpalia JIEJo.
[MonxoBHuk MHrpam 66T MaCTEpOM B IPOBEACHUH TIEPEKPECTHOTO IOTIPOCA, & TOKA3aHUsI CBUIETEIICH TOBLKO
nmomoriiu apyrovi ctopone. Ho J[»ekcoH ObUT HU B KOW Mepe BUHOBHBIM. [IpaBo OBLIO Ha €ro CTOPOHE, HO
KOMITaHUS HE yaAeJsIa HUKAKOr0 BHUMAaHHUSI €ro ropro. IIocKosbKy €ro 3410poBbe CUIIBHO YXYIIIWIOCH, U OH
HE MOT OoJbIIe paboTaTh, OH eJe-eJie CBOAMII KOHIIBI C KOHIIAMH U 338JI0JDKAN 33 KBapTHPY.

Asuc Kanunrawm Onia notpsicena uctopueit Jxkekcona. OHa peluTeIbHO HACTPOWIIACH PACCIIEIOBATh
31O Aeno. s He€ caMOM 3TO CTalo yXacHbIM OTKpoBeHHeM. OHa oco3Hazia, 4To ¢ J[P>KEKCOHOM MOCTYIHIN
HecnpaBeuBo. OHA cojporanach MPHU MBICITH O TOM, YTO ITUBIIIM3AIHS OblJIa OCHOBAHA HA KPOBH.

Apuc Hamia J[)KekcoHa B BETXOM JI0ME Hemaneko oT 0osota. OH ObLI OOJbINE HE B COCTOSHHH
3apabaThIBaTh JCHBIH, & y €r0 XKEeHbI ObLIO MJI0X0€e 3710poBbe. [IPKEKCOH He paccKa3al HUu4ero HoBoro ABHC,
3a UCKITIOYCHHEM HECKOJBKUX yKacHBIX moapoOHocTel. [locme aToro y He€ ObLT pa3roBOp ¢ MOIKOBHHUKOM
Wuarpamom. OH mpu3Hai, 4to J[)KEKCOH JToJbKeH ObLI MONYyYuTh KOMIICHCAIMIO mocie cyna. Ho Ha pabote
MOJKOBHUK MHIpaM pyKOBOJICTBOBAICS TOJIEKO MPO(ECCHOHATBHBIMU 1yBCTBAMH.

Bce cBunereny Tpscimch 3a CBOM COOCTBEHHBIE CEMBHU M 3aBHCEIH OT IMOJIMTUKYA KOMITAHUH.

Hukro He ObUT B cocTOSTHUM 3amUTHTH JI)kekcoHa. HUkTO He 3a00THIics o ero Oyaymiem

3aganue 3. laiiTe pa3BepHYTBIH 0TBET HA CJIeyIOIIMII BOpPoC:
1) One law for the rich and another for the poor.
2) To no man will we sell, or deny, or delay, right or justice. (Magna Carta)

KonTtpoasnas pabdora
Tema 5. «CounanbHbie mpodJeMbl. CyneGHoe pa3doupaTebCTBO»

Bapuanrt 2
3aganue 1. Hanumure Tpu (popMbI HEMPaBUIBHBIX I71ar0J10B:
to sink, to thank, to bet, to concern, to ruin, to despise, to throw, to hurt, to enjoy, to hold.

3ananue 2. [lepeBeanTe TEKCT HA AHTJIMIICKUIA I3BIK, HCIOJIB3Ysl AKTHBHYIO JIEKCHUKY.

KOFJIa Tom BIICPBBIC MpPUEXAT B HIKOJIY, TO OYCHb YAUBUIICA, YBUACB, KaKMM BCJIHWKOJICIIHBIM U
BEJIMYECTBEHHBIM ObLTO camo 371anue. OH XOTell ObI 0OJbIIIe 3HATH O CBOMX OJTHOKYPCHHKAX, T.K. OYCHD XOTEIl
HaWTh cebe nmpyseit. Ero u3Hb qoMa Obita ykacHO#. OTeIl ¢ TpyJIoM CBOJWI KOHITBI C KOHIIAMH, M OBIIT
STOMCTUYHBIM M )KECTOKHUM denoBekoM. OH HUKOT/a He ’KaJlell CBOeTO ChIHA /HE OTHOCHIICS OJlarokeNaTelbHO
K CBOEMY CBIHY.

Ortel He XOTEN OTHPaBIATH ToMa B MIKOJY, IIOTOMY YTO PAaCCYUTHIBANI, YTO TOT HAYHET paboTaTh, U
OHHU CMOTYT CKOIIUTh HEMHOTO JicHeT. [109TOMY OH yAHMBHIICS, Y3HAB, YTO TOM MONYYHII TPaHT B MPECTIKHON
4YacTHOW ImKoyie. BHadvane oH OoTHeccs K 3TOMY NMPHUIVIANICHUIO KaK K IIyTKE, HO MOTOM MOJyMall, 4TO 3TO
MMOMOXET eMy U30€KaTh XJIOMOT, U OTITYCTHII Maibunka. Ho mpoBOkaTh €ro Ha CTAHIUIO TaK M HE TOMIEI.
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Korna oguu 3 coTpyIHUKOB IIKOJIBI MPOBOAMA ToMa B rJIaBHBIA X0JUI, TOT OYeHb HEpBHUYAI. Ho OH
TocTapaicsl B3ATh ce0s B PyKH, MOTOMY YTO XOTEJ MPOW3BECTH XOpOIIlee BIEYATIEHHE Ha CBOMX HOBBIX
OJTHOKJTACCHUKOB.

B xonie oH yBuIEN HECKOIBKO MaJb4YMKOB, IPUMEPHO OJHOTO C HUM Bo3pacTa. OHU MOJ0XKIANH,
MTOKa OH MOIOMAET MOOIIKe. 3aTeM OAMH M3 HUX 3aMETHII YTO-TO HAcUET MOTPEIanHoi oxexasl Toma. Tom
HE MOT He YCJIBIIATh ero cioBa. OH MOHSII, 9TO €r0 HECOCTOSBIITNECS IPY3bs BRICMENBAIOT ero. OH OBLT Tak
HETMPHUATHO TIOPaXEH, YTO €My 3aXOTeNOoCh pAacIUlakaTbCcsid, HO OH CMOT COXPaHUThb caMooOJanaHuHe.
MaTbuHnIIKY K IaJTH €T0 OTBETa, OH YyBCTBOBAI Ha ceOe NX BHUMATENbHBIE B3R EMy 3aX0Tenoch cka3atb
YTO-TO YMHOE W Jiep3koe (impertinent), HO OH TaKk HHYETO W HE cKazal. He ObUIO HUKAKOTO CMBICIA OBITH
XpabpbIM, HE Ba’KHO, YTO OH CKa)KET, OHU BCE PaBHO OYIyT OTHOCUTHCS K HEMY KaK K U3IOIO.
3aganue 3. [laiiTe pa3BepHYTBIH 0TBET HA CJIeyIOLIMII BONpPoOC:

1) One law for the rich and another for the poor.
2) To no man will we sell, or deny, or delay, right or justice. (Magna Carta)

Kounrpoabnas padora
Tema 6. «JInuHOCTL M 00IIIECTBO»
Bapuanr 1

3aganue 1. BoiOepuTe npaBuJibHbIN BAPHAHT:
He had changed so much since I last saw him that I could hardly .... him.
a) catch a glimpse of, b) distinguish, c) recognize
I only ...him, so | can't really say whether he was wearing a hat or not.
a)noticed, b) caught a glimpse of, ¢) glared
| waved to ... her attention, but she walked away without noticing me.
a)draw, b) attract, ¢) catch a glimpse of
| wanted to order coffee, but the waiter was so busy that it was very difficult to....
a) draw his attention, b) call his attention, ¢) catch his eye
She ... of me window for a moment, then carried on working.
a)caught a glimpse, b) glanced out, c) snatched a look
3aganue 2. [lepeBeanTe TEKCT HA AHTJIMIICKHIl A3BIK, HCMOJb3Ysl AKTUBHYIO JIEKCUKY.

Muccuc [Naknraiin (Mrs. Packletide) 6p11a amOuiinosnoii sxeHmmHON. OHa 3aBupoBana Mmuccuc JlyHne
bum6Gepron (Mrs. Loona Bimberton), a e€ ciraBa orpasisiia »u3Hb Muccuc [laknraiin. Hecmotps Ha 310, OHa
HE UMeJia HaMepeHus caaBathest. OHa pemmia yOuTh TUTpa U 3aBJaJIeTh €ro IKypoi. MBICIB 0 TOM, YTO OHa
JI0OBETCS MOMYJISAPHOCTH, YBJeKIa Muccuc [laknraii.

Muccuc [laknraiin caenana Bce MpUroToBiIeHUs i 0X0Thl. OHa Ha3HAYMIIA ATy JUIS 3TOTO COOBITHS
u mpurnacuia muccuc Me6bun (Mrs. Mebbin) B kadecTBe KOMIaHbOHA, KOTOPOW 3aruiaTtwia. Mmuccuc
MeO06HH 04YeHb XOTeNa 3aNoIy4UuTh JEHBIH U TOJIBKO 00 3TOM JyMala.

Crioco6HocTtH kK oxote Muccuc [laknTaiin ocTaBisy xenaTs gyqmero. [loaromy, 9Tobsr n3dexarsh
0co00ro prucka M HaNpsDKEHUs, OHA MPEANPHUHSIA BCE MEpPbI MPEJOCTOPOKHOCTH U MONPOCHIIa MECTHBIX
KUTEJICH clelaTh BCE MPUTOTOBICHHMS Ui 0XOThl. Ko3es mocnyxui1 B Ka4yecTBe MPUMaHKU. A pyXbé ObLIO
TOYHO TIPHUIIETICHO. YOUTh THUrpa He ObUIO OOJBITUM PUCKOM, TIOCKOIIBKY OH OBLI YK€ CTaphIM B OOJIEHBIM.

B HasHaueHHOE BpeMsi IBE€ OXOTHHIIBI MMOKHIANIM, KOTAA MOSBUTCA UX kepTBa. Muccuc Ilaxraiin
yKe MeuTalia, Kak oHa OyzeT naBatb o0ex B uecTh JIyHsl bumOepToH, koraa e€ pa3MblluieHus! ObLIH TpepBaHbI
nosiBIIeHueM camoro Turpa. OHa 4yTh OBUTO HE BCKPHKHYIA OT CTpaxa, HO caepkanack. IlocienoBan rpoMkuit
BBICTpEN pyXbsi. 3Bepb ynan u ymep. Muccuc Ilaknraiin oOneryenHo B3goxnyia. Ho mmccuc Me6Oun
3aMeTHiIa paHy Ha Teje Kozna. Kopode roBopsi, OH MoHssa, YTO K03el ObUl yOUT, a TUTP YMEp OT OCTAaHOBKH
cepaua.

Muccuc MeO6uH oOpaTuiia BHUMaHue muccuc [laknTaiin Ha TO, YTO HE TO KUBOTHOE OBLIO yOHUTO.
Muccuc Ilaknraiin Obuta pazgocagoBana. OHa noOuieiHeNa, HO HE Jalla BBIXOJAa CBOMM 4yBcTBaM. Muccuc
[MaxunTaiia coaporHyIach NPU MBICIH O TOM, 4TO €€ MOrJH pazobsaunTs. OHa onpocuia Mmuccuc MeGOnH He
BbIaBath €. Ho Muccuc MeOOuH Oblia cebe Ha yMe W YBH[ENIAa B 3TOM BO3MOYKHOCTH MOTPEOOBATH OT
Muccuc ITaknraiin emé nener. Muccuc [laknraiin moxanena o ToM, 4To JoBepuiachk Muccuc MeOOUH 1 yxe
coOupanach BbICKa3aTh €i BCE, YTO OHa O HEH Aymalia, HO CAEPKalIach.

Takum 06pa3om, ciaBa 0 Muccuc Ilaknraiiz pacnpocTpaHuiach MOBCIOAY. Y CIIOBUS MUCCHC MeOOUH
ObUIM BBINIOJIHEHBI, OHA [IOJy4MJIa JEHbI'M U KYIIWIA XOPOLIUH 3arOpOIHBIN TOMUK.
3aganue 3. [laiiTe pa3BepHYTBIH 0TBET HA CJeyIOIIMII BONpocC:

Beware, as long as you live, of judging people by appearances. (J.de la Fontaine)
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Characters never change. Opinions alter, - characters are only developed.(B. Disraeli)
Beauty is everywhere a welcome guest. (J. W. von Goethe)
Talkers are no good doers.(W. Shakespeare)
KonTtpoannas padora
Tema 6. «/IH4HOCTH U 001LIECTBO»
Bapuanr 2
3anganue 1. BoiGepuTe npaBWIbLHbII BAPUAHT:
She wanted to order ice-cream but the waiter was so busy that it was very difficult to....
a) draw his attention, b) call his attention, c¢) catch his eye
Ann ... of the window for a moment then carried on writing.
a)caught a glimpse, b) glanced out, c) snatched a look
Mike had changed so much since we last met that I could hardly .... him.
a) catch a glimpse of, b) distinguish, c) recognize
We only ...him, so | can't really say whether he was wearing a hat or not.
a) noticed, b) caught a glimpse of, c) glared
He waved to ... their attention, but they walked away without noticing him.
a) draw, b) attract, c) catch a glimpse of
3aganue 2. [lepeBeanTe TEKCT HA AHTJIMIICKHIA AI3bIK, HCMOJIB3YSl AKTUBHYIO JIEKCUKY.
Bruno wetsipe gaca yrpa, Ho Kemn Bce emie padotan. OH moOui paboTaTh HOYBIO, KOTZIA €0 HUKTO
He Oecniokom. OH 4yBCTBOBaN ce0st yCTalbIM, Tak Kak paboTai ¢ panHero ytpa. Kemm pemui jeds craTth U
BOIIIEJ B CIaIbHIO. MOJIOI01 YeI0BeK YAUBHIICS, YBUJEB, YTO €r0 MOCTeNb B Oecropsiake. HekoTopoe Bpemst
OH CTOSIT HE IBUTAsICh, OH BCIIOMHWJI Bce pa3roBopsl o Hesunnmke. M, XOTsI, OH He BEPHII B 3TH UCTOPUH, OH
YyBCTBOBaJI ce0s1 HENOBKO. Kemr moskasen, 4To He 3aKpbUT ABEPh Ha KITo4. EMy ma)ke mokas3aioch, 4To Ha
HETO MPUCTATLHO CMOTPAT. "Heyxenu s Bce 3To npuayMbIBato, " - mogyman Kemrr. "MHe Hy)XKHO HU30aBUTHCS
OT 3TOW IPUBBIYKH paboTaTh O HOYaM."
Bapyr Kemn ycnbiman, kak yeid-ro romnoc ckasan: "O 6oxe, 370 HUKTO nHOH, kak Kemn!" U cHoBa
ObLTa TUILIMHA, TOJIBKO KTO-TO ITyOOKO B3/I0XHYIM. Korja KTo-To TOTpOHYJICS JI0 €ro Iuieda, OT 3TOr0 y Hero
yIajo cep/iiie, ¥ ero OXBaTuil y)kac. Ho TOT e caMblif TOJIOC MBITANICS YCIIOKOUTD ero: "Kemr, He HepBHUYAIH,
310 1, ['puddua. Mer yunnucek ¢ ToOOi B yHUBepcHTETE 6 JIeT Hazaj. YK€ B TEUCHHE HECKOIBKUX JIET S
paboTaro HaJ| PoOIEeMON HEBUIUMOCTH M JIOJDKHO OBITH 5 JTIOOWJICS YCIIEXOB, TaK Kak s cefiyac HeBHUAUM."
Kemn enBa ce6s caepkuBai. Ero nmio Beipaxkaio yxac. EMy Hesnerko 06110 B3sTh ce0s B pyku. Ho Bapyr ero
BHUMAaHUE MMPUBJICK OUHT, BUCSIIINN B BO3/IyXE.
"TbI panen?" - cnpocun Kemr, apoxa OT BOJIHEHHUS.
"Pamu Oora, Kemr, nait MHe uTo-HUOYIb MOECTh. S eBa Ha HOTrax JACPXKYCh OT rOJI0JIa U YCTAIOCTH.
Sl He cman yke HeckonbKO aHeW" - mpomentan ['pudduna cnadbeim romocoM. "Kak Tl ctan HeBUIUMBIM?"
"Bepulib 1 TbI, YTO S TeHUATBHBIN yUeHBbIH? Y MEHs BEJIMKOJIEIHbIC HIEH, HO MHE HY>KHBI 1eHbIu. Eciiu Obl
TBHI TOJILKO MOT MHe nmoMoub! Ecin Obl Y MCHA 6I)IJ'I TaJIAaHTJIUBBIA ACCHUCTCHT, A OBI CTaJl XO35IMHOM MHpa.
Teneps, koraa s Hamren Te0s1, MBI COTBOpHUM uyneca!"
Kemn mpurnacun ['pudduna npucects, npuHEC €My €16l U IPEIIOKHUIL, YTO OBl OH OCTANCS Y HEro Ha
HOYE. OH BKJIFOYHI CBET Tak, 4TOOBI HUKTO HUYETO HE 3aMETHII C YJunabI.
"4 myman, 9To BCE ATO BBIAYMKA," - ckazan Kewmr, otkanuismmch. "Eciu OBl ST HE BCTpeTHI TeOs
JI0Ma, s HUKOTAa Obl He moBepwJ1, 4To HeBuaumMka cymecTByeT Ha caMoM Jieie. Pacckaku MHe Bce mogpoOHo,
BEPb, UTO KEJIaHHBIA FOCTH B MOEM JIOME, M Thl MOXKEIIb MHE JJOBEPATH."
3ananue 3. JlaiiTe pa3BepHyThIil 0TBET HA CJeAYIOLIMIi BONPOC:
Beware, as long as you live, of judging people by appearances. (J.de la Fontaine)
Characters never change. Opinions alter, - characters are only developed.(B. Disraeli)
Beauty is everywhere a welcome guest. (J. W. von Goethe)
Talkers are no good doers.(W. Shakespeare)

KounTtposannasi padota
Tema 7. «BJacTb 4 NOJIUTHKA»
BapmuanTt 1

3ananme 1. HepeBezmTe TEeKCT HA AHTJIMICKUIA SI3bIK, HCITOJIb3yH AKTUBHYIO JICKCUKY.

OCHOBHOH TIeNIbI0 BU3UTa AMEPUKAHCKOTO TMpEe3UIeHTa BO BbeTHaM OBUIO, BOCCTaHOBIICHHUE
JMUTTIOMATHYECKUX OTHOIICHUN Mexay aByms ctpanamu. [Ipum OTOM HakaHyHE HCTOPHYECKOTO BU3HTA,
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KOTOPBIH ObUT Ha3Ha4YeH Ha HOsO0ph 2000, mpe3uaeHT KIMATOH gal TOHATH, 9TO HE HAMEPEBAETCS IPUHOCUTH
oduIMaNLHBIE H3BHHEHUS 32 yIIepO, MPUYMHECHHBIH BreTHaMy.

Modozpie BreTHaMIIBI oka3zaiu ' ipe3uaeHTy CLLA paayiiHblii mpreM: TOJIB MOJIOAEKH COOUPaICh
Ha yJIUIax, YTOObI XOTh MEJIHKOM B3IIISIHYTh Ha Hero. OJTHAKO BU3UT TJIABBI CBEPX JEP)KaBbl BHI3BAN KpaiiHee
pazipaKeHne W HEOBOJBLCTBO CTAPIICTO TOKOJCHHS, KOTOPOE HE B COCTOSHHH 3a0BITh MEPEKUTOE TOpe.
MHorue U3 HAX COJPOTHYIIUCH TIPH * MBICIH, YTO BHOBb YBUJIAT (JIar OBIBIIIETO Bpara Ha CBOCH TEPPUTOPHH.
3apyOekHble >KypHAJIUCTHl TOCETWIH CTapyl BbETHAMKY, MOTEPABLIYIO HAa BOMHE My)Ka M IIECTEPHIX
ceiHoBedd. OHa He cJep)KUBaJia CBOMX 3MOIIMH, U TOCTSM OBUIO TPYIHO CMOTPETH €l B TJa3a, MO3TOMY OHH
NPEIIOYIN COKPATHTh CBOI BU3HT.

[Ipesunent CILIA myTemecTBoBal MOBCIOAY, HO HUKOT/Ia paHee He ObIBall B 9TOM MaleHbKOW CTpaHe,
HaHeclIel AMEepUKe YHH3UTEIbHOE MopakeHHe B BoitHe. HakaHyHe Bu3uTa y mpe3ueHTa OblI COMHEHUS,
NPaBUIIBHO JIM BBIOPaH MOMEHT JJisi mocelieHus BeetHama. OH He XOTeN PUCKOBaTh M MOTEPIETh emle U
JUIIoMaTH4Yeckoe nopaxkenue. Ho y mpesugenTta OblJI0 MPEeMMYILIECTBO: OH JIMYHO HE UCTIBITHIBAI YyBCTBA
BUHBI, TaK KaK B CBOE BpeMs YKJIOHHWIICS OT Mpu3biBa (to avoid the draft) u He BoeBan Bo BreTHame.

3ananne 2. Cymmupyiite coaep:kaHue TeKCTa

THE SECOND WORLD WAR

The people of Britain watched anxiously as German control spread over Europe in the 1930s. In
September 1939 Germany invaded Poland, and Britain entered the war. The British felt again that they were
fighting for the weaker nations of Europe, and for democracy. They had also heard about the cruelty of the
Nazis from Jews who had escaped to Britain.

Few people realised how strong the German army was. In May 1940 it attacked, defeating the French
in a few days, and driving the British army into the sea. At Dunkirk, a small French port, the British army was
saved by thousands of private boats which crossed the English Channel. Dunkirk was a miraculous rescue from
military disaster, and Britain's new Prime Minister, Winston Churchill persuaded the nation that it was a victory
of courage and determination at Britain's darkest hour. Although the army had lost almost all its weapons in
France, Churchill cold the nation there could be no thought of surrender or peace negotiation: "we shall defend
our island, whatever the cost may be, we shall fight on the beaches, we shall fight on the landing grounds, we
shall tight in the fields and in the streets, we shall right on the hills; we shall never surrender. ... until in God's
good time the New World, with all its power and might, sets forth to the liberation and rescue of the Old." And
he offered his countrymen nothing but "blood, toil, tears and sweat."

Everyone in Britain expected Germany to invade, but the British air force won an important battle
against German planes in the air over Britain. This, however, did not prevent the German air force from
bombing the towns of Britain. Almost one and a half million people in London were made homeless by German
bombing during the next few months. Once again Churchill brilliantly managed to persuade n nation "on its
knees" that it would still win.

The war had begun as a traditional European struggle, with Britain fighting to save the "balance of
power" in Europe, and to control the Atlantic Ocean and the sea surrounding Britain. But the war quickly
became worldwide. Both sides wanted to control the oil in the Middle East, and the Suez Canal, Britain's route
to India. In 1941 Japan, Germany's ally, attacked British colonial possessions, including Malaya (Malaysia),
Burma and India. As a result, Britain used soldiers from all parts of its empire to help fight against Germany,
Italy and Japan. But the weakness of Britain was obvious to the whole world when its army surrendered
Singapore to Japan, described by Churchill as the worst surrender in British history.

David McDowall
History of Britain

KonTtpoabnas padora
Tema 7. «BiacTh M NOJTUTHKAY»
Bapuanrt 2

3aganue 1. IlepeBeanTe TEKCT HA AHTJIMIICKUI SI3BIK, HCI0JIB3YSl AKTHBHYIO JIEKCHKY.

VY Takepa ObLT0 TaKOE UyBCTBO, UTO €TO JIOBKO MpoBeNd. EMy yacHo XxoTenoch Beicka3aTs Kuny Bee,
YTO OH JyMaeT O HeM, HO, TIOPa3MBICIHB HEMHOTO, TIOHSUII, YTO MPH TAKOM IOJIOKEHUH JEJI, OH HE MOXET
MTO3BOJIUTH cebe Takoit pockorty. Beto Hous Tokep He cran. Y Hero ObUT m3MydeHHBIH Bu. [1pu o1HO# TOTBKO
MBICJIH, YTO €r0 MOKET CXBAaTHTh MOJUIHSA, OH UyBCTBOBaJ ceOsl yxacHo. Eciau Obl He 3ToT Kup, s Obl yxe
JlaBHO OTcIoAa yexan' . Takep Oombitie He Mor caepkuBatbes. Ot Kuma He O6bu10 n3BecTHit, 1 Tokep moTepsut
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BCSKYIO HaJeXIy NMPOSCHUTH cuTyaluoo. Ho oH pemwn He moanaBaThCsi OTYASHUIO, U CaM OTIPABUWIICS B
ocoOHsk moHa Uriques. Kum ObL1 sIBHO pa3mpaskeH, KOTaa 3aMeTT Tokepa.

- He namo 6pu10 BaM mpuxoauTh ctoga! Bel Ob1 cokoHOMMIM ceOe Maccy BpEMEHU M HEPBOB.

- [onHocTeio pasznmensto TBoe MHeHHe. Ho s XoTen ymocTOBEpHUTHCS, UTO THI HE mepeaymai... He
cienyet tede, Kun, 3anupaTs HoC mepeio MHOW. Tl gaj MHE ITOHATS, YTO Yepe3 HeNeIII0 Thl YKPaJellb IEHbI Y,
MBI pa3JeuM UX Ha JIBE PaBHbIE YaCTH, a IIPOILJIO YK€ IBE. DTO CTAHOBUTCS HEBBIHOCHMBIM. UTO MOMeIao
Tebe BCKpBITH ceii? IloueMy ThI He BOCIIONB30BAJICS TAKOH BO3MOXKHOCTBIO?

Takep 3amomuan, 4ToObl IEPEBECTH JbIXaHUE, OH C TPYLOM IbITancs HailTu cnoBa. OH ObUT OXBaueH
rHeBoM. Kug cMoTpen Ha Hero, He OTBOJSI IJ1as3.

- MHoroe u3MeHHJIOCH 3a 3TH KOPOTKHUE JIBE Hellesin. Brl ke moMHuTe, Yepes uTo MPUILIIOCH TPOUTH
Moel OemHOM Marepu. OHa OblIa OXBayeHa rOpeM, KOTAa MeHs TMOXHTHIM MHOTO JIeT Hazal. Temepp Mos
ouepeab ACTIUTh C Hell Bce TPEBOTU U BOJIHEHUA. 1, eciu, s yiy OnsiTh, OHa YMpPET OT pa3pbliBa cepALa.

Takep mpepBan Kuna.

- Oto cmemHo! Heyxenu ThI Aymaelib, 4TO TBOSI HCTOPHS TPOHET MeHs A0 MIyOuHBI aymm! 3auem
TOJIBKO S TIOCBATHI TeOs B cBOW TuraH! OH ObUT TEHHWATBHBIM, COBEPIIEHHO Oe30macHBIM. ThI HUYEM He
puckoBai. Thl caM TOBOPWI, YTO HPUMELIb CTOJNb 3aMaHYMBOE MpEAsoKeHHe. MoeMy TEepIeHHIO HacTall
koHell. S Beigam teds!

- Bo Bcsikom ciyuae, ecny Obl MEHSI 3aCTaly HA MECTE IPECTYIUICHHUS, 51 OBl C/Iea BCe BOZMOXKHOE,
4yTOOBI OOBUHUTE Bac. BBl caMy TOIyCTHTEIBCTBOBAIM TOMY, YTO 5 MOSIBUICS B joMe AoHa Uriques B KauecTBe
UX MOTepHHOTO chiHa. He 3a0biBaiiTe Takke 0 MOEM MPOIUIOM. BCro CBOIO )KM3HB 51 OBLT PEAOCTABIICH CaM
cebe. [loaToMy 51 IPUBBIK JIENaTh BCEe caM, MOCTYMAaTh MMo-cBoeMy.. K Tomy xke, st oTMeHHO cTpesito. Kopoue
rOBOpS, 51 PELLIII HAa4yaTh KU3Hb C HOBOT'O JHcTa. M ecim Bbl BCTaHETE y MEHS Ha IYTH, BBl OUCHb PUCKYETE
MOT'YOHUThH CBOIO KH3Hb, HE TOBOPSI y’KE O Kapbepe. 3allOMHUTE, MO TIOCTYIKH MPOAUKTOBAHBI HE CTOJILKO
HEHABUCTHIO K BaM, CKOJIbKO JKaJIOCTBIO U JIFOOOBBIO K MOCH BHOBb OOpETEHHOM MaTepu. [laro BaM MmocIieAHee
mpenynpexaeHue(warning).

Takep ObLT TIIYOOKO ysa3BieH. Ero oxBaTuyl cTpax, OH HE MOI MOIIEBeNbHYThCS. OH MOHSI, YTO
npourpa.

3aganue 2. CyMmmupyiiTe cofep:RkaHue TEKCTA
THE SECOND WORLD WAR

In 1941 Germany and Japan had made two mistakes which undoubtedly cost them the war. Germany
attacked the Soviet Union, and Japan attacked the United States, both quite unexpectedly. Whatever the
advantages of surprise attack, the Axis of Germany, Italy and Japan had now forced onto the battlefield two of
the most powerful nations in the world.

Britain could not possibly have defeated Germany without the help of its stronger allies, the Soviet
Union and the United States. By 1943 the Soviet army was pushing the Germans out of the USSR, and Britain
had driven German and Italian troops out of North Africa. Italy surrendered quickly following Allied landings
in July 1943. In 1944 Britain and the United States invaded German-occupied France. They had already started
to bob German towns, causing greater destruction than any war had ever caused before. Such bombing had
very doubtful military results. Dresden, a particularly beautiful eighteenth-century city, and most of its 130,000
inhabitants, were destroyed in one night early in 1945. In May 1945, Germany finally surrendered. In order to
save further casualties among their own troops, Britain and the United States then used their bombing power
to defeat Japan. This time they used the new atomic bombs to destroy most of Nagasaki and Hiroshima, two
large Japanese cities. Over 110,000 people died immediately and many thousands more died later from the
after-effects.

It was a terrible end to the war, and an equally terrible beginning to the post-war world. But at the time
there was great relief in Britain that the war had finally ended. It had lasted longer than the First World War,
and although less than half as many British troops had died this time, the figures of over 303,000 soldiers and
60,000 civilians in air raids was a very heavy price to pay for the mistakes of the inter-war years. The Soviet
Union, Germany and Japan paid a fair more terrible price, as did ethnic groups like the Jewish and gypsy
peoples, several million of whom were deliberately Killed.

David McDowall
History of Britain

KonTtposasnas pagora
3 Kypc 5 cemecTp
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Temsbr 8-10. Undopmanns Kak 0CHOBHOI1 3JIEMEeHT CHCTeMBbI Oe3omacHocTU. UcTopus co3manus
uHpopMannoHHoi 0e3onacHocTu. MHdopmanuonnasi 6e30nacHOCTh

3aganue 1. Kpatko chopmyanpyiiTe 0CHOBHYIO HI€I0 TEKCTa

News is happening all the time: People are being born or dying, banks are being robbed, roads are
being planned, companies are making profits or losses, storms are destroying homes, courts are sending people
to jail or freeing them, scientists are discovering new drugs. Every minute of every day something newsworthy
is happening somewhere in the world.

Even if you are a journalist working in a small country, something newsworthy is probably happening
in your country at this moment, while you are reading this book. Your job as a journalist is to get information
on those events and present it to your readers or listeners. But you cannot be everywhere all the time to see
those events for yourself. So you need other ways of getting information on all those hundreds (maybe
millions) of events you cannot witness yourself. When someone or something provides you with information,
we call them a source.

Sources of information can be people, letters, books, files, films, tapes - in fact, anything which
journalists use to put news stories together. Sources are very important if you want to report on events or issues
and explain the world to your audience. Journalists try to work as much as possible from their own
observations, but this is often not possible. Some events or issues are finished before the journalist gets there.
Others are like plants which only show their stem and leaves above the ground - the all-important roots are
hidden from sight. Journalists who only report what they see can miss much of the news unless they have
sources to tell them of more details or other aspects which are out of sight.

Journalists should deal in reliable facts, so it is important that the sources you use for writing stories
can give you accurate information about what happened or what was said. But just as there are lots of different
news events, so there are many different sources of information. Some of them will give you very accurate
information and we call these sources reliable (because we can rely on what they say). Others are less reliable,
but still useful, while some can hardly be trusted at all. The main way of judging sources of information is on
their reliability.

3amanne 2. CcocTaBbTe IUIAH TEKCTA

Mobile device use in colleges and universities allows flexibility in access and working arrangements
for staff and is actively encouraged.

Avreas of use include:

Learning activities on fieldtrips and work placements and ongoing professional training

Information provision — assessments, feedback, lecture time changes, pastoral appointments

Information gathering for research purposes — eg recording of face-to-face interviews

Staff copying central service files to work on at home or note taking in an external meeting

All of the activities listed above may lead to inadvertent or deliberate processing of personal
information often for reasons of convenience or ease of use. They also raise issues of consent and
confidentiality.

Many mobile devices have the capability of copying and storing information accessed via a secure
password protected network. They offer flexibility of access to information and learning at convenient times
and offer control of pace. They can also aid more relevant and timely feedback from tutors. On the downside,
this flexibility may place added pressures on employees which may in turn lead to unauthorised disclosure of
personal or confidential data.

The Data Protection Act 1998 (DPA) places certain obligations upon organisations prior to, and during,
their use of personal data and it grants individuals certain rights regarding the personal information held about
them by organisations. The DPA covers ‘personal data’ and ‘sensitive personal data’. ‘Personal data’ is any
information about an identifiable living individual regardless of the format of information.

This does not mean every document which has the data subject’s name on it will be personal data, but
the overriding test is whether the information in question affects a

person’s privacy, or in other words, whether it is significant biographical information. ‘Sensitive
personal data’ comprises information including an individual’s race or ethnic origin, political opinion, religious
beliefs, trade union membership, physical or mental health, sex life, criminal proceedings or convictions.

It should be noted here that the DPA does not apply to confidential information which does not contain
personal data. This data may still require enhanced security but its processing is not regulated by the DPA.
Examples are research and unpublished academic work which may have the potential for patent application or
draft financial plans to reduce departmental costs.
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The DPA doesn’t distinguish between data on-site and data taken off-campus, and the obligations on
the data controller (ie the college or university) to ensure appropriate security remain the same, but the
challenges in controlling and securing the data increase. The data user’s requirements and expectations on ease
of handling and mobility are also increasing with developments in technology, as are the pressures placed on
staff to be able to work anytime anywhere.

3aganne 3. Cymmupyiite cogep:Kanue TeKCTa

The numerous technical advances in information sciences do not always produce more secure
environments. Therefore, information security cannot be understood or described as solely a technical problem.
Computers are operated by people and this means that information security is also a human factors issue.
Human factors influence how individuals interact with information security technology; it is this interaction
that is often detrimental to security.

It is evident that solely technical solutions are unlikely to prevent security breaches. Organisations
need to instil and maintain a culture where positive security behaviours are valued. The usability challenges
associated with information security need to be understood and resolved. This means that security functions
need to be meaningful, easy to locate, visible and convenient to use. Employees need to be educated about the
importance of security awareness, and this should incorporate behavioural training.

How individuals interact with computers and how decisions are made in regard to information security
is certainly a very dynamic and complex issue. There are many factors that need to be considered. For example,
it is important to acknowledge the influence of individual differences, personality traits and cognitive abilities.
There are also biases and heuristics that affect how individuals perceive risk. These are important because they
help to explain why individuals make certain decisions and why specific behaviours may be observed.

Both risk perception and individual differences are also affected by the environment in which they
occur. Culture and climate can certainly have a significant impact on values, attitudes and behaviours. That is
why understanding an organisation’s culture and security climate can provide great insights into why certain
behaviours do and do not take place.

A major concern within information security is the threat of social engineering attacks. Social
engineering attacks are conducted in an effort to gain sensitive information, and this information is often used
maliciously to the detriment of individuals and organisations. Social engineering poses a real threat to all
organisations and to diminish this threat, individuals need to not only be aware of potential attacks, but also
taught the appropriate tools to reduce their chances of becoming a target and a victim.

3aganue 4. U310:kuTe cofepikaHne TEKCTAa HA AHIVIMICKOM SI3bIKe HCIOJIb3Yysl AaKTHBHYIO
JIEKCHKY.

OcHoBBI 00ectieueHnst HHPOPMALTMOHHON 0€30MaCHOCTH OpraHU3aluu

Kondunenunanpnass 1 OusHeca uH(opMmanus BXOAUT B cdepy NOBBIIIEHHOTO WHTEpeca
KOHKYpUPYIOUIMX KoMIaHuil. J[1s HemoOpoCOBECTHBIX KOHKYPEHTOB, KOPPYIIIMOHEPOB M JIPYTHX
3JI0YMBIIIIICHHUKOB 0cOOBIN HHTEPEC MpeCTaBisieT HH(POPMAIIUs O COCTaBe MEHEKMEHTA TIPEATIPHITHI, UX
cTatyce W aeatensHocTH ¢GupMmbl. JlocTyn K KOH(OUACHUMAIBHOH MHPOpPMAMKM M €€ U3MEHEHHE MOTYT
HAHECTH CYIIECTBEHHBIA YPOH (PMHAHCOBOMY TMOJIOKEHUIO KOMIaHWU. [Ipu 3ToM, HHDOpMAIIMOHHAS yTeuKa
MOJKET OBITh JIaXKe YaCTHUHOU. B HEKOTOPHBIX cliyuasx qaxke odecrieueHre XuieHus 1/5 koH(uaeHIINaIbHOR
MHPOPMALIUN MOXKET UMETh

KPUTHYECKHE MOCEICTBHA U1 (UHAHCOBOM Oe3omacHocTH. [IprunHoil yreukn nHpopManum, eciu
OTCYTCTBYET JOJDKHOE oOecriedueHre HHPOPMAIMOHHON 0€30MaCHOCTH OPTraHU3alluK, MOTYT OBITh pa3IYHbIE
CIIy4alHOCTH, BBI3BaHHBIE HEOIIBITHOCTBIO COTPYTHUKOB.

WudopmanmonHast 6e30MacHOCTh NpeArnoaracT oOecredeHne 3aluThl JaHHbIX OT XHUINEHWH WIN
M3MEHEHWI KaK CIIy4aifHOro, TaK M yMBIIUIEHHOro Xapakrtepa. Cuctema obecniedueHus MHPOPMAITMOHHOMN
Oe3omacHocTH opraHu3anmui — dS((EKTHBHBIII WHCTPYMEHT 3aIIUTHl WHTEPECOB COOCTBEHHHKOB U
nojb3oBateneil uHpopmauuu. CrenyeT OTMETUTb, YTO YyIIEepO MOXKeT OBITh HaHECeH HE TOJIBKO
HECAHKIIMOHUPOBAHHBIM JOCTYHNOM K HMH(popManuu. OH MOXeT OBITh IOJMy4eH B pe3ysbTaTe ITOJIOMKH
KOMMYHHUKAIIMOHHOTO WM HH(popMaIMoHHOro o0opymoBanus. OcoOeHHO akTyalibHa 3(QheKTUBHASL
opranuszanus ooecredeHust 6e30MacHOCTH HHPOPMATMOHHBIX OAHKOBCKHUX CHCTEM M YUPEKIECHHH OTKPBITOTO
tuna (yueOHble, COUUanbHbIe U Ap.).

Jis Toro yroObl HAJNAAUTH JIOJDKHOE OOecliedeHHe 3aIlluThl MH(pOpMaluu clelyeT UMETh YETKOe
IpecTaBlIeHNe 00 OCHOBHBIX IOHATHUSAX, LIEJSIX U POJIM MH(OPMALIMOHHON 0€30I1aCHOCTH.

Tepmun «0Oe30macHOCTh HMH(OpMAIMKM» OMUCHIBAET CHUTYaLWIO, WCKIIOYAIOIIYI0 JOCTYIN IS
IIPOCMOTpa, MOJEPALMY U YHUUTOKEHHs aHHbIX CyObeKkTaMH O€3 HaJM4usl COOTBETCTBYIOILUX IIpaB. JTO
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IOHATHE BKJIOYAeT O0ecleueHHe 3allUThl OT YT€UKH M Kpaku MHGOpMAlMU C IOMOIIBIO COBPEMEHHBIX
TEXHOJIOTMH N NTHHOBAIlMOHHBIX YCTPOMICTB.

3ammta WHPOPMALUK BKJIIOYAECT MOJHBIA KOMIUIEKC MeEp IO OOECTeYeHUH MLEJIOCTHOCTH U
KOH(QHUICHIMAILHOCTH HMH(POpPMAUK TP YCJIOBHHM €€ JOCTYIIHOCTH JJisl TOJIb30BaTeseid, HMEIOLIHX
COOTBETCTBYIOIINE TIpaBa.

IenocTHOCTB — OHATHE, ONIPEEIISAIOIIEE COXPAHHOCTh KauecTBa HH()OPMALINU U €€ CBOMCTB.

KondunenuuansHoCTh Ipeanonaraet odecrneyeHrne CeKpeTHOCTH JaHHBIX U I0CTYTIa K ONpeAeTIeHHON
MH(QOPMaIUK OTACIBHBIM [10Jb30BATEIISIM.

JlocTynHOCTb — KauecTBO MH(OpMAINHY, ONpeAessolee ee ObICTPOE U TOUHOE

HaXOXKACHNUE KOHKPETHBIMH MOJIb30BATEISIMHU.

Henp 3ammrel wHGOpMAaLMM — MUHUMH3AlUs yoiepOa BCIeACTBHE HapylIeHUs TpeOOoBaHHM
LEJIOCTHOCTH, KOH(QUACHINATIBHOCTH U JOCTYIIHOCTH.

Cuctema Oe3omacHOCTH o0ecTiednBaeTcst padOTON TaKUX MOApa3IeNICHHN, KaK:

Kommbrorepnass 6e3omacHocTs. PabGota 3TOro mojpasfenieHdss OCHOBaHAa Ha NPUHATHH
TEXHOJIOTHYECKMX M aJMHHHUCTPATHBHBIX MEp, KOTOpble OOECIIEUMBAIOT KAauyeCTBEHHYIO paboTy BCex
anmapaTHbIX KOMIIBIOTEPHBIX CHUCTEM, YTO IIO3BOJISIET CO3JaTh COUHBIM, LEIOCTHBIHA, IOCTYIHBIA H
KOH(HICHIIMAIBLHBIN pecypc.

BbezonacHocTh HaHHBIX - 3TO 3aILUTa HHGOPMALUH OT XaJIATHBIX, CIy4alHbIX, HEABTOPU3UPOBAHHBIX
WIN YMBIIUICHHBIX pa3riallieHUid JaHHBIX WK B3JIOMa CHCTEMBI.

BezonacHoe mporpaMmHOe obecrieueHHe - STO IENBbIH KOMIUIEKC MPUKIAIHBIX M OOLICIeNeBbIX
NPOTrpaMMHBIX CPEICTB, HANpaBICHHBIX Ha oOecrieueHne 0e30macHoi paboThl BceX CUCTEM M 0e30MacHYIO
00paboTKy JaHHBIX.

BesonacHocTe  KOMMyHHKanmid  o0ecrieuumBaeTcss 32  CYET  ayTCHTH(QHKALUU  CHUCTEM
TEJIEKOMMYHHKAIIUH, PEeIOTBPALIAIONINX JOCTYITHOCTh HH(OPMALMU HEABTOPU3UPOBAHHBIM JIMILIAM, KOTOpast
MOJKET OBITh BBIZJAHA HAa TEIEKOMMYHHUKAIIMOHHBINA 3ampoc. http://www.iccwbo.ru/blog/2016/obespechenie-
informatsionnoy-bezopasnosti/

3aganue 5. JlaiiTe onpeaeneHusi OCHOBHBIM MOHATHAM M3 00/1aCTH HH(POPMALMOHHOI
0e30macHOCTH.

3aganue 6. [IpokoMMeHTHPYIiTE CiaenyolIee BHICKAa3bIBAHUE!

“In the last 20 years, technology has permeated every facet of the business environment. The
business place is no longer static — it moves whenever employees travel from office to office, from office to
home, from city to city. Since business has become more fluid, information security is no longer the sole
responsibility of a small dedicated group of professionals .....”

KonTtpoasnas pabdora
3 kypce 5 cemecTp
Temsbr 11-16. Oprann3auuoHHasi CTPYKTYPa NpeANPUATUHS] ¢ TOYKH 3peHHsi HHPOPMALHOHHOI
0e3onacHocTH. CHcTeMa NMPUHATHA pellleHHii B OpraHu3anuu. Y npasjieHue KOPIOpPaTHBHBIM
HH(OPMALIHOHHBIM KOHTEHTOM. JTHKa B HH(OpMaluoHHOH Oe3onacHocTH. CHcTeMa ynpaBjieHUs
KkadecTBOM. Mogean HH(PpOPpManMOHHOI 0e301TACHOCTH HA NPeINPUATHH.
3aganue 1. Kpatko cdopmyanpyiiTe 0OCHOBHYIO HI€I0 TEKCTa

Typically, a security policy has a hierarchical pattern. It means that inferior staff is usually bound not
to share the little amount of information they have unless explicitly authorized. Conversely, a senior manager
may have enough authority to make a decision what data can be shared and with whom, which means that they
are not tied down by the same information security policy terms. So the logic demands that ISP should address
every basic position in the organization with specifications that will clarify their authoritative status.

Policy refinement takes place simultaneously with defining the administrative control, or authority in
other words, people in the organization have. In essence, it is hierarchy-based delegation of control in which
one may have authority over his own work, project manager has authority over project files belonging to a
group he is appointed to, and the system administrator has authority solely over system files — a structure
reminiscent of the separation of powers doctrine. Obviously, a user may have the ‘“need-to-know” for a
particular type of information. Therefore, data must have enough granularity attribute in order to allow the
appropriate authorized access. This is the thin line of finding the delicate balance between permitting access
to those who need to use the data as part of their job and denying such to unauthorized entities.

20



Access to company’s network and servers, whether or not in the physical sense of the word, should be
via unique logins that require authentication in the form of either passwords, biometrics, ID cards, or tokens
etc. Monitoring on all systems must be implemented to record logon attempts (both successful ones and
failures) and exact date and time of logon and logoff.

Speaking of evolution in the previous point — as the IT security program matures, the policy may need
updating. While doing so will not necessarily be tantamount to improvement in security, it is nevertheless a
sensible recommendation.

3aganue 2. CocTaBbTe ILUIAH TEKCTA

Data can have different value. Gradations in the value index may impose separation and specific
handling regimes/procedures for each kind. An information classification system therefore may succeed to pay
attention to protection of data that has significant importance for the organization, and leave out insignificant
information that would otherwise overburden organization’s resources. Data classification policy may arrange
the entire set of information as follows:

High Risk Class— data protected by state and federal legislation (the Data Protection Act, HIPAA,

FERPA) as well as financial, payroll, and personnel (privacy requirements) are included here.

Confidential Class — the data in this class does not enjoy the privilege of being under the wing of law,
but the data owner judges that it should be protected against unauthorized disclosure.

Class Public — This information can be freely distributed.

Data owners should determine both the data classification and the exact measures a data custodian
needs to take to preserve the integrity in accordance to that level.

Sharing IT security policies with staff is a critical step. Making them read and sign to acknowledge a
document does not necessarily mean that they are familiar with and understand the new policies. A training
session would engage employees in positive attitude to information security, which will ensure that they get a
notion of the procedures and mechanisms in place to protect the data, for instance, levels of confidentiality and
data sensitivity issues. Such an awareness training should touch on a broad scope of vital topics: how to
collect/use/delete data, maintain data quality, records management, confidentiality, privacy, appropriate
utilization of IT systems, correct usage social networking, etc. A small test at the end is perhaps a good idea.

General considerations in this direction lean towards responsibility of persons appointed to carry out
the implementation, education, incident response, user access reviews, and periodic updates of an ISP.

Prevention of theft, information know-how and industrial secrets that could benefit competitors are
among the most cited reasons why a business may want to employ an ISP to defend its digital assets and
intellectual rights.

Out of carelessness mostly, many organizations without giving a much thought choose to download
IT policy samples from a website and copy/paste this ready-made material in attempt to readjust somehow
their objectives and policy goals to a mould that is usually crude and has too broad-spectrum protection.
Understandably, if the fit is not a quite right, the dress would eventually slip off.

A high-grade ISP can make the difference between growing business and successful one. Improved
efficiency, increased productivity, clarity of the objectives each entity has, understanding what IT and data
should be secured and why, identifying the type and levels of security required and defining the applicable
information security best practices are enough reasons to back up this statement. To put a period to this topic
in simple terms, let’s say that if you want to lead a prosperous company in today’s digital era, you certainly
need to have a good information security policy.

http://resources.infosecinstitute.com/key-elements-information-security-policy/

3aganue 3. CyMmmMupyiiTe comepkaHue TeKCTa

Another caveat for the security professional using the sub-policy approach is to make sure sub-policies
do not repeat what is in the global policy, and at the same time are consistent with it. Repetition must be
prohibited as it would allow policy documents to get out of sync as they individually evolve. Rather, the sub-
documents should refer back to the global document and the two documents should be linked in a manner
convenient for the reader.

Even while giving sub-policies due respect, wherever there is an information security directive that
can be interpreted in multiple ways without jeopardizing the organization's commitment to information
security goals, a security professional should hesitate to include it in any policy. Policy should be reserved for
mandates. Alternative implementation strategies can be stated as a responsibility, standard, process, procedure,
or guideline. This allows for innovation and flexibility at the department level while still maintaining firm
security objectives at the policy level.
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This does not mean that the associated information protection goals should be removed from the
information security program. It just means that not all security strategy can be documented at the policy level
of executive mandate. As the information security program matures, the policy can be updated, but policy
updates should not be necessary to gain incremental improvements in security. Additional consensus may be
continuously improved using other types of Information Security Program documents.

Supplementary documents to consider are:

Roles and responsibilities — Descriptions of security responsibilities executed by departments other
than the security group. For example, technology development departments may be tasked with testing for
security vulnerabilities prior to deploying code and human resources departments may be tasked with keeping
accurate lists of current employees and contractors.

Technology standards — Descriptions of technical configuration parameters and associated values that
have been determined to ensure that management can control access to electronic information assets.

Process - Workflows demonstrating how security functions performed by different departments
combine to ensure secure information-handling.

Procedures — Step by step instructions for untrained staff to perform routine security tasks in ways
that ensure that the associated preventive, detective, and/or response mechanisms work as planned.

Guidelines — Advice on the easiest way to comply with security policy, usually written for non-
technical users who have multiple options for secure information-handling processes.

What an information security policy includes

This leaves the question: what is the minimum information required to be included in an information
security policy? It must be at least enough to communicate management aims and

direction with respect to security. It should include:

Scope — should address all information, systems, facilities, programs, data, networks and all users of
technology in the organization, without exception

Information classification — should provide content-specific definitions rather than generic
"confidential” or "restricted"

Management goals — goals for secure handling of information in each classification category (e.g.,
legal, regulatory, and contractual obligations for security) may be combined and phrased as generic objectives
such as "customer privacy entails no authorized cleartext access to customer data for anyone but customer
representatives and only for purposes of communicating with customer,™ "information integrity entails no write
access outside accountable job functions,” and "prevent loss of assets"

Context — Placement of the policy in the context of other management directives and supplementary
documents (e.g., is agreed by all at executive level, all other information handling documents must be
consistent with it)

Supporting documents — include references to supporting documents (e.g., roles and responsibilities,
process, technology standards, procedures, guidelines)

Specific instructions — include instruction on well-established organization-wide security mandates
(e.g., all access to any computer system requires identity verification and authentication, no sharing of
individual authentication mechanisms)

Responsibilities — outline specific designation of well-established responsibilities (e.g., the
technology department is the sole provider of telecommunications lines)

Consequences — include consequences for non-compliance (e.g., up to and including dismissal or
termination of contract)

This list of items will suffice for information security policy completeness with respect to current
industry best practice as long as accountability for prescribing specific security measures is established within
the "supplementary documents” and “responsibilities” section. While items 6 and 7 may contain a large variety
of other agreed-upon details with respect to security measures, it is ok to keep them to a minimum to maintain
policy readability and rely on sub-policies or supporting documents to include the requirements. Again, it is
more important to have complete compliance at the policy level than to have the policy include a lot of detail.

Note that the policy production process itself is something that necessarily exists outside of the policy
document. Documentation with respect to policy approvals, updates and version control should also be
carefully preserved and available in the event that the policy production process is audited.

https://www.csoonline.com/article/2124114/it-strategy/strategic-planning-erm-how-to-write-
an-information-security-policy.html?page=2

3ananmue 4. U3n0xuTe coiep:kanne TEKCTa HA AaHTVIMHCKOM SI3bIKE UCTO0JIb3YS AKTHBHYIO
JIEKCHKY.
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BezonacHocTs WHpOpPMAIMK TPEAINONAracT OTCYTCTBHE HEJOMYCTHMOTO PHCKA, CBS3aHHOTO C
yTeukoll wH(}pOpManmuM TO TEXHWYECKHUM KaHallaM, HECaHKIMOHWPOBAaHHBIMA M HETpeIHaMEePEHHBIMH
BO3/ICHCTBUAMU Ha PpECypCchl, UCIOJIB3yeMble B aBTOMATH3MPOBAaHHOM cucTeme. Kpurepusmu
MHQOPMAIIMOHHON 0€30MacHOCTH SBISIOTCS KOH(PHUIESHINATBHOCTD, LEIOCTHOCTh U Oynymiasi TOCTYIMHOCTb
nHpopmarn. [Ipu 3ToM o kKoH(DHUACHIINATHPHOCTHIO IOHIMAETCSl CBOUCTBO WH()OPMAITMOHHBIX PECYpPCOB, B
TOM 4YHciie WH(OPMAIUH, CBI3aHHOE C TEM, YTO OHHM HE CTaHyT JOCTYIHBIMH M HE OyIyT PacKPBITHI AJIS
HEYNOJIHOMOYEHHBIX JHI. LleTOCTHOCTE -3TO CBOMCTBO WH(OPMALMOHHBIX PECypcoB, B TOM 4YHCIC
nH(pOPMAIUH, OTPEAETISIONIEe UX TOYHOCTh W TOJTHOTY. B CBOIO oYepenp MOCTYMHOCTh HH(POPMALUU - 3TO
CBOICTBO, OIPEIENIIOnee BO3MOXHOCTh TOJYYCHHS W WCIOJIB30BAHUA WH(GOPMAIMU IO TPeOOBaHUIO
YIOJTHOMOUYCHHBIX JTUII.

CrnenyeT NOMYEPKHYTh, YTO TEMITbI DPAa3BUTHS COBPEMCHHBIX HH(POPMAIIMOHHBIX TEXHOJOTHI
3HAYUTENFHO OMNEepeXaroT TEeMIBl pPa3padOTKH PEKOMEHAATEIhbHOH ¥ HOPMAaTHBHO-TIPABOBOI 0askl,
PYKOBOJSIIMX JOKYMEHTOB, JeicTByommx Ha Tepputopun Poccun. IlosTomy pemeHue Bompoca o
pa3paboTke 3(pGEKTUBHOW TOIUTUKH HHPOPMAIMOHHONH O€30MacHOCTH Ha COBPEMEHHOM MPEANPHITHN
HampsSMyI0 CBS3aHO C TMpoOIeMoill BHIOOpa KpUTEpHWEB W TIOKa3aTeled 3alluIIeHHOCTH, a TaKke
3¢ (eKTHBHOCTH KOPIIOPATHBHON CHCTEMBI 3aIIUTHl HH(POPMAIIHH.

COBpCMCHHLIe MCTOJblI YHNPABJICHHA PUCKAMKU IO3BOJAIOT PCIIWUTH PAJ 3aJdad MNCPCICKTUBHOI'O
CTPaTEermyecKoro pa3BUTHS TNpeAnpusTHs. Bo-TepBbIX, KOIWYECTBEHHO OIICHUTh TEKYIIUH YPOBEHBb
WH(POPMAITMOHHOW 0€30MacHOCTH TPEANpPUATHS, YTO TOTpeOyeT BBHISBICHUS pPHCKOB HAa IIPABOBOM,
OpraHu3allUOHHO-YIIPABJICHYCCKOM, TCXHOJIOTHYCCKOM H TCEXHHUYCCKOM YPOBHAX OGGCHC‘IGHI/ISI 3allluThI
nHpopmMain. Bo-BTOpBIX, B CUCTEMY PUCK-MEHEIKMEHTA Ha MPEIIPUSTHNA MOKET OBITh BKIIFOUEHA MTOJUTHKA
0e30macHOCTH ¥ IUIAHBI COBEPIICHCTBOBAHUS KOPIOPATHBHON CHCTEMBl 3aIlUTHl WHGOpPMAIVH IS
JOCTHIXCHHUA IPUEMIJIEMOT'O YPOBHS 3allIUIIECHHOCTH I/IH(i)OpMaHI/IOHHI)IX AKTHUBOB KOMIIaHHH.

C 5TOH LENbI0 PEKOMEHAYETCS OCYIIECTBUTh pacdyeT (DMHAHCOBBIX BIIOKCHUH B OOCCIICUCHHE
0e301MacHOCTH Ha OCHOBE TEXHOJIOTHH aHAIM3a PUCKOB, IPOU3BECTH COOTHOIIIEHUE PACX0/IOB Ha oOeceueHrne
0€301MacHOCTH ¢ IOTEHIIHALHBIM YIIIEPOOM M BEPOSTHOCTHIO €r0 BO3HUKHOBEHUs. Heo0X0AMMO BBISABIISATE U
MPOBOJIMTH MEpBOOYEpETHOE OJIOKHpOBaHKUE HanboJiee OMACHBIX YSA3BUMOCTEH JI0 OCYIICCTBICHHS aTak Ha
ysi3BUMBIe pecypchl. CliefyeT onpeaeauTh (PYHKIIMOHAIbHBIC OTHOIICHHUS M 30HBI OTBETCTBEHHOCTH IPU
B3aMMOJICHCTBUH TIOJpa3/IeeHuN 1

JuI] 1o o0ecreveHn0 MH()OPMAIMOHHONH O€30MacHOCTH MNPEANPUNTHI, a Takke pa3padoTaTh
HEOOXOJUMBI TakeT OpraHW3alMOHHO-PACTIOPSAUTENLHON JoKyMeHTaunu. OJIHOBPEMEHHO —CleayeT
OCYIIECTBIIATH Pa3pabdOTKy W COTIACOBAaHUE CO CITy>KOaMH TPEINpHUATHS, HAI30PHBIMH OpraHaMHU IMPOEKTa
BHEJIPEHUS HEOOXOIUMOTr0 KOMIUIEKCA 3alllUThl, YYHTHIBAIOIIETO COBPEMEHHBI ypOBEHb W TEHACHIIUU
pa3BUTUA I/IH(i)OpMaHI/IOHHBIX TEXHOJIOTHH. KpOMe TOro, BaXHBIM MCEPOIPUATUEM MOAACPKKH CHCTEMBIL
Oe3omacHocTH WHGOPMAIUK SIBIETCS oOecriedueHne TOJIep)KaHnus BHEIPEHHOTO KOMIDIEKCa 3allUTHl B
COOTBETCTBHHM C W3MEHSIONUMUCS YCIOBUSAMH PAaOOTHl MPENNpPHUATHS, PETYIAPHBIMH TOpa0OTKaMu
OpraHU3alMOHHO-PACTIOPAAUTEIPHON JIOKYMEHTAIMKM, MOJU(pHUKAIMCH TEXHOJOTHYECKUX IPOIECCOB U
MO)ICpHHSaHHefI TEXHUYCCKUX CPEACTB 3alllUTHI.

Cucrema 3amuThl UHPOPMAIIMK HA TPEANPHUITAN TPECIEAyeT TaKhe IIeNM KaK MpeAoTBpaIleHUe
YTCUKH, XUIICHUA, YTPAaThbl, HCKAXCHUA, TOAACIIKHA I/IH(i)OpMaIII/II/I; MMpEAOTBPAIICHUC HECAHKIMOHUPOBAHHBIX
JEHCTBUI TI0 YHUYTOXEHHIO, MOJU(PUKAIINN, UCKAKEHHIO, KOIMMPOBAaHUIO, OJIOKUPOBAHUIO HH(MOpMAINY,
MpeNoTBpallieHne JApYyrux ¢GopM HE3aKOHHOTO BMeENIATeNhCTBA B WHGOPMAIMOHHBIE pPECYypChl U
WH(POPMAITUOHHBIC CUCTEMBI.

[Momumo 3TOTO CHicTeMa MH(OPMAIIMOHHON 0€30MaCHOCTH HallejieHa Ha 00eCTeUeHHE YCTOHYNBOTO
(GYHKUMOHUPOBAaHUSI OOBEKTA: MPEAOTBPAIICHHE YIrpo3 €ro 0e30MacHOCTH, 3alUTy 3aKOHHBIX HHTEPECOB
BIIa/iebIla HH(QOPMAITUU OT IPOTUBONPABHEIX MOCITATEILCTB, B TOM YHCIIE YTOJIOBHO HAKA3YEMbIX JISSHUN B
paccMaTpuBaeMoi cepe OTHOIIECHUH, MPEAYCMOTPEHHBIX Y TOJIOBHBIM KOJEKCOM.

OO0s13aTenibHBIM ~ yCIIOBHEM  A(MQGEKTHBHOW pealn3alliil  BBIICYITOMSHYTHIX IeJied  SIBISeTCS
HEMPEMEHHBIH KOHTPOJIb KadecTBa MPEJOCTAaBISEMbIX YCIYI W OOECledYeHHe rapaHThi 0e30macHOCTH
MMYIIECTBEHHBIX MTPAaB U HHTEPECOB KIIUEHTOB.

B cBs3u ¢ 3THM, cucTeMa WHPOPMAIMOHHOW 0€301MacHOCTH JTODKHA 0a3MpOBaTHCS Ha CICAYIOIMINX
MIPUHIIUTIAX

- IPOTHO3MPOBAHHE M CBOEBPEMEHHOE BBISBIICHUE YTPO3 0€30MaCHOCTH HH(POPMALIMOHHBIX PECYPCOB,
MPUYUH U YCIOBUH, CIOCOOCTBYIOIINX HAHECEHUIO (DMHAHCOBOTO, MAaTEPHAIFHOTO M MOPAJIBHOTO yiepoa,
HapYIIEHUIO er0 HOPMAITbHOTO (QYHKIIMOHUPOBAHUS U Pa3BUTHS,

- cO3/laHHe YCIOBUH (YHKUMOHHUPOBAHUS C HAWUMEHBIIECH BEPOATHOCTBHIO peau3alud Yrpo3
Oe3omacHOCTH HH(POPMAITMOHHBIM pecypcaM M HAaHECCHUS Pa3InIHBIX BUIOB yIIepOa;
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- CO3/aHUE MeXaHW3Ma U YCJIOBMH ONEpPaTUBHOIO pearupoBaHHUsA Ha Yrpo3bl MH(POPMALMOHHOH
0e30MmacHOCTH W TPOSIBJICHUS HETaTHBHBIX TEHACHIWI B (YHKIIMOHUPOBaHWH, 3(()EKTHBHOE TpecedeHne
MOCATATENILCTB Ha PECypChl Ha OCHOBE MPABOBBIX, OPTraHU3alMOHHBIX M TEXHHYECKUX MEpP M CPEICTB
obecreueHus 6€30IaCHOCTH,

- CO3JlaHME YCIOBUH Il MAKCUMAJIBHO BO3MOXKHOT'O BO3MEIICHHUS HIIOKAJIM3alny yiepoa,

HAaHOCHMOT'O HENPAaBOMEPHBIMU ACHCTBUAMH (H3MUYECKHX M IOPUANYECKUX JHILl M, TEM CaMbIM,
ocnabneHue BO3MOKHOTO HETaTUBHOT'O BIUSHHUS MOCIEACTBIA HApYIIEHU MHPOPMAIIHOHHOH O€30MacHOCTH.

IIpu pa3paboTke MOTUTHKN OE30IACHOCTH PEKOMEHAYETCS! HCIIOIb30BAaTh MOJEIb, OCHOBAHHYIO Ha
amanTaruu oomux kputepueB (ISO 15408) m mpoBenenwu ananmsa pucka (ISO 17799). Dra momens
COOTBETCTBYET CIELUAIBLHBIM HOPMATUBHBIM JOKYMEHTaM MO OO0EcleuYeHHI0 WHPOPMAMOHHON
Oe3onacHocTH, TpUHATHIM B Poccuiickoit ®enepauumn, mexayHapogHomy crangapt) ISO/IEC 15408
«MHpopMannoHHasi TEXHOJIOTHS - METO/IbI 3AILUTHI - KPUTEPUX OLEHKH MH()OPMAIIMOHHON 0€30I1acCHOCTI,
crangapty ISO/IEC 17799 «Ynpasnenue HHGOPMAITHOHHOH O€30MaCHOCTHION.

JaHHas MozieNb BKJIFOUAET CIIEAYIOMINE OOBEKTHBHEIEC (DaKTOPHI:

- yrpo3sl HHPOPMALIMOHHOH 0€30MaCHOCTH, XapaKTEPU3YIOIINECs] BEPOSATHOCThIO BOSHUKHOBEHHUS U
BEPOSITHOCTBIO PEaIN3aLIH;

- YSA3BUMOCTH HHq)OpMaHHOHHOfI CUCTCMbI WJIM CUCTEMblI KOHTPMCP, BIUAIONIMC Ha BCPOATHOCTH
peanu3anuu yrpossl;

- PUCK - (JaKTOP, OTPAYKAIOIINI BO3ZMOXKHBIN yIIepO OpraHn3aliy B pe3yIbTaTe pean3alii YTPO3bI
WHQOPMAITMOHHOH 0€30MaCHOCTH: YTEUKH HH(POPMAINY 1 €€ HEMTPaBOMEPHOTO HUCIIOIb30BaHHS.

[pennaraemass MeToarka pa3pabOTKH MOJUTHKA WHPOPMAIMOHHON O€30MacHOCTH COBPEMEHHOT'O
OPEANPHUITUS IO3BOJISIET IOJHOCTHIO MPOAHANM3UPOBATh M JAOKYMEHTAJIbHO OQOPMUTH TpeOoBaHu,
CBsI3aHHBIE C 0OecreueHrneM HHPOPMAaITMOHHOH 0€30IacHOCTH, U30€KaTh PacX0/Ibl Ha JOTIONHUTEIbHBIC MEPHI
0e30MacHOCTH, BO3MOXKHBIE MpPU CyOBEKTHBHOW OIIGHKE PHCKOB, OKa3aTh MOMOIIb B TUIAHUPOBAHUH U
OCYILECTBIICHUN 3aIIMTBHl Ha BCEX CTAOMSIX JKM3HEHHOIO IMKJIA MH()OPMAIMOHHBIX CHCTEM, NPEACTABUThH
00ocHOBaHUE 1151 BBIOOpA Mep MPOTHBOIEHCTBUS, OLIEHUTH 3PPEKTHUBHOCTH KOHTPMEP, CPABHUTD PA3IHMYHbIE
BAPUAHTBI KOHTPMED.

http://www.globez.ru/press/148-.html

3aganue 5. JlaiiTe onpenesaeHusi OCHOBHBIM NOHATUSM U3 00J1aCTH HH(POPMATMHHHOMH
0e30macHOCTH.

3ananue 6. [IpokomMMeHTHPYIiTE cileayollee BbICKasbIBaHUe: A company’s information is only
as secure as its weakest link.

Kounrpoabnas padora
3 kypc 6 cemecTp
Tembl 17-20. Undopmanusa kak akTus npeanpusitus. Uadopmanuonnsbie cucremsbl.
CoBpeMeHHBIC TEXHOJIOTHM M HHPOPMALMOHHAA 0€3011ACHOCTD. YKH3HEHHBIIl HUKJI CHCTEMBbI
0e30macHOCTH.

3ananue 1. KpaTtko copmyaupyiiTe 0CHOBHYIO HI€H0 TEKCTA

IT-reliant work systems . The fact that a work system uses IT extensively does not imply

that it is an information system. The following are examples of work systems that use IT

extensively but are not information systems: fulfillment systems for phy package delivery systems,
highly automated manufacturing systems, medical systems that include physical examination or treatment of
patients, and transportation systems that use IT extensively. In such cases, an information system may produce
inter mediate products and services that are meaningful and useful primarily in the context of a larger work
system that involves activities beyond processing of information. Alternative ly, the processing of information
may be so intertwined with the work system that it is barely meaningful to speak of the information system as
a separate system.

Increasing reliance on computerized information systems has led to increasing degrees of

overlap between work systems and the information systems that support them. This trend

implies that a clear IS definition should distinguish between information systems and 1T-

reliant work systems (of which information systems are a special case whose processes and activities
are devoted to information and that produce informational products and services). This distinction is often
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ignored because IT-reliant work systems are sometimes treated as subject matter within in the IS field, an
inclusion that may have significant benefits for the IS field. (Alter, 2003a; 2003b)
http://repository.usfca.edu/cgi/viewcontent.cgi?article=1021&context=at

3aganue 2. CocTaBbTe IVIAH TEKCTA

Ransomware refers to a type of malware used by attackers that first encrypts files and then attempts to
extort money in return for the key to unlock the files by demanding a “ransom” (Bridges, 2008). These
ransoms are most often demanded in the form of bitcoins, a type of cryptocurrency .  When using bitcoins ,
transactions are irreversible, there is also a low fee of approximately $0.043 USD

per transaction , and the owner of a particular bitcoin account can (Angel and McCabe, 2015). Due
to bitcoin’s ability to make transactions easy while protecting the anonymity of those involved

, it has become the preference currency for criminal activity including ransomware hackers (
Schneider, 2014; Swartz, 2017). According to a November 2015 report by the Cyber Threat Alliance,
a single ransomware variant - CryptoWall 3 - was responsible for 406,887 attempted infections and
$325 million in damages since it was discovered in January 2015 (

Kumar, 2015).

Based upon these financial estimates, it is believed that new variants of this version of ransomware
and other ransomware approaches are certainly being developed and released

(McCarthy, 2016).

In fact, one estimate reports the number of new ransomware variants being developed as 100,000 a
day (Pollock, 2016)!In the past, ransomware of attacks had primarily been used to target individuals; however,
criminals have the ability to not only encrypt the files on an individual victim’s local computer, but they can
also encrypt networked files to which that user had

access. This makes organizations a more lucrative target for cybercriminals (Bridges, 2008).

In fact, according to the U.S. Department of Health and Human Service Office for Civil Rights' Breach
Portal, which displays breaches of health data that affect 500 or more people, over 325,000 healthcare data
breaches were reported (Arndt, 2017) Ransomware is typically spread through fake emails that have been
designed by the hacker to appear legitimate (Mustaca, 2014).

These emails may contain a link to an infected website or include an attachment such as a Word
document that contains macros. Once a link is clicked or a document is opened, it downloads and infects the
machine quickly: estimates vary from seconds (Correa, 2017; NFF, 2017) to 20 minutes (Cybereason, 2016).

During this time, the malware searches the hard drive, network files, external drives, and cloud drives
for all files that can be encrypted. After encryption, a “key” is required to unlock the files

; this key is saved by the hacker, and this key in not released until the victim pays a requested amount
or “ransom” (Mustaca, 2014).

Prior to 2016, healthcare organizations were not thought to be a primary target for ransomware

(MccCarthy, 016). However, hospitals have become an easy target for hackers, for two reasons: (1)

the necessity for computer-stored information associated with patient care e.g., electronic edical
records) and (2) the security holes in information technology (IT) systems. In fact, a report from

Ponemon Institute, in 2016 stated that 89% of healthcare organizations suffered at least one data
breach involving the loss of patient data over a 2-year period, and 45% had more than 5 such breaches. In
addition, the frequency of successful hacking of patient medical files increased from

55% in 2015 to 64% in 2016. When hit with ransomware, some hospitals have been desperate to pay
the ransom due to their need to provide critical care to patients with the most up-to-date inform

ation such as drug interaction, care directives, and medical history (Zetter, 2016a). Ransomware

has made it easy for hackers to attack hospitals due to their sudden adaptation of IT without a

concomitant increase in the number and sophistication of IT support staff. This adaptation
occurred after the government allocated funds for Meaningful Use, which was used to encourage the use of
EHRs. With the Meaningful Use incentive, EHR utilization has increased from 9.4% in 2008 to 96.9% in
2014 (ONC, 2015).

With such a substantial increase in IT utilization in a short time frame, many healthcare facilities

have been unable to adopt adequate network and other information technology resources to combat
potential attacks (Verizon, 2016).

Without adequate resources, many hospitals simply do not have the staff to provide simple barriers to
hackers such as prompt installation of patches. According to a 2016 report by Verizon, 85% of
successful exploits take advantage of vulnerabilities such as outdated patches/
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https://works.bepress.com/alberto_coustasse/107/
3aganne 3. Cymmupyiite cogep:Kanue TeKCTa
New Start-Up Company Makes Parking a Whole Lot Smarter!

Whether it’s parking at a major event, or just getting into campus, one of the biggest headaches of our
daily commute, and sometimes the hardest part is what comes in the end — finding a park-ing spot. SmartRF
Solutions, a new startup company founded by Dr. Arijit Sengupta and his business part-ner, provides custom
solutions for AVI enabled parking

systems, starting from basic access control systems to complex end-to-end systems for large parking
chains.

With the AVI (Automatic Vehicle Identification) technology used in the SmartPark RF product from
SmartRF Solutions, the hassles of getting into a parking lot may

get easier for many. For example, faculty and staff at Wright State University

today use AVI in their restricted parking lots courtesy of a research project that is being
commercialized into a parking solution that could solve many of the problems with our daily commute.

Such is the case for Katie Halberg, Senior Writer and Editor at Wright State University, who was so
thrilled at not having to roll down the window to swipe her card that she wrote a beautiful poem based on Poe’s
The Raven, excerpts from which are reproduced below with the author’s permission:

“From my window, I could see a driver struggle, reaching out his car door

(For the rare and long-armed Raider can reach this and more...)

To swipe their card and open the door....

By that Heaven that bends above up—by that RFID we’ve come to adore—

Rejoiced this employee as the gate swung upward and upward more,

Without a Wrightl Card, only a parking tag and nothing more....

And my car window shall be lowered—nevermore!”

SmartPark RF can equip an existing parking lot or garage with AV capabilities. AV allows vehicles
to be automatically identified (leading to allowing/denying access to the structure) without any manual
assistance from the operator of the vehicle. This makes parking more efficient, reduces vehicle queue lengths,
and increases safety and convenience, because operators do not have to roll down the window or remove their
card or wallet to gain access. It also provides easy ADA conformance with seamless access to physically
handicapped clients. SmartPark RF can lead to several additional services such as parking space counting,
violation detection, and guest parking management. An initial survey of users of martParkRF suggests that
over 90% of users would be happy to pay a small $5 surcharge for this service — something that parking
management can use to easily derive a return on investment in the technology.

http://corescholar.libraries.wright.edu/cgi/viewcontent.cgi?article=1020&amp;context=infosys_scm

3aganue 4. U310:XuTe colep:kaHHe TeKCTA HA AHIJIMIICKOM fi3bIKe HCMOJb3yA AKTHBHYIO
JIEKCHKY.
60% KoMIaHu# MO OMMOKE PACCHUIAIN CEKPETHBIE JOKYMEHTHI
Esrennii {apes

Okono 43% opraHu3zanuid CYUTAIOT, YTO WM HE XBaTaeT SICHOW IOJUTHKU OOecIeueHus
0e30MacHOCTH BHYTPEHHUX JIOKYMEHTOB.

CHayana 310 OblJia IeYaabHO U3BeCTHas yTeuka (ainoB ArentcTBa HanmonaneHol bezomacHoctr
¢ yuactueM Oasapnaa CHoyzaeHa, Terneps nopran WikilLeaks omyOsukoBail ssKoObl YKpaJ€HHbIC JOKYMEHTbI
LPY: 6e30macHOCTh JOKYMEHTOB CHOBA B 3MUIIEHTPE COOBITHH.

HenaBuee uccnenosanue, nposeaeHHoe komnanueil Business Performance Innovation (BPI) cpean
6omee 200 BirazmenpIleB OM3HECA, HCIIOTHUTEILHBIX TUPEKTOPOB M PAaOOTHUKOB YMCTBEHHOTO TPY/Ia, IIOKA3aJIo,
YTO, XOTSI OOJBIIMHCTBO U3 HUX M O0ECTIOKOEHBI BO3MOXKHOW YTEUKOW KPUTHUECKH BAKHBIX JOKYMEHTOB B
pe3ynbrate KuOepaTakd, TJIABHOE OECITOKOWCTBO BBI3BIBACT CydYaiHas OTHpaBKa KOH(HUIACHIIUAILHOM
nHpOpMAIUEH KeM-TH00 U3 COTPYTHUKOB.

CornacHo mccnenoBannio, 61% pecrnoHIEHTOB OECIOKOSTCS O TOM, YTO COTPYAHHUK OTIIPABHUT
KOHQUIeHIMAILHYI0 HWHQOopMarmio omubouHoMy anpecaty, a 41% o00ecloKoeH YTeYKOW BaKHBIX
JIOKyMeHTOB. M camoe TiaBHOE, IIECTh U3 JICCATH OMPOIICHHBIX TOBOPST, YTO MM CaMUM WM KOMY-TO U3
COTPYTHHUKOB YK€ CIy9asioch MO OMIMOKE OTIPABISATH TOKYMEHTHI.
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Oxomno 43% OIpOIICHHBIX TaK)Ke€ COOOINAIOT, YTO WX KOMIIAHWS HE WMEET SICHOH MOJUTHKH
obecriedeHus: 6€30MacHOCTH TOKyMEHTOB. DTO Ipro0OpeTaeT O0NbIIoe 3HaUeHHE, TTOCKOIbKY JOKYMEHTHI BCE
yarie cofepkat KoHpuaeHIraabHyo nHpopmanuto. [Toutn 75% pecrnoHAEHTOB TOBOPSIT, YTO OHU CAMH HJIHA
UX COTPYAHUKH €XKEHENENbHO CO3Aal0T AOKYMEHTBI, coAepKallue KOHGUACHIHATbHYI0 HH(OpManuio, U
6onee 33% nenaroT 3TO €KEIHEBHO.

«OueBuIHO, YTO OE30MMACHOCTH JIOKYMEHTOB MPEACTABIAET cO00 OONBIIYIO U MOKa HE PEIICHHYTO
3amauy», — roBoput 3B Mrioppe#i, cotpyanuk kommnanun BPI Network. «Kommanuu moinkHbI JTydiiie
00y4aTh CBOMX COTPYIHHMKOB U NPUMEHSTh TAKUE YTHJIMTHI, KaK CBI3aHHBIC JOKYMEHTHI WK «yMHbIe PDF-
(baiinbl», KOTOpBIE MTO3BOJISIOT M0JIB30BATENAM IH(POBATH M BOCCTAaHABIUBATH JOKYMEHTHI.

@®poank [ukcon (Frank Dickson), aupekrop mo uccienoBanusim xkommanuu IDC, oTmeuaer, 4to
JaKe ecl HapylleHHe 0e30IacHOCTH HE MCXOIUT U3 BPEIOHOCHOTO MCTOYHHUKA, 3TO HE 03HAYaeT, YTO OHO
IPUHOCUT MEHbIIE Bpea.

«CrydaiiHas yTeuka BCe elle SBISIETCS YTEUKOM 1 MOXKET OKa3aThCsl TOCTATOUHOM Cephe3HON», —
roBopHT lukcon. «OcobeHHO, KOT/ia pedb UJIET O CTOCOOHOCTH COTPYAHHUKOB COBEPILATH OIITUOKI.

Jpyrue, He MeHee cepbe3Hble NMPUUYMHBI U1 OECHOKOICTBA: mepegaya BHEIIHUMH HapTHEPaMU
KOH(HUICHINAIBHBIX JOKYMEHTOB 0Oe3 paspemeHus (34%); OOKyMEHTHI, pasIiIalleHHbIE COTPYAHHUKAMHU
ueneHanpasieHHO (33%); YBOJIGHHBIE COTPYOHUKH, Ha JUYHBIX YCTPOHUCTBAX KOTOPBIX COXPAHUIIUCH
KOH(pUICHIMAIBHBIE IOKYMEHTHl (26%); HEOOCTaTOYHO 3allWINEHHbIE JOKYMEHTBHI, BBINYILECHHbIE B
obpammenue (22%).

Uro kacaeTcst MOCIEACTBII MOXHUIICHUS WM YTEYKH JOKYMEHTOB, TO OTBETHI BapbUPOBAIUCH OT
yiep6a pernytamuu (53%) 1o cyaeOHbIx nporeccos (41%), noTepu BpeMeHH U Ipou3BoAuTeNbHOCTH (40%).
Eme 39% yka3zanu Ha KOHKYpEHTHblE pUCKH, a 34% 00ECIOKOEHBI TeM, YTO MOAOOHBIM MHIUICHT MOXKET
CTOUTH UM padoThl. U muib 21% onpoIieHHbIX 00eCIOKOSHBI IOTEPE J0X0a.

http://www.securitylab.ru/blog/personal/tsarev/341436.php

3amanme 5.  JlaiiTe onpenesieHusi 0CHOBHBIM nmonsiTusim: the system development life cycle.

3aganue 6. [IpokoMMeHTHPYITE CiaenyolIee BHICKAa3bIBAHUE!

Applying the risk management process to system development enables organizations to balance
requirements for the protection of agency information and assets with the cost of security controls and
mitigation strategies throughout the SDLC. Risk management processes identify critical assets and operations,
as well as systemic vulnerabilities across the organization. Risks are often shared throughout the organization
and are not specific to certain system architectures.

KonTtpoasnas padora
3 kypc 6 cemecTp
Tembr 21-22. UndopManoHHbIe CHCTEMbI HA NPEANPUATHH. Y POBHH YIIPABJIeHUS JAHHBIMH
U TpeOOBaHUS K HUM.

3ananue 1. KpaTko copmyaupyiiTe 0CHOBHYIO HI€K0 TEKCTA

Cybersecurity professionals are a vital component in combating cyber threats. Cybersecurity
professionals are required to have a high level of combined KSAs (i.e. competency) to create and implement

technologies , as well as manage human resources in order to : identify cyber threats and
vulnerabilities, protect information and resources, detect the occurrences of cyber security events, respond to
incidents, a s well as recover from cybersecurity events (Paulsen et al., 2012; NIST, 2014).

However, most IS users are not cybersecurity professionals, the majority of IS users are lacking
awareness as well as training in information technology (IT) and cybersecurity .

Lack of cybersecurity competency of IS users is a critical vulnerability to organizational networks,
which is of utmost importance since vulnerabilities are contributing to substantial financial losses for
governments and organizations all over the world. To mitigate the cybersecurity KSA shortfalls of IS users,
many companies and governments have instituted initiatives such as SETA programs or cyber awareness
programs (D'Arcy, Hovav, & Galletta, 2009; DISA, 2015).

http://digitalcommons.kennesaw.edu/cgi/viewcontent.cgi?article=1055&context=ccerp

3ananue 2. CocTaBbTe ILUIAH TEKCTA

Meaning of Business Information System.
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Business information systems are sets of inter-related procedures using IT infrastructure in a business
enterprise to generate and disseminate desired information.

Such systems are designed to support decision making by the people associated with the enterprise in
the process of attainment of its objectives.

The business information system gets data and other resources of IT infrastructure as input from the
environment and process them to satisfy the information needs of different entities associated with the business
enterprise.

There are systems of control over the use of IT resources and the feedback system offers useful clues
for increasing the benefits of information systems to business. The business information systems are sub-
systems of business system and by themselves serve the function of feedback and control in business system.

The business information systems are subject to the dynamics of business environment and need to be
flexible enough to absorb the inevitable changes in the information needs of business. They have to be efficient
to satisfy the demanding and ‘hard task masters,” the business managers. Thus, there is need to balance the
conflicting objectives in the process of designing business information systems.

Business information systems need to be proactive. They should anticipate changes in information
needs of users and accordingly adapt themselves to suit their needs. This has become important because of the
fact that the managers get involved in the routine activities to the extent that the decision making becomes a
matter of imitating what competitors are doing or planning to do, rather than making an informed choice.

3. The purpose of business information system is to cater to the information needs for decision making
in business.

4. The business information systems have to be designed keeping in view the availability of financial
and human resources to the business enterprise.

5. The cost effectiveness is a matter of prime concern in the development and maintenance of business
information systems. Economic justification for investment in IT infrastructure for business information
systems is a pre condition for its existence and sustenance.

Information systems can be described by four of their key components which are:

1. Decisions

2. Transactions and processing

3. Information and its flow

4. Individuals or functions involved.

It is difficult to observe the decision process through we can see and review the results of a decision.
Transactions are usually more visible, though many current systems use computer programs, which are not
easy to understand, to process transactions. In principle, an observer can see information and its flows.
Individuals can be observed too, but it is not always easy to figure out the information processing functions
they perform.

http://www.yourarticlelibrary.com/management/information-system/business-information-system-
meaning-features-and-components/70319

3aganue 3. CyMmMupyiiTe comepkaHue TeKCTa

With the increasing use of web browsers and the rise of The Internet of Things (loT), developing
secure software has become essential in protecting users on the web. Web browsers help users interact with a
plethora of web based services. Some of these services include databases and management systems that handle
sensitive information, which the integrity of the data and systems can be vulnerable to cyber attacks. A business
can no longer risk product delivery turnaround time in exchange for a less secure software product as they risk
exposing themselves to corporate espionage, data loss and lawsuits. Developing secure software needs to be
considered a requirement and needs to be placed on the same priority level as other system software
requirements. Experts claim that the security of browser-based applications is considered less important than
speed, functionality and overall experience during developments (Sargent, 2012). Vulnerabilities in HTML 5
make it an emerging threat while SQL injection and XSS remain among the top attacks (OWASP, 2013).
Fortunately, researchers have developed a deep understanding of web/browser application threats, and have
designed counter measures to mitigate threats, which naturally can become excellent resources to develop
valuable education materials. In a study done on ten computer security students it was found that most of them
did not do any of the weekly reading assignments and those that did only read about ten minuets(Schreuders
& Butterfield, 2016). Therefore, it is imperative to change traditional teaching methods and find ways to
engage students in game-like self-paced educational environments that will prepare the future workforce with
expertise and skills on web/browser security.

http://digitalcommons.kennesaw.edu/cgi/viewcontent.cgi?article=1054&context=ccerp
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3aganue 4. M310:XuTe colep:kaHHe TEeKCTA HA AHIJIMIICKOM fI3bIKe HCNOJb3YyA AKTHBHYIO
JIEKCHKY.

Texnonorun obecrnieueHuss WHPOPMALUOHHONW OE30MacHOCTH B COBPEMEHHBIX HH()OPMAIIMOHHBIX
CUCTEMAX M CeTAX

[IpuMeHeHue 3a1uIeHHBIX BUPTYaIbHBIX CETEM.

Internet u npyrue myOnuyHBIE CETH 00ECTIEUNBAIOT BO3MOXKHOCTH CYIIECTBEHHO CHH3UTH CTOMMOCTh
MOCTPOEHUSI PACIIPENICTIEHHON aBTOMAaTH3HPOBAaHHOM CHCTEMBI, OJHAKO NepeAaBaeMas IO 3THUM CeTSIM
nHpopMarus Oe3 TPHHATHS JONMOJHUTENHHBIX MEp OKa3bIBAaeTCs HE3alIUINEeHHOW. B cBsA3m ¢ 3THM
WCTIOJIb30BaHME TEIEKOMMYHHKAIIMOHHON Cpe/pl MyOmaHbIX ceteil kKak dacTu 3AC Tpebyer hopMupoBaHus
Ha MX OCHOBE 3alIMIICHHBIX KaHAJIOB. DTO OCYLIECTBIISIETCS C MCIOJIb30BaHUEM MIM(POBAHUS M KOHTPOJIS
LEJIOCTHOCTH MepeaaBaeMoi nHpopmanun. «Kanam» cBA3M MEXIY KaXI0H mapoi yaaneHHbIX 006eKToB 3AC,
WCTIONB3YIOMNX MH(ppOBaHUE NHUPKYTUPYIOMIEH MEXAy HUMH WH(POPMAINH, OKa3bIBAETCS 3aKPBITBIM II0
OTHOLICHUIO K BHEIIHEH cpene (eciaM HCHONb3YIOTCS CTOWKHE alropuTMbl). Takum oOpa3oM, Ha OCHOBE
OTKPBITOW TENEKOMMYHUKAIIMOHHON Cpellbl OKa3biBaeTcs C(HOPMUPOBAHHOW 3alIMIICHHAS CETh, MPHYEM
HUKaKHX 3aTpaT Ha TIOCTPOeHNE (PH3NIECKUX KaHAIOB CBS3H He OBLIO MTPOM3BeeHO. Takne BUpTyallbHbIE CeTH
MONTyYMIId Ha3BaHue «BupryansHbie yacTHble ceTim» - VPN (Virtual Private Networks). B HacTosiee Bpemst
OHM IPHUOOpENN Ype3BhIYAIHYIO MPUBIEKATENBHOCTh B KaU€CTBE MHCTPYMEHTA OpPTaHU3aLUU 3JIEKTPOHHOTO
Om3HECa, HIEKTPOHHOTO IOKYMEHTO000POTa, OTIEPATHBHOTO CPEACTBA COBEPIICHHUS (PMHAHCOBBIX OIIEPAIIHU.

VPN - 310 00BEIMHEHNE JOKANBHBIX CETEH W OTIENHHBIX KOMITBIOTEPOB, MOIKIIOYEHHBIX K CETH
00IIero Mojib30BaHUsl M UCTIONB3YIOINX MOCIEAHIO KaK TEIeKOMMYHHKAIMOHHYIO cpemy ISl mepefadu
M (POBAHHBIX COOOIIEHHIA, YTO

obecrneunBaeT KOH(UICHINATHHOCTH U LIEJTOCTHOCTH NiepeaBaeMoil HH)OPMaIIUU MeX Ty 00beKTaMu
COCIIMHEHHBIMH Yepe3 OTKPBITYIO CETh OOIIEro MoJIb30BaHuUsI.

HanoxxeHnass kopriopaTWBHas CeTh Ha CETh OOIIETO TIOJIb30BAHUS CTAHOBUTCS BHPTYaJTbHON
3AIIUIICHHON CeThI0 ONarogapsi MCIOJNB30BAHUIO CIEAYIOMIUX TPEX OCHOBHBIX AJIIEMEHTOB OOECIIeYeHHS
WH(POPMAITMOHHOW O€301TaCHOCTH:

HIudposanue (obecreueHnue CEKPETHOCTH).

Ayrentudukanus (TpoBepKa IOUIMHHOCTH, BKJIIOYAs KOHTPOJb IEJIOCTHOCTH, W IpHIAHHE
IOPUIMYECKON CHITHI TIepeIaBaeMbIM COOOIIIEHUSM).

Kontpons goctyna.

Tonpko peanu3zaius 3TUX TPEX MEXaHU3MOB TO3BOJISIET 3AIIUTUTH MOJIB30BATENBCKUE KOMITBIOTEPHI,
cepBephl NPEANPHUATHS U JaHHBIC, TepelaBaeMble 10 HE3AIWIICHHBIM KaHalaM CBS3H, O HEXelaTelbHBIX
BHEIIHUX BTOPKEHUH, YTeUKH UHPOPMAIIMK U HECAHKIIMOHUPOBAHHBIX JAEWCTBUH.

Texnonorus VPN npenycMarpuBaeT KOMIUIEKCHYIO 3aIUATY [IEPEAABAEMBIX JTAHHBIX: IIPU CO3LAHUU
VPN-kaHanma mpoBepseTcs ayTeHTHYHOCTh IBYX CTOPOH, CO3JAMOIIMX KaHal, a 3aTeM KaKIbIA IaKeT
MIEPEHOCUT MU(PPOBYIO MOANHUCEH, CHOPMUPOBAHHYIO OTIPABUTENEM H YAOCTOBEPSIONIYI0 ayTEHTUYHOCTh U
[EJIOCTHOCTh TIaKeTa; sl obecrieueHus] KOHQUACHIMAIBHOCTH MAKETHI IMUPPYIOTCS, IPUYEM JJIsi COKPBITHSI
aJipecHO WHPOPMAITUK, PACKPBIBAIOIIEH BHYTPEHHIOI CTPYKTYPY CETH, NAKeThl MOTYT OBITh 3ali(pPOBaHBI
BMECTE C 3aroJIOBKOM M HHKAaIICYyJUPOBAaThCS BO BHEUIHMM MAaKeT, HECYIIMHA TOJIBKO aJIpeC BHEIIHETO
uHTep(eiica VPN-uo3a.

B Hacrosiiee Bpemsi Juisi OpraHu3aivi 3aliMineHHbIX VPN-KaHajJoB MCIOJIB3YETCS KOMILIEKC
crannaptoB Internet, m3BectHsIit oy HazBanueM IP-Sec (IP Security). Cranmapter IP-Sec xapakrepusyrorcs
YHHUBEPCAIBHOCTBIO U TMOKOCTBIO. B 3THX cTaHgapTax oroBOpeHbI 00s3aTeNbHBIE AT ayTeHTU(PHUKALUN U
mpoBaHUsI MPOTOKOJIBI M aJITOPUTMBIL, YTO 00ecIieunBaeT 0a30BYI0 COBMECTHMOCTh IPSec-nipo/iyKToB, 1 B
TO k€ BpeMs pa3paboruuk [PSec-mpoaykTa MOXeT JONOJHATH JaHHBIA CIUCOK JPYTUMH MPOTOKOJIaMHU U
AITOPUTMAaMH, YTO JI€TaeT BO3MOXKHBIM ITOCTOSIHHOE Pa3BUTHE CUCTEMBI Oe301acHOCTH. JlJ1s ayTeHTUUKauu
CTOPOH W T€HEpaIlNU CEaHCOBBIX KiItouell B cranaapTax [P-Sec mpemycMoTpeHa BO3MOXKHOCTh

WCTIONB30BaHus IU(POBBIX CepTUPHUKATOB U CTPYKTYphl OTKphIThIX Kitoued PKI (Public Key
Infrastructure), uro nenaer pemenue [P-Sec

MacIITa0OMPyeMBIM U COTIIACOBAaHHBIM C APYTUMH CPEICTBAMH 3aIUTHI, HAIIPUMEDP CO CPEICTBAMHU
KOHTPOJIS JOCTYTIA.

CpenctBa VPN MoryT 3¢(eKTHBHO MOANCPKHUBAThH 3alIMLICHHBIC KaHAJbl TPEX OCHOBHBIX THIIOB
(BapuaHTBI IPUMEHEHUS):

C ymaneHHBIMU COTPYIHUKAMH (3aIIHUIEHHBIN YIICHHBIH TOCTYII).

C cetsamu (prtranoB mpeanpusaTHid (3ammuTa intranet).

C ceTsMu NpeanpusATHH-TIAPTHEPOB (3aIlKTa extranet).
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Jns 3ammTa yaaJieHHOro JOCTyNa Ba)XHO HallMuuMe KIMEHTCKUX 4vactedl VPN st OCHOBHBIX
KITMEHTCKUX omneparmuoHHeix cucteM. Ot mumoza VPN B 3tom Bapmante TpeOyercs xopormias
MacIITaOUpyeMOCTh IS MOAJEeP KaHUs COTEH U JaKe THICAY 3allMIICHHBIX coennHeHui. [lpu 3ammre cetn
extranet rIaBHBIM TpeOOBaHHEM SBIISIETCA COOTBETCTBHE peannzauun VPN-mpoaykros cranmapram IP-Sec.
Crnenyet 3aMeTHTh, 4TO moanepxka [P-Sec ceromns sapnsieTcst 00513aTeNFHBIM YCIOBHEM TSI ITEPCTIEKTHBHBIX
VPN- npoaykros. http://www.iz-news.ru/lect/472/

3aganue S. [laiiTe ompenejeHMsi OCHOBHBIM TNOHATHAM M3 o0jacTH MHGOPMaNVMHHHON
6esomacuoctTu: the information system lifecycle.

3ananmne 6. [IpokoMMeHTHpYiiTeE ciienylonlee BhICKa3biBanue: As companies become more reliant
on modern technology, they also have to face more vulnerabilities that must be handled efficiently.

KonTposbnas padora
3 kypc 6 cemecTp
Tembr 23-25. [InannpoBaHue HHGPOPMANMOHHBIX cucTeM. OpraHu3anMoOHHAs 3alMTA
nHpopmannu. KomiuiekcHas cucremMa 3aluThl HH(POPMALMK HA NPeANPHATHH.

3ananue 1. Kpatko chopmyinpyiiTe 0CHOBHYIO HI€I0 TEKCTA

The exponential growth of the Internet, the convergence of Internet and wireless multimedia
applications and services pose new security challenges. Security is a complex system and must be considered
at a ll points and for each user. Organizations need a systematic approach for information security management
that addresses security consistently at every level. They need systems that support optimal allocation of limited
security resources on the basis of predicted risk rather than perceive d vulnerabilities. However, the security
infrastructure of most organizations came about through necessity rather than planning, a reactive-based
approach such as detection of vulnerabilities and applying software updates is opposed to a proactive approach.
On the other hand, cyber security plans call for more specific requirements for computer and network security
as

well as emphasis on the availability of commercial automated auditing and reporting mechanisms and
promotion of products for security assessments and threat management.

Besides technical security controls (firewalls, passwords, intrusion detection, disaster recovery plans,
etc.), security of an organization includes other issues that are typically process and people issues such as
policies, training, habits, awareness, procedures, and a variety of other less technical

and non-technical issues. Security education and awareness has been lagging behind the rapid and
widespread use of the new digital infrastructure.

All these factors make security a process which is based on interdisciplinary techniques. The existing
challenges of information security management combined with the lack of scientific understanding of
organizations’ behaviors call for better computational systems that support effectiveness of using specific
information technologies and new approaches based on intelligent techniques and security informatics as
means for coordination and information sharing. Intelligent systems emerged as new software systems to
support complex applications.

In this paper, we propose the architecture for an Intelligent System for Information Security

Management (ISISM) which supports the security processes and infrastructure within an organization.
Among these components, intelligent systems include intelligent agents that exhibit a high level of autonomy
and function successfully in situations with a high level of uncertainty. The system supports knowledge
acquisition that is likely to assist the human user, particularly at deeper levels of comprehension and problem
solving for the information security assurance domain.

http://proceedings.informingscience.org/InSITE2007/11S1Tv4p029-043Hent387.pdf

3amanme 2. CocTaBbTe IUIAH TEKCTA

When one examines a complete enterprise, the number of threats and vulnerabilities rapidly soars.
Implementing a series of point solutions for each of these different cases is viewed as unsustainable. When
faced with a whole bunch of blood thirsty mosquitoes, one has a couple of choices. Kill them one at a time, or
in small groups, or move to a different control mechanism (like taking refuge in a car) and exclude them from
your reality. Yet, systems theory shows the flaws associated with believing in one size fits all solutions.
Endpoint based solutions with highly targeted regulator functions can act very efficiently and with high degrees
of specificity against threats. The challenge is to balance numbers of solutions versus unrealistic expectations
of single one size fits all solutions.
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Systems level theory and thinking opens these opportunities up to designers, moving from the realm
of designing numerous similar point solutions to more comprehensive control mechanisms that address the
problem from a different angle. People are managed through policies, yet an examination of how this regulator
operates demonstrates that it will not be effective against several types of users. Users that are ignorant of the
policy will break it not out of malice, but ignorance. Training and awareness will fix some of

these, but how effective is this line of defense? Policies may not be enforceable against all parties.
Once an employee has decided that they are leaving, whether for another job or not, many of the penalties
associated with policies have little strength. Senior management members, those with the greatest span of
control over information are also least likely to be directly affected. Either because of position or parachute
clause, senior executives are not driven by fear from policies. Contract workers, workers with a

grievance, temporary workers — each has its own of these are accurately modeled into the control
mechanism of the regulator. The rule from requisite variety, that the regulator must have as many control states
as the system can have in its operation is applicable here. How many different states can executives, disgruntled
employees, temporary workers, etc. exist inside a policy driven system? What are the requisite levels and
numbers of controls against the diverse group? Designing the system for the typical employee will work against
them, but is this really the threat one desires protection from?

Systems level thinking, backed by an understanding of systems theory is a valuable new way of
examining issues and applying the correct balance of solutions. The use of these concepts as tools to assist
designers to understand the ramifications of design choices will result in better more secure designs. The
concept of regulator scope and environmental boundary relationships are aspects of the security problem that
are many times overlooked or brushed aside with sweeping thoughts of it can be fixed with a few more rules.
Understanding the true nature of the limitations of a regulator function based on system size brings a notion of
reality and theory based foundation into play.

The use of systems level thinking reveals many interesting things about designing security. Examining
threats against a system as a collection of individual items in isolation does not provide an appropriate level of
information to properly craft a strong defense. In addition to just enumerating the threat and its mechanism, an
understanding of the system level that it is invoking will enable the security designer to employ multiple layers
of appropriate defenses Proceedings of the 41st Hawaii International Conference on that have an ability to
impact the threat. Threat modeling is a relatively new technique designed to help security professionals
understand and communicate critical issues concerning threats, vulnerabilities and mitigating actions. But this
is an analysis of only one side of the equation.

Balancing out the threat side is a systems level analysis of the defensive side, where the range of
control of regulators and security control boundaries are placed.

Systems employed in a modern business environment today are rarely created from the ground up.
Most are enhancements and modifications to previous systems, expansions and changes to even major
components as the business shifts and morphs the IT infrastructure to meet the dynamic demands of the
business place. This ever changing landscape demands a good understanding of all aspects of the security
equation, both from the threat side and the defensive side. With this understanding, it becomes possible to keep
security in the picture as a system is upgraded to meet future challenges, both from business needs and security
needs.

Developing and maintaining a comprehensive set of systems theory based maps detailing security
mechanisms and the effects of boundaries, regulators and the actual elements being regulated will enable
security architects to examine entire systems. With this type of information, it can be seen where defense in
depth is actually occurring and where it isn’t.

These diagrams can also assist in the understanding of complex security appliances that are comprised
of multiple independent devices on the inside. Both dependent and independent security mechanisms can be
mapped and understood. Not only does this increase the simplicity of a previously complex system, it also can
expose security system weaknesses that may be obscured by complex designs.

The addition of systems theory understanding adds another tool to the toolbox for designers,
developers, architects and security professionals. Systems theory provides a basis for understanding the
ramifications of how things work and what the relationships are between a system, its environment and how
much can be controlled. This being said, systems theory is not a be all, end all, solution to the myriad of
problems facing the security community.

https://www.computer.org/csdl/proceedings/hicss/2008/3075/00/30750265.pdf

3aganne 3. Cymmupyiite cogep:KaHue TEKCTa
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As modern business organizations increase their reliance on information systems to meet the
challenges of the competitive marketplace, the importance of security becomes an important issue. Designing
security solutions in today’s diverse computing and growing threat environment is a challenging and complex
task.

Security can act as a control mechanism in a system. Security mechanisms are designed to allow
desired events and block undesired ones. When computer systems were simple and single purpose in nature,
the design of control mechanisms to provide for security was a relatively simple and well understood task.

As the use of computer systems in business expanded in the past several decades, so have the number
of application, including e-mail, office automation programs, accounting programs, and databases. The
Internet expanded the scope of the problem further, with the addition of e-commerce, instant messaging, web
sites, web services and more. During the period of expansion in function came the era of system consolidation
and system integration. Major vendors began offering suites of solutions to various business problems. This
combination of application integration, server consolidation and enhanced business services was designed to
increase business efficiency, productivity and business responsiveness. The simplifications offered by these
changes did not extend to security functionality.

During the same period, the threat to information systems has changed dramatically, from an age of
simple network attacks designed to demonstrate hacker prowess, to today’s integrated and sophisticated botnet
attacks designed to specifically defraud companies and users. Increasing levels of attacks have lead to more
frequent security breaches, and the losses associated with them has resulted in a heightened level of importance
to company executives. Recent surveys have indicated that the majority of organizations consider information
security as highly important to achieving their overall business objectives. Information security vendors and
researchers have responded to the changes through the development of a wide range of technology based
solutions.

Technology based solutions and research have been based on point solutions, with

differing answers for access control, encryption, and protective devices such as firewalls and intrusion
detection systems. The myriad of point solutions have lead security professionals to navigate a complex
minefield of options and capabilities. Guides to deployment strategy exist through a series of principles, such
as defense in depth. The result has been a patchwork and piecemeal deployment of a diverse set of
technological solutions in an attempt to secure the enterprise.

The result, when measured against the growing list of security incidents is proving to be less than
desired. An examination of the problem through the lens of systems theory provides some interesting models
of understanding of this complex problem.

Systems theory has been applied to many areas of study, and systems engineering approaches have
guided many firms in their security offerings.

The use of systems theory in this way will provide information to designers, developers, and security
professionals in their attempt to understand the limitations and basis for limitations with respect to this critical
functional aspect of their systems. This is the application of what has been described as ‘hard’ systems theory
as opposed to ‘soft” methodologies by Checkland and others.

https://www.computer.org/csdl/proceedings/hicss/2008/3075/00/30750265.pdf

3aganue 4. U3no0:xuTe coaepskaHHe TEKCTA HA AHIJIMICKOM $I3bIKe HCIOJIb3YyS AKTHBHYIO
JICKCHKY.

Opranuzanys 3amuThl THGOPMAINH HA PEATNPUATHIX (B OPTaHU3AMAX, YIPEKICHUIX )

[penmpusitua (pupMbl, OpraHu3aluy, YIpekIeHus) - Hanbojee MHOTOYHCICHHBIE CTPYKTYpHI, B
KOTOPBIX CO3/1aeTcsi HauOonbInii 00beM (KoJM4yecTBO) MH(POPMALIMH, COAEPKAIeH TocylapCTBEHHYIO H
KOHQHJCHIIMAILHYI0 TaliHy. B HHX TpOBOAMTCS KOHKpEeTHass W pazHooOpa3Has padoTa MO 3aliuTe
UHPOPMAITUH.

HezaBucumo ot ¢opmbl COOCTBEHHOCTH OpraHu3alys AJs MPOBEACHUs padoT ¢ MH(OpMaIMeH,
coJieprKallled ToCyJapCTBEHHYIO TaliHy, JOJDKHA MOIYYHUTh JMIEH3HIO, T. €. BBIIOJIHUTH MIPEIBAPUTEILHO B
IOJJHOM o0beMe TpeOoBaHMS MO 3aluTe HHPOpPMAIMM, IPEAYCMOTPEHHBIE COOTBETCTBYIOIIUMU
nokyMmeHTamu. [locrme mnonydeHHMs JHMIEH3MM OpraHW3alys CTAHOBUTCA JJIEMEHTOM TOCYJapCTBEHHOU
CHCTEMBI 3aIIUTHl HH)OpPMALIUH, COAEpKALICH TOCYAapCTBEHHYIO TalHYy.

Jns 3amuTel MHGOpMaLuy, coaepsKalleil rocyAapcTBEHHYIO TaliHy, Ha IPEANPUATHH (B yUPEXKICHUH,
OpraHM3aIMN) CO3MAIOTCA B 3aBUCHMOCTH OT 00beMa paboT mo 3amure MHPOPMAIUU CTPYKTYPHBIC IOJ-
pazleNneHns WiK ITaTHbIE CIEIMAIUCThI, KOTOPbIE MOTYT BXOJUTh B COCTaB OJHOTO M3 MOJPAa3/IEICHUN UIH
ciryx0b1 OezomacHOCTH. VX OCHOBHBIMH (DYHKIIMU SIBIISTIOTCS CIEAYIOIINE:
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* [JJAHMPOBAaHUE PA0OT IO 3amuTe MHGOPMALMK Ha MPEANPHUATHH (B YUPEKICHUH, OPraHU3aIiH),
pa3paboTKa MPeIOKEHHUI 10 COBEPIIIEHCTBOBAHHIO €TI0 CUCTEMBI 3aIIUTHl HH)OpMAIINK;

*  ompenesnieHHE JEMAaCKUPYIOIIMX IPHU3HAKOB TNPEANPUATHs (YUPeXKACHUs, OpraHu3aluu) Hu
BBIITyCKaeMOH MPOTyKIINH;

* yYacTHe B TIOATOTOBKE NpeAnpusaTus (YUpeKJCHUs, OpTaHU3allMM) K aTTeCTOBAHWIO HA IMPaBO
MpoBeZieHnst paboT ¢ UCTIOIH30BAHNEM CBEICHUN, OTHECEHHBIX K TOCYIapCTBEHHOHN TaifHE;

*  opraHuzanus pa3pabOTKM HOPMAaTHBHO-METOAMYECKHUX JOKYMEHTOB, pa3pa0OTKa IPOEKTOB
pacropsAUTENHHBIX JOKYMEHTOB 110 BOIIPOCAM OpPraHU3alliH 3allUThl HHPOPMAITUH HA TTPEIIPUSITHH;

- yaactue B cornmacoBanuu 13 (TT3) va nmpoBeneHne paboT, coepKaliux rocy1apCTBeHHYIO TaliHy, B
pa3paboTke TpeOOBaHWMH 1O 3amuTe WHGOPMAIMM TPU TPOBEACHUU HWCCIICIOBaHUN, pa3padoTKe
(MomepHM3aLMM), TPOM3BOACTBE M OSKCIUTyaTauun o0Opas3loB MNPOAYKIMH, NpPH HPOEKTHPOBAHMHU,
CTPOUTENBCTBE U HKCIUTyaTallui OOBEKTOB (YUPEKACHNUS, OPTaHU3AINH );

*  TIpoBeleHHE MEPUOJMYECKOro KOHTpONs 3(PQPEKTUBHOCTH Mep 3amuThl HHPOpMALUU Ha
OpeAnpUsTAU (B YUpEKACHUH, OpraHM3alliy), ydyacTHe B paccieJOBaHUM HApYyLICHWIH B OONACTH 3allUThI
UHPOPMAITUY U pa3paboTKa MPEII0KEHHUH 10 YCTPAHSHUIO HEJJOCTATKOB M NIPEAYIPEKICHUIO HAPYIIICHUIA;

* opraHu3anusi MPOBEACHUS 3aHATHH C PYKOBOISIIMM COCTABOM U CICIHATHCTAMU TPEATPHUSTHS
(yupexxaeHusi, OpraHu3aIin) Mo BOIPOcaM 3alUThl HHPOPMALIUH.

Jus 3ammTel  WHGOPMAIMH, COCTABIAIONMIEH KOMMEPUECKYI0 TaiHy, €€ BiajeNell CO3JaeT
COOCTBEHHYIO CUCTEMY 3aIUTHI HH(OPMAITUH.

3aKOHOJATENBHO CTPYKTypa Takoil cucteMbl He 3akperyicHa. OHa ompeaensercss MHOTHMHU
(hakTopaMu: BUIOM JEATEIBHOCTH, YPOBHEM KOH(UICHINATBHOCTH MH(OPMAIIMU U e¢ 00BheMOM, INTATHON
YUCIIEHHOCTHIO €€ COTPYIHUKOB, (PMHAHCOBBEIM cocTosiHueM (upmbl U ap. OmHako it Jr000# (GupMBI
OJTHOTUMHBI OOBEKTHBHBIC (YHKIUM CWUJI U CPEICTB obecmeueHus 3amuThl MHGOpManmu. Mx Moxker
BBIMOJTHATh KaK TOJHOIGHHAsT CTPYKTYpa, BKIOYaroliee OOJbIIOE KOJWYECTBO JIOACH M TEXHHYECKHX
CPE/ICTB, TaK M HECKOJBKO YENOBEK JJIsl Majod (GupMbl. B mpuHIMIIE, Tak K¢ KaKk B TOCYJapCTBEHHBIX
CTPYKTypaX, KXl COTPYIHHK (QUPMBI JODKEH B 00beMe JODKHOCTHBIX 00sS3aHHOCTEH oOecreYnBaTh
3amuTy uHGopmaru. O0 3ToM 0OH HHYOPMUPYETCS TPHU IprUeMe Ha paboTy. DTH TpeOOBaHUS YKa3bIBAOTCS,
KaK MPaBUIIO, B JOTOBOPE MEX Iy paboToaaTesIeM U paOOTHUKOM.

Cucrema 6e30macHOCTH (GUPMBI 00pa3yeT CIeIYIONIHe OCHOBHBIC SIEMEHTHI (JIODKHOCTHBIC JIUIA U
Oprasbl):

* PYKOBOJUTENH (PUPMBI, KypHUPYIOIIHiA BOIPOCH 0€30MaCHOCTH WH(POPMAITUH;

COBET 10 0e30TMacHOCTH (UPMEI; CITy’KOa 0€30acHOCTH (PUPMEI;

nojipasienicHust GUPMBI, YUACTBYIOIINE B 00ecTieueHUN 0€30MacHOCTH (PUPMBI.

PykoBo/cTBO 0€30MacHOCTBIO BO3JIaraercsi, Kak NpaBWIIO, HAa PYKOBOAWUTENS (UPMBI H €ro
3aMECTHUTENS MO OOIMM BompocaMm (IEPBOTO 3aMECTHUTENS), KOTOPOMY HEMOCPEACTBEHHO MOIUUHSICTCS
ciryx0a 6e30MmacHOCTH.

Coser o 6e30macHOCTH (UPMBI TIPEICTABISIET COOON KOJUIETHAIBLHBIA OpraH NpU PYKOBOIUTENE
(bUpPMBI, cOCTaB KOTOPOTO HA3HAYAETCSI MM M3 YMCIIa KBAJM(QUIIMPOBAHHBIX U. OTBETCTBEHHBIX IO BOIIPOCAM
MHPOpPMaMOHHOK ©Oe3omacHOCTH NOJbKHOCTHBIX Jsml. CoBer ©Oe3omacHOCTH —paspalaTbiBaeT  AJIs
PYKOBOJMTENS TPEUIOKEHHS 10 OCHOBHBIM BoIlpocaM obecriedeHus 0e30macHOCTH HH(GOpMAInU, B TOM
yyclie: HAIPaBICHUSAM JEATENBFHOCTH 10 obOecriedeHnto Oe3omacHOCTH (QUPMBI M ee MoJpa3/elieHHH,
COBEPILEHCTBOBAHUSI CHCTEMBl 0€30IACHOCTH, B3aMMOJEHCTBHS C OpraHamMH BJIACTH, 3aKa34MKaMH,
napTHepaMu, KOHKYpEHTaMH U TOTPEOUTENSIMH MIPOAYKLMU U Jp.

CTpyKTypHBIC TOJIpa3/ICIieHUs] 3aHUMAIOTCS BONPOCAMH 3aIUThl WHPOPMAILUK, KOTOPYIO OHH
CO3JIAI0T WJIM UCTIONB3YIOT B CBOEH AesrenbHocTH. ConepKaHue W KOJIMYECTBO MH()OPMAIMU MEHSIOTCS BO
BpPEMEHH, B 3aBUCHMOCTH OT PELIaeMBIX 3aJad M 3TanoB AearelbHOCTH. OIHAKO OCHOBHBIE M MOOOYHBIE
PE3YIBTATHI ACATENLHOCTH COJIEPIKAT 3alUINAeMyI0 HH(OPMAIIHIO ellle JUTUTEILHOE BPEMSsI, pABHOE BPEMEHHU
ee crTapeHws.

Crnyx0a 0e30MacHOCTH SBIISIETCS OCHOBHBIM CTPYKTYPHBIM IOJpa3/€i€HUeM MO 0O0eCTeUeHUI0
OezomacHOCTH, B TOM uuncie uWHGOpManuwoHHOH, Ha ¢dupMe. OCHOBHBIMH €€ 3aJadyaMHd B YacTH
WHPOPMAITMOHHOHN 0€30MACHOCTH SIBJISTIOTCS:

* MOHUTOPHUHT YTPO3 HHPOPMALH;

* opranusanys paboTsl 1o 3amuTe HHHopMauru Ha GUpMe;

yIpaBlIeHHE JIOCTYIIOM COTPYJHHKOM, aBTOTPAHCIIOPTA W TOCETHTENCd HA TEPPUTOPHIO U B
MOMEIICHHUS (PUPMBI;

* obecrieueHue 0e30MacHOCTH MH(OPMAIMK MpU MPOBEACHUH BCEX BUAOB JACATEILHOCTH BHYTPU H

BHE (PMPMBI, B TOM YHUCIIE IPH YPE3BBIYANHBIX CUTYAIIHSX;
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* oxpaHa TEPPUTOPHH, 3MAHUN, TIOMEMICHHH WM IPYTHMX MECT M KOHCTPYKITMH ¢ 3alluIaeMou
nH(OopMaITuei.

Kpome a1ux 3amau cimyx0a 6e30macHOCTH 00€CTIeurBaeT OXpaHy MaTepHalbHBIX IEHHOCTEH (PUpPMBI
1 0e30MacHOCTb PYKOBOAMTEINEH, BEAYIINX CHEIUAINCTOB U COTPYIHUKOB.

http://pandia.ru/text/77/158/16343.php

3aganue S. [laiiTe ompeaejeHUs] OCHOBHBIM MNOHATHAM M3 00JacTM HH(OPMANWHHHON
6esomacunoctu: information systems planning.

3ananmne 6. [IpokommenTHpYiiTe cienymomee Beicka3biBanue: Information systems security begins
at the top and concerns everyone.

Kourtpoasnas padora
4 kypc 7 cemecTp
Tembr 26-27. Yrpo3a undopmanun. CucremMa ynpapjieHHus PpUCKAMH.
1. 3apanme 1. KpaTko chopMyaupyiiTe OCHOBHYIO HIEI0 TEKCTA

COMMERCIAL SECURITY SYSTEMS FOR THE DIGITAL AGE

John Moran Director at Minerva Security

The best commercial security systems will be a step ahead of the people who are trying to breach the
security systems in question. This isn't an easy task. The people who are trying to break into commercial
security systems usually try to devise ways of doing so as something of a full-time job. The people who are
trying to maintain the security around their businesses will usually only be doing so as a part-time job.
Fortunately, it is possible to stay one step ahead of time.

Even in the digital age, it is still important to make sure that a given location is secured. People are
going to need security cameras for their businesses in addition to all of the security measures that they're going
to need for all of their digital information. In fact, in some cases, security cameras and alarm systems can still
help businesses catch digital thieves, assuming that they need to make contact with the corporate building at
any given time. However, companies are usually going to have less and less of a need for physical assets with
time, and most of the security measures that they need today are going to be digital in nature.

So many people believe that having everything backed up on the cloud is the answer. Indeed, having
data backed up on the cloud provides some important preventative measures when it comes to natural disasters
and equipment failures. However, releasing so much of that information on the cloud is also going to create a
situation in which people can access information that would have been completely out-of-reach otherwise.
Grabbing information from the cloud is becoming increasingly common in a world in which digital information
is simultaneously becoming more vigorously protected but also more broadly available.

One of the best defenses against hackers has always been encryption. Many of the best hackers can
still get around some of the firewalls that people set up, but it's going to take them much longer, which is going
to increase the likelihood that they're going to be caught in the act or that they're going to have to start over,
giving people the time they need in order to intervene at the right moment. Encryption codes and encryption
software keeps on getting better and better, so companies are going to make sure all of those codes and that
software is as up-to-date as possible, or people are going to find themselves falling behind in the race against
the hackers.

Sometimes, the best solution is active monitoring. On the cloud network side, there should be anti-
hackers working to make sure that nothing happens. If hackers are working almost non-stop to find a way into
a system, there needs to be a corresponding group of people that will be working just as hard in order to make
sure that these people don't gain access to the necessary systems. High-quality software can still make a
difference in these situations, but the software itself can be subject to the activities of the hackers. It's more
important to make sure that there is an additional line of defense outside of software.

Commercial security systems can also involve other pragmatic measures. Companies that are able to
divide their important data among many different servers are going to run into a frustrating situation if it turns
out that they have to rely on the backups. All of the information is going to be divided among several different
servers, setting themselves up for a tough recovery process. However, doing so is still a good idea from the
perspective of cybersecurity. Even if hackers do manage to get past all of their active monitoring and
encryption software, they're still going to run into a situation in which they don't really gain access to much
data. If the data is divided among several different servers, individual servers will be far less vulnerable to
intrusions, and a break-in is going to be less damaging.
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Commercial security systems for the digital age are certainly becoming more complicated. Hackers
and the people designing protective software are in a veritable competition. This competition is ongoing.
Companies don't really get rewards: they just get the opportunity to maintain. However, this is a necessity in
this day and age.

3ananue 2. CocTaBbTe IVIAH TEKCTA

SOCIAL MEDIA AND BYOD ARE BIGGEST INTERNAL SECURITY THREATS
Steve Evans

Access to social media and BYOD are the biggest internal security threats businesses face, while
organized cybercrime is the greatest external threat, according to a new report from fraud specialists Callcredit
Information Group.

The group’s Fraud and Risk 2016 Report found that fraud prevention managers and directors rated
employee access to social media websites and services (43%) and BYOD to work (35%) as the biggest
obstacles IT faces when it comes to preventing data breaches. Lack of knowledge about security threats (28%)
and access to personal email accounts (25%) are also considered problematic.

As well as being worried about those internal threats, fraud managers also fear external risks.
Organized cybercrime is listed as the current biggest threat, with 75% of respondents fearing it. Respondents
to the survey were also worried about identity fraud (51%), money laundering (50%) and social engineering,
such as phishing (46%).

However, many appear to see organized crime as a short-term issue; only 26% think organized crime
will still be as big a threat in two or three years. Instead, denial of service is expected to be the primary external
threat in the future, ahead of “malicious, external loss or compromise of data” (50%), and “accidental, internal
loss or compromise of data by an employee” (50%), and ransomware (48%).

Fraud managers seem particularly worried about internal threats. More respondents (46%)
considered the threat of malicious, internal loss of data or fraud by an employee a greater threat than the same
threats from external parties (42%).

Despite these worries, many fraud managers feel their organization is ahead of those cyber-criminals
who specialize in fraud. Just 13% feel they are behind the fraudsters, while 75% feel on top of things.

The report also brought up interesting reactions to Brexit. While most respondents (57%) feel it will
have little impact on the risk of fraud, 28% feel it will increase it. That’s primarily driven by a fear that leaving
the EU will reduce information sharing between the UK and European anti-fraud authorities.

“As fraud in our society grows, and as geographically mobile individuals increasingly need to establish
their digital identity, so the pressure on fraud and risk professionals to protect their organizations and
consumers mounts,” said John Cannon, director, fraud & ID, Callcredit Information Group.

“Whilst fraud professionals might be confident in their abilities to prevent and deal with a potential
breach, our research suggests that employees need much more education on the risks. Explaining the threats,
giving them suggestions on how to protect themselves and informing them about ways to spot a breach could
be instrumental in protecting a company from cybercrime. Organizations are only as strong as their weakest
link, and the entire workforce needs to understand what the cyber vulnerabilities are in order to prevent them,”
he added.

3ananne 3. Cymmupyiite cogep:kaHue TeKCTa
10T WOES: SIMPLISAFE HOME SECURITY

Tara Seals

The internet of things continues to widen the attack surface: A vulnerability in SimpliSafe’s home
security system gives an attacker full access to the alarm at a time of his/her choice in the future.

According to IOActive, due to the design of the home security system, all keypads and base stations
will need to be replaced in order to secure the system.

“We are seeing a growing trend where companies launching ‘internet of things’—enabled products to
market either forget or choose to exclude security as part of the product’s design and development,” said
IOActive researcher Andrew Zonenberg, in an analysis. “The end result is that these products can be easily
compromised by hackers with malicious intentions in mind. This is particularly alarming when the products
are intended and marketed for security purposes.”

35


https://www.infosecurity-magazine.com/profile/steve-evans/
http://www.infosecurity-magazine.com/news/complacency-and-low-awareness/
http://www.callcredit.co.uk/media/2561360/index.html
http://www.infosecurity-magazine.com/news/75-of-companies-are-insider-threat/
http://www.infosecurity-magazine.com/opinions/will-2016-be-ransomware/
http://www.infosecurity-magazine.com/news/q2-global-fraud-jumps-50-from-2015/
http://www.infosecurity-magazine.com/news/analyst-brexit-cybersecurity/
https://www.infosecurity-magazine.com/profile/tara-seals-1/
http://blog.ioactive.com/2016/02/remotely-disabling-wireless-burglar.html

The SimpliSafe system consists of two core components, a keypad and a base station. These can be
combined with a wide array of sensors, ranging from smoke detectors to magnet switches to motion detectors,
all connected wirelessly.

An attacker armed with a commodity microcontroller board, SimpliSafe keypad and SimpliSafe base
station (an investment of about $250) can build a device that records the code that’s used to unlock
communications between the elements. It can then spoof the legitimate device to arm or unarm the system.

“The attacker can hide the device anywhere within about a hundred feet of the target’s keypad until
the alarm is disarmed once and the code recorded,” Zonenberg explained. “Then the attacker retrieves the
device. The code can then be played back at any time to disable the alarm and enable an undetected burglary,
or worse.”

Normally, the vendor would fix the vulnerability in a new firmware version by adding cryptography
to the protocol used. But that’s not an option for the affected SimpliSafe products because the microcontrollers
in currently shipped hardware are one-time programmable, the researcher explained.

“This means that field upgrades of existing systems are not possible; all existing keypads and base
stations will need to be replaced,” he said. Considering that SimpliSafe says that there are 1 million+ systems
already installed, the cost to mitigate this for the vendor is not going to be cheap.

Zonenberg that he tried several times to contact the vendor with no response, and that
IOActive reported the issue to CERT.

SimpliSafe is not the only home security system in the spotlight of late. Earlier in the year, a
vulnerability was discovered in Comcast XFINITY’s Home Security System that could open the door—
literally—to intruders.

3aganue 4. U310:kMTe cofep:KaHMe TEKCTA HA AHTJIMIICKOM fI3bIKE UCNOJb3Ysl AKTHBHYIO JIEKCHKY.
TEPMHHOJIOTI'US YITPABJIEHUSI PUCKAMU HA OBIHEJOCTYITHOM ITPUMEPE
Vlad Styran

VYnpasneHue puckaMy MHOTHE CUMTAIOT OYEHb CII0KHBIM M HEMIPHUSITHBIM 3aHATHEM. JTO HENpaB/a.
VYipasieHue pucKaMmu -- 3TO €CTECTBEHHBIM U HENPEPBIBHBINA IPOLECC, MPOUCXOASIIUNA B MO3TY Ka)JI0ro
YeJI0BEeYeCKoro cyiecTsa. [Ipouecc HACTOIBKO MPUBBIYHBIHN, YTO OOJIBIIYIO YaCTh BPEMEHHU MBI €r0 JAaXe He
3aMeyaeM.

Uto0Obl ONpeienuThcss ¢ TEPMUHAMU B 3TOH 00JACTH, JaBaliTe PACCMOTPUM IPUMEDP: IEHIeX0]]
nepecekaet npoe3xyto yacte. [lemexon (myctsb 310 OyAeT cTapylka) B HallleM IPUMEPE COCTaBIISICT aKTUB, a
npoe3kasl 4acTh HAIOJHEHAa BEYHO KyAa-TO MYALIMMUCS YIPO3aMU -- aBTOMOOMIIsIMH. [laBaiiTe yciIoKHUM
3aa4y | MPeInoIoKUM, YTO Ha HAIIeH yIIHIEe IO TP TOJOCH B KAXKAYIO CTOPOHY.

K 3TOMy MOMEHTY MBI y’Ke ONpeAeININ aKTUB U Yrpo3bl. OcTanoch BEISICHUTH, KAK HaM 00€CTIEUUTh
0e301macHOCTh OM3HEC-TIPOIecca, TO eCTh NepeBecTH 0a0yIIKy uepe3 yiuily. PHck cTonkHOBeHUs 0a0ymIku

U MUaHieFoes—HO-KpatiHeH e BoH-c0-eKOPOETHo—80+1M H-aBTOMOOWIS SBJISCTCS JUIsl HAC HEIPUEMIIEMBbIM,
MO3TOMY MBI IPUMEHSIEM KOHTPOJIH (OHHU K€ KOHTPMEPHI) 3TOTO PHCKA.

Kontponp Nel: memexoHbli iepexo]], peryiupyemMblii ceerogopom. B sTom cityyae y crapymku
MIEPUOANYECKH OyAeT MosBIAThECA "OKHO" B 1-2 MHHYTBHI, B T€U€HHE KOTOPHIX BEPOSITHOCTH CTOJKHOBEHUS
OyJeT JIOCTATOYHO HEBEIMKA, 4YTOObI OTBRXHUThCA Ha IepecedeHue yiuibl. Ho ¢ TexHHMYecKuMu
KOHTPOJIIMUBCE HE TaK IIPOCTO: MHOT/Ia OHM JIOMAroTCsl. B 3TOM citydae y Hac ecTb...

Kontpons Ne2: "3e0pa", To ecTh XapakTepHas pa3MeTKa, a TakKe JOPOXKHBIC 3HAKU IHEIIeX0THOTO
nepexona. Eciu cBeTopop He pabortaer, s BCEX YYACTHUKOB JIBWOKGHHSI TIEPEXOJ[ CUUTACTCS
HEPETyJIUPyEMBIM, TO €CTh, Ha HEM IPEHMYIIECTBO UMEIOT IMemexoJpl. Kak moka3piBaeT NpakTHKa,
3 PEKTUBHOCTH TAKOTO KOHTPOJIS [IO-MEHBIIIE, IIOATOMY OH Ha3bIBAETCSI KOMIICHCAIIHOHHBIM.

Kontpons Ne3nomonHseT KapTWHY B aIMHUHHCTPATHBHOMIUIOCKOCTH: ATO TMPaBHJA JIOPOKHOTO
JIBUKEHHSI, C KOTOPBIMU (TIPEATIOIIOKHUTEIBHO) O3HAKOMJIEHBI BCE YYAaCTHUKHM JIBIKEHHS W 33 HapylleHHe
KOTOPBIX areHTy YrpO3bIIPO3UT CEPhE3HOE HAKa3aHHUE.

Utak, B Takol cuCTeMe PUCKOB W KOHTPOJICH Ui HALlero akTHBa CTaHET BO3MOXKHOH Hambolee
Oe3omacHasi cTpaTerus TeUeHus1 OW3Hec-Ipoliecca: IMEepPeXOJUTh YIMIy B IIOJIOKEHHOM MeCTe M Ha
paspematomuii curHan ceerodopa. B Hanexe Ha To, 4To Bee BoguTenu codmoaatot [1J1/1.

P.S. B naeanpHOM MHpe TIEPBBIM Je7IOM Obliia ObI pACCMOTPEHA BO3MOKHOCTD YCTPAHEHHS YTPO3bI, TO
€CThb TIOCTPOMKM Haa- WINM MOJ3EMHOTO Iepexona. He Bcerma 3To penieHHE SIBISETCS NMPUEMIIEMBIM, B
OCHOBHOM II0 IIpHYMHE CBOEH IOpPOroBu3HBI. [103TOMy OT MOMEHTa BO3HUKHOBEHHsI HEOOXOJUMOCTH B
MENIEXOJHOM  NEepexoJe OO0 MOMEHTa €ro IOCTPOMKM  INPOXOJUT  KAaKoe-TO  BpeMs,  3a
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KOTOpo€e (DOHapHbIE CTOJIOBI HENOAAJIEKy OT 3TOr0 ydacTKa YJMIbI IUIOTHO 0OpacTaloT HCKYCCTBEHHBIMH
BEHKaMH.

3aganue S. JlaiiTe onpenesieHUus OCHOBHBIM IOHATHAM M3 00,1aCTH HHPOPMALMHHHON 0€30IIaCHOCTH:
information security threats.

3ananue 6. [IpokoMMeHTHpYIiTE CileayI0NIee BLICKAZLIBAHNE!

Companies spend millions of dollars on firewalls, encryption, and secure access devices and it's money
wasted because none of these measures address the weakest link in the security chain: the people who
use, administer, operate and account for computer systems that contain protected information.

Kevin Mitnick

KonTposbnas padora
4 kypc 7 cemecTp
Tembr 28-29. TpedoBanusi k o0ecnedeHn0 6€30MaACHOCTH. 3aALUTA KOMMeEPUecKoii
uHpopManun

3apanmne 1. KpaTko cdopmyinpyiiTe 0CHOBHYIO H1€I0 TEKCTa

NSA DIRECTOR TO HEAD UP CIS CONTROLS
Tara Seals US/North America News Reporter, Infosecurity Magazine

Curt Dukes, former director of information assurance at the National Security Agency (NSA),
has been named the Center for Internet Security (CIS) executive vice president.

Dukes will be responsible for managing the Security Best Practices Automation Group, which includes
the CIS Security Benchmarks, the CIS Controls and the tools to automate the evaluation of the standards.

“Curt Dukes’ three decades of senior executive leadership and his unparalleled track record of
pioneering and managing complex cybersecurity products and services make him an ideal leader for the
Security Best Practices Automation Group,” said John Gilligan, CIS board chair and interim CEO. “His
addition will accelerate our efforts to provide our nation with effective solutions to address rapidly growing
cybersecurity challenges.”

Dukes also will focus on the expansion of the content of CIS standards and increased adoption of
CIS security best practices and standards. He will also lead the development and delivery of effective tools for
scoring the implementation of CIS Benchmark and Controls standards and for automating the implementation
of security best practices.

The CIS Controls are a concise, prioritized set of practices that outline what every organization
should do as their first steps in cybersecurity. They have been proven to mitigate 85% of the most common
vulnerabilities.

One of the benefits of the CIS Controls is they are developed by experts based on their first-hand
experience in the security field and are derived from actual threat data from a variety of public and private
sources. In addition to being prioritized and relevant, the CIS Controls are updated regularly to stay in step
with cybersecurity’s ever-changing threat environment.

“The cybersecurity industry is about innovation, and CIS is already a well-positioned leader in
transforming security technology for today’s increasingly connected businesses,” said Dukes. “I am excited to
join CIS as executive vice president and look forward to helping the Security Best Practices Automation Group
continue its impressive track record of innovation and growth,” he added.

Dukes has served as the director of information assurance at the National Security Agency in Fort
Meade, Md., since 2013. His responsibilities included the security of systems that handle classified information
or are otherwise critical to the US military or intelligence activities.

From 2007 to 2013, Dukes was director of the NSA/Central Security Service (CSS) Commercial
Solutions Center, where he was responsible for leading the agency’s portal to the commercial world. His
responsibilities included leveraging industrial relationships, while partnering with international and national
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intelligence communities, and the Department of Defense, to address the strategic needs of the NSA/CSS and
the National Security community.

From 2004 to 2007, Dukes was NSA’s chief at the Systems and Networks Analysis Center, where he
led a technical workforce providing technology risk assessments, cyber-defense operations and advanced
vulnerability research.

Dukes earned an MS in Computer Science from Johns Hopkins University after completing a BS in
Computer Science at the University of Florida.

3ananue 2. CocTaBbTe IVIAH TEKCTA

EMPLOYEES ARE SHARING CONFIDENTIAL INFO AT ALARMING RATES

Tara Seals US/North America News Reporter, Infosecurity Magazine
Nearly three in four employees (72%) are willing to share sensitive, confidential or regulated
company information, and more than one in three employees say it’s common to take confidential
corporate data with them when leaving a company.

Those alarming stats are from the Dell End-User Security Survey, which found that not only are many
employees likely to share confidential information, but that they are doing so without proper data security
protocols in place or in mind.

Results show that today’s workforce is caught between two imperatives: be productive and efficient
on the job and maintain the security of company data. To address data security issues, companies must focus
on educating employees and enforcing policies and procedures that secure data wherever they go, without
hindering productivity. So far, they’re falling down on the job: A full 76% of employees feel their company
prioritizes security at the expense of employee productivity.

Survey results indicate that among the professionals who work with confidential information on a
regular basis, there is a lack of understanding in the workplace regarding how confidential data should be
shared and data security policies.

“This lack of clarity and confusion is not without merit; there are many circumstances under which it
makes sense to share confidential information in order to push business initiatives forward,” the report noted.
This opens the door to a wide range of reasons for sharing which include: Being directed to do so by
management (43%); sharing with a person authorized to receive it (37%); determining that the risk to their
company is very low and the potential benefit of sharing information is high (23%); feeling it will help them
do their job more effectively (22%); feeling it will help the recipient do their job more effectively (13%).

The survey found that when employees handle confidential data, they often do so insecurely by
accessing, sharing and storing the data in unsafe ways; Almost half (45%) of employees admit to engaging in
unsafe behaviors throughout the work day. These include connecting to public Wi-Fi to access confidential
information (46%), using personal email accounts for work (49%) or losing a company-issued device (17%).

About a quarter (24%) of respondents indicated they do these things to get their job done, and 18%
say they did not know they were doing something unsafe. Only 3% of respondents said they had malicious
intentions when conducting unsafe behaviors.

“When security becomes a case-by-case judgement call being made by the individual employee, there
is no consistency or efficacy,” said Brett Hansen, vice president of Endpoint Data Security and Management
at Dell. “These findings suggest employees need to be better educated about data security best practices, and
companies must put procedures in place that focus first and foremost on securing data while maintaining
productivity.”

Four in five employees in financial services (81%) would share confidential information, and
employees in education (75%), healthcare (68%) and federal government (68%) are also open to disclosing
confidential or regulated data at alarmingly high rates. Employees take on unnecessary risk when storing and
sharing their work, with 56% using public cloud services such as Dropbox, Google Drive, iCloud and others
to share or back-up their work; and 45% of employees will use email to share confidential files with third-
party vendors or consultants.

Ironically, nearly two in three employees (65%) feel it is their responsibility to protect confidential
information, including educating themselves on possible risks and behaving in a way that protects their
company, and 36% of employees feel very confident in their knowledge of how to protect sensitive company
information.

Nearly two in three (63%) employees are required to complete cybersecurity training on protecting
sensitive data. However, of those who received cybersecurity training, 18% still conducted unsafe behavior
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without realizing what they were doing was wrong, whereas 24% conducted unsafe behavior anyway in order
to complete a task.

“While every company has different security needs, this survey shows how important it is that all
companies make an effort to better understand daily tasks and scenarios in which employees may share data
in an unsafe way,” said Hansen. “Creating simple, clear policies that address these common scenarios in
addition to deploying endpoint and data security solutions is vital in order to achieve that balance between
protecting your data and empowering employees to be productive.”

3anganue 3. Cymmupyiite cogep:kaHue TeKCTa

TO MINIMIZE THE DAMAGE CAUSED BY BREACHES, DATA MUST BE EFFECTIVELY
LOCKED DOWN
Rreze Halili Training Course Developer, PECB International

The huge number of components, devices and users, and the enormous volume of data that is created,
transmitted and saved every day, mean that organizations must manage complex systems. Every day these
systems are subject to different types of attack against the sensitive information of clients, employees, and
confidential business data.

Despite the evolution of technology, management protection systems within companies, awareness
plans, and massive investments against hackers and cyber-attacks, organizations continue to be threatened.

In fact this condition is spreading. The Ponemon Institute found that in 2014 the average cost to a
company from a data breach was up 15% from the previous year. Attackers have become even more dangerous,
using the help of social engineering, sophisticated automated tools and a wide range of other methods.
Malicious and criminal attacks were the most costly types of cybercrime to a business, the study found.

Years ago, companies used to keep these incidents and breaches secret to save reputation and the loss
of customers, suppliers, and partners. But lately companies and information security professionals have started
to accept that data breaches are often impossible to prevent.

Now an organization’s information security posture should consider risk resilience and incident
response plans in order to manage and mitigate the damaging impacts of data breaches. There are already some
methods that intend to help organizations with such issues.

First, organizations need to know about their data sensitivity (the kind of data they have and how
important it is). They need to apply policies and regular audits on how to access data, remove the parts they
do not need, protect the sensitive elements and ensure what is left is well organized and easily searchable.

Sensitive, high-value documents such as customer records, intellectual property and contracts need
special treatment. The growing volume of data and different media, devices and systems used as storage
devices makes the locking-down process complicated.

One way to lock data down is to use encryption techniques to secure the confidentiality, availability,
integrity and nonrepudiation of data just for intended users. Encryption techniques are used to secure safe
transfer from one storage place to another, then to secure data within storage systems within organizations and
also to secure data in storage systems like the cloud.

Another method is to use tools that will enable privileged management and access rights for the
document and files. This can be done by using passwords which will allow only the right users to have access
to specific data.

Moreover, in order to keep data secure, attention should be paid to the download process of different
applications. Applications should be downloaded only from the secure sources which are known as official
application stores. Downloaded applications from insecure sources can infect devices with malware and
viruses.

In conclusion, data breaches will happen, so to successfully manage data, effective solutions should
be used, locking the data down in a way which keeps it secure. Even if a company is subject to a data breach,
saved data will still be safe and the attacker will not have be able to have access and gain information. This
will minimize the damage that can be done.

3ananue 4. U3noxkure cofepikaHne TEKCTA HA AHTIIHICKOM sI3bIKe HCIO/IB3Ysl AKTUBHYIO JEKCHKY.
IHOJIb30BATEJIN 3AITATHON EBPOITBI U CEBEPHON AMEPUKH ITOJ] YT'PO30H
KPAKW PUHAHCOBOU UTHOPOPMAILINU
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Okcneptsl  «Jlaboparopun Kacmepckoro» MOArOTOBWIM OTYET O CaMbIX pAacIpOCTPAHEHHBIX
kuOeprpectymieHusix B 3amagHoi EBpome m CeBepHoit Amepuke 3a mepBoe momyroame 2012 roma.
CrieniaincThl 0TMEYAIOT, YTO OONBIIMHCTBO HHTEPHET-MOIH30BaTeNeH yale BCEro ycTaHaBIMBAIOT HA CBOU
ycrpoiicTBa antuBupycHoe [10, oqHaKko 3To He OCTaHABIMBAET KHOSPMOILICHHUKOB, KOTOpPBIE pa3padaThiBaloT
Bce 0oJIee CII0KHBIE BPEAOHOCHBIE ITPOTPAMMBI.

B otuere «JlabGopatopum Kacmepckoro» ykaspIBaeTCs, YTO 3a4acTyl0 €BPOINEWCKHE U
CEBEpPOaMEPUKAHCKHE MOIb30BATEIH CTAHOBATCS KEPTBAMU TPOSIHCKUX MPOrpaMM, IEJIbI0 KOTOPBIX SBISIETCS
XMILIEHHE (PUHAHCOBBIX CPENCTB. DKCIEPTHI PA3ACIMIN TPOSHBI, UCIIOIb3YIOLINECS B 3allaJHbIX CTpaHaX, Ha
YeThIpE IPYIIIBL:

e IIPOrpaMMBbl, KOTOpPbIE JOCTABJISIOT U CKPBIBaIOT BpenoHocHoe I10;
e TOXUINAOLIUE JTAHHBIE TPOSHEI;

e MHOTO(YHKIMOHAJIbHbBIE TPOSIHBI;

¢ BBIMOTAIOIIUE JCHBI'H TPOSHBI.

B nepgoii nonosune 2012 roxga 70% aTtak ¢ MCIONB30BaHUEM TPOSHOB Ha mojb3oBareneil u3 CIIA,
Kananer n 3ananHoit EBponsl nmpoBoaniocsk mpu nomoutn 03knopa Sinowal (Mebroot). 41% nanagenuit
NPUXOAWJICA HA YHHUBepcalbHOro TpostHa SpyEye W moutn uyeTBepTh Ha OAHKOBCKYIO BPEIOHOCHYIO
nporpammy Zeus.

Eme oaHoll pacmpocTpaHEHHOH yrpo30il, KOTOpoH moABepraroTcs monb3oBaTenn u3 CeBepHOM
Awmepukn u 3anagHoil EBpombl, sBisieTcsl Kpa)a JUYHBIX JAaHHBIX. [IpUUMHON XHINEHUs NEepCOHATbHOM
WHQOPMAIUH SBIISIOTCS YSI3BUMOCTH W OIIMOKH B HACTPOMKE CepBepoB M 0a3 NaHHBIX, a Takke Opend B
KOH(HTYypaun BeO-npriokeHuit. [locie kpaku JIMYHBIX TaHHBIX MOIIEHHUKH POJAIOT UX Ha (hopyMax Hiu
UCIIOJIB3YIOT [UIS TIOJTy4€HHsI HEMPaBOMEPHOTO AOCTYIIA K PAa3IMYHBIM (PHAHCOBBIM CEPBHCAM.

3JIOyMBI]_[UIeHHI/IKI/I HEPEAKO HUCHOJJB3YIOT TPOAHBI-BBIMOI'aTCIIM, KOTOPBLIC TIIOCJIC 3apa’XCHUA
OJIOKHUPYIOT JOCTYII K KOMIBIOTEPY, H3MCHsISI CACTEMHBIC HACTPOHKU MJIM OTKPBIBAas CBOE OKHO TMOBEPX BCEX
OCTaJIbHBIX. 3a4acCTYIO0 TaKue yrpo3bl ucnoib3yrTcs B crpaHax CHI', Tak kak eBponeiickue rpaxiane cpasy
oOpamiaroTcsi B MOJMLUIO 10 (pakTy BbIMOrartenscTBa. OJIHAKO B HACTOSIIEE BPEMs 3JI0YMBIIUICHHUKH
npUAyMaiy Apyrod mpueM Juis oOMaHa eBPONCHIIEB: OHU OJIOKUPYIOT KOMITBIOTED U SIKOOBI OT MMEHU
TIOJIMIIMY TPEOYIOT OIJIATUTH IITpad 3a MOCENIeHNE CAalTOB, COAEPIKAIINX JIETCKYIO TOPHOTPAQHIO UITH CIEHBI
HACHJIMS HaJl IEThMH.

- http://www.securitylab.ru/news/429970.php

3aganue S. JlaiiTe onpeneseHus OCHOBHBIM IIOHATHAM M3 00,1aCTH HHPOPMALMHHHON 0€30I1aCHOCTH:
commercial classified information.

3aganue 6. [IpokoMMeHTHPYIiTE CiaenyolIee BHICKA3bIBAHHE !

Our information network is much better protected than our railroad network, and someone who cracks a system

is able to cause far less human damage than someone who derails a train. Why, then, has 'computer crime'

caused so much hysteria? Perhaps because the public is so willing - eager, even - to be scared by bogeymen.
Charles Platt

KonTtpoasnas pabdora
4 kypc 8 cemecTp
Tembr 30-31. JxoHOMHYeCKAsI COCTABJISIIOIIAA HHPOPMALMOHHOI 6€30MaCHOCTH.
NudpopmanuoHHast 0€30IACHOCTh U HHTErPALIMOHHBbIE MPOLECChI

3ananne 1. KpaTtko copmyHpyiiTe 0CHOBHYIO HIEI0 TEKCTA

BACKLASH: HALF OF CONSUMERS TAKE BUSINESS ELSEWHERE POST-BREACH

Tara Seals US/North America News Reporter, Infosecurity Magazine

With major data breaches making what seem like daily headlines, attention is turning to the aftermath

of those hacks and the toll they take on the executive suite and the bottom line alike. New research shows that

companies are paying a steep price when customers’ information is compromised: more than half of all
respondents, 51%, will take their business elsewhere after a breach.
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A snap poll conducted by HyTrust shows that household names, such as retailers Home Depot,
Target, Goodwill and Neiman Marcus, as well as individual banks, healthcare organizations, insurance
companies and ISPs, are all vulnerable to consumer backlash. In particular, customers are likely to churn in
the event of a compromise of personal information, including address, social security number and credit card
details.

More than a third of respondents, 34.2%, believe that the worst piece of information to be compromised
is the social security number (SSN).

The number of people that will talk with their wallets and take their business elsewhere jumps to 60.2%
among consumers in the 35 to 44 age range—a key consumer demographic.

Customers feel victimized as well: a full 45.6% said that the companies involved in such a breach
should be considered criminally negligent the moment a breach occurs, with the majority also believing that
all officers of a company should be held responsible. Famously, this is what happened at Target, which saw
a few of its C-suite depart in the wake of last year’s catastrophe.

When asked who in particular should be held ultimately accountable for failures in information
security, 19.7% of respondents don’t make a distinction between executives with varying responsibilities,
pointing the finger at “all officers” of a company. However, men and women aged 25 to 34 identify CSOs as
most responsible, while those in the 45 to 54 age bracket go easiest on them.

“There probably isn’t a single straw that broke the camel’s back—it’s just the sheer volume of stories
about data breaches, many at companies that have developed a customer-friendly brand,” said Eric Chiu,
president at HyTrust, in a statement. “What this poll shows is that companies are finally, and inevitably, being
held to account for their security vulnerabilities. Consumers have options, and when there are endless stories
about the loss of confidential information, they’re going to other vendors. Every security breach clearly has a
direct impact on operations, but there’s now clear evidence that extensive brand damage happens as well, and
the executives involved will have to pay the price.”

Further, it would appear that there is little wiggle room: most consumers (45.6%) blame the companies
involved the moment a data breach occurs, while only 12% withhold condemnation until ‘it happens more than
once.” Additionally, this finger-pointing increases with age, with 34% of 25-34 year olds laying immediate
blame versus 51% of those 65 and up.

Interestingly, the more consumers make, the more forgiving they tend to be; the top answer for those
making $150,000 or more shifted to ‘when it happens more than once.’

Higher earners are also more concerned about their SSNs: 36.5% of those making $50,000 to $74,000
per year cite this potential theft as most serious, while that falls to 22.8% among those making $24,000 or less.

3aganne 2. CocraBbTe IJIAH TEKCTA
KASPERSKY TACKLES CRITICAL INFRASTRUCTURE WITH EMBEDDABLE SYSTEM

Tara Seals

IT systems are increasingly the lifeblood of vertical businesses, thus demanding enhanced
cybersecurity to avoid economic (or worse) meltdowns in the event of a compromise. To that end, Kaspersky
Lab has announced the Kaspersky Security System platform, a dedicated solution for information systems like
ERP and electronic document management systems, smart grids, the internet of things (loT) and critical
infrastructure. It’s available as an embeddable OEM component to manufacturers and vendors of
comprehensive IT solutions for these applications.

Kaspersky Security System’s key features include its ability to apply access control rules according
to given security policy, classify the informational resources and configure the interaction of the components.

“An analysis of the evolution of trends in cybercrime suggests that any information system without a
trusted infosecurity module poses a threat to the security and integrity of business processes, and may
potentially lead to serious consequences,” said Andrey Doukhvalov, head of future technologies and chief
strategy architect at Kaspersky Lab, in a statement. “This is what drives our team to continuously improve our
IT security knowledge and solutions. With this new product, we help our partners make their IT systems more
trusted and reliable without affecting their safety. Kaspersky Security System is a platform with a unique
component makeup and feature set. It ensures the required level of cybersecurity for any IT system with
demanding security requirements.”

Meanwhile, SYSGO and Kaspersky Lab have integrated the new platform into the real-time operating
system PikeOS. Combined with PikeOS, Kaspersky Security System ensures that performed communications
comply with security policies. It can be used in industrial systems to protect devices at the supervisory and
control (SCADA) level, in connected 10T devices to assure their proper behavior, and in automotive systems
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to separate the safety-critical subsystems from infotainment components connected to the Internet, among
others.

"By teaming up with Kaspersky Lab we bring IT security to embedded systems," said Knut Degen,
CEO of SYSGO, in a statement. "With the integration of Kaspersky Security System into PikeOS we can
deliver a high-performance solution that will help our joint customers to secure their devices in the Internet of
Things."

The OEM component is designed to integrate into information systems, and is suitable for use by
software and hardware vendors, as well as system integrators. The vendor or integrator can apply basic, default
security policies or manually fine-tune their security configurations to meet the requirements presented by
specific systems or business tasks.

3aganue 3. CymMmmMupYyiiTe coep:kaHHe TEKCTa

CONGRESSIONAL REPORT: US POWER GRID UNDER CONTINUOUS CYBER-
ASSAULT

A survey of 112 of the top 150 national utilities by US Reps. Edward Markey (D-Mass.) and Henry
Waxman (D-Calif.) painted a picture of continuous assault, using techniques that range from phishing to
malware infection to unfriendly probes.

Markey and Waxman noted that "Cyberattacks can create instant effects at very low cost and are very
difficult to positively attribute back to the attacker. It has been reported that actors based in China, Russia, and
Iran have conducted cyber probes of US grid systems, and that cyberattacks have been conducted against
critical infrastructure in other countries."

More than one public power provider reported being under a “constant state of ‘attack’ from malware
and entities seeking to gain access to internal systems.” A Northeastern power provider said that it was “under
constant cyber-attack from cyber criminals including malware and the general threat from the Internet.” And,
a Midwestern power provider said that it was “subject to ongoing malicious cyber and physical activity. For
example, we see probes on our network to look for vulnerabilities in our systems and applications on a daily
basis. Much of this activity is automated and dynamic in nature — able to adapt to what is discovered during
its probing process.”

While the hackers seem to have been thus far unsuccessful —none of the utilities reported specific
damage to any of their computer systems — the parameters for sharing information are lacking, the report found.

“There did not appear to be a uniform process for reporting attempted cyberattacks to the authorities;
most respondents indicated that they follow standard requirements for reporting attacks to state and federal
authorities, did not describe the circumstances under which these requirements would be triggered, but largely
indicated that the incidents they experienced did not rise to reportable levels," Markey and Waxman wrote.

The survey did find a high compliance rate with mandatory standards issued by the North American
Electric Reliability Corporation (NERC), but providers are less likely to have implemented NERC's voluntary
recommendations.

For example, NERC has established both mandatory standards and voluntary measures to protect
against the computer worm known as Stuxnet, a sophisticated bug that was used to shut down centrifuges at
Iranian nuclear facilities. Of those that responded, 91% of investor-owned utilities, 83% of municipally or
cooperatively owned utilities, and 80% of federal entities that own major pieces of the bulk power system
reported compliance with the Stuxnet mandatory standards. By contrast, of those that responded to a separate
question regarding compliance with voluntary Stuxnet measures, only 21% of 10Us, 44% of municipally or
cooperatively owned utilities, and 62.5% of federal entities reported compliance.

Hackers may not spend very much to attack the grid, but the potential consequences are staggering.
The US bulk-power system serves more than 300 million people, is made up of more than 200,000 miles of
transmission lines, more than 1 million megawatts of generating capacity, and is valued at over $1 trillion. The
vast majority of grid assets are owned and operated by private companies and other non-federal institutions.
The components of the grid are thus highly interdependent, and a line outage or system failure in one area can
lead to cascading outages in other areas, with catastrophic effects.

“For example, on August 14, 2003, four sagging high-voltage power lines in northern Ohio brushed
into trees and shut off,” the report noted. “Compounded by a computer system error, this shut-down caused a
cascade of failures that eventually left 50 million people without power for two days across the United States
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and Canada. This event, the largest blackout in North American history, cost an estimated $6 billion and
contributed to at least 11 deaths.”

3ananue 4. U310:xuTe coaep:KaHue TeKCTa Ha AHIJIMICKOM fI3bIKE HCI0JIb3yl AKTHBHYIO JIEKCHKY.
HE BCE BAHKHU I'OTOBBI IEPEUTHU HA HOBBIE CTAHJIAPTBI KUBEPBE3OIIACHOCTH

K xonyy mexywezo 200a danku 00653aHbl Npo8ecmu CAMOOYEHKy C60e20 COOMEEMCMEUs HOBbIM
HOPMAM.

B nmpomiom rogy MexayHaponHasi cUcTeMa Iepenadd 0aHKOBCKONW MH(GOPMALMKM M OCYLIECTBICHUS
iatexxeit SWIFT ucnonp3oBanack XakepaMu Il MOXHUILEHHUS KPYIHBIX CYMM M3 LIEJIOTO psia OaHKOB I10
BceMy Mmupy. s mpemorBpaienus Oyaymux kuOepartak ObLIO MPUHSITO pelleHHe YCHIUTh 0€30IMacHOCTh
SWIFT, u yxe MeHee 4eM uepe3 MecsI] HadHeTCs MpoBepka (PMHAHCOBBIX OPTaHM3alWi Ha COOTBETCTBHE
HOBBIM HOpMaMm.

Kak coobmaer «PBK», He Bce OaHKH TOTOBBI MPHHATH HOBBIE cTaHmapThl. [lo mMHenuio rnas IT-
OTJIEJIOB KPYIHBIX (PMHOpPraHW3alni, N3MEHEHUSI MOTYT TIOBJIeYh 32 COOON OOINBINHE TPaThl, MPOOIEMBI C
TEXHUYECKOM CTOPOHOM BOIpOCa U YyIpo3y pEIyTaLHH.

PykoBonutens SWIFT no Poccun, CHI' 1 Monronun Matseti ['epuHr Ha IHSX HAaIOMHHI OaHKaM O
TIepexo/ie Ha HOBBIEe CTaHIapThl Oe3omacHocTH. [lo croBam criermanucta, 1 anpens OyayT omyOoIuKoBaHbI 27
KOHTPOJIBHBIX MyHKTOB — 16 o0s3arensHbiXx u 11 pekomenmyembrx. K xoHIy Tekymiero roga (QpuHaHCOBBIE
opraHM3aniMi 00s3aHbl CaMOCTOSITENIBHO OLEHHTh CBOE COOTBETCTBHE HOBBIM HopMaM. JlaHHBIE O He
COOTBETCTBYIOIIMX CTaHIapTaM OaHKax OyIyT MepeaHbl peryssiTopaM. ITO KacaeTcsl He TOJIBKO POCCUHCKHIX
YYaCTHHKOB PBIHKA, HO U BCEX OpraHu3alusax, ucnoiaszyromux SWIFT.

HoBble HOpMBI TIpeArNonararoT JOMOJIHUTENbHbIE TPEOOBaHUS K AaHTHBHPYCHBIM pEIICHHSM,
obecrieyennto M mpoBepke ImenoctHoctn [10 u 6a3 naHHBIX, KBanM(UKALUKM W OpPTraHU3alUd PabOTHI
CHELMAINCTOB, a TAK)KE K MecTaM XpaHeHHUs1 ycTpoicTB. HoBble TpeOoBaHus KacaroTCsl PpoLiecca BbIIBICHUS
aHomasibHOU akTHBHOCTH B SWIFT 1 BBeneHus AByx(akTopHON ayTeHTH(PHUKALINH.

ITo cmoBam omHOrO M3 HCTOYHUKOB «PBK», Ansi cOOTBETCTBUSI HOBBIM TpPEOOBAaHUSM IPHIECTCS
nepeHactpauBaTh Bcio [T-cuctemy. Ecnu mporecc nmepeHacTpoliku 3aTsiHETCsI, padoTaTh C CUCTEMOW OyneT
HEBO3MOJKHO, TIOCKOJIBKY € 1 CEHTSIOPs CileAyIoIIero roja npekpaTuTes noauepxka HeooHosieHHbIX SWIFT.

Kak cooOmaroT 60aHKHphl, C HAMMEHBIINMH PUCKAaMH B CBSI3U C NIEPEXOJIOM Ha HOBBIE TpeOOBaHUs
CTOJIKHYTCS OpTraHU3aIliH, SBISIONIMECS HEMOCPEICTBEHHBIMU YYAaCTHUKAMH MEXIYHapOIHBIX TUIATEKHBIX
cucteM (Visa, MasterCard u nip). OcTanbHbie ke (0COOSHHO HeOObINNE U PETHOHANBHBIE OaHKH ) CTOJKHYTCS
C ropaszio OOJIBIIMMHU PHUCKaMH, OCKOJIBKY UM NpuaeTcs peann3oBeiBaTh TpeboBanus SWIFT ¢ Hyis, yBepen
rnaBa IT-otnena dunopranmszanuu u3 ton-100. YcranoBka, ooHoBiaeHue u odecneuenue 10 u B/l moxer
oboiiTHCh cpeHeMy OaHKY B IOBOJILHO MPIIINYHYIO cymMmMy — 10-15 mutH pyo.

MoryT TakXe BO3HHKHYTb TPYAHOCTH C BBIIOJIHEHHEM TpeOOBAaHUS IO IOBBIIICHHUIO
OCBEJIOMJICHHOCTH COTPYJHHKOB. Kak TOKas3piBaeT MpaKTWKa, TPEHUHTH U OOydeHHe SBISIOTCA
Hed(EKTUBHBIMH, U TIEPCOHAJ TO-TIPEKHEMY HCIIONb3yeT HEHAIeKHBIE TTApOJIH, XpaHsIuecs Ha OyMakKax
Ha pabouem MecTe.

Anekceit KonsieB, crapmmii koHCcynbTaHT SAS Poccus/CHI' mo perrenusm misi oOecrieueHHs
0e30MmacHOCTH ¥ MPOTUBOACHUCTBUS MOLIIECHHHYECTBY

To, uro SWIFT Bcepre3 B3suioch 3a pa3padOTKy COOCTBEHHBIX CTaHIAPTOB OE30MIACHOCTH,
0e3yCIIOBHO, SIBIISICTCS IPaBUIBHBIM PELLICHHEM, OJHAKO, KaK IPEeICTaBIsETCS, HEMHOTO 3armo3aajibM. K cioBy
CKa3aTh, MEXXTyHapOJHbIE KapTOUYHbIE IUIATEKHBIE CUCTEMBI Takue, Kak VISA wnm Mastercard, yxe maBHO
pa3paboTaiy U MPUMEHSIOT B CBOCH I TELHOCTH COOCTBEHHBIE CTaHIAPThI 0€30MaCHOCTH, KOTOPBIE, KCTaTH
rOBOps, BO MHOT'OM IepeceKkaroTcs ¢ HoBbiMH npaBuiiamu SWIFT. B 3T0it cBs3u, OaHKaMm, KOTOpbIE HMEIOT
npsiMble JoroBopHbIe oTHOIIEHUs ¢ MIIC 1 KoTopbIe, Kak clieACTBHE, 00S3aHbI BHITIOIHATH X TPEOOBaHMUS 11O
0e30macHOCTH, HE JODKHBI HCIBITATh CEPhE3HBIX CI0KHOCTEH B yacTh cobmoaenus ctangaptoB SWIFT.

OnHako Takux OaHKOB HE TaK yX M MHOTO,  0oJiee TOro — 3TO, KaK MMPaBHJIO, KPYIHbIE OaHKH, AJIs
KOTOPBIX 3TO M TaK HE JODKHO OBIJIO CTaTh 0OJIBIION MpobaemMoit. Cepbe3Hbie TPYIHOCTH MOTYT BOSHHKHYTh
y OCTaJIbHBIX — BeZlb IIPOLIECC alallTalluy K JaHHBIM CTaHAApPTaM MOTPeOyeT OT OpraHu3alui CyIeCTBEHHbIX
YCWJINH U MaTepHUaIbHBIX 3aTpart.

[Ipn 3TOM MIAHCOB HE BBHINOIHATH WM HUTHOPUPOBATH HOBHIE MpaBUia MO BCEH BHUAMMOCTH HET.
MupoBast IpaKTHKa TeX e MEXKIYHapOIHBIX IUIATE)KHBIX CHCTEM IOKa3bIBACT, YTO 3TO MOXKET OOEPHYTHCS
KpyIHBIMHE ITpadamu 1u1st Takux opraam3aruii. C apyroit cropons! MeHemKMeHT SWIFT B Poccnn HacTpoeH
CEepbe3HO U 00eIaeT He TONBKO coobmmaTh B LB 0 6aHkax, HEBBIMOTHAIOUIMX TpeOOBaHUS IO OE30MACHOCTH,
HO ¥ IPUHUMATH CMEJIbIe PEIICHHS BIUIOTh JI0 OTKIIIOUCHUS OT CHCTEMBI IIPH I'PYObIX HApyIICHUSX.
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3ananmne 5. JlaiiTe onpenejieHusi OCHOBHBIM MOHSATHAM U3 00/1acTH MHGOPMANMHHHON 0€30MACHOCTH:
information in business terms.

3anganue 6. [IpokoMMeHTHPYIiTE cileaylolIee BHICKA3bIBAHNE!

We need to make sure that leaks of classified information, of national security secrets, needs to be rigorously
pursued and prosecuted to the fullest extent of the law.
John O. Brennan

KounTtpoasnas padora
4 kypc 8 cemecTp
Tembr 32-33. IIpukiiagnas 3xoHomuka. UHpopManmoHHast IKOHOMHKA.
3ananue 1. KpaTko copmyimpyiiTe OCHOBHYIO HA€I0 TEKCTA

UK ISP SAYS DIGITAL ECONOMY ACT ISPAST ITS SELL-BY DATE
Tara Seals US/North America News Reporter, Infosecurity Magazine

The Digital Economy Act was the brainchild of Lord Mandelson during the last Labour government.
It was rushed into law via the controversial ‘wash-up’ process at the end of that parliament — meaning it
received very little parliamentary debate. It has remained a controversial Act ever since.

The Act includes a controversial ‘3 strikes’ provision, but has required guidance from Ofcombefore
it can be brought into force. Ofcom’s draft code for consultation was published last month, just before the
European Parliament rejected ACTA and its own graduated response provisions. “If a customer receives three
letters or more within a 12-month period”, says Ofcom, “anonymous information may be provided on request
to copyright owners showing them which infringement reports are linked to that customer’s account. The
copyright owner may then seek a court order requiring the ISP to reveal the identity of the customer.”

DEA contains further provisions that could “require ISPs to take steps (such as internet bandwidth
reduction, blocking internet access or temporarily suspending accounts) against relevant subscribers in certain
circumstances”, says Ofcom. Its announcement starts, “Internet users will be encouraged to download music
and films through legal channels under measures outlined today by Ofcom,” prompting Jim Killock, Chief
Executive of the Open Rights Group to suggest “Ofcom are being asked to put lipstick on a pig with this
code.” Darren Farnden, head of marketing at Entanet, agrees with Killock: “Pursuing people through the
courts based on shaky IP address information and then threatening them with warning letters and disconnection
is not the way to tackle this issue.”

Ofcom’s own timetable indicates that DEA measures will not start until at least 2014. It is this that
prompts Entanet to suggest it can no longer be effective. “With so much notice,” says Farnden, “surely the
most prolific infringers will have discovered even more ways to circumvent the DEA by the time it’s enforced.”
In particular he points to the use of VPNs and proxies. “The most commonly talked about circumvention
techniques are the use of proxies or VPNs. Research by the Cybernorms research group at the Lund University
in Sweden revealed a 40% rise in the use of VPN systems by the 15 to 25 year age group since 2009 in Sweden,
surely proof that such circumvention is already being implemented.”

Farnden points to a contradictory healthy growth in legal online music sales. He quotes the 2012 IFPI
Digital Music Report, which states: “Many major markets are seeing healthy increases in single track
download sales, including the US, up 10 per cent (Nielsen SoundScan); the UK, up 8 per cent (Official Charts
Company/BPI) in 2011; and France up 23 per cent (GfK). Consumer demand for iTunes, the market leader, is
growing healthily.” This prompts Farnden to conclude that “Entertainment companies need to reassess their
business models to take advantage of the opportunities the Internet brings, not fight them.”

3ananue 2. CocTaBbTe IVIAH TEKCTA
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CHECK POINT, CISCO JOIN CYBER THREAT ALLIANCE

Tara Seals US/North America News Reporter, Infosecurity Magazine

The Cyber Threat Alliance (CTA) has added Check Point Software Technologies and Cisco as
alliance founding members.

It also has appointed Michael Daniel as the organization’s first president, and announced its formal
incorporation as a not-for-profit entity.

The existing founding members are Fortinet, Intel Security, Palo Alto Networks and Symantec.
Together, the six founding Members have contributed to the group’s first project: The development of a new,
automated threat intelligence sharing platform to exchange actionable threat data, further driving the CTA’s
founding mission of fomenting a coordinated effort against cyber-adversaries.

The CTA’s corporate purpose as a not-for-profit is to share threat information across member
organizations and protect customers; to advance the cybersecurity of critical IT infrastructures; and to increase
the security, availability, integrity and efficiency of information systems.

In addition to expanding its founding members, the CTA’s affiliate members, include IntSights,
Rapid7 and RSA, who join existing members Eleven Paths and ReversinglLabs.

Since its inception in 2014, the CTA has regularly exchanged information on botnets, mobile threats
and indicators of compromise (IoCs) related to advanced persistent threats (APTs), and advanced malware
samples. Notable milestones of the CTA’s cooperative efforts cracked the code on CryptoWall version 3, one
of the most lucrative ransomware families in the world, totaling more than US $325 million ransomed. The
CTA’s research and findings pushed cybercriminals to develop CryptoWall version 4, which the CTA also
uncovered and resulted in a much less successful attack.

The CTA platform automates information-sharing in near real-time to solve the problems of isolated
and manual approaches to threat intelligence. The platform better organizes and structures threat information
into Adversary Playbooks, pulling everything related to a specific attack campaign together in one place to
increase the contextual value, quality and usability of the data. This approach turns abstract threat intelligence
into actionable real-world protections, enabling members to speed up information analysis and deployment of
the intelligence into their respective products.

To foster continued collaboration and incentivize meaningful threat data, the new CTA platform
requires members to automate their intelligence sharing contributions, meet a minimum contribution every
day, and rewards contextualized, unique intelligence. Members will eventually be rewarded with greater levels
of access based on the value and volume of the information they have contributed.

"The future of cyber security is here. The CTA collaboration will enable us to accelerate the pace of
innovation as we work to protect the cloud, mobile and provide the best means for advanced threat prevention,”
said Gil Shwed, founder and CEO, Check Point.

3ananue 3. Cymmupyiite cojgep:kaHue TeKCTa

AN ARGUMENT IN FAVOR OF LICENSING INFORMATION SECURITY
PROFESSIONALS

Rreze Halili Training Course Developer, PECB International

In today’s complex and interconnected information age, with much mention of cloud, big data,
mobility, social business, and cybersecurity, individuals and organizations require assurance that the systems
that have become part of their everyday lives are trustworthy, reliable and secure.

Currently, it is impossible to turn to a licensed individual (or group) to obtain this assurance, in much
the same way that one can enlist the services of licensed professionals such as lawyers, accountants or doctors.
The main reasons one would turn to these professionals is that a license proves the individual:

e Isa member of and governed by a recognized professional association

e Islicensed to practice (i.e., has the required education, knowledge, skills and experience)

e Adheres to widely accepted standards and practices

e Is held accountable for their actions through being governed by codes of professional conduct
and disciplinary processes

Being licensed and part of a professional organization also demonstrates that the individual complies
with mandated continuing education requirements and is part of a professional community — possibly global —
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that engages in knowledge sharing and is actively involved in keeping up to date with current developments
in their chosen field.

Licensing will likely become mandatory for information security as we move into the ‘internet of
everything’, including interconnected household devices, autonomous cars and e-medicine. Advances like
these are on the horizon and will significantly increase the reliance we place on technology. People’s lives will
quite literally be at stake; in fact, this is already the case.

Given the impact on our everyday lives and potential implications for public safety, the need for
licensing people who design and implement security will be as significant a need as licensing for engineers
who design our buildings and infrastructure, or doctors who look after our health. The potential for harm will
be too great to trust security to just anyone who has managed to land a job but who may not have the necessary
skills, education or experience.

With continued focus on information security and cybersecurity in particular, we are very likely to see
increased pressure to procure information assurance and security services only from licensed individuals. It is
important to note that professional certifications from leading global organizations that have strong
credentialing programs already meet much of the licensing requirements. Indeed, many government agencies
worldwide already have a form of licensing by mandating that certain services can only be performed by certain
credential holders. A licensing program could, therefore, easily leverage the efforts of existing certification
organizations that have years of experience in developing training and certifications, and are already accredited
by recognized standards bodies such as ANSI and 1SO, to establish the standard for information security
professionals.

One particular challenge is likely to be the national interests of individual countries. Although
technology and information systems don’t really recognize international borders, cybersecurity and national
security interests — a key driver for licensing — are likely to be country-specific. However, other licensed
professions have found ways of coping with international mobility and global workforces, and no doubt so
will the licensed information security professionals of the future.

As an information security professional working in a large global financial services organization with
complex information security challenges, and as an individual with genuine concerns about the privacy and
security of my own personal data, | would like to make a strong case for information security professionals to
be licensed much like other professions. Overall, licensing will engender safer and more secure environments
for doing business and lead to increased trust in, and value from, information systems.

If you want a health check of your information systems, you should be able to turn to a licensed
information security professional.

3aganue 4. U310:kMTe cofiep:KaHMe TEKCTA HA AHTJIMIICKOM fI3bIKE UCMOJb3Ysl AKTHBHYIO JIEKCHKY.
3KCIEPTHI: SJIEKTPOHHBIE YCTPOMCTBA BEAYT MUP K SJHEPTETUYECKOU
KATACTPO®E

Ymobvr  uzbesxcamv  Kowianca NPASUMENbCMEd  PAHLIX — CMPAH  OOJIHCHbL  NPEeONPUHAMDb
He3aMeO0NumenbHble Mepbl N0 YAICECIOUEHU) CMAHOAPMOo8 NompeOieHus 31eKmpudeckoll SHepeuu
9NEKMPOHHBIMU YCMPOUCTBAMU.

MexnyHaponHoe areHTcTBO 1o dHepretmke International Energy Agency (IEA) mnpusbiBaet
MIPABUTEIHCTBA PA3HBIX CTPAH JOJHKHBI IPEANPUHATH He3aMeITUTEILHBIE MEPHI M0 Y)KECTOUYEHHUIO CTaH/IapTOB
noTpeOJICHHSI AIIEKTPUIECKOM SHEPTUH SIEKTPOHHBIMH YCTPOUCTBAMH.

OKCTepTsl CYHUTAIOT, YTO €CIIM Takue Mepbl He OyayT mpennpuHaTthl, K 2030 T. 35eKTpOHHBIE
YCTpOIicTBa BO BCEM MHpe Oy IyT NOTPeOIsATh BTpOe OOJIbIIE IIMEKTPUIECKON SHEPTHH, YeM ceifuac. B cBs3u ¢
3TUM NPo0OJIEMbI 0€30MTaCHOCTH SHEPIeTUUECKUX CUCTEM U IIPOOIJIEMBI ¢ BEIOPOCOM MAPHUKOBBIX I'a30B BBIMIAYT
Ha HOBBI ypoBeHb. «Tekymas pabora MO YIYYIICHHIO HJIEKTPUYECKUX XapaKTEPUCTHK Pa3TUUHBIX
3JIEKTPOHHBIX MPHOOPOB SABISIETCA HEAOCTATOYHOMN. TEeXHOIOTHH pa3BUBAIOTCS OBICTPEE M CBOJIAT Ha HET BCe
MIPOJIBM)KEHUS B JaHHOHN 00s1acTu», - roBopuT HoOyo Tanaka (Nobuo Tanaka), HCIIONHUTEBHBIH AUPEKTOP
IEA.

B Hacrosiuit MOMEHT Ha 3JIEKTPOHHBIE yCTpoiicTBa mpuxoautcs 15% Bcelt sHeprun, moTpedasieMoit
OJTHOM KBapTHpol win AoMoM. OIHAKO ITO 3HAa4eHHE OBICTPO PacTeT, B OCHOBHOM H3-3a pOCTa CIpoca Ha
Takue YCTpOWCTBa B AdpUKEe W Ipyrux CTpaHax C pa3BHBAOLIcics sKoHOMUKOHW. Tak, Hampumep, Ha
CETONHSAIIHUMA JCHb B MHpE padoTaeT MOYTH 2 MIpPI TEIeBH30pOB. boyiee mMonoBHMHBI kuTeNnel 3eMiu
TTOJTB3YIOTCSI MOOMIIBHBIMH Telle(OHaMU, KOTOPBIE TPEOYIOT MOCTOSHHON Tom3apsaku. CoriacHO MPOTHO3Y
IEA, B TeueHHe cienyromnX 7 MECALEB YHCIO MOCTOSHHBIX MOJIb30BATENEH NMEPCOHAIBHBIX KOMIIBIOTEPOB
MIPEBBICUTH OTMETKY B 1 MIIp/] UEIIOBEK.
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Ecnu Tennenmms coxpanutes 6e3 yxectodeHus: cranaapTos, K 2030 1. ramkers OyayT moTpeOIsaTh
1,7 meraBart (1700 TepaBarT) MEKTPHUECKON SHEPTHU B YaC, CTOJIBKO K€, CKOJBKO ceifgac mOTpeOIIIIOT BCe
nomoxozdiictea B CIIIA u fnonum BMecte B3siThle, KOMMeHTHUpyeT Tanaka. CyMMa BceX CU€TOB 3a
anekTposHepruto qocturaet $200 mupa. st Toro 4ro0bl 00eCIeUUTh IEKTPOIHEPrHe BCe HOBBIC U CTaphlie
rapkeTsl K 2030 1. moTpedyeTcss HapacTUTh MOITHOCTE AJIeKTpocTanIuii Ha 280 I'BT.

OpHako, WCHONB3Yyd COBPEMEHHBIE TEXHOJIOTHH, TOTPEOIeHHe DIEKTPHYECKON  DHEPTUH
MOJIb30BATENILCKUX YCTPOHCTB MOYKHO COKpAaTUTh Ooiyiee ueM B JBa pasza. «CyIIeCTBEHHOTO COKpAIECHHsI
AIIEKTPUIECKON MOIITHOCTH YCTPOHCTB MOYKHO JIOCTHYH 32 CHET ONTHMHU3AIMU IMPOTPAMMHOTO 00eCTeYeHNUs
o TO 000pYIOBaHKE, TSI KOTOPOTO OHO MPEAHA3HAYCHOY, - TOBOPAT B IEA.

Tak, nanpumep, 6ananbHast QyHKIMS TEPUOAMYECKON MTPOBEPKH MOYTOBOTO SIIIMKA Ha MOOUIBHOM
TesneoHe BeJeT K YBEIWUCHUIO OTpeOsieMoii sHeprur. KoMmanuu JOKHBI MPOSIBIATE OoJbIliee BHUMAaHUE
W TpaTuTh Oollee 3HAYUTENHHBIE CYMMBI JJISI TOTO, YTOOBI TIOJOOHBIE MPUIIOKEHHUS OBLTH MaKCHMaTbHO
3¢ (EeKTUBHBIME C JIaHHOW TOYKH 3peHus. OJHaKo 3/1ech He 000UTHCH 0e3 MOMOIIM TOCYIapCTBa, TaK Kak
MMEHHO OHO MOXKET 3aCTaBUTh MPOU3BOIUTENEH paboTaTh B 3TOM HalpaBIeHHH.

http://www.securitylab.ru/news/379582.php

3aganue 5. JlaiiTe onpeneseHus OCHOBHBIM MOHATHAM M3 00,1aCTH HH(POPMAIIHOHHOMH 0€30MaCHOCTH:
digital economy.

3aganue 6. [IpokoMMeHTHPYIiTE CiaenyolIee BHICKA3bIBAHHE !

Our information network is much better protected than our railroad network, and someone who cracks a system

is able to cause far less human damage than someone who derails a train. Why, then, has ‘computer crime'

caused so much hysteria? Perhaps because the public is so willing - eager, even - to be scared by bogeymen.
Charles Platt

2.2 MatepuaJjibl 1J151 IPOBeJAEHUS IPOMEKYTOYHON aTTeCTALUHU:

3 cemectp

1. Bua npomMexXyTOYHOM aTTeCTalluy -3a4eT ¢ Ol eHKOM

2. ®opMa NPOBEACHUS - YCTHBIN ONPOC

3. IlepeueHs TeM, BOIPOCOB, MPAKTUUECKUX 3aJaHUI, BBIHOCUMBIX Ha IPOMEXKYTOUHYIO
aTTECTalUIO:

ITepedennb cTaTeil HA AHTJIMICKOM SI3BIKE JIs1 00CYKICHHUS € IK3AaMEHATOPOM:

The decline of music piracy holds lessons for other industries

Forget university! It's a PRETTY FACE that helps guarantee a successful career
Employment Rates for University Graduates

Bellying up to environmentalism

Are You Stressed At Work?

How to feed the world

Mobile marvels

Overcoming stress

. Family life and relationships "are being damaged by pressures of work’
10. The proof of the pudding

11. Middle-class struggle

12. Moving in with Grandma

LCoNoOAEWNE

Ilepeyenb cuTyanuii 111 KOMMEHTHPOBAaHHUSA
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1. Imagine that your friend/your colleague/your boss is sure that in the times of severe economic
competition stress at work is unavoidable. Try to convince him/her that one can live a stress-free
life if they stick to some simple recommendations.

2. Imagine that a friend of yours has been under a lot of stress recently and it is beginning to tell on
their health. Advise them on how they should organize their time/activities at work/while
studying.

3. Do you agree that nowadays unemployment is not only an economic issue but a social problem
as well? How do you think you can persuade your younger friend to make the right choice and
choose the career that can help them to avoid being unemployed?

4. Imagine that your former classmate is suffering from stress and anxiety as the exams are due in
the next couple of weeks but he/she has fallen behind with the group. What do you think s/he
should/should not do to improve the situation?

5. Imagine that as a result of a month’s internship you have gained some experience and come to
understand that it is not so easy for a beginning specialist to start a career even if you have a
university degree. Explain what else you need in order to succeed.

6. Imagine that that your friend has fallen ill with flu but keeps attending classes. Try to persuade
him/her to stay at home until they get better. Explain why it may be dangerous for him/her and
others.

7. Imagine that as an experienced IT specialist you are invited to a group of University students to
give a talk about your work and the job requirements in your company. Try to explain to them
that they should not only obtain academic knowledge but also gain the practical skills they need
in order to make a career and to succeed in the future.

8. Imagine that your friend is very unhealthy due to eating junk food and smoking cigarettes.
He/she also stays up till late at night and does not exercise enough. Persuade him/her to change
the way he/she is living as it may lead to health related problems.

9. Imagine that your younger brother/sister/friend is about to leave school but has not made his/her
mind about the future. Would you advise them to follow your example and choose a career in
IT? Explain why.

10. Imagine that you visit your friend who after having a car accident is undergoing treatment
for serious injuries in hospital. Say what could have caused the accident and how the visit
affected you.

11.  Imagine that you are a newly appointed leading specialist in charge of an IT department.
Give your new colleagues instructions about their daily responsibilities. Say what their musts
and mustn’ts are.

12.  Imagine that your younger brother/sister/friend is suffering from toothache as his/her tooth
needs filling. They put off visiting the dentist as they are afraid of pain. Persuade them to visit
the dentist as soon as possible

Hepequb TEM MO0 NUCHUIIJIMHE I 6ecezu>1 C IK3aME€HATOpPOM

1. What difficulties are usually associated with starting a career? How should a young specialist
start looking for a job?

2. Whose role is more important in providing health services — that of the government or of the

private sector?

What problems does the Russian health sector face nowadays?

Speak about the most challenging social problems in present-day Russia.

5. Why did Erik Gorin come to see Professor Fox? What impression did Erik make on Professor
Fox? What did Erik learn from Professor Fox about his future work and studies?

6. What did Erik tell Professor Fox about his summer and why? What helped Erik to overcome all
his difficulties that summer? What is your impression of Erik Gorin?

How
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7. Who was Mr. Cowlishaw and what kind of practice did he buy? What is your impression of
Mr. Cowlishaw?

8. Why did Rannoch choose Mr. Cowlishaw as his dentist? Did Mr. Cowlishaw like the patient’s
scheme? Did he fall in with the scheme? Why? What is your impression of Rannoch?

9. Who was Mr. Cowlishaw's second visitor? What was she like? What is your impression of Mrs.
Clowes?

10. Why was Mr. Cowlishaw glad to have Mrs. Clowes as his first patient? Did his attitude to the
situation change later? Describe the operation and how it all ended.

11. Why did Rannoch call Mr. Cowlishaw “one of those amateurs”? What did the words “amateur”
and “professional” mean to Rannoch? And to Mr. Cowlishaw?

12. Speak about a good (professional) headhunter's behaviour during his\her first call. What he\she
should (or shouldn't) do?Dwell on the potential candidate's behaviour during the call made by
the headhunter. Enumerate the recommendations that a candidate should follow during the first
interview.

4 cemecTp

1. Bua npomMexxyTOUHOM aTTeCTalluy — IK3aMeH

2. ®opma npoBeJeHUsL - YCTHBIHM OMPOC

3. IlepeueHs TeM, BOIPOCOB, IPAKTUUYECKUX 33JaHUI, BBIHOCUMBIX Ha IIPOMEKYTOUHYIO
aTTecTaluIo:

IlepeyeHb cTaTeil Ha AHIVIMIICKOM fI3bIKE J1JIS1 00CYKIEHUS C IK3AMEHATOPOM:
‘A crisis of masculinity': men are struggling to cope with life

Old CEOs can learn a few new tricks from Lady Gaga

Women in science: equality is impossible unless society shifts

Squeezing in a conference call between classes

Report: Unemployment High Because People Keep Blowing Their Job Interviews
Racist behaviour is declining in America

How Can You Cope With Stress at Work

Business Reputation

Beat Your Personal Best: Why You Should Be Your Only Competition

10 Female peacekeepers take the helm, to end gender-based violence

11. Women and Armed Conflict

12. The Importance of Business Reputation

e R

IlepeyeHb BbICKa3bIBAaHUM AJI1 KOMMEHTHPOBAHMS

Art, freedom and creativity will change society faster than politics.

Fairness is what justice really is.

Punishment is justice for the unjust.

The safety of the people shall be the highest law.

It is better to risk saving a guilty man than to condemn an innocent one.

The saddest aspect of life right now is that science gathers knowledge faster than society

gathers wisdom.

Society exists only as a mental concept; in the real world there are only individuals.

8. War is the continuation of politics by other means.

9. Just because you do not take an interest in politics doesn't mean politics won't take an
interest in you.

10. No science is immune to the infection of politics and the corruption of power.

11. At his best, man is the noblest of all animals; separated from law and justice he is the worst.

12. The power of the lawyer is in the uncertainty of the law.

ook wdE

~
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Ilepeyenb TeM Mo AMCHUIIMHE IS Oecelbl C IK3aMEHATOPOM:

1. How did it happen that Jackson lost his job? How did his lawyer explain the failure of the case?

2.  What was the result of Avis's investigation?

3. Why was Mrs. Packletide so eager to procure a tiger-skin? Was she
really interested in hunting?

4. Can you think of another title to the story «Mrs. Packletide's Tiger»? Give reasons for your
choice. What traits of human character does the author ridicule in the story about Mrs.
Packletide? What is the author's attitude towards his characters?

5. Do you agree that the problems in Enid's family life arose due to some generation gap? Do you
think Enid was capable of changing her life?

6. Why do you think Enid was incapable of changing her life? Was there
any way out?

7. How would you account for John Harcourt's behaviour in the department store? Do you think
he was smitten with remorse?

8. How did Grace behave during the quarrel with John? How do you think the incident affected
their relations?

9. Why do you think there was argument between fighters as to whether Spitfire Johnny was dead
or alive?

10. Why was the Colonel so carried away by the mystery of Spitfire Johnny? Why did he make up
his mind to investigate the case?

11. Are you interested in modern art? Do you often visit galleries and exhibitions?

12. What did Mozart mean when he said, “Composing doesn't become easier with time, but harder,
I want more from it, I have to have more”?

S cemecTp

1. Bua npomMeXyTOYHOM aTTECTALUM - 3auem ¢ OYeHKol

2. ®opMma NpOBEACHUS - YCTHBIN 0IIPOC

3. [lepeuens Tem, BONPOCOB, MPAKTUUECKUX 3aJaHU, BHIHOCUMBIX Ha IPOMEXKYTOUHYIO
aTTeCTaIlHIO:

Ilepeuennb cTaTeil HA AHIJINIICKOM fI3bIKE 1JI51 00CYKIEHUS C IK3AMEHATOPOM:

1)  Apple Safari Privacy Cookie Featuresy.

2)  « Many current publications dealing with cyber security ...».
3)  The aim of information security...

4)  From information security to cyber security

5)  Clifton wrote that ‘one man’s information is another man’s data’. ..
6) A constant flow of information

7)  The idea of getting computers to communicate. ..

8)  Theory is one thing, practice quite another

9) Itis important that security policy...

10) Information Security Policy (ISP) is ...

11)  An information security policy is the cornerstone...

IlepeyeHs cTaTeil Ha PyCCKOM sI3bIKe U1t 00CY:K/eHHs C IK3aMeHATOPOM:
1) 45% UT- LIHUKOB KPAAYT JAHHBIE KOMITAHWUI

2) 24 OKTSBPS HBIHEIIIHET'O TOJJA POCCUUCKUVE... .
3) CKPBITHIE YI'PO3bI THOOPMAILIMOHHOM BE3OITACHOCTH
4) LludpoBbie Clenbl, UK MOYEMY OTCYTCTBYET OHJIAWH-KOH(PHICHINATLHOCT
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5)
6)
7)
8)
9)

N3menenus B kubep-npectymienusx B 2017 rogy

BepHo 11 npeanpusaTys olleHUBatOT BHYTPEHHUE YTPO3bl?

VYBoJbHEHHE 32 pa3IialleHue 3alMIaeMoi HH(HOpMauK

KondunennuaapHble JaHHBIE. . .

UTo HYXKHO, YTOOBI CTaTh AIMUHUCTPATOPOM CHCTEM OE30MMACHOCTH

10) BoJBIIMHCTBO COTPYAHUKOB T'OTOBBI ACTUTHCS KOH(PHUACHIIHATLHON HH(OpMAaIHei
11) IleuyanbHblit GakT AHS: OOJBIIUHCTBO JIIOJACH BCE €IIEC HE 3HAIOT

Hepeqenb TEM N0 AUCHUIIMHE IJd 6ece11[,1 C 3K3aMCHATOpPOM:

0O NO Ol WDN K-

. Information as the basic element of the security system.
. Information security.

. A company’s information security.

. The system of decision-making at a company.

. Corporate information content management.

. Information security ethics.

. The quality management system.

. A company’s information security models.

2 Kypc 6 cemecTp

1. Bux npoMeXyTOYHOM aTTECTAllMK - IK3aMEH

2. ®opMma NpOBEACHUS - YCTHBIN 0IPOC

3. IlepeueHs TeM, BOPOCOB, MPAKTUYECKUX 33JaHUI, BBIHOCUMBIX Ha IIPOMEKYTOUHYIO
aTTECTALUIO:

ITepedennb cTaTeil Ha AHTJIMICKOM SI3bIKE UIS1 00CYKICHHUS € IK3aMEHATOPOM:

1.
2.
3.

ok~

B2 oo~

Apple safari privacy cookie featuresy.

«The aim of information security is...».

CYBER-SECURITY: TENSE TOPIC FOR IT PROS TO DISCUSS WITH THEIR
BOSSES

RED ALERT BANKING MALWARE STEALS CREDENTIALS

FINANCIAL ATTRACTIVENESS OF RANSOMWARE ENSURES IT REMAINS
GROWING THREAT

HACKERS REWRITE JIMMY NUKEBOT MALWARE TO CHANGE ITS GOALS AND
TASKS

If you could break into your company systems, what would you do?

INSIDER THREATS, ACCESS RIGHTS MANAGEMENT AND THE GDPR
WHY EU DATA PROTECTION WILL STILL APPLY TO POST-BREXIT UK

. FIRMS QUESTION PROPOSED EU DATA PROTECTION NOTIFICATION

DEADLINE, FINES

IlepeyeHs cTaTeil Ha PycCKOM sI3bIKE ISl 00CYKIEHHS ¢ IK3aMeHATOPOM:
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9.

SOFTLINE MOJAEPHU3MPOBAJIA CUCTEMY 3AUIWUTHI ITIEPCOHAJIBHBIX TAHHBIX
OBJIACTHOM BOJIbHULIbI B UPKYTCKE

KUBEPTEPPOPU3M OITACHEE, YEM BOMBbI

[TOYEMY KOMITAHMU HE JOJDKHBI BOATHCS BBEJIEHW A OBIIEI'O PETJIAMEHTA
10 3AIUTE JAHHBIX (GDPR)

K 2022 TOJY B POCCHH IIOSIBUTCS CBOS OC JIJIS1 «MHTEPHETA BEILEN»
GARTNER: EDR-PEHIEHUS  HABUPAIOT  TIOIYJIIPHOCTH B  C®OEPE
MH®OPMAIIMOHHOW BE3OITACHOCTU TIPEJITPUATUN

POCCTAHIAAPT CO3JAJI KOMUTET [JId CTAHAAPTU3SAIIMN «YMHbBIX»
TEXHOJIOT U1

Bnusaue 010k4eitH Ha HTHPOPMAIIMOHHYIO 0€3011aCHOCTh

TOJBKO  AKTHMBHBIM IIOMCK  VI'PO3 IIO3BOJIMT  ITPOTUBOCTOSTH
KUBEPITPECTYITHUKAM

MCKYCCTBEHHbBIM MHTEJUIEKT UJET PYKA OB PYKY C MH®OPMAILIMOHHON
BE3OITACHOCTBIO

10. Kowmmanus Forrester Consulting n3y4mnia 3aTparhl Ha 3aIIUTy KOPIOPATUBHOM HWH(pOpMAIHH

Ilepeyenb TemM MO AMCHMILIMHE JJIsA Oecelbl ¢ IK3aMEHATOPOM:

Information as a company’s asset.

Information systems.

Information systems planning.

A company’s information systems.

Modern technologies and information security.

The information system’s life cycle.

Data management levels.

Organisational information security.

The complex information security system of a company.

wCoNR~WNE

4 kypc 7/ cemecTp

1. Bug npomMexXyTOYHOM aTTecTalluy - IK3aMeH

2. ®opMa NPOBEACHHUS - YCTHBIN OIIPOC

3. Ilepedens TeM, BONPOCOB, MPAKTUYECKNX 3aJaHNUN, BRIHOCUMBIX HA IIPOMEKYTOUHYIO
aTTeCTalUIo

ITepedennb cTaTeil Ha AHTVIMIACKOM SI3bIKE UIS1 00CYK/ICHHUS € IK3aMEHATOPOM:

1) Massive wave of ransom DDOs threats sweeps globe

2) Global cost of cybercrime soars 23% in a year

3) The hand that rocks the 10T is the hand that rules the world

4) Smartphone WI-FI searches offer massive new data leakage vector

5) File-sharing, cloud apps leading to more data leakage for companies

6) To manage risk effectively, unconventional controls are

7) ISF updates risk assessment tools

8) Time to get quick on your feet: navigating the network security minefield
9) Malware stats show implemented security isn't effective security

10) 30% of NHS trusts hit by ransomware

Ilepedensb cTareil Ha PyCCKOM fI3bIKe J1JIS1 00CYKIEHHUSA € IK3AMEHATOPOM:

1) JleTCKue calThl TOXKE CTAIH 3aPa3HBIMHU
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2)
3)
4)
5)
6)
7)
8)
9)

10)

3apsaka cMapTdoHa Kak yrpo3a yTeukd HHQOpMaIiu

Hapymenne koHpHUISHIMATLHOCTH HHPOPMALUU — camas Oonbiias BHyTpeHHss U T-yrposa
Maublii Ou3Hec: TeHACHIIMU B 3a1uTe HHPOpMauu

[Touemy ynpaBieHue puckamu He paboraer?

VYnpaBieHue puckamu ¢ y4eTOM 4elloBe4ecKoro (haktopa

JInk6e3: knaccudukaius yrpos

Crnexxa 1 mpociyika Teae@oHOB 000 1eTCsl BCETO B HECKOJIBKO THICAY JI0JIJIapOB

Netwire BepHYJICS U KpaJIeT IUIaTEKHbIE JaHHBIC

“JlokTop BeO”: TMOJ YIrpo30W HAXOIATCSA TEPCOHAIbHBIC JaHHBIE Oojiee 122 ThICSY
II0JI30BATEJIEN COLICETEH.

Hepeqenb TEM N0 AUCHUIIMHE IJA 6ece1151 C IK3aME€HaATOpOM

CoNoA~WNE

10.
11.

Information security threats

IT risk assessment, risk calculation and evaluation
IT risk management

IT risk management systems

Assessment of the threats and vulnerabilities
Types of information damage and
Commercial classified information

Personal data and methods of their protection
Political and industrial espionage

Corporate data management

Security controls and standards

4 kypc 8 cemecTp

1. Bug npomMexXyTOYHOM aTTecTallui - IK3aMeH

2. ®opMa NPOBEACHHUS - YCTHBIN OIIPOC

3. IlepeueHs TeM, BOIPOCOB, MPAKTUYECKUX 33aJaHUI, BRBIHOCUMBIX Ha IPOMEKYTOUHYIO
aTTECTalUIO:

ITepedennb cTaTeil HA AHTJIMICKOM SI3BIKE [JIS1 00CYKICHHUS € IK3AaMEHATOPOM:

1)
2)

3)
4)
5)
6)
7)
8)
9)

NUMBER OF FEDERAL INFORMATION SECURITY WORKERS EXPECTED TO
DOUBLE IN FIVE YEARS

THE CYBERSECURITY CHALLENGES FACING STATE AND LOCAL
GOVERNMENTS

Security experts welcome UK government’s £1.9bn cyber security

BSI UPDATES STANDARDS FOR INFORMATION SECURITY AUDITING
HOW TO INTEGRATE SECURITY INTO CORE BUSINESS PROCESSES
REBUILDING DIGITAL TRUST IN THE AGE OF THE HACK

Celebs, politicos caught in Swiss bank account blackmail

BANKING ON SECURITY

Cybersecurity experts slam government

10) EUROPEAN COMMISSION PUBLISHES A EUROBAROMETER ON CYBER CRIME

Ilepedens cTaTeil Ha PycCKOM sI3bIKe ISl 00CYKIEHHS ¢ IK3aMEeHATOPOM:

1) HWmmnopro3amenieHue U nHGOpMaImoHHas 6€30MacHOCTh
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2)
3)

4)

5)
6)
7)

8)
9)

N3 YET'O CKIIAABIBAETCS CTOUMOCTD DLP-CUCTEMBI?

KAK HOBBIE ITPABHJIA I/IHCDOPMALII/IOHHOI71 BE30ITACHOCTHU B EBPOCOIO3E
[TOBJIVAKOT HA TIPEIAIIPUATHA

MAIIMHHOE OBYUEHUME B OBJIACTU KUBEPBE3OITACHOCTHU CTAHET
[IPUUMHON BOSHUKHOBEHNS BOJIBIIOTO OBFbEMA JAHHBIX,
MH®OPMAILIMU 1 POCTA PACXOJIOB HA AHAJIUTUKY

DKCIepThl pa3padoTaly IIaH M0 MEKIyHAPOAHOMY ITPOTHBOICHCTBHIO
KHOEepIpecTymTHOCTH

HannonansHblil nHTEpHET U oTeuecTBeHHOE 10 060iinyTcs rocoromkery PO B 100 mupx
pyOuieit

HEBOJIBIIAS PEMAPKA K CTPATEI'MA HAL[I/IOHAHBHOfI BE30OITACHOCTU
KACIIEPCKAS BO3I'JIABUT LIEHTP KOMHETEHI_[I/II?'I 11O NH®OBE3OITACHOCTHU
Ha moaxone 'OCT no naeHTHOUKAIINN U ayTCHTU(PUKALIH

10) B Poccuu roTOBSIT HAJIOTOBBIE JIBIOTHI JJ1s1 KOMITAHUH, 3aHATHIX HH()OPMAIIMOHHOMN

0€30I1aCHOCTh

Ilepeyenb TeM MO AMCHMILIMHE JJIsA Oecelbl ¢ IK3aMEHATOPOM:

1.
2
3
4
5.
6.
7
8
9
1

0.

The economic aspect of information security

National security

Information as a product

Information resources management

Information security in terms of globalization

IT risk management systems

Corporate management in terms of Information security
Efficiency Assessment of the IT systems

Digital economy

Micro and macro aspects of Digital economy
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