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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

HucuuruimHa «OcHOBbI  MH(OpMAnMOHHONW 0€30MacHOCTH» BXOAUT B IPOTrpamMMy
OakanaBpuaTa «MaTeMaTHKa U KOMIbIOTEpHBIE HayKn» 1o HampasieHuio 02.03.01 «Maremaruka
U KOMIIBIOTEpHBIE HayKW» M u3ydaercs B 4 ceMecTpe 2 kypca. Jucuunnuny peanusyer Kadenpa
TEOPHH BEPOSITHOCTEH M KuOepOe3onacHOCTH. JMCHUIIIMHA COCTOUT U3 3 pa3/enoB U § TeM U

HaIrpaBJICHA HA U3YUYCHHUEC OCHOBHBIX y;I3BPIMOCTCfI OIICPAalIMOHHBIX CUCTEM,;

KOMIIBIOTEPHBIX CETEH.
[lenbro OCBOCHMSI OUCLMIUIMHBI SIBISETCS SIBISIETCA BBEICHHE y4YalUXCA B IPEIMETHYIO
00J1aCTh 3aIUTHl COBPEMEHHBIX CUCTEM U CETEH TEeIEeKOMMYHUKAIUIA.

3allIUThI

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUIIVIMHbI

OcBoenne gucuuIIMHbl «OCHOBBI HMH(OPMAIIMOHHONH ©0€30IacHOCTH» HAIPaBICHO Ha
(bopmupoBaHue Yy 00yUaroIUXCcs CIEAYIOUMX KOMIIETeHIIUH (YaCTH KOMIIETeHIIUMN):

Tabnuya 2.1. Ilepeuenv komnemenyuil, Gopmupyemvix y 00yHarOwuxcs npu 0c80eHuu
OUCYUNTUHBL (Pe3YTbmambl 0C80EHUS OUCYUNTIUHDL)

HHZ[HKaTOp]:I JAOCTHIKCHHUS KOMIIETCHIIMHA

Hugp Komnerenuus N
(B paMKax JaHHOH THCUUTUIMHBI)
OIIK-5.1 3HaeT OCHOBHBIE MOJIOKEHUS U KOHLETILUY TPUKIAJHOTO
U CHCTEMHOTO IIPOTPaMMHPOBAHUS, apXUTEKTYPhl KOMIBIOTEPOB U
ceTelt (B TOM YHCJIE U II100aIbHBIX ), COBPEMEHHBIC S3BIKH
TIPOTPaMMHUPOBAHHS, TEXHOJIOTHH CO3IaHUS M SKCILTyaTallui
Cnoco0eH MoOHUMATh MPHUHIMIIBL | [IPOrPAMMHBIX ITPOIYKTOB U MIPOTPAMMHBIX KOMILJIEKCOB;
pabOThI COBPEMEHHBIX OIIK-5.2 YMmeeT ucnosib30BaTh OCHOBHBIE MOJOXKEHUS U
OIK-5 WH(OPMALMOHHBIX TEXHOJOTUH U |KOHIEMIMH IPUKJIATHOTO U CHCTEMHOT0 POTPaMMHUPOBaHUS,
HCTOJIBb30BaTh UX JUIS PELICHUS |apXUTEKTYphl KOMIIBIOTEPOB U ceTel (B TOM YHCIe U ITI00albHbIX),
3aj1a4 mpoQeCcCHOHAILHOMN COBpPEMEHHBIE S3bIKH ITPOTPAaMMHUPOBAHUS, TEXHOJIOTHH CO3/IaHUS U
JesITeIbHOCTH 9KCIUTyaTaI[K IPOTPAMMHBIX IPOYKTOB U MPOTPAMMHBIX
KOMILIEKCOB B IPO()ECCHOHANBHON NS TETbHOCTH;
OIIK-5.3 NmeeT npakTu4ecKue HaBbIKU IPUMEHEHHUS
COBPEMEHHBIX HH()OPMAIIMOHHBIX TEXHOIOTHH IS peIIeHHS 3a1ad
podeCCHOHANBHON NesITeIbHOCTH;
OIIK-8.1 3naeT 6a30BBIC OCHOBBI IPABOBBIX 3HAHMUIA,
Croco0en ucronb3oBats ocHOBB |OITK-8.2 YMmeer ucmons30BaTh MpaBoOBbIC 3HAHUS B
OIIK-8 IIPABOBBIX 3HAHUH B Pa3NUYHBIX |MPO(PECCHOHAIBHON AEATENBHOCTH;
cdepax KU3HEAEATEIBHOCTH OIIK-8.3 MmeeT npakTHUECKHE HAaBBIKH IPUMEHEHHS IPAaBOBBIX
3HAHUM;
[TK-3.1 3HaeT OCHOBBI apXUTEKTYPbI, YCTPOHUCTBA
(hyHKIIMOHMPOBAHUS HH(YOPMAITMOHHO-BBIYUCIUTEIBHBIX CUCTEM U
CriocobeH oCyIecTBIATh CEeTEeBBIX MOACUCTEM HHPOKOMMYHHUKAIIMOHHOH CHCTEMBI
aJIMUHUCTPHPOBAHUE OpraHu3aIiK; METOAUKY YCTAHOBKU M aAMUHUCTPUPOBAHUS
MPUKIIAJHOTO IPOTPAMMHOTO  [IIPOTPAMMHBIX CUCTEM H CETEBBIX MOJCHCTEM
K-3 obecrieueHuns1, CeTeBOH MH()OKOMMYHHMKAIIHOHHOW CHCTEMBI OPTraHN3alHY;

HOJCUCTEMBI I CUCTEM
ynpaBieHus 0a3aMu JaHHBIX
NH()OKOMMYHHUKAIMOHHOH
CHCTEMBI OpTaHHU3aLNH

I1K-3.2 YMmeer HacTpauBaTh U aAMUHUCTPUPOBATH IPOrPaMMHbIE
CHCTEMBI, CETEBBIC MOJCUCTEMBI M 0a3bl JaHHBIX
MH()OKOMMYHHMKAIIHOHHOW CHCTEMBI OPTraHN3alHY;

I1K-3.3 UmeeT npakTHUECKUI ONBIT SKCIUTyaTalluu U
aIMUHUCTPUPOBAHMUS IPOTPAMMHBIX CHCTEM, CETEBBIX MOJICHCTEM H
0a3 TaHHBIX MH(POKOMMYHHKAIIMOHHON CHCTEMBI OPTaHU3AIIH;

3. MECTO JUCIMIIJIMHBI B CTPYKTYPE OII BO

Juctunnmaa «OcHOBBI WH(DOPMAIMOHHOW OE€30MacCHOCTH» OTHOCHUTCS K OO0s3aTeIbHOU
gactu 65oka 1 «lucuunauas! (MOIyu)» 00pa3oBaTeNbHON MPOTrpaMMbl BBICIIIETO 00Opa30BaHHUS.




B pamkax o0pa3oBaTeNbHOW MPOTpaMMBbl BBICIIETO OOpa30BaHUsI OOyYaronIuecs TakkKe

OCBa™WBaIOT JpPYyrue JUCHUINIIMHBI n/nnm MIpPaKTHUKU, CHOC06CTByIOH_II/IC JTOCTHXKECHHIO
3aINIAHUPOBAHHBIX PE3YIBTATOB OCBOCHUA AUCIIUITIIINHBI «OCHOBBI HH(l)OpMaHHOHHOfI
0€30I1aCHOCTH.
Tabnuya 3.1. Ilepeuenv romnonenmos OI1 BO, cnocobcmeyrowux O00CMuUdIiCeHUIO
3AN1AHUPOBAHRHbLX PE3)1bmamoe OC60E€HUA ducuunﬂuﬂbl
IIpeamecTBylomme Ilocaenyomue
Mudg Hanwenosanue ncﬁnZ:IﬂngJMom JI ncunnﬂniil/;lou JI
P KOMIIETeHIIHH e *ﬂy i A . ¥,
NMPaKTHKH NPAKTHKH
Crroco0eH IMoHNMAaTh
TIPUHITAIIE] PaOOTHI Kubepbe3omnacHocTh
COBPEMEHHBIX ApXHTEKTypa KOMIIBIOTEPOB U MIPEATIPUSATHS;
OTIK-5 HH(POPMAIUOHHBIX OTEPAIMOHHBIC CUCTEMBI; Pensipyonnsie 6a3bl JaHHBIX,
TEXHOJIOTUI U UCIIOJIE30BATh [MapagurmMbsl TPOTPaMMHUPOBAHUS; Jluneiinoe U HENMHENHOE
HX Ul pELICHUS 3a1a4 MIPOrpaMMUPOBAHHUE;
po¢heCCHOHATBHOM
JIEATEILHOCTH
Crioco0€eH HCIOIb30BaTh
OI1K-8 OCHOBBI NIPABOBBIX 3HAHUH B [TpaBoBeneHue;
pasnuuHbIX chepax
JKA3HEESATENILHOCTH
IIpennuIuioMHas IPAKTUKA,
Crioco0eH oCyIIecTBIATh P P ’
Kubepbe3omnacHocTh
aJIMHHUCTPUPOBAHUE )
MIPEATPUATHS;
MPUKIIATHOTO )
Peisanonnsle 6a3pl JaHHBIX;
MPOrPaMMHOTO ApXHUTEKTypa KOMIIBIOTEPOB U
. MeToapl MAaIIMHHOTO
IK-3 obecreyeHus, CETeBOM OTIepaIlMOHHBIE CUCTEMBI; N
06y‘-IeHI/ISI nu Hpe[[I/IKTI/IBHOI/I
IIOACUCTEMBI U CUCTEM
aHaJUTHKH,
ynpaBJieHus 0a3aMu JaHHBIX
N MammHHOe 00y4yeHue B
UH()OKOMMYHHKAIUOHHOM
TeHeKOMMyHI/IKaI_[I/ISIX;
CUCTECMbI OpFaHI/I3aL[I/II/I

* - 3aMONHACTCS B COOTBETCTBUH ¢ MaTpuuei kommerenuii u CYII OIT BO
** - 3NIeKTUBHBIC TUCIUIUIHHBI /TIPAKTHKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

OO01mmas TpyA0eMKOCTh TUCHUTUTHHBI «OCHOBBI MH()OPMAIIMOHHON O€30IMaCHOCTHY COCTABIISET «4» 3a4eTHBIC CIUHUIIBI.
Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308aAMENbHOU NPOSPAMMbL BbICULIE20 00PA308AHU Ol OYHOU Dopmbl
00yuenus.

Buja yue6Hoii padoThI BCEI'O, ak.u. CeMec:p(-H)
Konumaxmmnas paboma, ax.u. 54 54
Jlekimu (JIK) 18 18
JlaGopartopusie pabotsl (JIP) 36 36
IMpaktuueckue/cemunapckue 3austust (C3) 0 0
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 63 63
Koumponw (sx3amen/3auem c oyenkou), ax.u. 27 27
Oo0masi Tpy10eMKOCTH T CHUIIHHBI aK.4. 144 144
3ay4.el. 4 4




5. COAEP) KAHUE JUCIUAIIJIMHbI

Tabnuya 5. 1. Coodepoicarue oucyuniunsl (MoOyis) no udam y4eOHou pabomol

Bug
HaunmeHoBaHme TEMBbI Coaep:xkanue TeMbl yueOHOM
padoThI*

Homep HaumenoBanue pasaena
pasjaena JUCHHUTIIIHHBI

BazoBbie monsATHs: HHOOpManys, HHOOPMAIIMOHHAST OE30MIaCHOCTD
(1B), ocHOBHEIE CBOWCTBA (KOH(PHUICHINATEHOCTD, IEJIOCTHOCTb,
JOCTYITHOCTH --- Tpuaaa CIA). PaccMaTpuBaroTcst BUIBI yrpo3
(ecTecTBEeHHBIC, TEXHOTCHHBIE, TPEAHAMEPEHHBIE), YSI3BUMOCTH,
PHCKH ¥ METOJIBI MX OIleHKH. OOCYKIaroTcsi CyObeKTHI (BIIaIIbIIbI
O01mas npobiaeMaTrka HHHOPMALOHHON UH(OpMaLUH, TT0JIB30BATEIH, HAPYIIUTEIN) U OOBEKTHI 3aIIUTHI
6e30macHoOCTH (anmapaTHbIe, IPOrpaMMHBIE, TaHHbBIC, KaHAJIBI CBA3H).
AHanM3upy0TCsS HOPMATUBHO-TIPABOBBIEC ACTIEKTHI (3aKOHBI,
CTaHIAPTHI, MOJIUTHKH Oe30macHOCTH). BBogUTCS MOHATHE CHCTEMBI
3amuThl nHGopMarmu (C31) v IpUHIUIIEL €€ TOCTPOSHHS
(3111€TOHUPOBAaHHOCTh, MUHUMU3AIHUS IPUBUIETHA,
HETIPEPBIBHOCTB).

1.1 JIK, JIP

Knaccudukamnms araku 1o 1enu, HICTOYHUKY, BO3ICHCTBHIO.
PaccMaTpuBaroTcs 3Tanbl JKU3HEHHOTO LIMKJIA aTaKH: Pa3BeaKa
(c6op mH(DOpMarmu, ckanupoBanue moptoB, OSINT),
OcHOBBI 6€3011aCHOCTH TIPOHNKHOBEHHE (IKCILTyaTalys ysI3BUMOCTEH), 3aKperieHne
Paznen 1 |ceTeBBIX HHPOPMAIIMOHHBIX (6K IOPBI, PYTKHUTHI), pa3BUTHE (MOBBIIICHHE TIPUBHUIIETHH,
TEXHOJIOT Uil 12 Xakepckue aTaku JatepajgbHOE IepeMelIeHue ), MaCKHPOBKa (YHUCTKA JIOTOB, JIK, JIP
ummpoBaHue), TOCTHKEHUE Lenn (Kpaxa, opua, mudpopanue
JaHHBIX). M3ydatoTcs conuanbHas HHXKeHepHs ((UIINHT,
MPETEeKCTHUHT, KBU PO KBO), aTAKH «OTKa3 B 00CITy)KUBAaHUM»
(DoS/DDoS), ataku Tuna «4denosek nocepeanse» (MitM), ARP-
spoofing, DNS-spoofing, canddunr, cnyhumr.

VYSI3BUMOCTH CETEBBIX MPOTOKOJIOB U TEXHOJIOTHSIM 3aIIUTHI.
PaccmatpuBatoTcs yrpo3sl Ha kaHaJbHOM ypoBHe (MAC-diyauHr,
CAM-araku, VLAN hopping), cereBom yposae (IP-cry¢unr,
ICMP-araku (smurf, ping flood), mapmpytuzaunonnsie ataku (RIP,
OSPF, BGP hijacking)), tpancnioptHom yposre (TCP SYN flood,
TCP RST, ceccuonnsrii xaiimkek, UDP flood), mpuknagaom ypoBHe
(DNS-ammudukaims, HTTP-ataku, SMTP-cniam). O6cysxaatotcst
cpezncTBa mpoTHBoAeicTBHA: cermenTanus cereit (VLAN, DMZ),
cuctemMsl oOHapyxeuus BropxkeHuit (IDS/IPS), dbunbrpanns
Tpadrka, mpUMeHeHHe 3auIIEHHBIX TpoTokooB (SSH, TLS,

1.3 | Yrpo3sl ceTeBoii Oe30macHOCTH JIK, JIP




Homep
pas3nesa

HaumenoBanmue pazaesna
JAUCHHILTAHBI

HaunmeHnoBaHue TeMbI

Copep:xaHue TeMbI

Bun
yueOHoit
padoThr*

IPsec), rexnonoruun DNSSEC, BGPsec.

14

AJIMUHUCTpaTUBHAs 3alIUTa CeTel

OpraHu3aMoHHO-aIMUHUCTPATHBHBIE MEPBI 00ECIICYEHNUS CETEBOM
6e3omacHocTu. PaccmarpuBaloTes MOJIMTHKN O€3011aCHOCTH
(Acceptable Use Policy, monmurnka naposuei, y1an€HHOTo 0CTyIa),
ynpasieHue goctynoM Ha ocHoBe poseit (RBAC), ynpasnenne
Y4ETHBIMH 3aMIUCSIMH U TIPUBMIIETUAMU. M3y4atoTcss METO b
3alIMTHI IEPUMETpa: MexceTeBble akpansl (firewall), mpokcu-
cepBepbl, IUTI03EI Oe3omacHoCTH, DMZ. O6CyXIat0TCs CHCTEMBI
[EeHTpaN30BaHHOTO MOHHUTOpHHTA (SIEM), yripaBneHus
cOOBITHSIME U pearupoBanus Ha nHIIIEHTH (SOC). Bromsres
MIPOLIEAYPHI AyANTA, PE3EPBHOTO KOMPOBAHUS, BOCCTAHOBIICHUS
rocie cOoeB, a TaKXKe TPeOOBaHUA K (PU3UIECKON 3aIUTE CETEBOTO
000pyI0BaHUsI.

JIK, JIP

Pasnen 2

3amurta nHGOpMAIIH B
COBPEMEHHBIX ONEPAIIIOHHBIX
cUCTEMAaxX

21

Kpurepun 6e3onacHocTr HHPOPMAITMOHHBIX
cHcTeM

CraHaapThl ¥ METOI0JIOTHH OlieHKH Oe3onacHocTu UC.
PaccmarpuBarotcs «Opamxkeast kaura» (TCSEC): knaccet A, B, C,
D, TpeboBaHus K AUCKPELIMOHHOMY M MaHAATHOMY KOHTPOJIIO.
Nzyuatorcs mexayHapoaabie crannaptel ISO/IEC 15408 (Common
Criteria) --- dyHkunoHansHbIe U rapanTHiiHbie TpeboBanus (EALI-
EAL7). BBoznsaTcs poccuiickue pyKOBOSIINE JOKYMEHTHI
TNocrexxomuccnu (kmacenl 3amuménHocta CBT, AC).
Ob6cyxmarorces cranaapTel yrpasneans Ub: ISO/IEC 27001
(cucrema menemxkmenta MB), TOCT P MCO/M3K 27001.
AHaU3UPYIOTCS MPOQIIIN 3aIUTHL, 3aJaHH IO OE30MaCHOCTH,
METOJIMKH aTTECTAIMH U CePTHHOUKAITUIL.

JIK, JIP

2.2

®dopmanbabie Mojenu 6e3omnacHoctu OC

MateMaTHdecKiue MOJICIH YIIPaBICHHS JOCTYIIOM.
PaccmatpuBaercs auckpenuonnast moaens (HRU, Take-Grant) ---
JIOCTYII CyOBeKTa K 00beKTy Ha OCHOBE MaTpHILIBI ITpaB. M3yuaercs
MaHJaTHast Moziens bera --- Jlamaaynel (MHOTOYpOBHEBAs 3allUTa,
CBOMCTBO MIPOCTOMN W 3BE3THOM 0€30MaCHOCTH, HEBO3MOKHOCTD
MMOHMXXEHNs YpoBHS). BRoauTcs monens Knapka --- Yuncona
(IeTOCTHOCTD, pa3niesieHne 00I3aHHOCTEH, TPAaH3aAKITUH).
O6cyxmaercs moaenb Kuralickas creHa (KUTalicKast CTEHA) JUIS
MPEeOTBPALICHHS KOH(IUKTa HHTEPECOB. AHATH3UPYIOTCS POJICBas
mozenb (RBAC) u monens buba (11el10cTHOCTb, IpaBuIia «HE
MUCaTh BBEPX», «HE YUTATh BHU3Y). [IpuBOASTCS IpUMEPHI
peamuzaiu B SELinux, AppArmor, FreeBSD.

JIK, JIP




Homep
pas3nesa

HaumenoBanmue pazaesna
JAUCHHILTAHBI

HaunmeHnoBaHue TeMbI

Copep:xaHue TeMbI

Bun
yueOHoit
padoThr*

Paznen 3

[Iporpammuas 3ammra

3.1

OcHoBBI KpHunTorpadun

BbazoBble noHsTus kpunrorpaduu: mudposanue, aemnuppoBaHue,
KJII04, KPUIITOCTOMKOCTh. PaccMaTpuBaroTCsl CHMMETPHUHBIE
anroputmsl (010unbe --- AES, DES, TOCT 28147-89; notouHsie --
- RC4, Salsa20), pexumsl mudposanus (ECB, CBC, CTR, GCM).
Wzyuarorcs acummerpudnsie anroputmsl (RSA, ECC, Auddu ---
XennmaHa) --- OTKPBITBIHA M 3aKPBITHIH KIIFOUH, 3JICKTPOHHAs
monmuck. BBomsres xem-¢pynkuuu (MDS, SHA-1, SHA-256, TOCT
P 34.11-2012), ux cBoiicTBa (0JHOHATIPABIECHHOCTH, yCTOMIHNBOCTH
K KOJUTH3UsIM). OOCYKIar0TCsl ITPOTOKOIIBI paclpeieeHHs KITIOUeH,
nHppacTpyKTypa oTKpHITHIX Kitodeit (PKI), ceprudukarer X.509,
npotokosx TLS/SSL.

JIK, JIP

3.2

IIporpaMMHBIE ys3BUMOCTH

Kiraccndukanums THIIHYHBIX ySI3BUMOCTEH IPOrPaMMHOTO
obecnieuenus. PaccmarpuBatotcs nepenoiiHeHue oydepa (crexoBoe
U Ky4eBOe), IEPEMOTHEHUE [IETIOUYNCICHHOTO THIA, TOHKA
cocrosiHuii (race condition), HeOe3omacHast paboTa ¢ mamsAThiO (use-
after-free, double free), popmatasie cTpoku (format string attack),
SQL-unbeknuu, MexcaitoBblil ckpuntuar (XSS), CSRF,
unbeknuu komana OC (command injection). M3y4atorcst MeTo b1
skcrutyatanuu: menikoa, ROP (Return-Oriented Programming),
Bo3Bpar B libc, bypass ASLR, DEP, Stack Canary. O6cyxnatorcs
CpEICTBa BBISBICHUS YA3BUMOCTEH: CTATHYECKHI U THHAMHYCCKUIT
aHaNu3, (ha33MHT, TECTUPOBAHKE Ha IPOHUKHOBEHHE (pentest).

JIK, JIP

* - 3anonHseTcs Toiabko mo OUHOW dopme oOyuenus: JIK — nexyuu,; JIP — nabopamopusie pabomul; C3 — npakmuueckue/ceMuHapcKue 3aHamusl.




6. MATEPUAJIbHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

Tabnuya 6.1. MamepuansHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHamenue ayiuropuu

CrnenuajJu3supoBaHHOe
yueOHOe/1abopaTopHOe
odopynoBanmue, [10 u
MaTepHaIbI 1JIs1 0CBOECHHSA
AUCHUTLITUHBI
(mpu HeOOXOAUMOCTH)

Aynutopust 11 IPOBEICHUS 3aHATHIA
JIEKUMOHHOI'O TUIIA, OCHAIEHHAS

Kommbrorep/HOyTOYK C
JIOCTy-1I0M ceTu IHTepHeT
U 3JIeK-TPOHHO-
00pa3oBaTeNbHOM cpe-/1e

JlexroHHast KOMIUIEKTOM CIEeLIMaIU3UPOBAHHON Mebenu;
. VYHuBepcurera, opaysep,
JIOCKOM (9KpPaHOM) U TEXHHYECKUMU
. I10 nns nmpocmotpa PDF,
CpeACTBaMHU MyJIbTUMEINA NPE3eHTalUM.
Snanexc TenemocT win
aHaJIOT.
KomnbroTepHslii Ki1ace 11 IpoBeAeHUsS
3aHATUH, TPYIIIOBBIX U UHAUBUYAJIBHBIX OC Linux/ Windows,
KOHCYJIbTAIIUH, TEKYIIEr0 KOHTPOJIS U Python, Julia.
KoMnbroTepHBIi | MPOMEKYTOYHOM aTTECTALNN, OCHAILICHHAS JononuurensHoe [10:
KJ1acc MEePCOHANBHBIMU KOMIIBIOTEpaMU (B oducusiii maket MS Office
KoymdecTse 20 MIT.), JOCKOH (3KpaHOM) U wn LibreOffice, OBS
TEXHUYECKUMHU CPEACTBaMH MYJIbTUMEIUA Studio.
IIPE3CHTALMMN.
Aynuropus JUisi CaMOCTOSITEIbHON pabOThI OC Linux/ Windows,
Tiis oOyuarorumxcs (MOXKeT ucronb3oBareest it | Python, Julia.
. | IpOBEIEHUs CEMUHAPCKUX 3aHATUN U JononaurensHoe I10:
CaMOCTOSITENIbHOM . .
paGoTH KOHCYJIbTaIMH ), OCHAILIEHHAs! KOMIIEKTOM oducHsii naker MS Office

CreLUaIn3UpOBaHHON Mebenu 1
KoMibroTepami ¢ gocrynoM B SUOC.

i LibreOffice, OBS
Studio.

* - ayIUTOPHS JJIsL CAMOCTOSTENbHOM paboThl o0yuaromuxcs ykaspiaercs OBA3ATEJIBHO!

7. YYEBHO-METOJWYECKOE
JTACHMIUINHBI

Ocnoenas numepamypa:
1. 3erxna . I1., ViBamko A. M. OcHOBBI 6€30M1aCHOCTH MH(POPMAILIMOHHBIX CUCTEM. —
M.: T'opsiuas nmunus — Tenekom, 2016. — 452 c.
2. Miisoag 3. be3omacHocTh cereit. koM, 2016 1., 528 ¢. —
http://www.intuit.ru/department/security/netsec/
Lonoanumenvnasn tumepamypa:
1. llymckuit A. A. CucteMHBIi aHanu3 B 3aniute nHGopManuu. — YdeOHoe mocooue
17st By30B. — M.: I'enmnoc APB, 2005. — 224 c.
2. Monsuckas O.10., 'opbatos B.C. UudpacTpykTypbl OTKpHITHIX Kiatouei. BUHOM.
Jlabo-paTopus 3HaHul, IHTepHEeT-yHUBEpCcUTET MHGOPMAIIMOHHBIX TexHonoruii — MHTY-
UT.py, 2007. — http://www.intuit.ru/department/security/pki/
3. 'anatenxo B. A. OcHoBbI HHpOpMAIIMOHHOM Oe30nacHOCTU. IHTepHEeT-yHUBEPCUTET

uH-popmarmonHsix Texnonoruit — UHTYUT .py, 2008 r., 208 ¢. —

http://www.intuit.ru/department/security/secbasics/
4. I'anarenko B.A. CtannapTsl nHGOpMaLMOHHOM Ge3omacHOCTH. IHTEpHET-

n HNHPOPMAIIMOHHOE

OBECIIEYEHUE




yHuBepcuTeT nHhopmarmonHsix Texnoioruii — UHTYUT .py, 2005. —
http://www.intuit.ru/department/security/secst/
Pecypcwr ungopmayuonno-menexomMmyHuKayuoHHou cemu « Mnmepnemy:

1. ObC PYIH u croponnue DbC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT TOCTYII
Ha OCHOBaHMH 3aKIJIFOYCHHBIX JIOTOBOPOB

- DnekTponHo-6ubmmoreunas cucrtema PY/IH — ObC PYIH
https://mega.rudn.ru/MegaPro/Web

- OBC «YHuBepcurerckas Oubnuorexa onnan» http://www.biblioclub.ru

- OBC IOpaiit http://www.biblio-online.ru

- OBC «KoncynbranT cryaenra» www.studentlibrary.ru

- OBbC «3nannym» https://znanium.ru/

2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBI

- Sage https://journals.sagepub.com/

- Springer Nature Link https://link.springer.com/

- Wiley Journal Database https://onlinelibrary.wiley.com/

- Hayxomerpudeckas 6a3a nanusix Lens.org https://www.lens.org
Yuebno-memoouueckue mamepuanvt 0isi CAMOCMOAMENbHOU pabomuvl 0OYUAOWUXCSL NPU
0CB8OEHUU OUCYUNTUHBL/MOOYIS*:

1. Kypc nekuuii no pucuuruinae « OCHOBBI HHDOpMAIIMOHHON 0€3011aCHOCTHY.

* - Bce yueOHO-METOANYECKHE MaTepHallbl Uil CaMOCTOATENbHOM paboThl 00ydaromuxcs
pa3MenarTcs B COOTBETCTBUHM € JEMCTBYIOIIMM NOPsAKOM Ha cTpanule aucuuiuinasl B TYHUC!



PA3BPABOTYMUK:

[Tpodeccop xadenpsr Teopun

BEPOSITHOCTEU U Kynsa6os Amutpuii
KnOepOe30MmacHOCTH CepreeBuu
Jonoxcnocmo, BYIT Tloonuce Damunus U.O.
PYKOBOJIAUTEJIb BYII:
3aBeayromuii kadenapoit Teopun
BEPOSATHOCTEHN U CamyitnoB KoHcTaHTHH
KrOepOe301acHOCTH EBrenbeBuu
Honocnocmo BYITT Ioonuce Damunus U.0.
PYKOBOJIUTEJIb OII BO:
3aBenytouuii kadeapoit Teopun
BEPOSITHOCTEU U CamyiinoB Koncrantun
kubepbe3onacHoCcTr EBrenneBud
JHonxcnocmo, BYTT Ioonuce Damunus U.0.
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