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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

HucuuiuinHa «Kubep6e3onacHOCTh NPeAnpUATHS» BXOAUT B IporpaMMy OakajgaBpuaTa
«MaremaTka M KOMIBIOTEpHble Hayku» 1o HanpasiaeHuto 02.03.01 «Marematuka u
KOMIIbIOTEpHBIE HAyKM» U H3ydaercss B 7 cemectpe 4 kypca. Jucuumnuny peanusyer Kadenpa
TEOPHH BEpOATHOCTEH M KuOepOe3onmacHOCTH. JIMCHUIUIMHA COCTOUT U3 5 pasnenioB U 15 Tem u
HalpaBlIeHa Ha M3Y4YEHHE COBPEMEHHOM KuOepOe30macHOCTH MpeanpusTus B OHU3HeEC-
nH(pOpMaTUKE.

Ilesnpt0 OCBOEHMS! AMCLMIUIMHBI SIBJSIETCS BBEJEHHME ydyallluXcs B IPEIMETHYI 00J1acTh
COBpeMEHHOW KubepOezonacHOCTH mpennpuarusi B OusHec-uHPOpMatuke. s DOCTHKEHUS
IIOCTaBJIEHHOW 1IeJIM BBLAEISAIOTCS 3aJjaul Kypca: OCBOGHHE COBPEMEHHBIX METOJI0B 00ecreyeHMs
KnOepOe30mnacHOCTH  MPEANpPUATHS,, 3HAKOMCTBO — CIylIaTesleil ¢  OCHOBaMHM  aHalIM3a
K1OepOe3011acHOCTH HPEANPUATHS M BBIBOAAMHU, COJEPKAHMEM KaTEerOpHUid, HCHOJIb3yEMbIX B
APYTUX JUCUUIUIMHAX, CBSI3aHHBIX ¢ HH()OPMAITMOHHBIMU TEXHOJIOTUSMHU.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHbBI

OcBoenne  mgucuurumHbel  «KubepOe3omacHOCT  MpennpUATHS»  HANpaBIeHO  Ha
(dopmupoBaHue y 00yUaroIuXcs CIEAYIOUMX KOMIIETeHIUH (YacTH KOMIIETEeHIIUMN):

Tabnuya 2.1. Ilepeuenv komnemenyuil, Gopmupyemvlx y 00yHarOWuxcs npu 0c80eHuu
OUCYUNTUHDBL (Pe3YTbmambl 0C80EHUS OUCYUNTIUHDL)

HHZ[HKaTOp]:I JAOCTHIKCHHUS KOMIIETCHIIMHA

Hugp Komnerenuus N
(B paMKax JaHHOH THCUUTUIMHEI)

VYK-2.1 3HaeT He0OXOAUMBIE ISl OCYIIECTBICHHUS
npodeccHoHaNBEHOM NEesITeFHOCTH IPABOBBIE HOPMBI U
METO/IOJIOTUYECKHE OCHOBBI IIPHHATHS YIIPABIECHUYECKOTO PELICHHS;
VK-2.2 YMmeeT aHanu3upoBaTh albTepHATUBHBIE BAPUAHTHI
peIeHn A1 TOCTI)KEHUSI HAMEUEHHBIX Pe3yJIbTaToOB;
pa3pabaTbIBaTh IUIaH, ONPEIENIATh IeJIeBBIE 3TAlbl 1 OCHOBHBIE
HarnpaBieHus pabor;

VK-2.3 Bnageer meToaukaMu pa3pabOTKH [ETU U 3a/1a4 MPOEKTa;
METOZAMH OLEHKH NMPOJODKUTEIFHOCTH U CTOMMOCTH TIPOEKTA, a
TaKXe MOTPeOHOCTH B pecypcax;

CrmocoOeH onpenensaTh KpyT 3a1aq
B paMKax ITOCTaBJICHHOW IEITH H
BBIOMPATH ONTUMAJIbHBIE CITOCOOBI

VK-2 WX peIIeHUs, UCXOS U3
JICWCTBYIOILUX TPABOBBIX HOPM,
MMEIOIINXCS] PECYPCOB U
OrpaHUYEHUN

OIIK-5.1 3HaeT OCHOBHBIE MOJIOKEHHS ¥ KOHLIETIIINH IPUKIIAHOTO
Y CHCTEMHOTO POIPaMMHUPOBAHUS, apXUTEKTYPHI KOMITBIOTEPOB U
cereil (B TOM duciie U r100albHbIX ), COBPEMEHHBIE S3bIKH
MPOTrPaMMHUPOBAHUS, TEXHOJIOTHHU CO3/IaHMS M AKCILTyaTallun
Cnoco6eH MoOHNMAaTh MPHHIMIIBL | TPOTPAMMHBIX ITPOITYKTOB U TPOTPAMMHBIX KOMIIJIEKCOB;

paboTHI COBPEMEHHBIX OIIK-5.2 YMmeeT ucnosib30BaTh OCHOBHBIE MTOJIOKEHUS U
MH(OPMAIMOHHBIX TEXHOJOTUH U |KOHLEIIMY IPUKJIAHOTO U CUCTEMHOTO NPOTrpaMMHUPOBAHUS,

OIIK-5 o
HCTIONB30BaTh UX JUIS PELICHUS |apXUTEKTYphl KOMIIBIOTEPOB U ceTel (B TOM YHCIe U TTI00anbHBIX),
3a1a4 IPoQeCcCUOHaNbHOM COBPEMEHHBIE A3BIKH IIPOrPAMMMPOBAHMS, TEXHOJIOIUU CO3JaHUS U
JEATENbHOCTH 9KCIUIyaTaluy NPOrpaMMHBIX IPOJYKTOB U IIPOIrPAMMHBIX

KOMIIJIEKCOB B IPO(ECCHOHANIBHON JIeATeIbHOCTH;

OIIK-5.3 Nmeet npakTHUECKHE HABBIKU TPHUMEHEHHS
COBPEMEHHBIX MH(OPMAMOHHBIX TEXHOJIOTUH JUIsl pEIICHNUs 3a1a4
npodeccHOHAILHOM e TeIbHOCTH;

I1K-3.1 3HaeT OCHOBBI apXUTEKTYPHI, yCTPOICTBA U
(yHKIIMOHMPOBaHUS HHPOPMAIIMOHHO-BBIYUCIIUTEIBHBIX CUCTEM U
CETEeBBIX NOACUCTEM HHPOKOMMYHHUKAIIMOHHOM CHCTEMBI
MPUKIIAJHOTO IPOrPAMMHOTO
. OpraHu3aliK; METOAUKY YCTAHOBKU U aAMUHUCTPUPOBAHUS
obecreyeHus, CETEeBOM
IK-3 MPOrPaMMHBIX CHCTEM U CETEBBIX MOACUCTEM
MOJICICTEMBI M CHCTEM -
MHPOKOMMYHHUKAIIHOHHOH CHCTEMBI OpraHU3alny;
yrnpaBieHus 6a3aMu JaHHBIX
N [1K-3.2 Ymeer HacTpanBaTh U aAMUHUCTPUPOBATE MIPOTPaMMHBIE
MHPOKOMMYHHUKAITMOHHOM
CHCTEMBI, CETEBBIE IOJICHCTEMBI B 0a3bl JaHHBIX
CHCTEMBI OpTaHU3aINN N
MHPOKOMMYHHUKAIIMOHHOH CHCTEMBI OpraHu3aluy;

CrnocoGeH OCyIIeCTBIATh
aIMHUHHUCTPHPOBaHKE




Indp Kommerenmuust HNuauxaTopsl AOCTHIKEHHS KOMIeTeHIHH
(B pamMKax JaHHOW JAUCIMILIHHEI)

I1K-3.3 meeT npakTHUECKUil ONBIT SKCIUTyaTallud U

aJIMUHUCTPHPOBAHMUS IIPOIPAMMHBIX CHCTEM, CETEBBIX MOACUCTEM U

0a3 1aHHBIX MHPOKOMMYHUKAIIMOHHON CHCTEMBI OpraHH3aluH;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

Jucnummuaa «Kubepbe30macHOCTh MPEANPUATUS» OTHOCHTCS K 0053aTeIbHON YacTH 0J0Ka
1 «IucuunauHsl (MOIYJIH )» 00pa30BaTeIbHOM MPOrPaMMBbI BBICIIETO 0Opa30BaHUS.

B pamkax o0Opa3zoBaTesbHOM MporpamMmbl BBICIIETO O0pa30BaHUS OOy4YaIOIIMECS TaKxKe
OCBaWBAIOT JApPyrM€ JUCHHUIUIMHBI W/WIW  TPAKTHKH, CIOCOOCTBYIONIME  JIOCTHIKCHHUIO
3aIIaHUPOBAHHBIX PE3YJIbTATOB OCBOCHUS AUCUMILINHBI «KnbepOe30nacHOCTh NpeanpUusThs».

Tabnuya 3.1. Ilepeuenv komnonenmos OII BO, cnocobcmeyrowux 00CmMudsCeHUuro

3ANIAHUPOBARHbLX pe3)1bmamoe OC60E€HUA ducuunﬂqul

IIpenmecrByrommue Iocnenyromue
g Haumenosanue IIHCEHI:IJIHHLI;,MOI;[I JIK nncunnnn):{il/ﬁloz[ A
P KOMIEeTeHIIMH « Y, % ¥,
NPAKTUKH NMPAKTHKH
CnocobeH onpenensiTe Kpyr
3a7a4 B paMKax
MIOCTABIICHHOH LIEJIN U
BBIOMPATh ONTHMAJIbHBIC [TpaBoBeneHwue;
YK-2 CHOCOOBI UX PEIICHHS, OCHOBBI IPOEKTHOM J1EATENBHOCTH;
UCXOJs U3 IeHCTBYIOMINX
MIPaBOBBIX HOPM,
HUMEIOIIUXCS PECYPCOB U
OrpaHUYEHUN
ApPXUTEKTypa KOMIIBIOTEPOB H
OTIepaLMOHHBIE CHCTEMBI;
CriocobeH moHNMaTh pal ’
BrrancnutensHbIe CUCTEMBI, CETH U
MPUHITUIEI PaOOTHI
TeJIeKOMMYHHKAIIUH;
COBPEMEHHBIX
HHOPMAIOHHbIX PensitionHbIe 6a3b1 JaHHBIX;
OIIK-5 P! OcHoBbI HH(pOPMAMOHHOM
TEXHOJIOTHI U HCIOJIb30BaTh
0€30I1aCHOCTH;
WX JUIA PeIIeHHS 33/1a4
. [MTapamurmsl MporpaMMHUPOBaHNS;
npodeccCHOHAIBEHOM . <
JluneiiHoe M HENMHEIHOE
JeATeTbHOCTH
MIPOTPaMMHUPOBAHHUE;
ApPXUTEKTypa KOMIIBIOTEPOB H
OTIepaLlMOHHBIE CHCTEMBI;
Cnoco0eH oCylIecTBIsATh
BrrancnutensHbIe CUCTEMBI, CETH U
aJIMUHUCTPHPOBAHUE
TeJIEeKOMMYHHKAIUH;
MIPUKIIAJTHOTO
PensuuoHHbIe 0a3bl TaHHBIX;
MPOrPAMMHOTo OcHoBbI HHpOPMAMOHHOH [Ipenaunnomuas NpaKkTUKa;
IK-3 oOecreyeHus, CETEBOM P P p ’
0e30I1aCHOCTH;
HOJCUCTEMBI I CUCTEM
MeTo/1bl MAIIMHHOTO O0Y4EHUS U
ynpaBJeHus 0a3aMu JaHHBIX o
. MPENKTUBHON aHAINTHKH;
NH()OKOMMYHHUKAITMOHHOH
MamnHOe 00y4yeHue B
CUCTEMBI OpraHU3alHU
TEJIEKOMMYHHKAIIUSAX;

* - 3aIONTHSAETCS B COOTBETCTBHUH ¢ MaTpuieil kommnereniuii u CYII OIT BO
** - 3NIeKTUBHBIC TUCIMIUIMHBI /TIPAKTHKA



4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

OO61mmas TpyA0eMKOCTh TUCHUTUTHHBI « KnbepOe30macHOCTh MPEANPUSTHS COCTABISET «3» 3aUeTHBIC €AMHHUIIBI.
Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308aAMENbHOU NPOSPAMMbL BbICULIE20 00PA308AHU Ol OYHOU Dopmbl
00yuenus.

Buja yue6Hoii padoThI BCEI'O, ak.u. CEMec; pCeD)
Konumaxmmnas paboma, ax.u. 54 54
Jlekimu (JIK) 18 18
JlaGopartopusie pabotsl (JIP) 0 0
IMpaktuueckue/cemunapckue 3austust (C3) 36 36
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 54 54
Koumponw (sx3amen/3auem c oyenkou), ax.u. 0 0
OO01Iasi TPYT0EMKOCTh THCIHILTAHBI aK.v. 108 108
3a4.el. 3 3




5. COAEP) KAHUE JUCIUAIIJIMHbI

Tabnuya 5. 1. Coodepoicarue oucyuniunsl (MoOyis) no udam y4eOHou pabomol

Bug
HaunmeHoBaHme TEMBbI Coaep:xkanue TeMbl yueOHOM
padoThI*

Homep HaumenoBanue pasaena
pasjaena JUCHHUTIIIHHBI

PaccmatpuBaroTcs 0OBEKTHI YIPABICHUS B KOHTEKCTE IPEATIPHATHS
(6buzHEc-TIpoIecChl, IepcoHaAN, HH)OPMAITOHHEIE CHCTEMEL,
aKTHUBBHI, QHHAHCOBBIC PECypCHI, HHYPACTPYKTYpa), HHCTPYMEHTHI
yHpaBieHus (OpraHU3aIMOHHO-PACTIOPSANTEFHBIE — MPHUKA3HI,
perIaMeHTHl, TOIKHOCTHBIC MHCTPYKITUH;, SKOHOMITYECKHE —
O0/PKETHPOBAHNE, MOTHBAIHS; COLIHATBHO-TICUXOJIOTHYECKUE —
KOpHOpaTHBHAs KyJIbTypa, KOMMYHHUKALUH) U TEXHOJIOTHU
O6bexThl ynpaieHus. UHCTpyMeHTBHI ynpasienus (cucremsl ERP/CRM/SCM, Bl-ananuTrka, CHCTEMBI
ynpaieHus. TexXHOIOrHN yIpaBieHusI. yIpaBJIeHUs IPOEKTaMHU, JOKYyMEHTOO00pOTOM M MH()OPMALMOHHOM
6e3omacHocTh10). [Tokazano, uto addhexTHBHOE ypaBiieHHE
CTPOUTCS Ha COTJIACOBAaHUU OOBEKTOB, HHCTPYMEHTOB U
TEXHOJIOTH, 00eCTIeYrnBast JOCTIKCHHIE CTPATETMUSCKUX IIeTeH,
KOHTPOJIb HCIIOJTHEHUS M AHaINTAIlNI0 K N3MEHEHHSIM BHEIITHEH 1
BHYTPCHHEH CPEJIBL.

11 JIK, C3

Paznen 1. Kubepretuku xax

Paznen 1 |Hayka o0 ynpaBieHUH 1 PaccmatpuBatoTcs pecypcsl ynpasieHus (HHPOPMaIMOHHbIE —
OpraHU3aIHH. JIaHHBIE O COCTOSTHHUM MPEATIPHUATHS, TIoKa3aTesnu 3(pGEeKTHBHOCTH;
Ye0BeYEeCKHe — KOMIIETCHIIUH 1 OJTHOMOYHS yIIPaBIICHIIEB,;
TEeXHUYECKHE — CPEJCTBA CBA3H, cepBepbl, APMEI; prHaHCOBBIE —
OrO/KET Ha yIPaBIEHYECKYIO 1eATeIbHOCTh; BDEMEHHBIE —
periIaMeHTHs! M UKJIBI YIPaBJICHHUS), a TAK)KE B3aNMOACHCTBHE
CHCTEM Kak Ipoliecc 0OMeHa JaHHBIMH ¥ KOMaHIaMH MEXLy
Ppa3TMYHBIMHE HHGOPMAMOHHBIMU cucTeMaMmu npeanpustus (ERP,
CRM, SCM, BI, DLP, SIEM, Active Directory) uepe3 JIK, C3
MHTEerpanuoHHble uHbIL, API, ouepean coobuieHuit Wi psMbie
COEJMHEHUs. AHAIM3UPYIOTCS TUIIBI B3aUMOAECHCTBUS
(CcMHXPOHHOE/aCHHXPOHHOE, TAKETHOE/pealbHOEe BpeMs,
WHHULMATUBHOE/PEAKTUBHOE), @ TAKXKE PUCKH HApYyLICHUS
B3aMMO/ICHCTBHA (PAaCCHHXPOHU3AINS TAHHBIX, KOH(IMKTHI
(hopmaroB, enuHbIe TOUYKH 0TKa3a). [[oka3aHo, 4TO COTJIACOBAaHHOE
HCTIOJIb30BaHUE PECYPCOB M HAIEKHOE B3aNMOJICHICTBHE CHCTEM
ABJISIIOTCSI OCHOBOH ONEPAaTUBHOTO M CTPATETHUECKOTO YIIPABICHHS

Pecypcs! ynpasnenus. Bzaumogeiictsue
CHUCTEM.

1.2




Homep
pas3nesa

HaumenoBanmue pazaesna
JAUCHHILTAHBI

HaunmeHnoBaHue TeMbI

Copep:xaHue TeMbI

Bun
yueOHoit
padoThr*

MIPEIIPUATHEM.

1.3

Nmunx v OTHOLIEHUS ¢ OKPY>KEHUEM.

PaccMatpuBaroTCcss UMUK NPEINPUATHS KaK LeJIeHanpaBIeHHO
(dbopMupyemslii 00pa3 B CO3HAHUH BHEIIHUX CyOBEKTOB (KIIUCHTOB,
napTHEPOB, PEryJIATOPOB, OOIIECTBA), BKIFOYAOIIHN
peIyTalMOHHbIE XapaKTePUCTUKH, OpeH I, Iy OINYHbIe
KOMMYHHUKAIINH U KOPIIOPATUBHYIO KYIBTYPY, & TAK)Ke OTHOIICHHUS
C OKPY>KCHHEM — B3aUMO/ICHCTBUE C 3aNHTEPECOBAHHBIMH
CTOpPOHAMH (CTEHKXOJIIepaMHu): TOCTABIIUKAMI, HHBECTOPAMH,
opranamu Biactu, CMU, mokamsHBIMU COOOIIECTBAMHI 1
KOHKYpEHTaMHU. AHAIN3UPYIOTCS (PaKTOPHI, BIUSIONINE HA UMUK H
OTHOIICHHUS (KaueCTBO MPOIYKTOB, HHGOPMAIIMOHHAS OTKPHITOCTD,
co0II0IeHNE 0053aTENIbCTB, COLIMANIbHAS OTBETCTBEHHOCTb,
OTIEpAaTUBHOCTh PEarupoBaHus HA UHIIUIEHTHI), a TAKKe
MoCIeACTBYS yiiepOa penyTauuu (moTeps J0sIbHOCTH, OTTOK
KITMEHTOB, CAaHKIIUU PETYJSTOPOB, CHUKEHHUE KATUTATIU3aI1N).
IToka3zano, 4TO ynpaBieHHUE UMHUIKEM U OKPYKEHUEM TpeOyeT
HWHTETPAIUH ¢ TpoleccaMy HHPOPMAIMOHHON 0€30I1acHOCTH,
MapKETHHTOM U CBSI3SMH C 00IIECTBEHHOCTHIO, OCOOCHHO MPH
BO3HUKHOBEHUH KPU3UCHBIX CUTYAIlHH M yTeYeK HH(OPMAIIHH.

JIK, C3

Paznen 2

Kubepbe3omacHocTh
MpECATPUATHA.

21

AKTHBBI IPEANPUATHS. YIIEpO MpeATPUITHSL.

PaccmarpuBaroTcst aKTHBBI IPEATIPUATHS KaK BCE PECYPCHI,
MMEIOIINE TIEHHOCTH ISl OpTaHnu3aluy (MaTepraibHEIe,
uH(OpMaLMOHHbIE, KaJIpOBbIe, HEeMaTepUallbHbIEe, (PMHAHCOBHIE),
nojyIexKale uaeHTHGUKaUY, KIacCUPpUKa|K 1 3aIiuTe.
AHanM3UpyIOTCS BU/bI yillepOa NpeAnpHUsITHIO, KOTOPbIE MOTYT
OBITh HAHECEHBI IPU HAPYIICHUH KOH(MUIACHIIUATBLHOCTH,
LIEJIOCTHOCTH FJTH JOCTYTTHOCTH aKTHBOB: MPSIMOH (PMHAHCOBBIH
yiep6 (mrpadpl, KOMICHCAIIUH, BOCCTAHOBJICHUE CUCTEM),
OIepalMoOHHBIN yiepo (Tmpocron, cOou OU3HEC-TIPOLIECCOB),
PeNyTalMOHHEIH yiep0O (MoTeps JOBEpHs KJIMEHTOB U MapTHEPOB,
CHIDKCHHE KaITUTAIM3aliy OpeH Ia), IOPUIMYCSCKU yiepo
(OTBETCTBEHHOCTH IMEpPE] PETyIATOPAMHU, UCKH), & TAKIKE KaIPOBBIH
yiep6 (TeKydecTh nepcoHalIa, CHIKeHHe MoTuBanun). [lokaszaHo,

JK, C3




Homep
pas3nesa

HaumenoBanmue pazaesna
JAUCHHILTAHBI

HaunmeHnoBaHue TeMbI

Copep:xaHue TeMbI

Bun
yueOHoit
padoThr*

YTO MOJHOLIEHHAS OIIEHKA aKTUBOB M BO3MOXKHBIX YIIepOOB
SIBJISIETCSI OCHOBOM /ISl yIIPaBJICHUSI PUCKAaMH, BEIOOpa Mep 3alUThI
U IJIAaHUPOBAHMS HETIPEPHIBHOCTH OM3HECA.

2.2

Kubepyrpo3s! npeanpustus. Y a3BUMOCTU
npeanpusitTus. Kubeparaku Ha mpeanpusTe.
Lena kubGepaTaxm.

PaccmarpuBarotcss Kubepyrpossl IpearnpuaTus Kak COBOKYITHOCTh
HNOTEHIMAIbHBIX OMACHBIX COOBITHH, CHOCOOHBIX HAHECTH YIIEpO
axtuBaMm (BpenonocHoe 10, ¢pummar, DDoS, aTtaku Ha niemodkn
MIOCTABOK, MHCANIEPCKUE YTPO3bI), & TAKXKE YSI3BIMOCTH
TIPEATIPUATHS KaK cIa0ble MecTa, AETa0Ine BO3MOXKHON
peanmm3anuio yrpo3 (HeooHoBIEHHOE [10, OommobKN KOHGUTYpann,
OTCYTCTBHE CETMEHTALIUH CETH, CJIA0bIE TApOJIN, HEIOCTATOYHBIN
KOHTPOJIb JIOCTYTIa, YeJIOBEUECKHI (aKkTop). AHAIU3UPYIOTCS
KkuOepaTaky Ha NpeNpUsITHe KaK [eJIeHapaBICHHbIE BO3IEHCTBUS
37I0YMBIIIJICHHUKOB, HCHOJIB3YIONIUE YSI3BUMOCTH I peanu3alui
KOHKPETHBIX yrpo3 (pa3Beika, IPOHUKHOBEHHE, 3aKpEILICHHUE,
TIOMCK IIeTIEH, BO3/IEHCTBHUE), BKIIIOUAs aTaKW Ha BEO-TIPUIIOKEHHUS,
B3JIOM IIOYTOBBIX CUCTEM, BHEJIPEHHE O3KI0POB, aTaKH C
HCIIONIb30BaHNEM COLMANILHON MHXKeHepuH. PaccmarpuBaeTrcs ieHa
KnbepaTtaky, BKIIOYAIOIIAs PsIMbIe TIOTEpH (BBIKY,
BOCCTaHOBJICHHE CHCTEM, IITPadbl), KOCBEHHBIE TOTEPH (IIPOCTOH,
TaJICHHAE TIPOU3BOANTEIBHOCTH, TIOTEPSI KJIMEHTOB),
PpeTyTaMOHHBIHN yIepO, IOpUANYECKHIE 3/IEPXKKH U 3aTpaThl HA
yCHIJIEHHE 3alUThI TI0C)Ie HHIUAEHTA. [Toka3aHo, 9TO CHCTEMHBIH
aHaJIN3 Yrpo3, ySI3BUMOCTEH, aTak ¥ UX CTOMMOCTH SIBJIIETCS
OCHOBO¥ JUIsI )KOHOMHYECKH 0OOCHOBAaHHOTO YIIPABICHUS PUCKAMH
UH(OPMALMOHHOM 6€30MaCHOCTH MPEIPHSTHS.

JIK, C3

2.3

Bo3M0OXHOCTH IPOTUBHUKA 110 OPraHU3ALIH
KnOepaTakH.

PaccMaTpuBaroTCst BO3MOXKHOCTH MPOTHBHUKA 110 OPraHU3allN
Knbepartaky, BKIIOYAIOIINE TEXHHYECKHUH apceHal (CpescTBa
ABTOMATH3MPOBAaHHOTO CKAHUPOBAHUS YSI3BUMOCTEH, SKCITIONTEI,
¢peiiMBopku u1st mocTakcrtyaranuu (Metasploit, Cobalt Strike),
BpenoHocHoe [10 (63xnopsl, MM POBAIBIINKH, CTEIC-
TEXHOJIOTHH), THCTPYMEHTHI COLMAIbHON HHXEHEPUH
(pummHroBEIE KOHCTPYKTOPBI, NOJIENIbHBIE CAWTBHI), OOTHETHI IS

JK, C3




Homep
pas3nesa
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DDoS u pacchliok), opraHu3alioHHbIE pecypchl (KOOPIMHALNS
IPYIIIBI aTaKyIOINX, (UHAHCHPOBaHKE, UCTIOJIL30BAHHE
UH}PaCTPYKTypbl — CEPBEPHI YIPABICHHUS, IPOKCH, aHOHUMHBIC
cetu Tor/I2P), a Takxke TaKTUUECKHUH TOTEHIMAI (CIOCOOHOCTh
MIPOBOAUTH Pa3BEKY, BEIOMPATh BpEeMsl U BEKTODP aTaKH,
a/IalITUPOBATHCA K 3aIUTE, MACKMPOBATh CJIEJIbI, 3aKPEILIATHCS B
CEeTH U JICHCTBOBATH B 00XO0/I CHCTEM OOHAPYKCHUS).
AHanu3upyeTcs rpafalys IPOTHBHUKOB: OT OANHOYHBIX XaKEPOB
JI0 opraHu30BaHHbIX rpynn (APT-akTopoB, KHOEpIpECTYITHBIX
CHHIMKATOB, TOCYAAPCTBEHHBIX CTPYKTYP) C COOTBETCTBYIOIINM
YPOBHEM PECYPCOB, TEPIIUMOCTHU K PUCKY U [IEJIENOTaraHusl.
[TokazaHo, YTO peaTuCTUYHAs OlLIEHKa BO3MOXHOCTEH IPOTHBHUKA
HEeo0X0/1uMa JJIsl BRIOOpa a/IeKBaTHBIX Mep 3alHThl, OTPEIeICHUS
HNPUOPUTETOB U MOJEITHPOBAHHMS YTIPO3.

Paznen 3

KoHTekCT aesTeIbHOCTH
MPENPUSITHSL.

3.1

IlonuMaHue BHyTPEHHUX U BHEUIHUX
(haKTOPOB JEATENHHOCTH MPEANIPHUATHS.

PaccmarpuBaercsi MIOHMMaHUE BHYTPSHHUX U BHEITHUX (PaKTOPOB
JIeATENIbHOCTH IIPEANPUATHS KaK OCHOBA CTPAaTErMueCcKoro
yrpaBieHus u odecriedeHrst HHPpopMauonHoi O0e3omacHocTH. K
BHYTPEHHIM (aKTOPaM OTHOCSTCSI OpTraHU3alMOHHAS CTPYKTYpa,
OM3HeC-TIPOIIECCHI, KaIPOBBIA COCTaB, KOPIIOPATUBHAS KYIbTYPA,
WH(POPMAIMOHHBIC CUCTEMBI, aKTHBEI, YHHAHCOBOE COCTOSIHUE U
KOMIETEHINH COTPYAHUKOB. K BHEIIIHUM (pakTOpaM — pHIHOYHAS
KOHBIOHKTYpA, IeHCTBUS KOHKYPEHTOB, TPEOOBaHHS PETYISTOPOB,
3aKOHO/IATEJIbHbIE U3MEHEHUS, TEXHOJIOTUUECKUE TPEHIbI,
SKOHOMMYECKasi CUTYallUs], I€UCTBUS TOCTABUIMKOB U
MOJIPSITYMKOB, & TaK)Ke KUOEPYTPO3bl M aKTUBHOCTH
3JI0yMBIILIEHHUKOB. [loka3aHo, 4TO CUCTEeMHBIN aHAIU3
BHYTPEHHHUX (aKTOPOB MO3BOJISET BHISIBUTH CHIIbHBIE U ClIa0ble
CTOPOHBI, @ AaHAJIN3 BHEITHUX — BO3MOYKHOCTH M YI'PO3bI, YTO B
COBOKYITHOCTU (popMHpPYET 0a3y Ul NPUHATHS PEUICHUH, OI[CHKH
PHUCKOB, pa3pabOTKH MOJUTHK OC30MACHOCTH U aJIalTaIluH
NPENIPUATUSA K U3MEHSAIOIINMCS yCIIOBHSM.

JIK, C3

3.2

[ToHnmanue NOTPeOHOCTEH M OKUIAHUN

PaCCManI/IBaeTCH IIOHUMAaHHNEC HOTpe6HOCT€ﬁ u O)KI/IZ[aHI/Iﬁ

JIK, C3
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3aUHTCPCCOBAHHBIX CTOPOH.

3aWHTEPECOBAHHBIX CTOPOH (CTEHKXOJIEPOB) KaK KIIIOYEBOM
9JIEMEHT yNpPaBJICHUS MPEANPHUATHEM U 00ECTICUEHHUS €ro
ycroiunBocTH. K 3anHTEpecOBaHHBIM CTOPOHAM OTHOCSTCS
BHYTpEHHHUE (COOCTBEHHUKH, PYKOBOJACTBO, COTPYAHHUKH,
podcor03bl) U BHEMIHHE (KJIMEHTHI, TAPTHEPHI, MOCTABIIUKH,
HMHBECTOPHI, peryiaTopsl, oouectso, CMU). Ananusupyrorcs
OCHOBHBIE TOTPEOHOCTH M OKUIAHMS: U KINCHTOB — KadyeCTBO U
0€301acHOCTh YCIIYT; UISl PETYISITOPOB — COOTBETCTBHUE
3aKOHOJATENIbCTBY; U COTPYJHUKOB — 3alUTa EPCOHATBHBIX
JAHHBIX ¥ CTAOMIBHOCTb; Ul HHBECTOPOB — MPO3PavyHOCTh
MHUHHAMH3ALUS PUCKOB; AJIsl 00IIECTBa — COIMATIbHAS
OTBETCTBEHHOCTb. [loKa3aHo, 4TO BBISIBIICHHE, JOKYMEHTUPOBAHUE
U y4€T ITUX OXKHMJAHUI HEOOXOAUMBI JUISI IOCTPOCHUS

3¢ PEKTUBHOM CHCTEMBI YIIPaBICHUs pUCKaMHU, GopMHUpOBaHHMs
HOJIMTHK MH()OPMAMOHHOI 0€30NacCHOCTH, IPUOPHUTE3AINU
3alIMIIAEMbIX aKTUBOB M NOAJIEPIKAaHHSI IOBEPHS K IIPEAIPHATHIO.

3.3

Onpenenenre 006IacTH JEHCTBUS CUCTEMBI
MeHeKMEHTa HH(POPMAMOHHOM
0e30macHOCTH.

PaccmatpuBaercs onpeneneHue 0061acTH AEHCTBUS CUCTEMBI
MEHeDKMeHTa HH(popMannoHHo# 6e3omacHocT (CMUB) kak
TIPOIIECC YCTAaHOBJICHUS I'PAHHUI] U IPUMEHUMOCTH CHCTEMBI
yIpaBJIeHUs B cOOTBETCTBUH co ctannaprom [SO/IEC 27001.
OO6nacTp AeHCTBUS BKIIOYACT UICHTU(PHUIUPYEMbIC aKTHBBI,
OpTaHM3aIOHHBIE MTOJIpa3/ieNeH s, GU3MUECKNE U TeorpauIecKue
00BEKTHI, OM3HEC-TIPOLIeCChl, HHPOPMAI[IOHHBIE CUCTEMBI,
MepCOHAN U B3aUMOACHUCTBHS ¢ BHEIIHUMH CTOPOHAMM, KOTOPHIE
JOJDKHBI OBITH OXBadeHBI KOHTpoJeM. Ipu onpenenennn obiactu
YUUTBHIBAIOTCS BHYTPEHHUE U BHEIIHHE (haKTOPBI AEATEIbHOCTH
MPEIIPUATHS, TOTPEOHOCTH 3aNHTEPECOBAHHBIX CTOPOH,
Ppe3yJbTaThl OLICHKH PUCKOB, @ TAKXKE CYIIECTBYOMIast
OpraHM3aIMoHHas U GpyHKIMOHANBHAsA Moaenu. [IpaBuiibHO
orpezeéHHast 00JacTh MO3BOJISIET N30€XKaTh HEONPABAAHHOTO
pacumpeHust WM HeobocHoBaHHOTO cyeHust CMUB, obecnieunsas
COCpPEI0TOYCHNE PECYPCOB HA KPUTHYECKUX aKTHUBAX M Ipolieccax,
1 CIY>KUT OCHOBOM 715l pa3pabOTKH MOJIUTHUK, POLEAYP U ayANTa.

JIK, C3
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Pasnen 4

PykoBozcTBO 06ecnieueHuEM
KnOepOe30MmacHOCTH
HPEIIPHATHS.

41

PykoBosIas pojib # 00S3aHHOCTH
pykoBozctsa. [lonuTrka B 061acTH
KkubepOe3onacHoCTH. Ponu, 00s13aHHOCTH U
TMOJTHOMOYHA B OpraHu3alunu.

PaccmatpuBaeTcs pyKoBOsIIast poJib U 00s13aHHOCTH PYKOBOJICTBA
MIPEANIPUATHS B 001aCTH KHOEpOEe30MacHOCTH, BKIIOUAIOIUE
(hopMHpOBaHHUE CTPATETUH, BBIACICHHE PECYPCOB, YTBEPKACHHE
MOJIMTHK, AEMOHCTPALIUIO IIPUBEPKEHHOCTH MPHUHIIUIIAM
0e30I1acHOCTH, Ha3HAYEeHHE OTBETCTBEHHBIX JIUII, OOecIIeYeHUe
(YHKIIMOHMPOBAHUS CUCTEMBI MEHEPKMEHTa NH(POpMaMOHHO
0e30MacHOCTH U MPOBEICHNE IEPHOJHICSCKIX 0030pOB ¢

3¢ deKTUBHOCTH. AHATIH3UPYETCS MONUTHKA B 00IaCTH
KnbOep0Oe30nacHOCTH KaK OCHOBOIIONATAFOIIMI HOPMAaTHBHBII
JOKYMEHT, YCTaHABIMBAIOIMN LIEJH, TPUHLHUIIBEL, TPEOOBaHUS U
30HBI OTBETCTBEHHOCTH, & TAK)KE ONPEACIIAIONINN ITOIXOIBI K
YIPaBJICHUIO PUCKAMH, KOHTPOJIIO AOCTYIIA, PEarnpOBaHUIO HA
WHLUICHTHI U HENPEPBIBHOCTH JiesITeNbHOCTH. OMUCHIBAIOTCS POIIH,
00513aHHOCTH ¥ MIOJTHOMOYUSI B OPTaHU3aIMK: BJIaJIeIbIIbl aKTHBOB,
aJIMUHUCTPATOPHI 0€30aCHOCTH, M10JIb30BATEH, BHYTPEHHHE
ayJIMTOPBI, PyKOBOJUTEIH MOPA3ACICHH, a TAKIKE PU
HE0OX0/IMMOCTH — BHELIHHE KOHCYJIbTaHTHL. [loka3aHno, 4To
4ETKOE pacrpeelieHue poJiei, 3aKperIEHHOe B HOPMAaTHBHBIX
JIOKYMEHTaX, 00eclieYrBaeT MoJOTYETHOCTh, BO3MOXKHOCTb
KOHTPOJIS M 3)(HEKTHBHYIO peaTn3alrio HOJIUTHKH
KnOep0Oe30nacHOCTH Ha BCEX YPOBHSX MPEANPHSTHS.

JIK, C3

4.2

[TmanupoBanme u necTBUA IO 00paboTKe
PHUCKOB U Bo3MOxHOcTel. Llenun
nH(popManMOHHO 6e30I1aCHOCTH M TUIaHBI O
UX JIOCTIIKEHHIO.

PaccmarpuBaercs mIaHHpOBaHUE B CUCTEME MEHEKMEHTA
UH(OPMALMOHHO 6€3011aCHOCTH, BKIIFOUatollee ASHCTBUS 110
006paboTke puckoB (IpUHATHE, CHIDKEHUE, pa3JielieHne, n30eranue)
1 MCIOJIb30BAHUIO BO3MOXKHOCTEH (yJIy4IIEHHE MPOLIECCOB,
BHEAPEHNE HOBBIX TEXHOJIOTHH, TOBBIIIEHNE YCTOHYNBOCTH) Ha
OCHOBE pe3yJIbTaTOB OLIEHKH PUCKOB U aHalli3a KOHTEKCTa
MIPEANIPUATHS. AHATU3UPYIOTCS LeTH HHYOpMaMOHHOH
0€3011acHOCTH KaK U3MepHMble, KOHKPETHBIE, JOCTHKHUMBIE,
penieBaHTHBIE ¥ OTPaHUYEHHBIE BO BPEMEHH Pe3yJIbTaThbl, KOTOPHIE
OpraHM3alys HaMepeHa J0CTHYb (HarpuMep, CHIXKEHUE BPEMEHN
BOCCTAaHOBJICHUS 110CJIE aTaKy, BHEPEHHE MHOTO(aKTOPHON
ayTeHTH(UKAIMHU JUIs KPUTHIECKUX cucTeM). ONMCHIBAIOTCS IIaHBI

JK, C3
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10 JOCTIDKEHUIO LieNel, BKJIIOYAIOIUe IepeueHb MEepOIpUsSTHH,
HAa3HAUYEHHBIE PECYPChl, CPOKU, OTBETCTBEHHBIX JIUI] U KPUTEPUU
OLIEHKU BBINONHEHUs. [Toka3zaHo, 4TO corylacoBaHHOE
IUIAHUPOBAHUE PUCKOB U LieNei o0ecrednBaeT HenpephIBHOE
ynyumenue CMUB, npuopurtesanuio HHBECTUIMH B 3aIUTY U
U3MEPHUMBIH Iporpecc B 00s1acT KuOepOe30MmacHOCTH
MPEIIPUATHS.

4.3

ObecrieueHne 1 NOAJIePKKa
knbepOe3onacHoCcTH. Pecypcerr.
Kpamudukanms. Bzaumopeiicteue.
JlokymeHTHpOBaHHAss HHYOPMALIHSL.
OyHkronuposanue. OnepaTuBHOE
IUTAaHWPOBAHUE U KOHTPOJIb
Kn6epOe30MacHOCTH.

PaccmatpuBaeTcs obecniedeHue 1 MoIepkKKa Knoepoe30macHOCTH
KaK COBOKYITHOCTb IIPOIIECCOB MPENOCTABICHH HEOOXOANMBIX
pecypcoB ((pUHAHCOBBIX, TEXHUUECKHX, KaJPOBBIX,
UH()OPMALMOHHBIX ), Pa3BUTHS KBaJH(DUKAIMU ITEPCOHAIIA Yyepe3
o0yd4eHHe, TPEHUHTH U MOBBIIICHUE OCBEJIOMIIEHHOCTH,
opranuszaiu 3pPEKTUBHOTO B3aMMOICHCTBHS MEKTY
HOJpa3eNeHUsIMUA U ¢ BHEITHUMH CTOPOHAMH (KOHTpareHTaMH,
perynsatopamu, CERT), a Taxoke ynpaBieHHs JOKyMEHTHPOBAHHOM
uHpopmaiuen (MOJUTHUKH, PErIaMEHTBI, )KYPHAIIbI, OTYETHI).
Ananmzupyetcst pyHKIMOHUPOBAHUE CHCTEMBI MEHEIDKMEHTA
nH(pOpManMOHHON 0E30IaCHOCTH KaK pean3aris
3aIUIaHUPOBAHHBIX MPOLIECCOB Ha €XKEAHEBHOI OCHOBE, BKITIOUAs
MOHHUTOPHHT, YIIPaBJIEHHE J0CTYIIOM, pearnpoBaHue Ha
nHIUAEHTHI. ONNCHIBAeTCS ONEPaTUBHOE INIAHUPOBAHKE U
KOHTPOJIb KHOepOe30MacHOCTH — JIeTaIN3aIHs CTPATETHUECKUX
1enieil Ha KOHKPETHbIE MEPHOJIBI U 33/1a4M, Ha3HAYCHHE
UCTIOJIHUTEIICH, KOHTPOJIb BHITIOIHEHHS, KOPPEKTUPYIOIIHE
JercTBUS U 00paTHas CBSI3b I HETIPEPHIBHOTO YIIy4YIICHHUS.
[Toxa3aHo, 94TO CHCTEMHOE COYeTaHHEe 00ecTIedeHus (PEeCypCHl,
KOMIIETEHIIMH, IOKyMEHTBI) M ONIEPATUBHOI'O YIIPABJICHUS SBJISETCS
OCHOBOM YCTONYMBOM U aJalTUPYEMOHN 3aIUTHI IPEANIPUATUS OT
Knoepyrpos.

JIK, C3

Paznen 5

Meps! U cpencTBa
KnOepOe30MmacHOCTH
OPEINPHATHS U HETH HX

51

BHyTpeHHSIs OpraHu3alys JeITeIbHOCTH 10
obecrieueHnIo KHOepOe30acHOCTH.
MoOubHBIC YCTPOHCTBA U IUCTAHIMOHHAS

PaccmaTpuBaeTcs BHYTPEHHSSI OpraHU3aLusl JeITeIbHOCTH 110
obecrieueHnIo KnOepOe30macHOCTH, BKIIOYAOIIast pacipe/iesieHne
¢ynkimii Mexy noapasnenenusmu (SOC, IT-otnen, ciysxba

JK, C3
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MMPUMCHCHUS.

padota. Kubepbe3omacHoCTH, CBA3aHHAs C
nepcoHaaoM. OTBETCTBEHHOCTh 33 AKTHBBI.

0€3011acHOCTH, BHYTPEHHUH ay/IUT), periaMeHTalHI0
B3aMMOJIEHCTBUS, TIOAUYUHEHNE PYKOBOACTBY U MEPUOAUIECKYIO
OTYETHOCTh. AHATM3UPYIOTCSI BONPOCHI KHOEpOE30IacHOCTH MPH
UCIIOJIb30BaHMH MOOMIJIBHBIX YCTPOWCTB U JUCTAaHLMOHHOM padboTe
(xoHTpONB NocTyna yepe3 VPN, mudpoBaHue 1aHHBIX Ha
ycTpoiicTBax, noautuka BYOD, 3ammra foMaliHux ceTei,
MOHHTOPHHT HECAaHKIIHOHNPOBAHHOTO TTOIKIFOUCHIIS).
PaccmarpuBaercs knubepOe30macHOCTh, CBA3aHHAS C TICPCOHAIOM:
o100 U MIPOBEPKa COTPYTHUKOB, OOYICHUE U MOBHIIIICHIE
OCBEIOMJIEHHOCTH, TIPOIICIYPH! YBOJNBEHEHHSA (OT3BIB JOCTYIIA, cada
AKTHBOB), IPOTHBOJCHCTBUE HHCAWICPCKAM YTPO3aM.
OmnuchIBaeTCs OTBETCTBEHHOCTH 38 aKTUBBI — 3aKpeIJICHHE
KOHKPETHBIX MaTepUaIbHBIX U HH(POPMAIIMOHHBIX aKTHBOB 32
BJIaJIeJIbLIaMH U TI0JIb30BATEIIMH, BKIII04as 005S3aHHOCTH I10
00€eCIIeUeHNIO UX COXPAHHOCTH, PETyJISIPHOI HHBEHTapH3aLluH,
COOJIFOJICHHIO MOJTUTHK JOCTYIA U HHPOPMHUPOBAHUIO 00
uHIUAeHTaX. [loka3aHo, 4TO BHYTPEHHSSI OpraHu3aIis,
yIpaBiieHHe MOOMIIEHOCTBIO M IIEPCOHAJIOM, a TaK)Ke YETKas
OTBETCTBEHHOCTH 32 aKTHUBHI (DOPMHUPYIOT YCTOHYNBYIO OCHOBY IJIS
3aIUTHI IPEIPUATHS B YCIOBHAX PacIpeeIEHHON paboTH 1
KaJIpOBBIX U3MEHEHUM.

52

Ddusznyeckast 6e30MaCHOCTh U 3aIIUTa OT
BO3JIEUCTBUS OKpY>Xaroliel cpenbl. PesepBHoe
KOIUPOBaHHE. MOHUTOPHHT
KnOepOe30NacHOCTH NPEIPHSTHSL.
Be3onacHOCTb CHCTEMBI CBSI3H.

PaccmarpuBaercs puzndeckast 6€300acHOCTD U 3aIIUTA OT
BO3AEHCTBHSI OKPY>KaloIIeH cpes! (KOHTPOJIb JOCTyIIa B
HIOMEIICHUS, BUIEOHAOIOICHUE, CUCTEMBI T10KapOTYIICHUS,
KJIIMMaT-KOHTPOJIb, 3aI[1Ta OT 3aTOIUICHUS U TIepPEeTiaioB
3JIEKTPONUTAHUS, OecriepeOoHbIe ICTOYHUKH IUTAaHKA), a TAKKe
pe3epBHOE KOMUPOBAHHE KaK IPOLECC PErYJISIPHOTO CO3JaHus U
0€3011acCHOT0 XpaHeHHs KON KPUTHYECKHUX JaHHBIX (ONpeaeseHne
4acTOTHI, 00bEMOB, MECT XpaHeHHUs (JIOKAJIbHOE, YAaIEHHOE,
00J1auHOE), TECTUPOBAHNE BOCCTAHOBJICHU). AHAIU3UPYETCS
MOHHUTOPHHI" KHOepOEe30MacCHOCTH NPEATIPUSTHS — HETIPEPHIBHBIIH
cO0p, aHaIHM3 U KOPPEIIHs COOBITHI Oe30macHOCTH (JIOTH, CETeBOM
TpaduK, cUCTEMHBIE COOBITHS) ¢ Mcnonb3oBanueM SIEM, IDS/IPS,
CHUCTEM aHajm3a YSI3BUMOCTEH U OMOBEIICHUH 00 WHITMICHTaX.

JK, C3
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PaccmarpuBaercst 6€30MacHOCTh CUCTEMBI CBS3M — 3alllUTa
KaHaJIoB nepeaayn AanHbIx (mmdpposanue VPN, TLS), kontpons
MapHIpyTH3aI1H, 3alHUTa TeIeGOHHBIX U BUICOKOH(PEPEHIICBSI3H,
NIPENOTBPALLEHUE YTEUEK YEPE3 CETEBbIE IIPOTOKOIBL U
HECaHKI[MOHUPOBAHHBIX MOAKIIIOUCHUH K CETEBOH HHPPACTPYKTYpeE.
[TokazaHo, YTO KOMIUIEKCHOE MMPUMEHEHHE (PU3MYECKON 3alUTBI,
PE3epBHOTO KOMPOBAHUSI, MOHUTOPHHTA 1 OE30MIACHOH CBSI3U
o0ecreynBaeT LEeIOCTHOCTD, JOCTYITHOCTh U KOH(PHUICHIINATBHOCTD
nH(popManny Ha BceX YPOBHAX (PyHKIMOHUPOBAHHUS IPEIIPHATHSL.

53

HenpepsiBHocTn 6u3Heca. CooTBeTCTBHE
3aKOHaM U HOPMAaTHBHOM Oase.

PaccmaTpuBaeTcs HEIpephIBHOCTh OM3HECA KaK CIIOCOOHOCTh
NPEANPUATHS TOACPIKUBATH KDUTHUECKH BaXKHbIE (PYyHKIIUY NPU
BO3HUKHOBEHHH MHIIMJICHTOB, COOEB WIIM aTakK, BKIIOYAIOLIast
aHanu3 Bo3JeicTBusA Ha 6uszHec (BIA), pa3paboTKy IIaHOB
BocctaHoBieHus (BCP/DRP), pesepBupoBanue pecypcos,
peryJsipHOe TECTHPOBaHKE IJIAHOB U 00y4YeHHue repcoHaa
JEUCTBUSAM B KPU3UCHBIX CUTyaluaX. AHAM3UPYETCS COOTBETCTBHE
3aKOHaM M HOpMaTHUBHOH 0a3e — BBINOIHEHHE TPeOOBaHUH
3aKOHOJIATEIbCTBA B 00JIACTH 3aIIUTHI IEPCOHAIBHBIX JaHHBIX (152-
®3), rocy1apCTBCHHO TaifHBI, OTPACICBBIX CTAHIAPTOB
(ITonoxxenue banka Poccun, mpukazer ®CTIK, TpedoBanms PCI
DSS s nnaté&xHBIX CHCTEM), a TaKKe MEX/IyHapOJHBIX HOPM IIpU
pabote ¢ mHOCTpaHHBIMU KoHTpareHTaMu (GDPR, SOX).
ITokazano, uTo obecneyeHre HeMPEePLIBHOCTH OU3HECA U
co0Jr0/IeHre HOPMAaTUBHBIX TPEOOBAHUH SBIISIOTCS
HEOTHEMJIEMBIMU YCIOBUAMM JIETAIbHON U YCTOMUUBOI
NEeSITeIbHOCTH TIPEATIPHSITHS, BIUSAIOT HA IOBEpHE CTEHKXOJIIEPOB U
TpeOYIOT PEryIApHOTO ayANTa, aKTyaIH3ally JOKyMEHTAIUN ’
KOPPEKTUPYIOLHX ASHCTBUH MPU U3MEHEHUSX 3aKOHOAATENbCTBA
i OU3Hec-cpebl.

JIK, C3

* - 3anosHsercs Toabko 1o OUHOM dopme oOyuenus: JIK — nexyuu,; JIP — nabopamopnuie pabomei; C3 — npaxmuyeckue/ceMunapcxue 3ausamusl.
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6. MATEPUAJIbHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

Tabnuya 6.1. MamepuansHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHamenue ayiuropuu

CrnenuajJu3supoBaHHOe
yueOHOe/1abopaTopHOe
odopynoBanmue, [10 u
MaTepHaIbI 1JIs1 0CBOECHHSA
AUCHUTLITUHBI
(mpu HeOOXOAUMOCTH)

Aynutopust 11 POBEICHUS 3aHATHI
JIEKIIMOHHOTO THIIA, OCHAIIICHHAS

Kommbrorep/HOyTOYK C
poctynoM cetu MHTepHeT
U 3JIEKTPOHHO-

JlexuuonHas KOMIUICKTOM CIEIUATM3UPOBAHHON MeOenr; | oOpa3oBaTelIbHON cpefie
JOCKOM (9KpPaHOM) U TEXHUYECKUMU YHusepcurera, Opaysep,
CpPEACTBAMH MYJIbTUMEIHA TPE3CHTALUI. [1O st mpocmoTtpa PDF,

SHpekc renemoct

Aynutopus s IPOBEICHUS 3aHATHIA
CEMHUHAPCKOI'0 TUIIA, TPYIIOBBIX U
WHJIMBUIYATbHBIX KOHCYJIbTAINH, TEKYIIETO
KOHTPOJISL U IPOMEXKYTOYHOU aTTecTallun

Cemunapckas p P Y T
OCHALIECHHAS] KOMILIEKTOM
CHeIHaTU3UPOBAHHON MeOeH 1
TEXHUYECKUMH CPEJCTBAMU MYJIbTUMEINA
Mpe3eHTalMi.

. Kommsrotep/HOyTOYK C
AyauTopus JIsl CaMOCTOSATEILHON padOThI
JocTynoM cetu MHTepHeT
oOyJaromuxcs (MOKeT UCTIONIB30BaThCS AJIs
Host o U DJIEKTPOHHO-
. | MpoBeIeHUs CEeMUHAPCKUX 3aHATUN U .
CaMOCTOSITENIbHOU . o0Opa3oBaTeNnbHO cpefie
KOHCYJIbTaIM ), OCHAIIIEHHAS! KOMILIEKTOM
paboTsl YHuBepcurera, 6paysep,

CHeIUaTu3UPOBAHHON MeOen U
KoMIbroTepamu ¢ gocrynoM B OUOC.

I1O nns mpocmotpa PDF,
SAnaekc TeaemMoct

* - ayIUTOPHS JJIsL CAMOCTOSTENbHOM paboThl o0yuaromuxcs ykaspiaercs OBA3ATEJIBHO!

7. YYEBHO-METOJWYECKOE
JTACHMIUINHBI

OcHognas tumepamypa:
1. BuykoB A. A. 3amuTa uaopmanuu : yauedbHoe nocodue st By30B / A. A. BHykoB. —

3-e u3j., nepepad. u gon. — Mocksa : U3narensctBo FOpaiit, 2022. — 161 ¢. — (Briciiee

obpazoBanue). — ISBN 978-5-534-07248-8. — Texkcr : anekrponnsrii // O6pa3oBaTenpHas

iatdopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/490277

n HNHPOPMAIIMOHHOE

OBECIIEYEHUE

2. 3apamenckux E. [1. ApxuTektypa npeanpHusTus : yueOHHUK Ui By30B /
E. I1. 3apamenckux, 1. B. Kyapssues, M. FO. Ap3ymansH ; nox perakuuen
E. I1. 3apamenckux. — Mocksa : U3narensctBo FOpaiit, 2022. — 410 c¢. — (Bricmiee
obpazoBanue). — ISBN 978-5-534-06712-5. — Texkct : anekrponHslii // OOpa3oBaTenbHas

wiatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/493118

3. Hetécora, O. 0. UH}opmanmoHHbIe CHCTEMBI U TEXHOJIOTUU B YKOHOMHUKE : Y4eOHOE
nocooue utst By3oB / O. 0. Herécoa. — 3-¢ m3j., uictip. u jorm. — MockBa : M31aTenscTBo
FOpaiit, 2022. — 178 c. — (Bricuiee obpazosanue). — ISBN 978-5-534-08223-4. — Texkcr :
anekTpoHHbIN // OOpa3oBarenpHas miaTdopma IOpaitt [caidt]. —
URL.: https://urait.ru/bcode/491479
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Jononnumenvnas numepamypa:
1. Buyxkos, A. A. 3amuta nHpopmanuu B 0aHKOBCKHX CHCTEMax : ydeOHOe ocoOue s
By30B / A. A. BHyKOB. — 2-¢ u31., ucnp. u gor. — Mocksa : M3narenscTBo FOpaiit, 2022, —
246 c. — (Bricmee oopazoBanue). — ISBN 978-5-534-01679-6. — Tekct : 31eKTpOHHBIH //
O6pasoBarenbHas iathopma FOpaiir [caiit]. — URL.: https://urait.ru/bcode/490278
2. I'pexyn, B. . IIpoexTupoBanne MHPOPMALUOHHBIX CUCTEM : YUCOHUK U MPAKTUKYM
s By30B / B. U. I'pexyn, H. JI. KopoBkuna, I'. A. JleBoukuna. — Mocksa : M3gaTenbcTBO
FOpaiit, 2022. — 385 c¢. — (Bsicmiee oopazoBanue). — ISBN 978-5-9916-8764-5. — TekcrT :
anexkTpoHHbIN // OOpa3zoBarensHas matdopma FOpait [caidt]. —
URL: https://urait.ru/bcode/489918
3. Kazapun O. B. IIporpammHo-anmapatHbie CpeIcTBa 3alUThl HHpOpMaIyy. 3amura
POTPaMMHOTO oOecrieueH s | yueOHUK U MpakTUKyM 1uist By30B / O. B. Kazapun,
A. C. 3a6abypun. — Mocksa : U3gatenbctBo IOpaiit, 2022. — 312 c. — (Bsicmee
obpazoBanue). — ISBN 978-5-9916-9043-0. — Texkcr : anekrponnsii // O6pa3oBaTenbHas
mwiatdopma FOpaiir [caiit]. — URL.: https://urait.ru/bcode/491249
4. Kazapun, O. B. OcHoBbI HHGOpMAIIMOHHON O€30MaCHOCTH: HAICKHOCTh U
0€30MacHOCTh MPOrPaMMHOT0 00ecreueHus : yueOHoe ocoOue sl CPEHEro
npodeccuonansHoro oopazosanus / O. B. Kazapun, . b. Ilyounckuii. — Mocksa :
UznatensctBo FOpaiit, 2022. — 342 ¢. — (IIpodeccuonansuoe odpazoranue). — ISBN 978-5-
534-10671-8. — Tekcr : anekTpoHHbIN // OOpazoBatenbHas miatdopma FOpaiir [cait]. —
URL.: https://urait.ru/bcode/495524
5. IomsixoBa T. A. Opranu3aniioHHOE U TPaBOBOE oOecTieyeHne NHPOPMALMOHHOMI
0€30MacCHOCTH : YICOHHUK U MPAKTUKYM JIJIsl CPEIAHET0 MPohecCHOHATLHOTO 00pasoBanus /
T. A. TlonsikoBa, A. A. Ctpensiios, C. I'. UyOykoBa, B. A. HuecoB ; 0OTBETCTBEHHBIE PEIAKTOPHI
T. A. Tlonskosa, A. A. CtpensiioB. — Mocksa : M3natensctBo FOpaiit, 2022. — 325 ¢c. —
(ITpodeccronansuoe oopazoBanue). — ISBN 978-5-534-00843-2. — TekcT : 3neKTpOHHBIN //
OopazoBarenbHas miardpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/498889
6. lllepbak A. B. Uudopmanronnasi 0€301MacHOCTh : YY€OHUK JJIsI CPETHETO
npodeccuonansHoro oopazosanus / A. B. lllepbak. — Mocksa : U3parensctBo KOpaiiT,
2022. — 259 c. — (IIpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-15345-3. — TexkcrT :
aneKTpoHHbIHN // O6pazoBarenbHas wiargopma FOpait [caift]. —
URL.: https://urait.ru/bcode/497642
Pecypcuol ungpopmayuonno-menekommynuxkayuonro cemu « Mnmepremy:
1. O9bC PYIH u croponnue DbC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT TOCTYII
HAa OCHOBaHMUH 3aKJIIOYEHHBIX JOTOBOPOB
- DnekTpoHHo-ombnuoTeunas cucrema PYJIH — 9bC PY JIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YnuBepcuteTckas 6ubianorexa onnain» http://www.biblioclub.ru
- OBC Opaiit http://www.biblio-online.ru
- OBbC «KoHcynbpTaHT cTynenTay www.studentlibrary.ru
- OBC «Tpounukuit MmocT»
2. ba3bl TaHHBIX U TOUCKOBBIE CUCTEMBI
- DIIEKTPOHHBIN (HOH/I TPABOBOYM M HOPMATUBHO-TEXHUYECKOW JJOKYMEHTAIIUU
http://docs.cntd.ru/
- mouckoBas cucreMa Suaekc https://www.yandex.ru/
- mouckoBas cuctema Google https://www.google.ru/
- pedeparuBHas 6a3a nanueix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yyebno-memoouueckue mamepuansvl 011 camocmosmenbHol pabomsl 00y4arOuuxcs npu
0CBOEHUU OUCYUNTUHBL/MOOYAAE:
1. Kypc nexuuit no nuctmninnae «KudepOe3omacHoCTs MpeAnpHsITUS».
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* - Bce yueOHO-METOIMYECKUE MATCPUAIIBI JIJII CAMOCTOSITEIHLHON pabOThl 00yUYaIOIIUXCS
pa3MeIaTCs B COOTBETCTBUHU € AEUCTBYIOLIUM NOPsAKOM Ha cTpaHule aucuuiuiiasl B TYHUC!
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PA3BPABOTYMUK:

Houent kadenpsr Teopun
BEPOSATHOCTEUN U

BbecuacTabiii Butanuit

KnOepOe30MmacHOCTH AnexkcanapoBuY
Jonoxcnocmo, BYIT Tloonuce Damunus U.O.
PYKOBOJIAUTEJIb BYII:
3aBeayromuii kadenapoit Teopun
BEPOSATHOCTEHN U CamyitnoB KoHcTaHTHH
KrOepOe301acHOCTH EBrenbeBuu
Honocnocmo BYITT Ioonuce Damunus U.0.
PYKOBOJIUTEJIb OII BO:
3aBenytouuii kadeapoit Teopun
BEPOSITHOCTEU U CamyiinoB Koncrantun
kubepbe3onacHoCcTr EBrenneBud
JHonxcnocmo, BYTT Ioonuce Damunus U.0.
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